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1 Linear Algebra

In the following, we refresh the basic definitions from linear algebra that will be needed
during the course. In all definitions, we will restrict our attention to the finite dimen-
sional case only.

Definition 1 (Hilbert space) The n-dimensional Hilbert space is C", the n-
dimensional complex vector space.
C" is endowed with the following inner product:

n
(T,®) =) WP,
=1

where ¥ is the complex conjugate of 23
The (Euclidean) norm ||-|| is defined by

n n
W) = V(W,0) = | D W0 = |y 2,
=1 =1

We call two vectors ¥ and ® orthogonal if (U, ®) = 0. We call ¥ orthogonal to a
subspace V- C C" if U is orthogonal to all x € V.

Furthermore, we call a vector normalised if || = 1, and we call a set of vectors
orthogonal if they are pairwise orthogonal,, and we call a set of vectors orthonormal if
they are all normalised and pairwise orthogonal.

Definition 2 (Conjugate transpose) Given a matric M € C™", we define M as
the complex conjugate of the transposition of M, i.e., (MT)Z-]' = (Mj;)*. (This is the
analogue of transposition.)

We have (MT)T = M and (Mz,y) = (x, M'y) (and vice-versa).

Definition 3 (Dirac notation) In the Dirac notation, a vector ¥ in C" is written
|¥). By (V| we denote the function mapping |®) to (¥, ®) (or equivalently: (V| is the
row vector ).

In particular, we can now write (V|®) for (¥, ®). And for the projection onto Py
onto V = span ¥ we write Py = |[¥)(¥|. (Try it out and evaluate Py |®)!)

Definition 4 (Trace) The trace tr M of a matriz M € C**" is Y, My;.
The trace can also be computed as ), (i| M |i) for any orthonormal basis [1) ,...,|n)
of C™.

1Or every complex vector space isomorphic to C"
Le., (a4 bi)* = a — bi.




Definition 5 (Hermitian matrices) A matric M € C"*" is called Hermitian, if
M = M. (This is the analogue of symmetric matrices.)

A Hermitian matrix M can be diagonalised, i.e., there is an orthonormal basis
|1),...,|n) such that M =), \; |i) where \; are the eigenvalues of M.

Definition 6 (Positive matrices) A matriz M € C"*" is positive if for all |¥) € C"
we have (V| M |¥) > 0.

Note that positive is meant in the sense of positive semidefinite (or nonnegative),
i.e., we allow, e.g., M = 0.
A positive Hermitian matrix has only nonnegative eigenvalues \; > 0.

Definition 7 (Absolute value of a matrix) For a positive Hermitian matriz M, let
VM be the positive matriz satisfying (v M)T (v M) = M. For a (not necessarily positive
or Hermitian) matriz M, we define | M| := vV MTM.

The matrix |M| is always positive Hermitian. For a positive Hermitian matrix M,
we have |[M| = M. For a diagonal matrix M, we get |M| by taking the absolute value
of every element on the diagonal.

For a positive Hermitian M, we can compute v/M by first diagonalising M as UDUT
(with unitary U and diagonal D), and then computing VD (by taking the square root
of each diagonal element individually) and then computing VM = U/DU?. Since for
a matrix M, we have that MTM is positive Hermitian, we can use this procedure to
compute |M].

Definition 8 (Unitary matrices) A matriz M € C™ " is unitary if MTM = MMT =
I where I is the identity matriz. (Unitary matrices are the analogue to rotation matri-
ces.)

Note: If M is unitary, then |Mz| = ||z| and (Mz, My) = (x,y).

Definition 9 (Projections) A matriz M € C" " is a projection if for all x we have
MMx = Mz (or equivalently, MM = M ).

The orthogonal projection Py onto a subspace V- C C" is defined by Py(u+v) = v
where v € V' and u is orthogonal to V. (Note that any state © € C™ can be represented
uniquely as such a sum © =u+v.)

For a one-dimensional subspace V = span{v} with ||v|| = 1, we have that Pyx =
v(v, ).

Lemma 1 (Singular value decomposition) For any square matriz A € C™*™, there
are unitary matrices U,V € C"*" and a diagonal matriz D € C™*™ with only nonnega-
tive real entries such that A= UDV.



2 One Qubit

Definition 10 (Qubit) A single qubit is represented by a wvector |¥) € ©C? with
W) = 1.

There are two kinds of operations on qubits, unitary transformations and measure-
ments.

Definition 11 (Unitary transformations on qubit) A unitary transformation on a
qubit | V) is represented a unitary matriz U € C?*2. The qubit after the transformation
is U |¥).

In the case of polarisation, a typical transformations would be to rotate the polari-
sation by an angle of a. In this case we have

cosa  sina
U= .
—sina  cos o

which can be easily verified to be unitary.

Definition 12 (Orthogonal measurements) An on a qubit is defined by two or-
thonormal wvectors |yes) and |no). The outcomes of the measurement can be yes or
no

When applying the measurement to a qubit |V), the probability for the yes outcome
is |{yes|W)|?, and the probability for the no outcome is |(no|¥)|%.

In case of a yes outcome, the resulting state is |yes), and in case of a no outcome,
the resulting state is |no)

An example for a measurement is a polarising filter. If the filter lets only vertically
polarised light through, it corresponds to a measurement with |yes) = |[) and [no) = |<),
and a yes-outcome corresponds to the fact that the photon passes the filter. In this case,
the resulting photon will be vertically polarised (i.e., in the |]) state). (In the no-
outcome, the photon is destroyed, so talking about the resulting photon does not make
sense in that case.)

A few typical unitary transformations on qubits are:

Definition 13 (Hadamard) The Hadamard gate (usually denoted H ) is defined by

n=20 )

or equivalently

H [0) = 25(11) +10))
H 1) = 25(0) — 1))

30f course, the labelling yes/no is arbitrary. Any other two labels are possible.

4Up to a scalar factor of absolute value 1. To be completely exact, the state after measuring yes is
@Zi}ii\ - lyes) (and analogous for no), but this should not worry us now. Furthermore, scalar factors
(called a global phase) do not have physical meaning anyway.




The Hadamard gate is useful for introducing superpositions as it takes a classical bit
(|0) or |1) and transforms it into a superposition).

Definition 14 (Bit flip) The bit flip (also called not-gate or X-gate) is defined by
01
(1)

X10) = 1)
X 1) =10)

or equivalently

The bit flip corresponds to a negation. It can, however, be applied in superposition.

Definition 15 (Rotation) The rotation by angle 0 is defined by

Ry = <cos # —sin 9>

sin@ cosf

or equivalently

Ry |0) = cos 6 ]0) + sin 6 |1)
Ry |1) = —sin @ |0) + cos @ |1)

Definition 16 (Phase shift) The phase shift S is defined by
10
=0 %)

510) = 10)
S|1) = i|1)

or equivalently

More generally, we can parametrise the phase shift by an angle 0:
1 0
S0 = (0 ei9>

Sy 10) = |0)
So 1) =€ 1)

or equivalently

Note that S = Sg and X = S,.



Further reading: [NCO00, Section 1.2.1, 1.3.1], and [NCO0O0, Section 4.2] for the single
qubit gates.

3 Elitzur-Vaidman Bomb Testing

A beam splitter is a device that into which a photon can enter in two positions (call
them up and down), and exit in two positions (call them up and down, too). The input
to the beam splitter is a qubit that is represented as a superposition between |up) and
|down). Then the beam splitter performs the following linear transformation Bx:

B [up) = = (jup) + fdown))
Bz |down) = L( |lup) + |down))

Another variant of the beam splitter is given by the linear transformation

B_s |up) = 5 (Jjup) — [down))
B_z |down) = %(\um + |down))

Note that Bz and B_% are unitary, and that B%B_% = B_%B% =1.

The FElitzur-Vaidman bomb tester is the following construction. We are given a box
that may or may not contain a bomb. The bomb explodes if a single photon falls onto
it. We want to find out whether the box contains a bomb. To do so, we take a B= z beam
sphtter and send a |up) photon through it. The state that comes out of the beam sphtter

ﬂ(\up> + |down)). Now we put the box in the path of the |[down) photon. Assume
for the moment that a bomb is in that box. Then the box constitutes a measurement
whether the photon takes the up- or the down-path. Since the state of the photon is
%(|up> + |down)), the measurement outcome will be up or down, each with probability

%. In the case of a down-outcome, the bomb explodes. In the case of an up-outcome, the
resulting state is |up) (i.e., the photon takes the upper path). Then the photon passes the

—= beam splitter and is transformed into —= (]up> |down)). Now we measure whether
the photon is in the up state or the down state (by simply putting a photon detector
in at the end of both paths). With probability % the photon will be up (conditioned on
the fact that the bomb did not explode), with probability % it will be down. Altogether
we get the following predictions for this experiment.

Event Probability
Bomb explodes

Photon is in up-path

I N ST

Photon is in down-path

On the other hand, if no bomb is in the box, the box has no effect on the photon.
Thus in this case, the experiment consists of two beam splitters B4 and B_4 in a row.



Because these beam splitters are inverses of each other, they cancel each other out, and
the photon coming out of the second beam splitter will be in state |up). Thus in this
case we get the following probabilities:

Event Probability
Bomb explodes 0
Photon is in up-path 1
Photon is in down-path 0

In other words, if the outcome of the experiment is “down”, we know for sure that
there is a bomb in the box without having caused it to explode. Unfortunately, with
probability % the bomb still explodes. The experiment can, however, be improved to
make the probability of the bomb exploding arbitrarily small (homework).

Further reading: For the modelling of the beam splitter: [NCO00, Section 7.4]
(uses some physics we have not discussed yet). For the bomb tester: [Wikl
Elitzur-Vaidman bomb-tester].

4 Larger quantum systems

Definition 17 (Quantum states) An n-dimensional quantum state is represented by
a vector |U) € C" with |||V)|| =1 (here C™ is a Hilbert space).

In most cases, we assume some canonical orthonormal basis of C™ (representing the
classical possibilities of the system) which we call the computational basis. We then use
the following convention: If |b1),...,|b,) are the basis vectors, and by, ..., b, are some
labels we assign to these vectors sorted according to some natural ordering (e.g., for
an m-qubit system (i.e., n = 2™) b; is the bitstring b; € {0,1}"™ which is the binary
representation of i — 1), then |b;)) = (0,...,0,1,0,...,0)7 where the 1 is at the i-th
position.

There are two kinds of operations on quantum states, unitary transformations and
measurements.

Definition 18 (Unitary transformation) A unitary transformation on a quantum
state |¥) € C™ is represented by a unitary matric U € C™™. The state after the
transformation is U | V).

Definition 19 (Measurement) A (projective) measurement on a Hilbert space H is
specified by a family {P;};cr of orthogonal projections on H labelled with the possible
measurement outcomes © € I. The projections have to be pairwise orthogonal, i.e.,
P,P; =0 for i # j. And the projections sum to 1, i.e., >, Pi = 1y where 1y is the
identity on H.

When measuring a state |V) € H, the outcome i occurs with probability

1P 1) 2.
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http://en.wikipedia.org/wiki/Elitzur-Vaidman_bomb-tester

If the outcome i occurs, the state after the measurement (post-measurement state) is

b |v)

1P )|

A special case of a measurement is the complete measurement in which every pro-
jection is the projection onto a one-dimensional subspace.

Note that we can also represent a measurement by giving the images V; of the pro-
jectors P; instead of the projectors themselves. This is equivalent, as the P; can be
recovered from V; and vice versa.

Definition 20 (Complete measurement) A complete measurement on H is speci-
fied by an orthonormal basis B = {|i)}icr of H labelled with the possible measurement
outcomes i € I.

When measuring a state |U) € H, the outcome i occurs with probability

I 12
| ([ ®)]*.
and the corresponding post-measurement state is

i
iy |7

which is |1y up to a (physically irrelevant) scalar factor {ilv) of absolute value 1, the
[G[W)]

global phase).

Note that the complete measurement with basis {|i)};c; has the same effect as the
measurement with projectors {P;};c; where P; := |i)(i|. Thus complete measurements
are a special case of measurements as in [Definition 191

Further reading: [NCQ0], Section 2.2.1, 2.2.2, and 2.2.5 for states, unitary evolution,
and projective measurements, respectively. Section 2.2.7 for information in the global
phase.

5 Composite Systems

Definition 21 (Tensor product) Given two Hilbert spaces C™, C™ with orthonormal
bases By = {|i)}, Bo = {|j)}, the tensor product (or Kronecker product) C* @ C™ is
the Hilbert space C™™ with basis By X By = {|Z,]>}E
Given two vectors V1) = >, a; i) € C" and [Va) = 7. B;[j) € C™, their tensor
product is given by
‘\I/1> X ‘\I}2> = Zaiﬁj ‘Z,j> eC'"oC™.
irj

5There exists a more general category theoretical definition using a universal property, but for our
purposes this specialisation is sufficient.



Given two linear operations M; : C* — C" and My : C™ — C™, we define the
linear operation My ® Moy to be the unique linear operation satisfying

(My @ M) |i, j) = (M [)) @ (M2 5))-
We abbreviate  ® - -+ ® z (n components) as z®".

Definition 22 (Composite states) Given n quantum states |¥;) € H;, the composite
system consisting of n independent subsystems in states |V;), the state of the overall
system 1is

V1) ®-®|¥n) €EH1® - @ Hn.

Definition 23 (Composite unitary operations) Given a composite system Hi &
Hs, performing the unitary operation Uy on Hy and Us on Hs independently is equivalent
to performing the unitary operation Uy ® Us on Hi @ Ho.

A special case is performing an operation U only on H; and not touching Hs. This
is represented by U ® I where [ is the identity.

Definition 24 (Composite measurements) Given a measurement My specified by
projections Py, ..., P, on Hy and a measurement My specified by projections Py, ..., P},
on Ha, performing each of the measurements independently is equivalent to performing
the measurement M specified by the projections P; @ P; with i = 1,...,n and j =
1,...,m.

Note that the measurement that does nothing and has no effect on the state is given
by the single projector I (the identity). Thus a measurement M on H; only extends to
a measurement M’ on Hi ® Hs as follows: If M consists of Pp,..., P,, then M’ consists
of A®I,...,P,®1I.

Further reading: [NCO00], Section 2.2.8.

6 Multi-qubit gates

Definition 25 (Controlled NOT) The CNOT gate on C* is defined to be the linear
operation defined by

CNOT[00) = |00)
CNOT [01) = |01)
CNOT [10) = |11)
CNOT [11) = |10)

or equivalently
CNOT |a,b) = |a,a & b) (a,b € {0,1})

where @ denotes XOR.
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In circuits, we write CNOT as follows:

[ —

——

The dot represents the controlling qubit, and the @ represents the qubit that is condi-
tionally flipped. The dot does not have to be one the qubit above the @. For example,

o
_‘._
represents the operation defined by

|a" b? C> = |(1/69 C? b’ C> (a" b,C e {0’ 1})

Definition 26 (SWAP) The SWAP gate on C* is defined to be the linear operation
defined by
SWAP |a,b) = |b,a) .

The swap gate is represented by

I

Again, the two ® do not have to be on adjacent lines.

Definition 27 (Toffoli) The Toffoli gate on C® is defined to be the linear operation
defined by
Toffoli |a, b, ¢) = |a, b, (a - b) & c)

where - is the multiplication modulo 2, or equivalently, the and-operation.

The Toffoli gate is usually represented as follows:

[ —
—

——
As with the CNOT, the two dots can be on arbitrary lines, not only those adjacent to
the @. Furthermore, the symbol generalises to more than two controlling qubits in the
obvious way.

Definition 28 (Controlled-U) Given a wunitary transformation U € C", the
controlled-U gate C(U) is defined to be the linear operation on C*" defined by

C(U)10,5) = 10,4)
C(U)[L,45) =10y @ Uj)-

The controlled-U is depicted as follows:

Again, the dot can be on an arbitrary qubit.

10



Further reading: [NCO00], Section 4.3

7 Sets of Elementary Gates

The following theorem is a corollary of the Solovay-Kitaev theorem:

Theorem 1 Fiz e > 0. Fiz a unitary operation U operating on C*" (an n-qubit opera-
tion).

Then there ezists a ¢ € C with |¢| =1 (a global phase factor), and a quantum circuit
C' of size polylog(1/e) + exp(n) containing only the gates CNOT, H (Hadamard), Rz
(rotation by 5 ), S (phase shift) such that the following holds.

For all W) € ©*" with |||¥)|| = 1, we have that

[eU |¥) = Uc [¥)|| < e
where Uc is the unitary transformation implemented by the circuit C.

In other words, we can approximate any unitary transformation U by a circuit con-
taining only the above-mentioned gates (up to a global phase factor ¢ which is physically
irrelevant). The construction is very efficient in terms of the error ¢, but becomes inef-
ficient for larger systems (exponential in the number n of qubits).

As a consequence, we may assume any finite set of elementary gates that is powerful
enough to implement CNOT, Hadamard, Rotation by § and phase shift (up to an
arbitrarily small error). The theorem above then implies that it does not matter which
set of gates we choose. (Note that in a finite set of gate, the number of qubits a
gate operates on is n = O(1), so the exponential term exp(n) in the complexity of the
construction vanishes.)

Fault tolerant computation. In the above, we assumed that we are given error free
gates, i.e., the gates always implement the unitary transformation they are supposed
to implement. However, in practise we will have very noisy components that introduce
errors on the qubits. Fortunately, it is possible to implement quantum circuits in a fault
tolerant fashion (under reasonable assumptions about the gates and the error model).
Then, given gates that have an error probability of approximately 1075-107%, we can
get almost error free computation. In the following, we always assume error free gates
and communication for simplicity.

Further reading: [NCO00], Appendix 3 for the Solovay-Kitaev theorem (which gives
[Theorem 1l for the case n = 2, and Section 4.5 on how to get a larger value of n.

[NC00], Section 4.6 for fault tolerant computation (needs knowledge of the preceding
sections on error correcting codes.

11



8 The Deutsch-Jozsa Algorithm

Deutsch’s algorithm. Assume we are given a function f : {0,1} — {0,1}. We ask
the question which of the following two cases applies:

e f is constant (f(0) = f(1)), or
e f is balanced (f(0) # f(1)).

We further assume that f is implemented as a unitary transformation Uy on two qubits
that performs the following operation:

Urlz,y) = |z,y ® f()) (z,y € {0,1})

(Such a unitary can be efficiently implemented if f has a poly-size classical circuit.)
Deutsch’s algorithm performs the following operations:

0) ; (D
f
1)
(Here denotes a complete measurement of the first qubit in the computational

basis, i.e., we look whether it is |0) or |1).)
Computing the output of this circuit, we get the following:

e If f is constant, then with probability 1 the measurement M has outcome 0.
e If f is balanced, then with probability 1 the measurement M has outcome 1.

Thus with one evaluation of f we have determined whether f is constant or balanced.
Classically, we would have needed two evaluations.

An extension of this algorihm, the Deutsch-Jozsa algorithm, can even handle func-
tions f : {0,1}" — {0,1} and decide whether they are constant or balanced (same
number of 0 and 1 outputs). It needs only one evaluation of f. (The output of the
algorithm is random if f is neither constant nor balanced.)

Further reading: [NCO00, Section 1.4.3]. Lecture on
2008-05-26

9 Density Operators

Intuitively, a quantum ensemble is a probability distribution on quantum states.

Definition 29 (Quantum ensemble) A quantum ensemble E over a Hilbert space H
is a (possibly infinite) set of pairs E = {(|V;) ,p;)}i satisfying

e For all i we have |¥;) € H.

e The vectors |V;) are orthonormal.

12



e For all i we have p; >0 and ), p; = 1.
The interpretation is that a system is in state |¥;) with probability p;.
Operations performed on quantum states generalise to ensembles.

Definition 30 (Unitary transformation) Let U be a unitary matriz on H. Let E =
{(|W;) ,pi) }i be an ensemble over H.
Then applying U to the ensemble E leads to the ensemble

UE ={(U|¥:),pi)}i-

Definition 31 (Measurement) Let M = {Q1,...,Qn} be a projective measurement
over H consisting of projectors Q;. Let E = {(|V;),pi)}i be an ensemble over H.
If we measure the state described by E with M, the outcome j has probability

Pr[Outcome j] = ZP:‘HQ;’ W) 2.

After measuring the outcome j, the system state is described by the following ensemble:

{( Qjlw:)  pill Q¥ >} .

1Q; 1%:)|" Pr[Outcome j)) J,

Definition 32 (Extending the state space) Let E = {(|V;),p;)}i be an ensemble
over H. Let [T') e H', |||IT)]| = 1.

Then extending the state described by E by adding another quantum system described
by |T') results in the following ensemble over H @ H':

E®|T) = {(|¥:;) @), pi)}i-

Definition 33 (Physical indistinguishability) We call two ensembles physically in-
distinguishable if all sequences of operations according to Definitions [Definition 30
[Definition 31|, and|Definition 32 lead to the same probabilities of measurement outcomes.

Further reading: [NCO00, Section 2.4.1].

A density operator is a compact representation of a quantum ensemble. This repre-
sentation looses some information contained in the description of an ensembleﬁ but it
still contains enough information to predict the outcome of physical experiments.

Definition 34 (Density operator) Let E = {(|V;),p;)}: be a quantum ensemble over
‘H. The density operator (density matrix, mixed state) corresponding to E is the linear
transformation pg on ‘H defined as follows:

PE ZZPi\‘I’i>(\Pi\-

We call p a density operator over H if it is a density operator for some quantum
ensemble E over H. By S(H) we denote the set of all density operators over H.

SE.g., the following two ensembles both have the same representation as a density operator:
{(10),3),(11), 3)} and {(|+), 3), (I=), 3) with [+) = —5[0) + 75 |1) and |-) = —5 [0) — 5 |1).

13



Note: The usage of the words mized state and pure state is ambiguous. There are
two usages:

e A mixed state is a density operator p € S(H) and a pure state is a state described
by a vector |¥) € H.

e A pure state is a density operator of the form |U)(¥| (i.e., a density operator
corresponding to an ensemble with only one entry), and a mixed state is a density
operator that cannot be written |¥)(¥|.

Lemma 2 The set S(H) consists of all positive Hermitian matrices with trace 1.

Due to its mathematical simplicity, one usually takes [Cemma 2] as the definition of
density operators.

Definition 35 (Unitary transformation) Let U be a unitary matriz on H. Let p €
S(H) be a density operator over H.
Then applying U to the state p leads to the state UpUT.

Definition 36 (Measurement) Let M = {Q1,...,Qn} be a projective measurement
over H consisting of projectors Q;. Let p € S(H) be a density operator over H.
If we measure the state p with M, the outcome j has probability

Pr[Outcome j] = tr ijQ} =trQjp.

Q;pQ}

After measuring the outcome j, the system state is ——=+.
tr QjPQj

Definition 37 (Extending the state space) Let p € S(H) be a density operator over
H. Let [T) e H', |||IT)]| = 1.

Then extending the state p by adding another quantum system described by o € S(H')
results in the density operator p ® o over H® H’

The following theorem states that density operators characterise physical indistin-
guishability of quantum ensembles.

Theorem 2 Let E, E' be quantum ensembles over H and p, p’ the corresponding density
operators. Then E and E' are physically indistinguishable if and only if p = p'.

Since in physics, there is no reason to assume that some distinction exists if it is
principally impossible to measure it, one usually directly says that the physical system
is in the state p and does not assume that there is some hidden ensemble behind this
state that contains more information than the density operator p.

Further reading: [NCO00, Section 2.4.1 and 2.4.2]. Note that they define a density
operator as being positive Hermitian (and omit the condition trp = 1).

14
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10 Partial Trace and Purification

Definition 38 (Partial trace) Let a bipartite system Ha ® Hp be given.
The partial trace trp : S(Ha ® Hg) — S(Ha) is the linear transformation defined
by
trpo@T=0-trr o€ SHa), 7€ SHp).
We say that Hp is traced out. Analogously we can also trace out Ha or consider
multipartite systems.

Given a state p € S(HA®Hp), the state p := trp p describes the state resulting from
destroying (or locking away) the B-part of the system. Or equivalently, p? represents
all information that can be extracted about the state p from the A-part of the system
alone.

Computing trp p is also called tracing out B.

Theorem 3 (Purification) Let a state p € S(Ha) be given. Then for any space Hp
such that dimHp > dimH 4, there is a quantum state |V) € Ha ® Hp such that

trp|0) (2] = p.

We call ¥ a purification of p. Note that the purification is not unique.

This theorem means that any mixed state can be considered as a part of some larger
pure state (we usually call the added subsystem Hp the environment).

In many cases, analysing a pure system may be simpler than analysing a mixed one.
In these cases [Theorem 3] allows to simplify the analysis.

Further reading: [NCO00, Section 2.4.3] for the partial trace and [NC00, Section 2.5]
for purification.

11 Quantum Operations

Definition 39 (Quantum Operations) A quantum operation & is a map € : S(H) —
S(H') of the form
E(p) = EwpE] (1)
k

where Ey, : H — H' are linear operators satisfying >, E;Ek = I (where I is the identity
on'H).
We sometimes write £ = {Ey}i to denote the fact that & is the operation defined by

@.

Quantum operations describe all operations that can be applied to a mixed state p,
including unitary transformations, measurements (when the outcomes are erased). Also
the partial trace is an example of a quantum operation.

Quantum operations are also called superoperators.

15



Definition 40 (Composing operations) Let £ and F be two quantum operations
(over Hg and Hp, respectively). Then € F is the linear operation defined by

ERF)oxT)=E(0)®F(T).
Note that £ ® F is a quantum operation over Hg ® Hp.

Theorem 4 £ : S(H) — S(H') is a quantum operation if and only if it satisfies the
following three conditions:

o [t is linear.
o [t is trace-preserving (i.e., trE(p) =trp).

e It is completely positive. That is, for any vector space H and any positive p E
S(H ® H), we have that (€ @ I)(p) is positive, too. (Here I is the identity on H.)

Further reading: [NCO00, Section 8.2].

12 Trace distance

Note: In the following, we will use random variables and probability distributions inter-
changeably. That is, if we say “X is a probability distribution over A”, we may then
use X as a random variable taking values in A and write Pr[X = a] for the probability
assigned by the distribution X to a.

Definition 41 (Statistical distance) Let X and Y be probability distributions over
some (countable) set A. Then the statistical distance SD(X,Y") between X and Y is
defined as
SD(X,Y) := max|Pr[X € T] — Pr[Y € T]|.
TCA

Intuitively, the statistical distance tells us how good a sample chosen according to the
distribution X and a sample chosen according to Y can be distinguished by an optimal
statistical test T

Lemma 3 (Alternative definition of statistical distance) Let X and Y be proba-
bility distributions over some (countable) set A. Then

SD(X,Y) =$> |Pr[X =a] - Pr[Y =d]|.
a€A

This lemma is often taken as the definition of statistical distance. However, it does
not have an operational meaning like and it does not generalise to un-
countable sets A.

The statistical distance is often used in cryptography in definitions of security against
computationally unlimited adversaries: If we have some random variable I that describes
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what the output/communication of the protocol should ideally look like (e.g., it should be
stochastically independent of the secrets used in the protocol), and the random variable
R describes the actual output/communication, then one would require that SD(R, I) is
sufficiently small.

Lemma 4 e The statistical distance SD is a metric (on the set of probability distri-
butions over a given set A).

e For any (possibly randomized) function F we have that
SD(F(X),F(Y)) <SD(X,Y)

If F is a bijection, equality holds.

(This means that applying a function to some data may not make it more distin-
guishable, it may only loose information.)

o Let XY, Z be stochastically independent. Then
SD((X, 2), (Y. Z)) < SD(X,Y)
where (X, Z) is the random variable describing pairs chosen according to X and

Z.
(Adding independent information does not help in distinguishing.)
Definition 42 (Trace distance) Given density operators o,p € S(H), we define the

trace distance TD(o, p) as
TD(o, p) := 3 tr|o — pl.

Here |M| denotes the absolute value of the matriz M, see[Definition 7,

Lemma 5 (Alternative definition of the trace distance) Given density operators
o,p € S(H) we have that

TD(o,p) = mlgx‘tr Po —tr P,o‘.
Here P ranges over all orthogonal projectors on 'H.

In other words, the trace distance tells us how good we can distinguish the states o
and p by a measurement {P,1— P}. This is analogous to [Definition 41] since a quantum
measurement is the analogue of a statistical test in the classical world.

This analogy is made even stronger by the following lemma:

Lemma 6 Let X and Y be probability distributions over A. Let
pX = ZPr[X = a]|a)(a| € S(CY)
acA

(in other words, px describes the distribution X over classical states |a)) and py anal-
0gous.
Then SD(X,Y) = TD(px, py)-

17



Lemma 7 o The trace distance TD is a metric (on S(H)).

e For any quantum operation € and any o,p € S(H) we have that
TD(E(0), £(s)) < TD(7, ).
If € applies a unitary (i.e., E(p) := UpUT), then equality holds.
e Leto,pe S(H) and 7 € S(H'). Then
TD(ec @ 1,p® 1) = TD(0, p).

Note the one-to-one correspondence with the properties in [Lemma 41

Lemma 8 Let P be an orthogonal projector on H, let p € S(H), let € > 0. Assume that
tr Pp > 1 —¢ (i.e., the measurement {Pyes := P, Pp, := 1 — P} returns yes with high
probability).

Then there is a state p' € S(H) such that

(a) TD(p,p) < V&

(b) There are states |¥;) in range P such that p' = >, pi|W;)(V;| with >, pi =1, p; > 0.
(In other words, when measuring p', the measurement would always return yes, i.e.,
P’ satisfies the property specified by P.)

This lemma gives a criterion to show that the trace distance between some state p
and some set of states S is small: Find a projector P such that S consists of all states
satisfying (B). Then show that with high probability, measuring P would succeed.

Lemma 9 (Convexity of the trace distance) Letp =), pip; ando =), p;o; with
Zz’pi = 1, pi = 0. Then
TD(p, o) < Y _ piTD(p;, o).

7

This lemma in some cases allows us to bound the trace distance of p to some (set of)
states o by representing p as a sum of pure states > p;|¥;)(¥;| and then computing the
trace distances for the pure states only.

A generalisation of this lemma that does not require the probabilities p; to be the
same in p and o also exists.

Further reading: [NCO00, Section 9.2.1].
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13 Quantum key distribution

The goal of quantum key distribution (QKD, a.k.a. quantum key exchange) is the fol-
lowing. Two parties Alice and Bob communicate over two kinds of channels. The first
channel allows to send classical information and is authenticated (but not secret). The
second channel allows to send qubits but is insecure (under the control of the adver-
sary). Alice and Bob want to agree on a secret key by communicating only over these
channels such that even a computationally unlimited adversary Eve that eavesdrops on
the classical channel and controls the quantum channel cannot learn anything about the
key. (But Eve is allowed to disrupt the communication.)

The basic idea of quantum key exchange is the following: If Alice sends to Bob qubits
encoded in a random basis (unknown to Eve), then if Eve measures the qubits she will
necessarily introduce disturbances. Then Alice and Bob perform some checks on the
qubits received by Bob, and if Eve eavesdropped, we may expect some of these checks
to fail and Alice and Bob will abort the protocol. Otherwise, Alice and Bob use the
transmitted qubits to derive a shared secret key.

There are various desirable properties that a QKD protocol should have:

e Provable security. It should be possible to actually prove the security of the proto-
col. This is a must, otherwise we do not gain much over the classical key exchange
protocols.

e FError tolerance. The key exchange protocol should work even if the communication
channel is noisy (introduces errors). This is difficult because a noisy channel also
introduces disturbances that look similar to those introduced by an eavesdropper.
So if Alice and Bob abort whenever there is a disturbance, the protocol will never
succeed. If they choose not to abort, Eve may learn some information.

e Realisability. The protocol should not need to use a quantum computer. It should
be executable using only simple operations like sending polarised photons and
measuring the polarisation.

e Arbitrary distance. The key exchange protocol should work over an arbitrary
distance. In realistic channels, the noise increases with the distance. From some
distance on, the noise is too large to make key exchange possible. One solution is
to add relays on the way that correct errors or perform other computations, but
these relays should not be assumed to be secure (they might be under the control
of Eve). Quantum error correction can be used in untrusted relays, but this needs
a quantum computer.

The (rough) state of the art is listed in the following table:

BB84 and others Lo-Chau this lecture
Provable security yes yes yes
Error tolerance yes yes no
Realisability yes no no
Arbitrary distance no yes no
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Here BB84 and other stands for most of the currently investigated protocols of which
(variations of ) BB84 [BB84] are the most well-known. Lo-Chau stands for the protocol
proposed in [LC99].

In this lecture, we analyse a simplification of the Lo-Chau protocol that does not
need to use quantum error correction.

Most research today concentrates on trying to improve the range (distance) of QKD
protocol with available technology. Current records lie in the order of 150km, even
through a wireless connection [SMWET07].

Definition 43 (Security of QKD) Let a QKD protocol 7 be given. Let n € N. Let
e >0.

Let an adversary Eve be given (that has full control over the quantum channel between
Alice and Bob, but can only listen to but not modify the classical channel between Alice
and Bob). Then let pR%L, € S(Ha ® Hp ® Hg) be the density operator describing the
joint state of Alice’s, Bob’s and Eve’s system in the case that Alice and Bob do not abort.
Here Ha = Hp = C?" because Alice’s and Bob’s state consist of an n-bit key, and Hp
is some arbitrary Hilbert space defined by Fwve.

Let SIdeal C S(Ha ® Hp ® Hp) be the set of all states of the form

> (k)(kl @ k) (k) © i

ke{0,1}n

for some pp € S(HEg).

By Piuccess denote the probability that Alice and Bob do not abort the protocol and
thus output a key (given a particular adversary Eve).

We say that 7 is e-secure if the following holds: For every adversary Eve, we have

that

Ideal

) Real
dpABE € Sldeal B

Ideal
TD(PABE, pAJ%aE) * Psuccess < €.

Intuitively this means that the keys output by Alice and Bob are the same with high
probability, that these keys are almost uniformly distributed, and that Eve’s information
is almost independent of that key.

Definition 44 (Bell states) The four Bell states are:

o) = 7= 100) + —= |11
) = =01+ —= |10
o) = 7= 100) = = |11
Bu) = =01 = —= |10
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The four Bell states form a b~asi~s Qf (D
As a shorthand, we write ‘db&déf...> for the state |Gup) @ |Bea) @ |Bef) ® ... In

particular, |0...0) = [Byo)®". The states |#) with z € {0,1}" form a basis of 2"
(2n-qubit systems).

Lemma 10 Let a protocol w be given. Let n € N. Let € > 0.

For every Fve, let p%eé‘}lg € S(Ha ® Hp ® Hg) be the density operator describing
the joint state of Alice’s, Bob’s and Eve’s system in the case that Alice and Bob do not
abort.

Assume that for every Eve, there is a state pXi8. of the form pieal = 10...0)(0...0|®
pEEI such that

TD(pA%k: PARE) - Pnceess < €

where Psuccess 45 again the probability of not aborting.

Then let ' be the protocol where Alice and Bob execute ™ and at the end of the
protocol additionally measure each of their qubits in the computational basis (and forget
the result). Then w' is an e-secure QKD protocol.

Thus, we only need to construct a protocol 7 as in

In the following, we assume the QKD protocol we are constructing to be of the
following form: Alice and Bob both expect qubits from Ewve. That is, instead of Alice
sending the qubits to Bob, both parties expect these qubits from an untrusted source.
It is easy to see that if this protocol is secure, then the protocol where Alice produces
and sends the qubits is also secure. This simplifies analysis as Eve’s strategy can be
completely described by the state she sends to Alice and Bob.

The state that Alice and Bob expect from Eve is |6...6>, that is, Alice and Bob
expect that the i-th qubit of Alice’s system and the i-th qubit of Bob’s system together
are in the |Gpo) state. Of course, we do not assume that Eve indeed sends such a state.

Definition 45 Let a state p € S(Ha ® Hp @ HE) be given with Ha = Hp = C™. Let
qg € N, g <m. The Bell test is the following procedure:

e Choose q distinct indices i1, ...,iq € {1,...,m}.

o For each index i, measure the i-th Alice-Bob qubit pair of p using one of the fol-
lowing measurements:

— Pyes := [Boo){Bool + [Bor
state is not |B1o) or |11

— Pyes := [Boo)(Bool + [B1o
state is not |Bo1) or |f11

(Bo1| and Py := 1 — Pyes. (Le., we check that the
)
(Bro] and Py := 1 — Pyes. (Le., we check that the
)

"Note that we implicitly reorder the qubits here in the sense that formally, |0...0)(0...0| describes
the state of Alice’s and Bob’s system when we order the qubits as follows: First qubit of Alice, first qubit
of Bob, second of Alice, second of Bob, etc. On the other hand, when we wrote Y _(|z)(z|® |z)(z|) we
ordered them as follows: First qubit of Alice, second qubit of Alice, etc., first qubit of Bob, second of
Bob, etc. This is just done for notational convenience.

~ -~ ~—
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o If one of these measurements returned no, abort.

Note that this test cannot be directly implemented by Alice and Bob because it
performs measurements on the joint state of Alice and Bob that cannot be implemented
locally.

If p=10...0)(0...0], then the Bell test passes with probability 1. If p = |#)(Z]|
where x has more than ¢ bitpairs that are not 00, the Bell test passes with probability
at most approximately (1 — %)q . The exact bound is somewhat more complicated to
compute, we just write §, ~ (1 — %)q for that bound. Note that for ¢ = 0, even for
q = m, this does not converge to 0, so we cannot use this test to ensure that there are
no errors in the state. However, if ¢ is a fixed fraction of m, ¢, converges exponentially
fast to 0 for m,q — oo.

We fix the following notation:

By |z| we mean the number of bitpairs in x that are not 00.

Let Py be the projector -, |2)(Z| ® I (where I is the identity on Eve’s system
Hp). That is, intuitively P, projects onto states that have at most ¢ wrong qubit pairs.
For notational convenience, we write Py (p) := oka;rk.

Let T denote the (not trace-preserving) quantum operation describing the Bell test.
More exactly, given a state p € S(Ha ® Hp ® Hg), T(p) := pp’ where p’ is the state
after passing the Bell test and p is the probability of passing the Bell test. Note that
/= sl
Lemma 11 Let a state p € S(Ha ® Hp ® Hg) be given with Hy = Hp = C™. Let
geN, g<m.

Let p = trTT(’(’L) (the state after passing the Bell test). Let Psyecess := trT(p) (the

probability of passing the Bell test).

Then tr Py, (p) > %, That 1is, the (ideal) test whether p indeed has at most t
2

bad qubits will fail with probability at most F—

Using [Lemma 8, we immediately get:
In the following, let ¢-Error denote the set of states W that are a superposition of

states |Z) with |z| < t. (In other words, in ¥, at most ¢ bad qubit pairs occur.) Formally,

t-Error := span{|z) : |z| <t}

Lemma 12 Let a state p € S(Ha ® Hp ® Hg) be given with Hqa = Hp = C™. Let
geN, ¢g<m.

Let p := t;‘FT(a) (the state after passing the Bell test). Let Pgyccess := trT(p) (the

probability of passing the Bell test).
Then there exists a state p' € S(Ha ® Hp ® Hp) such that

o o/ ="V (¥;| ® pi where each V; € t-Error. (In other words, in p', at most t
bad qubit pairs occur.)

8This encoding of the Bell test is analogous to P (p) where also both the post-measurement state
and the probability are encoded in the density operator Po(p).
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e TD(p,p) < Psf:‘cess and hence TD(p, p') * Psuccess < \/E.
Definition 46 (Entanglement purification) There (entanglement) purification is a
process that needs only classical communication between Alice and Bob as well as local
unitary operations and measurements and that achieves the following:

Assume that Alice and Bob share a state ¥ € C? with W € t-Error (where Alice and
Bob each hold half of each Bell pair). Then the result of applying the purification is a
state {(N)...(~)> c ¢,

Lemma 13 There are values «, 3 € (0,1) such that for sufficiently large n and I > an
and t < fBn, purification is possible.

By combining [Lemma. 12 [Lemma 13| and [Lemma 10, we get the following result:

Lemma 14 Let a state p € S(Ha ® Hp ® Hg) be given with Hy = Hp = C™. Let
g € N, g <m. Let P denote entanglement purification that takes | := m — q qubit pairs
and returns n qubit pairs and corrects t errors.

Let p = trTT(@)) (the state after passing the Bell test). Let ' be the result of removing

the q qubits that were measured in the Bell-test. Let p:= P(p') be the result of applying
the purification P to the remaining bits p'. Let p* be the state resulting from measuring
Alice’s and Bob’s state in the computational basis.

Let Pyyecess == tr T'(p) (the probability of not aborting the protocol).

9q

Psuccess

Then there exists a state p' € Sigeal sSuch that TD(p,p') < and hence

TD(ﬁa p/) : Psuccess S vV 5q-
In other words, there is a \/dq-secure QKD protocol producing n key bits that needs
m qubits of quantum communication.

Note that the Bell test can be implemented with only local operations and classical
communication using the method described in Homework 7, Problem 2.

Further reading: [NCO00, Section 12.6].

14 Quantum Commitments

A commitment protocol is a protocol with two parties, Alice and Bob (or sender and
recipient). It consists of two phases, the commit and the unveil phase. In the commit
phase, Alice runs with some input b € {0,1} and Bob has no input. No output is made.
In the unveil phase, both Alice and Bob have no input. Bob outputs a bit & € {0,1}
or abortsE Intuitively, we require that Bob will output the bit & that Alice committed
herself to in the first phase, that is, Alice cannot change her mind about the bit (binding
property). On the hand, we do not want Bob to learn the bit b before the unveil phase

We assume that Alice never aborts and that Bob does not abort in the commit phase. This is
possible without loss of generality, since instead of aborting they may just send dummy messages.

23

Lecture on
2008-07-07



(hiding property). In the following, we assume that Alice and Bob are quantum machines
and have a quantum channel between them. Since commitments are not supposed to
give security against outside adversaries (but rather against the case that Alice or Bob
cheats), we do not need any authenticated or secret channels.

Formally, a secure commitment scheme is one that has the properties: correctness,
hiding, and binding.

Definition 47 (Correctness) We call a commitment protocol e.-correct if for honest
Alice and Bob, and for any Alice-input b € {0,1}, when executing the commit and the
unveil phase, the probability that Bob outputs b/ = b in the unveil phase is at least 1 —e,.

Definition 48 (Hiding) We call a commitment protocol ep-hiding if the following
holds: Fix some malicious Bob. Let p, be the state of honest Alice’s and malicious
Bob’s system after performing the commit phase with Alice-input b. Then

TD(tra po,tra p1) < ep.

Definition 49 (Binding) We call a commitment protocol ep-binding if the following
holds: Fiz some machines A, Ag, A1. Let P, be the probability that honest Bob outputs
b’ = b after interacting with A in the commit phase and Ay in the unveil phase. Then

P0—|—P1§1—|—6b.

Intuitively, this means that Alice cannot unveil as b when she learns b after the commit
phase. Note that it is always possible to get Py + P; = 1 since A might just randomly
choose b with probability P, and then perform an honest commit.

Lemma 15 (Schmidt decomposition) Fiz some bipartite Hilbert space Ha & Hp
where and some quantum state |¥) € 4 @Hp. Then there are orthonormal sets of states

{lo)} SHa  and  {|B))} CHB
and reals A; > 0 with >, A\? = 1 such that

W) = ZM i) ®8i) -

Lemma 16 (Simultaneous Schmidt decomposition) Fiz some bipartite Hilbert
space Ha ®@ Hp and two quantum states |¥) ,|V) € Ha®Hp. Assume that tra[W)(¥] =
tro|U)(V|. Then there are orthonormal sets of states

{la)} SHa  and  {lai)} CHa  and  {[B)} CHp
and reals A; > 0 with >, A\? = 1 such that

W) = ZM i) ®|Bi) -
and

b)) = Z)\z‘ a4) @ |Bi) -
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This lemma intuitively states that if two states are indistinguishable when looking only
at the second system, then the corresponding vectors |3;) in the Schmidt decomposition
can be chosen to be the same for both states.

Lemma 17 (Purification of the commit phase) Assume a commitment protocol ©
that is e.-correct, ep-hiding, and €p-binding. Then there is a commitment protocol 7 that
is ec-correct, ep-hiding, and ep-binding and that performs only unitary operations during
the commit phase (that is, no honest party measures, and no classical channel is used
between the parties).

The basic idea of the transformation underlying [Lemma 17 is to do the following:

e First, replace any use of a classical channel by sending the classical bit on a quan-
tum channel, encoded in the computational basis. Here both the sender and the
recipient measure the bit before/after sending to ensure that it is classical even if
the other party is cheating.

e Second, generate random bits as follows: If a random bit is needed, take a bit in
the |0) state, apply Hadamard to it (resulting in the |+) state), and measure the
bit in the computational basis.

e Third, replace every measurement (including those introduced in the steps before)
by a CNOT that stores the result the measurement would have onto a fresh quan-
tum register. This register is never used again, thus storing the information in this
register has the same effect as measuring.

Theorem 5 (Impossibility of quantum bit commitment) There are  values
€cyEn,Ep Such that the following holds: If a commitment protocol is e.-correct and
ep-hiding, then it is not ep-binding.

Note that this theorem does not exclude the possibility of quantum bit commitment
under additional assumptions, e.g., if the adversary is computationally bounded, or if it
is bounded in the size of its quantum memory (see next section).

14.1 Bounded quantum storage model

In the bounded quantum storage model, we assume that there is an upper bound n on
the amount of quantum of quantum memory the adversary can store over a longer period
of time (where we do not specify that period of time, but require that between commit
and unveil at least that time passes). In the bounded quantum storage model more is
possible to design secure quantum commitment protocols without having to resort to
any unproven computational assumption like the hardness of inverting some function
(one-way function).
Consider the following protocol from [DESS05]:

e Let m > n be some parameter.
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e Commit phase: In the commit phase, Bob (the recipient) chooses m bits z; €
{0,1}, and m bits b; € {0,1}. Then Bob encodes each x; in a basis specified by
b;; call the resulting qubit ¥;. More exactly, if b; = 0, then x; is encoded in the
computational basis |0),|1); if b; = 1, then z; is encoded in the diagonal basis
|+),|—). Then Bob sends the qubits |¥y),...,|¥,,) to Alice.

If b = 0 (Alice wants to commit to 0), then Alice measures all qubits in the
computational basis; if b = 1 (Alice wants to commit to 1), then Alice measures
all qubits in the diagonal basis. Let the results of these measurements be ;.

e Unweil phase: Alice sends b and all the bits Z; to Bob. Bob checks whether z; = Z;
for all ¢ with b; = b. If so, Bob outputs o’ := b. Otherwise, Bob aborts.

Theorem 6 (Commitment in the quantum bounded storage model [DESS05])
Assume v < % Then there is a negligible function p such that the above protocol for
m > n/7y is perfectly correct and hiding (i.e., 0-correct and 0-hiding) and pu(n)-binding.

Note that the protocol does not need any quantum storage on the side of Alice and
Bob. Current technology does not allow to implement this protocol because it assumes
that no errors occur on the quantum channel. However, a straightforward modification
in which Bob accepts a certain amount of errors in his check in the unveil phase can be
shown to be secure.

Further reading: For the Schmidt decomposition, see [NCO00, Section 2.5]. For the
impossibility of quantum commitment, see [May97]. For commitment in the bounded
quantum storage model, see [DFSS05].

15 Factoring

Note: The following section will contain only a simplified exposition that is not complete
but will give the rough idea of how to factor integers using quantum computers.

Definition 50 (Factoring problem) Given a non-prime integer m > 1, find an inte-
gerd | m with d # 1, d # m.

Definition 51 (Order finding problem) Given two relatively prime integers z,m,
find the smallest r > 0 such that " = 1 mod m. This value r we denote ord x (where m
is assumed to be clear from the context).

Lemma 18 (Reducing factoring to order-finding) Given an oracle that solves the
order finding problem, we can solve the factoring problem with probability at least % n
polynomial-time using a single query to the order-finding oracle.

The idea of the reduction is to compute ged(z'/2 + 1,m) and ged(z™/2 — 1,m) for
random z. With probability at least % one of the two geds will be a non-trivial divisor
of m.
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Definition 52 (Fourier transform) The Fourier transform is a linear transformation
on ©N represented by the matriz F = ((e*™/N)), € CN*N

Note that since 2iwkl/N is an imaginary number, all entries of F' have absolute value
1.

Lemma 19 (Properties of the Fourier transform) e The Fourier transform F
18 unitary.

e Frequency analysis: Given a vector x which is p-periodic (i.e., Tj = Zitpmod N
for all i; a special case would be a vectors with 1’s at every p-th position), Fx
has entries (non-zero values) on the multiples of N/p Note that N/p intuitively
represents the frequency of x.

Theorem 7 (Realising the Fourier transform) There is a quantum algorithm tak-
ing an n qubit state |V) as input and returning F |¥) where F is the Fourier transform
on CN with N = 2". This algorithm runs in polynomial time in n.

Theorem 8 (Order-finding) There is a quantum algorithm that returns ord x on in-
put of integers x,m. The algorithm runs in polynomial-time in the lengths of x and
m.

The algorithm roughly goes as follows: Let n be sufficiently larger than the
length of m. It starts with a quantum state |0)[0) € Ha ® Hp = CN @ CV. It
applies the Hadamard transform to every qubit of H 4. This results in the state
1) = > aeqoay» |a) [0) (since this is only a rough sketch, we omit the amplitudes
27™ in front of the vectors here and in the following). We can implement the unitary
transformation U that takes |a)|b) to |a) |y @ x® mod m). By applying U to |¥;), we
get [W2) = 3 co13n @) [2* mod m). We then measure the system Hp in the compu-

tational basis. This results in a measurement outcome o = z% mod m. The state after
this measure is [W3) = 37, |a) where the sum ranges over all a with 2 = 0 = 2% mod m,
i.e., a = a' + kordx for some k € Z. Hence |¥3) is ord z-periodic. Thus, if we apply the
Fourier transform F', we get a vector F'|W3) which has entries on multiples of N/ord x
(approximately). If we measure the system in the computational basis, we get a multi-
ple of N/ord z. From this we can compute an approximate divider of ord z. Additional
work needs to be done to recover the exact value of ord x from this, but this is a classical
computation and omitted here.

Further reading: [NCO00, Sections 5.1-5.3]

01 { N, this holds only approximately. In this exposition, we will not formulate exact bounds for
the approximation.
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