
Zero Knowledge (WS 2008/09) Dr. Dominique UnruhSolution of Exer
ise Sheet 1Out: O
tober 29, 2008 Due: November 7, 2008, before noonProblem 1: Some Intera
tive Proofs (9 Points)In the following, several (good and not so good) proof systems are given. For ea
h,spe
ify their witness relation R.1 For ea
h of the proofs, give (optimal) soundness and
ompleteness bounds c and s.(a) Square number proof:
• Statement: x = (x1, . . . , xn,m) where m,x1, . . . , xn are positive integers and nis even.
• Witness: w = (y1, . . . , yn) su
h that for all i we have y2

i ≡ xi mod m.
• The veri�er V 
hooses a subset I ⊆ {1, . . . , n} with |I| = n

2
.

• The prover P sends yi to V for all i ∈ I.
• The veri�er 
he
ks whether y2

i ≡ xi mod m for all i ∈ I.Solution.
• We assume the given proof system proves that all xi of x are squares. Thenthe 
orresponding witness relation is R := {((x1, . . . , xn,m), (y1, . . . , yn))|y2

i ≡
xi mod m for i = 1, . . . n, n even}.

• Completeness: Given I by the veri�er V , the prover P will always be ableto send the square roots yi for all i ∈ I, sin
e all xi are squares. All 
he
ks
y2

i ≡ xi mod m by V will then su

eed and V will a

ept. Hen
e we have
ompleteness bound c = 1.
• Soundness: We now 
ompute the su

ess probability of the best mali
ious prover

P ∗ 
onvin
ing the honest veri�er V of a false statement. The best strategy fora mali
ious prover is to use exa
tly one non-square and n − 1 squares for x(using more non-squares only in
reases the 
han
e of V asking for the root ofa non-square). Let xj be the non-square. The veri�er 
hooses the set I. Nowthere are two 
ases:1Formally, you 
ould spe
ify any witness relation and then just say that the proof has terrible 
om-pleteness and soundness. This, of 
ourse, is not the task. You should spe
ify a sensible relation thatmat
hes the intention behind the proof.



� j ∈ I: V wants to see the root of xj. Sin
e xj is a non-square P ∗ 
annotsend a number z, su
h that z2 ≡ xj mod m. V 's 
he
k fails, it will output0.� j 6∈ I: V does not want to see the root of xj. Sin
e all other xi, i 6= j aresquares, P ∗ is able to send those roots yi for i ∈ I. V 's 
he
ks may su

eedand it may output 1.As j ∈ {1, . . . , n} is 
hosen independently of I, and |I| = n
2
, the probability of

j ∈ I is n
2
/n = 1

2
. Hen
e V will output 0 with probability at least 1

2
, hen
e thesoundness bound is s = 1

2
.Solution.

• Alternatively we 
ould assume that the given proof system proves that at leasthalf of the xi of x are squares. Then the 
orresponding witness relation is
R := {((x1, . . . , xn,m), (y1, . . . , yn))|∃I ⊆ {1, . . . , n} : |I| >

n
2
∧ y2

i ≡ xi mod
m for all i ∈ I, n even}.

• Completeness: In the worst 
ase, we have exa
tly n
2
many squares and n

2
manynon-squares. Then P will only be able to send the roots yi for i ∈ I, if V has
hosen exa
tly the squares. Sin
e there are (

n
n

2

) 
ombinations the probabilityfor V outputting 1 is 1

(n

n

2

)
. Hen
e the 
ompleteness bound is c = 1

(n

n

2

)
.

• Soundness: There is no way for a 
heating prover P ∗ to 
onvin
e the honestveri�er V of a false statement. If less then half of the xi are squares, there willalways be a j ∈ I su
h that xj is not a square. The soundness bound is then
s = 0.(b) A variant of the graph isomorphism proof. We try to use repetition to get bettersoundness.

• Statement: x = (G1, G2) where G1 ≈ G2. Let n := |x|.
• Witness: An isomorphism φ between G1 and G2.
• The prover 
hooses random permutations τ1, . . . , τn and 
omputes Hk := τk(G2)for all k = 1, . . . , n. Then he sends H1, . . . ,Hn to the veri�er.
• The veri�er V 
hooses i ∈ {1, 2}.
• The prover P 
onstru
ts isomorphisms φ̃1, . . . , φ̃n su
h that Hk = φ̃k(Gi) forall k. Then he sends φ̃1, . . . , φ̃n to V .
• The veri�er V 
he
ks whether φ̃k(Gi) = Hk for all k.Solution.
• For the witness relation we have in the 
ase of graph isomorphism

R := {((G1, G2), φ)|G2 = φ(G1)} 2



• Completeness: similar to the original proof for graph isomorphism we have:� i = 1: φ̃k(G1) = τk(φk(G1)) = τk(G2) = Hk for all k� i = 2: φ̃k(G2) = τk(G2) = Hk for all kWe have 
ompleteness bound c = 1.
• Soundness:� either Hk 6≈ G1 for all k or Hk 6≈ G2 for all k� with probability >

1

2
V sends i with Hk 6≈ Gi for all k� there exist no φ̃k with Hk 6≈ Gi for all k, then V outputs 1Hen
e we have soundness bound s = 1

2
.(
) A trivial proof. Fix some language L in BPP. Let A be a polynomial-time algorithmsu
h that on input A(x) it outputs whether x ∈ L and errs with probability at most

2−|x|.
• Statement: x ∈ L.
• Witness: w is any string.
• The prover sends hello to the veri�er.2
• The veri�er 
he
ks whether A(x) outputs yes.Solution.
• Here, a sensible witness relation is R := {(x,w)|x ∈ L,w ∈ {0, 1}∗}

• Completeness: Sin
e A(x) outputs whether x ∈ L (up to an error probabilityof 2−|x|), the 
ompleteness bound is c = 1− 2−|x|.
• Soundness: Sin
e for x /∈ L, A(x) outputs 0 with probability at least 2−|x|, thesoundness bound is s = 2−|x|.
• Note that this proof system is even statisti
al zero-knowledge (??): The simu-lator just has to simulate the prover honestly, this is possible without knowingthe witness be
ause the prover never uses the witness.Problem 2: Mis
ellaneous (11 Points)(a) Show that every language in NP has an intera
tive proof system (with polynomial-time prover and veri�er) with perfe
t 
ompleteness and with soundness 0. (Moreexa
tly, for every language L ∈ NP, there is a relation R su
h that there is a proofsystem for R with perfe
t 
ompleteness and with soundness 0.)2If German is your native language, you may alternatively investigate the 
ase where the prover sends

hallo. 3



Solution. We show that for every language in NP there exists an intera
tive proofsystem with 
ompleteness bound 1 and soundness bound 0.
• Let L be a language in NP. From the de�nition of NP it follows that thereexists a relation R, su
h that x ∈ L⇔ ∃w : (x,w) ∈ R and su
h that R 
an bede
ided by a deterministi
 polynomial-time Turing ma
hine M and su
h thatthe |w| is polynomially-bounded in |x|.
• In the intera
tive proof system the prover P sends the witness w to the veri�er

V . V then runs M(x,w) and outputs, what M outputs.
• This proof system has 
ompleteness 1 and soundness 0.(b) Assume that NP * BPP. Show that there exists a relation R with LR ∈ NP butsu
h that R has no proof system with polynomial-time prover and veri�er and withsoundness 1

3
and 
ompleteness 2

3
.Hint: Your relation should de�ne witnesses in a su
h a way that knowing a witnessis extremely unhelpful.Solution.

• Let L ∈ NP.
• We de�ne R := {(x,w)|x ∈ L,w ∈ {0, 1}∗}: i� x ∈ L, then every string is awitness.
• Then LR = L ∈ NP.
• Suppose there is a proof system for R with polynomial-time prover and veri�erand with soundness 1

3
and 
ompleteness 2

3
.

• Let M be the ma
hine that on input x simulates the intera
tion of 〈P (x,w), V (x)〉for an arbitrary w.
• If x /∈ L, then Pr[M(x) = 1] ≤ 1

3
, otherwise Pr[M(x) = 1] ≥ 2

3
. Hen
e there isa polynomial-time probabilisti
 ma
hine de
iding L, hen
e LR = L ∈ BPP.

• Sin
e this holds for all L ∈ NP this is a 
ontradi
tion to the assumption NP *
BPP.

• Hen
e there is no proof system for R with polynomial-time prover and veri�erand the given 
ompleteness and soundness bounds.(
) Let (P, V ) be an intera
tive proof system for some relation R with soundness s and
ompleteness c. Let (P ◦, V ◦) be the following proof system:
• On input (x,w), P ◦ exe
utes P (x,w) |x| times sequentially. (That is, P ◦ runs

P (x,w). When P (x,w) terminates, P (x,w) is run again, and so on. Ea
hexe
ution of P (x,w) uses independent randomness, i.e., the di�erent exe
utionsof P (x,w) do not have any 
ommon data ex
ept x and w.)4



• On input x, V ◦ exe
utes V (x) |x| times sequentially. V ◦ outputs 1 if and onlyif all invo
ations of V have output 1.Prove that (P ◦, V ◦) is a proof system for R with soundness s|x| and with 
omplete-ness c|x|.Solution.
• We will write Mn for the n times sequential 
omposition of M . We prove byindu
tion:
• Base 
ase: For |x| = 1 we have 
ompleteness c and soundness s.
• Indu
tion hypothesis: (Pn, V n) has 
ompleteness cn and soundness sn.
• Indu
tive step: Consider the 
ase |x| = n+1 For 
ompleteness we have (∀x ∈ L):

Pr[〈P ◦(x,w), V ◦(x)〉 = 1]

= Pr[〈Pn+1(x,w), V n+1(x)〉 = 1]

= Pr[〈
(

P (x,w), Pn(x,w)
)

,
(

V (x), V n(x)
)

〉 = 1]

= Pr[〈P (x,w), V (x)〉 = 1] · Pr[〈Pn(x,w), V n(x)〉 = 1]

> c · cn = cn+1

• Soundness: Here we deal with a mali
ious prover P ∗. We assume we 
an de-
ompose it into two mali
ious provers P ∗
1 and P ∗

2 running sequentially: P ∗
1 endsafter sending the last message to the �rst invo
ation of V in V ◦ (we may as-sume, the number of rounds in the proof system (P, V ) is known, so we knowwhen the last mesage is sent). Both P ∗

1 and P ∗
2 output their internal state aftertermination. P ∗

2 gets as input the state s1 of P ∗
1 after its termination. We write

(s, v)← 〈P (. . . ), V (. . . )〉 for assigning to s the output of P and to v the output

5



of V . Then we have (∀P ∗∀x 6∈ L):
Pr[〈P ∗, V ◦(x)〉 = 1]

= Pr[v1 = v2 = 1 : (s1, v1)← 〈P
∗
1 , V (x)〉, v2 ← 〈P

∗
2 (s1), V

n(x)〉]

=
∑

s0

Pr[s1 = s0 ∧ v1 = v2 = 1 : (s1, v1)← 〈P
∗
1 , V (x)〉,

(s2, v2)← 〈P
∗
2 (s0), V

n(x)〉]

=
∑

s0

Pr[v2 = 1 : (s2, v2)← 〈P
∗
2 (s0), V

n(x)〉]

· Pr[s1 = s0 ∧ v1 = 1 : (s1, v1)← 〈P
∗
1 , V (x)〉]

6
∑

s0

sn · Pr[s1 = s0 ∧ v1 = 1 : (s1, v1)← 〈P
∗
1 , V (x)〉]

= sn ·
∑

s0

Pr[s1 = s0 ∧ v1 = 1 : (s1, v1)← 〈P
∗
1 , V (x)〉]

= sn · Pr[v1 = 1 : (s1, v1)← 〈P
∗
1 , V (x)〉]

6 sn · s = sn+1

P ∗
1 and V ).(d) Explain why the proof system (P ◦, V ◦) from (
) is useless for proof systems with

c = 2

3
and s = 1

3
. Explain (without a proof) how the method from (
) might bemodi�ed to deal with this 
ase.Solution.

• Using the proof system (P ◦, V ◦) for proof systems with c = 2

3
and s = 1

3
de-
reases not only the soundness bound, but also the 
ompleteness bound, sin
e

limn→∞(2

3
)n = limn→∞(1

3
)n = 0. With 
ompleteness 2

3
we would expe
t that withhigh probability approximately 2

3
of the V 's output 1, i� x ∈ L and with highprobability approximately 1

3
of the V 's output 1, i� x 6∈ L. So we 
ould modify V ◦,su
h that it outputs 1, i� the majority of the V 's outputs 1, and 0 otherwise.

6



Zero Knowledge (WS 2008/09) Dr. Dominique UnruhSolution of Exer
ise Sheet 2Out: Wed, Nov 5, 2008 Due: Fri, Nov 14, 2008, before noonProblem 1: Statisti
al distan
eProve the following fa
ts about the statisti
al distan
e SD (De�nition 2 in the le
ture notes).(a) SD(X;Y ) = 1

2

∑

a

∣
∣Pr[X = a]−Pr[Y = a]

∣
∣ (assuming there are only 
ountably manyvalues a in the range of X and Y ).Hint: First show that T := {a : Pr[X = a] > Pr[Y = a]} is a set that distinguishesbest in the sense of De�nition 2 in the le
ture notes.Solution. Let T ′ := {a : Pr[X = a] > Pr[Y = a]}. Fix a set T . Then

∣
∣Pr[X ∈ T ′]− Pr[Y ∈ T ′]

∣
∣ ≥ Pr[X ∈ T ′]− Pr[Y ∈ T ′]

≥
∑

a∈T ′

Pr[X = a]− Pr[Y = a]

(∗)

≥
∑

a∈T

Pr[X = a]− Pr[Y = a]

= Pr[X ∈ T ]− Pr[Y ∈ T ]. (1)Here (∗) holds be
ause for all a /∈ T ′, we have Pr[X = a]− Pr[Y = a] ≤ 0.Sin
e (1) holds for any set T , (1) also holds for T ∁, the 
omplement of T .If Pr[X ∈ T ]−Pr[Y ∈ T ] ≥ 0, from (1) we dire
tly have ∣∣Pr[X ∈ T ′]−Pr[Y ∈ T ′]
∣
∣ ≥

Pr[X ∈ T ]− Pr[Y ∈ T ] =
∣
∣Pr[X ∈ T ]− Pr[Y ∈ T ]

∣
∣.If Pr[X ∈ T ] − Pr[Y ∈ T ] ≤ 0, we use the fa
t that (1) holds for all T , and hen
ealso for for T ∁, the 
omplement of T . We then have ∣∣Pr[X ∈ T ′] − Pr[Y ∈ T ′]

∣
∣ ≥

Pr[X ∈ T ∁]− Pr[Y ∈ T ∁] = −Pr[X ∈ T ] + Pr[Y ∈ T ] =
∣
∣Pr[X ∈ T ]− Pr[Y ∈ T ]

∣
∣.Hen
e ∣∣Pr[X ∈ T ′]− Pr[Y ∈ T ′]

∣
∣ = maxT

∣
∣Pr[X ∈ T ]− Pr[Y ∈ T ]

∣
∣ = SD(X;Y ).

http://www.infsec.cs.uni-sb.de/teaching/WS08/zk/notes.pdf
http://www.infsec.cs.uni-sb.de/teaching/WS08/zk/notes.pdf


Finally, we have
2
∣
∣Pr[X ∈ T ′]− Pr[Y ∈ T ′]

∣
∣ = Pr[X ∈ T ′]− Pr[Y ∈ T ′]

︸ ︷︷ ︸

≥0

+ Pr[Y ∈ T ′∁]− Pr[X ∈ T ′∁]
︸ ︷︷ ︸

≥0

=
∑

a∈T ′

Pr[X = a]− Pr[Y = a] +
∑

a∈T ′∁

Pr[Y = a]− Pr[X = a]

=
∑

a∈T ′

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣+

∑

a∈T ′∁

∣
∣Pr[Y = a]− Pr[X = a]

∣
∣

=
∑

a

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣.Hen
e SD(X;Y ) = 1

2

∑

a

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣.(b) SD(f(X); f(Y )) ≤ SD(X;Y ).Solution.

SD(f(X); f(Y )) = max
T

∣
∣Pr[f(X) ∈ T ]− Pr[f(Y ) ∈ T ]

∣
∣

= max
T

∣
∣Pr[X ∈ f−1(T )]− Pr[Y ∈ f−1(T )]

∣
∣

≤ max
T̃

∣
∣Pr[X ∈ T̃ ]− Pr[Y ∈ T̃ ]

∣
∣

= SD(X;Y ).(
) SD(f(X); f(Y )) = SD(X;Y ) if f is inje
tive.Solution.
SD(X;Y ) = SD(f−1(f(X)); f−1(f(Y )))

(b)
≤ SD(f(X); f(Y ))

(b)
≤ SD(X;Y ).(d) If Z is sto
hasti
ally independent of X and of Y , then SD((X,Z); (Y,Z)) = SD(X;Y )(independent additional information does not 
hange the statisti
al distan
e).Hint: If A and B are sto
hasti
ally independent, then Pr[(A,B) = (a, b)] = Pr[A =

a] · Pr[B = b]. Use (a).
2



Solution.
SD((X,Z); (Y,Z))

(a)
=

1

2
·
∑

a,b

∣
∣Pr[(X,Z) = (a, b)]− Pr[(Y,Z) = (a, b)]

∣
∣

=
1

2

∑

a,b

∣
∣Pr[X = a] · Pr[Z = b]− Pr[Y = a] · Pr[Z = b]

∣
∣

=
1

2

∑

a

(
∑

b

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣ ·
∣
∣Pr[Z = b]

∣
∣

)

=
1

2

∑

a

(

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣ ·
∑

b

∣
∣Pr[Z = b]

∣
∣

)

=
1

2

∑

a

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣

= SD(X;Y ).(e) Let X be uniformly distributed over {0, 1}, and let Y be uniformly distributed over
{1, 2}. What is SD(X;Y )?Solution.

SD(X;Y ) =
1

2

∑

a∈{0,1,2}

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣

=
1

2

(∣
∣
∣
1

2
− 0
∣
∣
∣+
∣
∣
∣
1

2
−

1

2

∣
∣
∣+
∣
∣
∣0−

1

2

∣
∣
∣

)

=
1

2(f) Let X be uniformly distributed over {0, 1}n, and let Y be 0n with probability 1.What is SD(X;Y )?

3



Solution.
SD(X;Y ) =

1

2

∑

a∈{0,1}n

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣

=
1

2

(∣
∣
∣

1

2n
− 1
∣
∣
∣+

∑

a∈{0,1}n

a6=0
n

∣
∣Pr[X = a]− Pr[Y = a]

∣
∣

)

=
1

2

(∣
∣
∣

1

2n
− 1
∣
∣
∣+

∑

a∈{0,1}n

a6=0
n

1

2n

)

=
1

2

(

1−
1

2n
+
(
2n − 1

)
·

1

2n

)

=
1

2

(

1−
1

2n
+ 1−

1

2n

)

= 1−
1

2nProblem 2: Graph isomorphism proof is ZKQuantum of sola
e: This problem looks more frightening than it is. The largest partof the work is probably to read the problem des
ription.Notation: Let P be the prover of the graph isomorphism proof as des
ribed in thele
ture (see also De�nition 4 in the le
ture notes). Let V ∗ be a mali
ious veri�er, S1as des
ribed in the le
ture (the simulator for graph isomorphism that tries only on
e toguess the message i∗ sent by V ∗ and fails if i 6= i∗ where i is the guess of S1). Let permnbe the set of all permutations on {1, . . . , n} (i.e., on the verti
es of a graph of size n).Let n be the number of verti
es of the graph G1 and assume that φ(G1) = G2.The goal of this exer
ise is to show that
〈P (G1, G2, φ), V ∗(G1, G2)〉 and S1(G1, G2)|success (2)have the same distribution. Here S1(G1, G2)|success denotes the distribution of theoutput of S1 under the 
ondition that S1 does not fail (i.e., under the 
ondition that

i = i∗ in the simulation).

4
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Consider the following games:1
i

R
← {1, 2}, φ̃

R
← permn, H := φ̃(Gi),

i∗ ← V ∗(H), out ← V ∗(φ̃), if i = i∗ return out else return ⊥ (3)
i

R
← {1, 2}, τ

R
← permnτ
R
← permnτ
R
← permn, if i = 1 then φ̃ := τ ◦ φ else φ̃ := τif i = 1 then φ̃ := τ ◦ φ else φ̃ := τif i = 1 then φ̃ := τ ◦ φ else φ̃ := τ , H := φ̃(Gi),

i∗ ← V ∗(H), out ← V ∗(φ̃), if i = i∗ return out else return ⊥ (4)
i

R
← {1, 2}, τ

R
← permn, if i = 1 then φ̃ := τ ◦ φ else φ̃ := τ, H := τ(G2)H := τ(G2)H := τ(G2),

i∗ ← V ∗(H), out ← V ∗(φ̃), if i = i∗ return out else return ⊥ (5)
i

R
← {1, 2}, τ

R
← permn, H := τ(G2), i∗ ← V ∗(H),if i∗i∗i∗ = 1 then φ̃ := τ ◦ φ else φ̃ := τ,

out ← V ∗(φ̃), if i = i∗ return out else return ⊥ (6)
τ

R
← permn, H := τ(G2), i∗ ← V ∗(H), if i∗ = 1 then φ̃ := τ ◦ φ else φ̃ := τ,

out ← V ∗(φ̃), i
R
← {1, 2}i
R
← {1, 2}i
R
← {1, 2}, if i = i∗ return out else return ⊥ (7)

τ
R
← permn, H := τ(G2), i∗ ← V ∗(H), if i∗ = 1 then φ̃ := τ ◦ φ else φ̃ := τ,

out ← V ∗(φ̃), with probability 1

2
return out else return ⊥with probability 1

2
return out else return ⊥with probability 1

2
return out else return ⊥ (8)(The parts that 
hanged between two lines are highlighted in boldfa
e.)Here we wrote x

R
← Y for denoting that x is uniformly randomly 
hosen from theset Y , and x ← A to denote that x is 
hosen a

ording to the algorithm A. We wrote

i∗ ← V ∗(H) for the �rst invo
ation of the veri�er V ∗ (with in
oming message H andoutgoing message i∗), and out ← V ∗(φ̃) for the se
ond invo
ation of V ∗ (with in
omingmessage φ̃ and �nal output out).Note that ea
h of these games indu
es a probability distribution on the �nally re-turned value (whi
h may be out or ⊥). The distribution of the return value in game (3)has the same distribution as S1(G1, G2). The distribution of the return value in game (8)under the 
ondition that it is not⊥ has the same distribution as 〈P (G1, G2, φ), V ∗(G1, G2)〉.Hen
e, if we knew that the return values of (3) and (8) have the same distribution, (2)would follow.Your task: For ea
h i ∈ {3, . . . , 7}, show that the games (i) and (i + 1) are equivalentin the sense that the distribution of their outputs is the same.Solution. We assume, that V ∗(H) returns 1 or 2. We show the equivalen
es:
• (3)↔ (4): We 
hoose a random permutation τ . For i = 1 we assign τ ◦φ to φ̃, whi
hdoes not 
hange the distribution of permutations, be
ause of group properties and1In 
ryptography, the word game often denotes some probabilisti
 experiment des
ribed by an algo-rithm, as in the equations below. 5



the fa
t, that τ is randomly 
hosen. For i = 2 we simply assign τ to φ̃, whi
h yieldsthe same distribution as before.
• (4) ↔ (5): For i = 1 we have φ̃ = τ ◦ φ,H = φ̃(Gi)⇒ φ̃(Gi) = τ(φ(G1)) = τ(G2).For i = 2 we have φ̃ = τ,H = φ̃(Gi)⇒ φ̃(Gi) = τ(G2).
• (5) ↔ (6): Computing H := τ(G2) and the �rst invo
ation of V ∗, i∗ ← V ∗(H), donot depend on the 
hoi
e of i or φ̃, hen
e we 
an 
hange the order of those steps.For the 
ase i = i∗ nothing has to be shown. For i 6= i∗ we return ⊥ in both games.
• (6) ↔ (7): Sin
e τ

R
← permn, H := τ(G2), i∗ ← V ∗(H), if i∗ = 1 then φ̃ :=

τ ◦ φ else φ̃ := τ, out ← V ∗(φ̃) does not depend on the 
hoi
e of i
R
← {1, 2}, we
an 
hange the order of those steps as well.

• (7) ↔ (8): Sin
e i
R
← {1, 2} is 
hosen uniformly random, the probability of out-putting out is Pr[i = i∗ : . . . , i∗ ← V ∗(H), . . . , i

R
← {1, 2}] = 1

2
.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 3

Out: Fri, Nov 14, 2008 Due: Fri, Nov 21, 2008, before noon

Problem 1: Statistical distance (5=2+2+1 points)

Let X and Y be random variables. Let F be a probabilistic (i.e., randomized) function.
You may assume that the ranges of all random variables/functions are countable.

(a) Show that
SD(F (X);F (Y )) ≤ SD(X;Y )

Hint: Use the fact that any probabilistic function F (·) can be expressed as f(·, R)
where f is deterministic and R is a random variable stochastically independent from
all other random variables (e.g., F (X) and F (Y ) are the same as f(X,R) and f(Y,R)
where R is stochastically independent from X and Y ).

Solution.

SD(F (X);F (Y )) = SD(f(X,R); f(Y,R))

≤ SD((X,R); (Y,R))

= SD(X;Y )

Here we used Exercise Sheet 2, Problem 1(a) in the second and 1(d) in the third
step.

(b) Show that

SD(XZ ;YZ) =
∑

z

Pr[Z = z]SD(Xz;Yz)

By XZ we denote the random variable resulting from first sampling z according to
Z and then sampling x from Xz.

Hint: Use the representation of SD from Exercise Sheet 2, Problem 1(a).



Solution.

SD(XZ ;YZ)
(∗)
=

1

2

∑

a

∣

∣Pr[XZ = a]− Pr[YZ = a]
∣

∣

=
1

2

∑

a

∣

∣

∑

z

Pr[Xz = a and Z = z]−
∑

z

Pr[Yz = a and Z = z]
∣

∣

=
1

2

∑

a

∣

∣

∑

z

Pr[Xz = a] Pr[Z = z]−
∑

z

Pr[Yz = a] Pr[Z = z]
∣

∣

=
∑

z

(

Pr[Z = z]
1

2

∑

a

∣

∣Pr[Xz = a]− Pr[Yz = a]
∣

∣

)

=
∑

z

Pr[Z = z]SD(Xz ;Yz)

Here (∗) uses Exercise Sheet 2, Problem 1(a).

(c) Show the following. If SD(Xz ;Yz) ≤ ε for all z, then SD(XZ ;YZ) ≤ ε.

Solution.

SD(Xz;Xz) =
∑

z

Pr[Z = z]SD(Xz ;Yz) ≤
∑

z

Pr[Z = z]ε = ε

Problem 2: On auxiliary input (7 Points)

Assume that an unkeyed family of collision-resistant hash functions exists. In the context
of this problem, by an unkeyed family of collision-resistant hash functions we denote a
sequence (hn)n∈N of functions hn : {0, 1}∗ → {0, 1}n with the following property: For
all polynomial-time (uniform!) machines A, the following probability is negligible in n:
Pr[hn(x) = hn(x′) ∧ x 6= x′ : (x, x′)← A(1n)] (i.e., A find a collision (x, x′) for hn only
with negligible probability).

Under this assumption, show that there is a proof system (P, V ) that is statisti-
cal zero-knowledge without auxiliary input (Definition 3 in the lecture notes), but not
statistical zero-knowledge with auxiliary input (Definition 6 in the lecture notes).

For one bonus point, additionally ensure that the proof system (P, V ) has perfect
soundness (soundness bound 0) and perfect completeness (completeness bound 1).

Hint: Let the first step of the protocol be the following: V sends a pair (x, x′). (An
honest V would send random values.) The prover P checks whether x 6= x′ and hn(x) =
hn(x′). The behaviour of the prover then depends on whether this check succeeds.

2
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Solution. Let R = {(x,w)|x ∈ {0, 1}∗, w ∈ {0, 1}∗}. Let n = |x|.

• On input (x,w) the prover P checks after receiving (y, y′), whether (y, y′) is a
collision for hn (y 6= y′ and hn(y) = hn(y′)). If (y, y′) is a collision P sends a
witness w, otherwise it sends 1 indicating that no witness has been sent.

• The verifier V sends a randomly chosen pair (y, y′) to P . After receiving the
witness w or 1 it outputs 1.

The proof system has completeness bound 1 (since V always outputs 1) and soundness
bound 0 (since ∀x : x ∈ LR).

The proof system (P, V ) is zero-knowledge without auxiliary input: The interaction
between P and V ∗ can be simulated by S. After receiving (y, y′) from V ∗ S sends 1 to
V ∗ and outputs what V ∗ outputs. V ∗ can obtain a collision for hn only with negligible
probability, hence SD(〈P (x,w), V ∗(x)〉;S(x)) is negligible.

However the proof system (P, V ) is not zero-knowledge with auxiliary input: there is
an auxiliary input z = (z, z′) which is a collision for hn (since collisions for hn : {0, 1}∗ →
{0, 1}n must exist). A malicious verifier V ∗ will send z to P , expecting to receive the
witness w for x and output w. But for witnesses w1 and w2 we then have

SD(〈P (x,w1), V
∗(x, z)〉; 〈P (x,w2), V

∗(x, z)〉) = 1

and by the triangle inequality

SD(〈P (x,w1), V
∗(x, z)〉;S(x, z)) + SD(〈P (x,w2), V

∗(x, z)〉;S(x, z))

≥ SD(〈P (x,w1), V
∗(x, z)〉; 〈P (x,w2), V

∗(x, z)〉) = 1.

We then have for some w ∈ {w1, w2}:

SD(〈P (x,w), V ∗(x, z)〉;S(x, z)) ≥
1

2
.

Problem 3: Variants of the ZK definition (8=4+4 points)

(a) Given two machines P, V , let view〈P, V 〉 denote the view of V in an interaction with
P . By view we mean the list of all messages sent and received by V , together with
all internal states of V during the interaction, together with all random bits used by
V (its random tape), and its inputs and output.

Consider the following definition.

Definition 1 (Statistical zero-knowledge with respect to the view) A pair (P, V ) of
interactive machines is called statistically zero-knowledge with respect to the view for a re-
lation R if for any machine V ∗ polynomial-time in its first input, there exists an algorithm
S polynomial-time in its first input, and a negligible function µ such that for all (x, w) ∈ R

and all bitstrings z ∈ {0, 1}∗ (the auxiliary input) we have that

SD(view 〈P (x, w), V ∗(x, z)〉; S(x, z)) ≤ µ(|x|).

3



The only change with respect to Definition 6 in the lecture notes is that we used
view〈P (x,w), V ∗(x, z)〉 instead of 〈P (x,w), V ∗(x, z)〉. That is, the simulator does
not only have to simulate the output of V ∗, but everything that was observed by V ∗

in the interaction.1 Prove that (P, V ) is statistically zero-knowledge with respect to
the view if and only if it is statistically zero-knowledge with auxiliary input.

Solution. To show: zero-knowledge with respect to view ⇔ zero-knowledge with
auxiliary input.

“⇒” Given a simulator S which simulates view〈P (x,w), V ∗(x, z)〉 we can construct a
simulator S′ which simulates 〈P (x,w), V ∗(x, z)〉. S′ behaves as S, but instead of
view〈P (x,w), V ∗(x, z)〉 it only outputs the output of V ∗ (i.e., 〈P (x,w), V ∗(x, z)〉),
which is included in the view.

“⇐” Given V ∗ we construct V ∗∗: V ∗∗ behaves as V ∗, except at the end of the
interaction with P it outputs the view. So we have

view〈P (x,w), V ∗(x, z)〉 = 〈P (x,w), V ∗∗(x, z)〉.

By definition of zero-knowledge with auxiliary input there exists a simulator
S∗∗ simulating the interaction between P and V ∗∗:

SD(〈P (x,w), V ∗∗(x, z)〉;S∗∗(x, z)) ≤ µ(|x|).

It follows, that S∗∗ is the simulator which can simulate the view of the interac-
tion between P and V ∗:

SD(view〈P (x,w), V ∗(x, z)〉;S∗∗(x, z)) ≤ µ(|x|).

(b) Also consider the following definition:

Definition 2 (Statistical zero-knowledge with deterministic verifiers) A pair (P, V )
of interactive machines is called statistically zero-knowledge with deterministic verifiers for
a relation R if for any deterministic machine V ∗ polynomial-time in its first input, there
exists an algorithm S polynomial-time in its first input, and a negligible function µ such that
for all (x, w) ∈ R and all bitstrings z ∈ {0, 1}∗ (the auxiliary input) we have that

SD(〈P (x, w), V ∗(x, z)〉; S(x, z)) ≤ µ(|x|).

The only difference to Definition 6 in the lecture notes is that we require V ∗ to be
deterministic.

Prove that (P, V ) is statistically zero-knowledge with deterministic verifiers if and
only if it is statistically zero-knowledge with auxiliary input.

Hint: To construct a deterministic verifier from a probabilistic verifier V ∗, include
the randomness needed by V ∗ in its auxiliary input. You will find Problem 1(c)
useful.

1In the proof that the graph-isomorphism proof is zero-knowledge, the simulator does this anyway

because it simulates V
∗ directly. But simulators for other proof systems might proceed differently.

4
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Solution. To show: zero-knowledge with deterministic verifier ⇔ zero-knowledge
with auxiliary input.

“⇐” A deterministic verifier is just a special case of a probabilistic verifier.

“⇒” Including the randomness needed by V ∗ in the auxiliary input we get:

SD(〈P (x,w), V ∗

d (x, (z, r))〉;Sd(x, (z, r))) ≤ µ(|x|),

which holds for all r. Here V ∗

d
denotes a deterministic verifier which gets random

bits r in its auxiliary input (z, r) and behaves as a probabilistic verifier V ∗

making its choices according to r. Sd denotes the corresponding simulator. By
Problem 1(c) we then have

SD(〈P (x,w), V ∗

d (x, (z,R))〉;Sd(x, (z,R))) ≤ µ(|x|),

where R is a random variable for the random tape of the probabilistic verifier
V ∗. Now the deterministic verifier V ∗

d
(x, (z,R)) with auxiliary input (z,R)

behaves as the probabilistic verifier V ∗(x, z) and hence

SD(〈P (x,w), V ∗(x, z)〉;S(x, z)) ≤ µ(|x|).

5



Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 4

Out: Fri, Nov 21, 2008 Due: Fri, Nov 28, 2008, before noon

Problem 1: Constructing commitment schemes

Definition 1 (Hard-core bit) Let families of functions fn : {0, 1}ℓ(n) → {0, 1}ℓ(n) and
bn : {0, 1}ℓ(n) → {0, 1} be given. We call bn a hard-core bit of fn if the following holds:
For any nonuniform polynomial-time algorithm A, the following is negligible in n:

∣

∣

∣
Pr[b′ = bn(x) : x

R
← {0, 1}ℓ(n), b′ ← A(1n, fn(x))]− 1

2

∣

∣

∣
.

(Intuitively: A computationally-bounded adversary does not learn anything about bn(x)
from fn(x).)

Definition 2 (One-way function) A family of functions fn : {0, 1}ℓ(n) → {0, 1}ℓ(n)

is a one-way function if for any nonuniform polynomial-time algorithm A, the following
probability is negligible in n:

Pr[fn(x′) = fn(x) : x
R
← {0, 1}ℓ(n), x′ ← A(1n, fn(x))]

(Intuitively: A computationally-bounded adversary cannot find preimages of fn.)
If fn is a permutation for all n, we call the family fn a one-way permutation.

Theorem 1 (Goldreich-Levin) Let fn be a one-way function. For x, y ∈ {0, 1}ℓ(n),let
〈x, y〉 be defined as x1y1⊕· · ·⊕xnyn (the scalar product over GF(2)). For x, r ∈ {0, 1}ℓ(n),
let gn(x‖r) := fn(x)‖r. Let bn(x‖r) := 〈x, r〉. Then bn is a hard-core bit of gn.

Assume that a one-way permutation fn exists. Use the functions gn and bn from
Theorem 1 to construct a commitment scheme with message space Mn = {0, 1} (a bit
commitment).

Show that your scheme is perfectly binding and computationally hiding.

Hint: When committing to some m ∈ {0, 1}, the value bn(x‖r)⊕m might occur as part
of your commit message (but of course, it is not the whole commit message).

Solution. We construct a commitment scheme for m ∈ {0, 1} in the following way:

• Com(1n,m) = (c, u) with commit message c =
(

bn(x‖r)⊕m, gn(x‖r)
)

and unveil

information u =
(

x, r
)

for uniformly random x, r ∈ {0, 1}ℓ(n).

• Verify(1n,m, (c1, c2), (u1, u2)) =
(

gn(u1‖u2) = c2 ∧ 〈u1, u2〉 ⊕m = c1

)

.



Here gn(x‖r) := fn(x)‖r, fn is a one-way permutation and bn(x‖r) := 〈x, r〉 a hard-core
bit of gn (according to Theorem 1).

Properties of this bit commitment scheme:

• Correctness: We have Mn = {0, 1} for all n ∈ N. For m ∈ {0, 1} we have
(

bn(x‖r)⊕
m, gn(x‖r)), (x, r)

)

= Com(1n,m) and

Verify(1n,m, (bn(x‖r)⊕m, gn(x‖r)), (x, r))

=
(

gn(x‖r) = gn(x‖r) ∧ 〈x, r〉 ⊕m = bn(x‖r)⊕m
)

=
(

gn(x‖r) = gn(x‖r) ∧ 〈x, r〉 ⊕m = 〈x, r〉 ⊕m
)

= 1

For m 6∈ {0, 1} bn(x, r)⊕m is not defined.

• Perfectly binding: x and r are determined by gn(x‖r) := fn(x)‖r. r is determined
by the second part of gn(x‖r). x is determined by the first half of gn(x‖r), since
fn is a one-way permutation. Hence there is no x′ 6= x such that fn(x) = fn(x′).

• Computationally hiding: If a nonuniform polynomial time algorithm A could dis-
tinguish a commitment to m = 0 (bn(x‖r) ⊕ 0) from a commitment to m = 1
(bn(x‖r) ⊕ 1) better than by guessing with 1

2+ non-negligible probability, then A
can guess the hard-core bit bn(x‖r) with 1

2+ non-negligible probability.

Problem 2: Graph-3-colouring

Let (P, V ) denote the proof system of graph-3-colouring described in the lecture (Definition 11
in the lecture notes).

(a) Show that (P, V ) is a proof system with perfect completeness and soundness bound
1− 1

|E| where E is the set of the edges of the graph G.

Solution.

• Completeness bound 1: Knowing a graph-3-colouring γ for G, no matter what
edge (v1, v2) ∈ E V will pick, P will always return a valid colouring for v1 and
v2.

• Soundness bound 1 − 1
|E| : The commitments to the colours (cv)v determine a

colouring γ̃ of the graph. If there is no graph-3-colouring for G, there must be
at least one edge (v1, v2) ∈ E such that γ̃(v1) = γ̃(v2). The probability of V
to pick an edge (v1, v2) ∈ E with an invalid colouring is at least 1

|E| . Since the

commitment scheme is perfectly binding P ∗ is not able to convince V that v1

and v2 have different colours. Hence V will not be convinced with a probability
of at least 1

|E| . Then the soundness bound is 1− 1
|E| .

(b) Show that (P, V ) is not statistically zero-knowledge.1

1With or without auxiliary input; I do not care.
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Hint: First, construct a sequence of graphs Gn with |Gn| → ∞ such that each graph
has at least two 3-colourings γ1

n, γ2
n such that γ1

n 6= ρ ◦ γ2
n for all permutations ρ

on {R,G,B}. Then compute SD(〈P (Gn, γ1
n), V ∗(Gn)〉; 〈P (Gn, γ2

n), V ∗(Gn)〉) where
V ∗ is the verifier that behaves like the honest verifier V but outputs the messages
received from the prover.

Solution. Let Gn := (Vn, En) with Vn = (v1, . . . , vn+2) and (vi, vi+1) ∈ En for all
1 ≤ i ≤ n + 1. Gn is a graph with n + 2 vertices, the first vertex has only a “right”
neighbour vertex, the last vertex only a “left” neighbour vertex and all other vertices
have a left and a right neighbour vertex.

Each Gn has at least two 3-colourings γ1
n, γ2

n, with γ1
n 6= ρ◦γ2

n for all ρ ∈ perm{R,G,B}
(beginning from the left colour the vertices R,G,B, . . . and B,G,B, . . .).

For V ∗ behaving like V but outputting the messages received from the prover, we
have that

SD(〈P (Gn, γ1
n), V ∗(Gn)〉; 〈P (Gn, γ2

n), V ∗(Gn)〉) = 1.

This is because the commitment scheme is perfectly binding for any simulator and
one can construct a function, that extracts the colouring of the graph γ1, γ2 given
the commitments to the colours. Then one can always distinguish the different
colourings. For any simulator S, by the triangle inequality we get

SD(〈P (Gn, γ1
n), V ∗(Gn)〉;S(Gn)) + SD(〈P (Gn, γ2

n), V ∗(Gn)〉;S(Gn))

≥ SD(〈P (Gn, γ1
n), V ∗(Gn)〉; 〈P (Gn, γ2

n), V ∗(Gn)〉) = 1.

Then there exists γ ∈ {γ1
n, γ2

n} such that

SD(〈P (Gn, γ), V ∗(Gn)〉;S(Gn)) ≥
1

2
,

which means, that the proof system for graph-3-colouring is not statistically zero-
knowledge.

Problem 3: Proof of Quadratic Residuosity

Consider the following relation R:

((r,N), s) ∈ R ⇐⇒ s2 = r mod N and r is invertible modulo N

(Note that deciding whether (r,N) ∈ LR, i.e., whether r is a quadratic residue
modulo N , is considered hard. But you do not need this fact for solving this problem.)

The following is a proof system (P, V ) for R:

• Statement: (r,N). Witness s.
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• P picks g ∈ {0, . . . , N − 1} such that g is invertible modulo N and sends h :=
g2 mod N to V .

• V checks whether h and r are invertible modulo N and then V picks i ∈ {1, 2}
and sends i to P .

• If i = 1, P sends c1 := g, otherwise P sends c2 := gs mod n to V .

• If i = 1, V checks whether c2
1 ≡ h mod N . If i = 2, V checks whether c2

2 ≡
hr mod N .

(a) Prove that (P, V ) has perfect completeness.

Solution.

• V checks whether h and r are invertible modulo N : since P picked g to be
invertible modulo N , h := g2 is also invertible modulo N , r is invertible N by
assumption.

• V picks i ∈ {1, 2} and sends i to P :

– case i = 1: P sends c1 := g, V then checks that indeed c2
1 ≡ g2 ≡ h mod N

and outputs 1

– case i = 2: P sends c2 := gs, V then checks that indeed c2
2 ≡ (gs)2 ≡

g2s2 ≡ hr mod N and outputs 1

(b) Prove that (P, V ) has soundness bound 1
2 .

Solution.

• We can assume that r and h are invertible modulo N , since this is checked by
V and if it is not the case V will abort.

• Assume that (r,N) /∈ LR and that are c1, c2, such that V would accept. From
the proof system we see that

r = hrh−1 = c2
2(c

2
1)

−1 = (c2c
−1
1 )2.

This contradicts the fact that (r,N) /∈ LR.

Hence for some i ∈ {1, 2}, there is an i such that V would not accept. With
probability at least 1

2 , V picks such an i and will reject the proof.

(c) Prove that (P, V ) is statistically zero-knowledge with auxiliary input.

Hint: Everything is similar to the case of graph isomorphisms.
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Solution. Similar to the case of graph isomorphism, we first construct a simulator
S1(r,N):

• S1 picks i
R
← {1, 2} and g̃

R
← {0, . . . , N − 1}, such that g̃ is invertible modulo

N . If i = 1 then S1 sets h := g̃2, otherwise h := g̃2r−1. Then S1 sends h to a
simulated V ∗.

• After receiving i∗ from V ∗, S1 aborts, if i 6= i∗, otherwise it sends c := g̃ to V ∗

and outputs, what V ∗ outputs.

The simulator S(r) repeats the simulation S1(r) until success, but at most n := |x|
times.

The proof system is zero-knowledge if 〈P (r,N, s), V ∗(r,N)〉 and S1(r,N)|success
have the same distribution (where succeess stands for the event that S1 does not
output ⊥), because of the similarities to the proof system for graph isomorphism.
We consider the following games, where Z∗

N
is the multiplicative group of ZN (all

elements from Z∗
N

having a multiplicative inverse):

i
R
← {1, 2}, g̃

R
← Z∗

N , if i = 1 then h := g̃2 else h := g̃2r−1,

i∗ ← V ∗(h), out ← V ∗(g̃), if i = i∗ return out else return ⊥ (1)

i
R
← {1, 2}, g

R
← Z∗

N , if i = 1 then g̃ := g else g̃ := gs,if i = 1 then g̃ := g else g̃ := gs,if i = 1 then g̃ := g else g̃ := gs,

if i = 1 then h := g̃2 else h := g̃2r−1,

i∗ ← V ∗(h), out ← V ∗(g̃), if i = i∗ return out else return ⊥ (2)

i
R
← {1, 2}, g

R
← Z∗

N , if i = 1 then g̃ := g else g̃ := gs, h := g2,h := g2,h := g2,

i∗ ← V ∗(h), out ← V ∗(g̃), if i = i∗ return out else return ⊥ (3)

i
R
← {1, 2}, g

R
← Z∗

N , h := g2, i∗ ← V ∗(h),

if i∗ = 1 then g̃ := g else g̃ := gs,if i∗ = 1 then g̃ := g else g̃ := gs,if i∗ = 1 then g̃ := g else g̃ := gs,

out ← V ∗(g̃), if i = i∗ return out else return ⊥ (4)

g
R
← Z∗

N , h := g2, i∗ ← V ∗(h), if i∗ = 1 then g̃ := g else g̃ := gs,

out ← V ∗(g̃), i
R
← {1, 2},i
R
← {1, 2},i
R
← {1, 2}, if i = i∗ return out else return ⊥ (5)

g
R
← Z∗

N , h := g2, i∗ ← V ∗(h), if i∗ = 1 then g̃ := g else g̃ := gs,

out ← V ∗(g̃), with probability 1
2 return out else return ⊥with probability 1
2 return out else return ⊥with probability 1
2 return out else return ⊥ (6)

As for the proof system for graph isomorphism we have that S1(r,N) has the same
distribution as game (1), game (i) has the same distribution as game (i + 1) for
i ∈ {1, . . . , 5} and game (6) – under the condition that the output is not ⊥ – has
the same distribution as 〈P (r,N, s), V ∗(r,N)〉.

Hence 〈P (r,N, s), V ∗(r,N)〉 and S1(r,N)|success have the same distribution. Com-
pletely analogous to the calculation in the lecture for the case of graph isomorphism,
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it follows that 〈P (r,N, s), V ∗(r,N)〉 and S(r,N) have exponentially small statistical
distance.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 5

Out: Wed, Nov 26, 2008 Due: Fri, Dec 12, 2008, before noon

Problem 1: Computational indistinguishability (21 Points)

(a) Prove that statistical indistinguishability implies computational indistinguishability.
More precisely, show that if {Xx,a}x,a and {Yx,a}x,a are statistically indistinguishable
for all (x, a) ∈ A, then {Xx,a}x,a and {Yx,a}x,a are computationally indistinguishable
for all (x, a) ∈ A.

Note: This would be trivial when defining statistical distance analogous to com-
putational distance (just with unbounded distinguisher D). However, you should
show that computational indistinguishability is implied by the normal formulation
of statistical indistinguishability that uses the statistical distance (Definition 13 in
the lecture notes).

Solution. Suppose {Xx,a}x,a and {Yx,a}x,a are statistically indistinguishable for
all (x, a) ∈ A, then SD((x, a,Xx,a); (x, a, Yx,a)) is negligible.

Let D be a distinguisher for {Xx,a}x,a and {Yx,a}x,a. Now we have that
∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Yx,a) = 1]

∣

∣

∣

=
∣

∣

∣
Pr[D̃(x, a,Xx,a, R) = 1]− Pr[D̃(x, a, Yx,a, R) = 1]

∣

∣

∣

≤ SD(D̃(x, a,Xx,a, R); D̃(x, a, Yx,a, R))

≤ SD((x, a,Xx,a, R); (x, a, Yx,a, R))

= SD((x, a,Xx,a); (x, a, Yx,a))

which is negligible. Here we first add the randomness of D as additional argument for
the deterministic distinguisher D̃. Then we use the fact, that the statistical distance
is at least as big as the difference D̃ can compute. Finally we use the properties of
the statistical distance (exercise sheet 2, problem 1(b,c,d)).

(b) Show that computational indistinguishability is an equivalence relation. More pre-
cisely, assume that {Xx,a}x,a and {Yx,a}x,a are computationally indistinguishable for
all (x, a) ∈ A, and that {Yx,a}x,a and {Zx,a}x,a are computationally indistinguishable
for all (x, a) ∈ A. Under these conditions, show that {Xx,a}x,a and {Zx,a}x,a are
computationally indistinguishable for all (x, a) ∈ A (transitivity), that {Xx,a}x,a and
{Xx,a}x,a are computationally indistinguishable for all (x, a) ∈ A (reflexivity), and
that {Yx,a}x,a and {Xx,a}x,a are computationally indistinguishable for all (x, a) ∈ A
(symmetry).

http://www.infsec.cs.uni-sb.de/teaching/WS08/zk/notes.pdf


Solution.

• reflexivity:

∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a,Xx,a) = 1]

∣

∣

∣
= 0

and 0 is negligible.

• symmetry:

∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Yx,a) = 1]

∣

∣

∣

=
∣

∣

∣
Pr[D(x, a, Yx,a) = 1]− Pr[D(x, a,Xx,a) = 1]

∣

∣

∣

≤ µ(|x|)

for some negligible µ.

• transitivity:

∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Zx,a) = 1]

∣

∣

∣

=
∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Yx,a) = 1]

+ Pr[D(x, a, Yx,a) = 1]− Pr[D(x, a, Zx,a) = 1]
∣

∣

∣

≤
∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Yx,a) = 1]

∣

∣

∣
+

∣

∣

∣
Pr[D(x, a, Yx,a) = 1]− Pr[D(x, a, Zx,a) = 1]

∣

∣

∣

≤ µ1(|x|) + µ2(|x|)

≤ µ(|x|)

for some negligible µ1, µ2 and µ. Here he have used the fact, that the sum of
two negligible functions is still negligible.

(c) Fix two families {Xx,a}x,a and {Yx,a}x,a that are computationally indistinguishable
for all (x, a) ∈ A. Assume that |Xx,a| and |Yx,a| are polynomially bounded in |x|. Fix
an efficiently computable function f that outputs bitstrings. Show that {f(Xx,a)}x,a

and {f(Yx,a)}x,a are computationally indistinguishable for all (x, a) ∈ A.

Solution. Suppose {Xx,a}x,a and {Yx,a}x,a are computationally indistinguishable.
Then for all D polynomial time in its first input there is a negligible function µ, such
that:

∣

∣

∣
Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Yx,a) = 1]

∣

∣

∣
≤ µ(|x|).
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Let D′(·, ·, ·) = D(·, ·, f(·)), meaning on input (x, a, y) D′ computes f(y), runs
D(x, a, f(y)) and outputs, what D outputs. D′ is polynomial time in its first in-
put, since f is efficiently computable1 and D is polynomial time in its first input.
Then we have:

∣

∣

∣
Pr[D(x, a, f(Xx,a)) = 1]− Pr[D(x, a, f(Yx,a)) = 1]

∣

∣

∣

=
∣

∣

∣
Pr[D′(x, a,Xx,a) = 1]− Pr[D′(x, a, Yx,a) = 1]

∣

∣

∣

≤ µ(|x|).

(d) Assume that pseudo-random generators exist (i.e., an efficiently computable family
of functions Gn : {0, 1}n → {0, 1}n+1 exists such that {G|x|(U|x|)}x,a and {U|x|+1}x,a

are computationally indistinguishable for all x, a; here Un is the uniform distribution
of {0, 1}n).

Under this assumption, show that (c) does not hold in general if f is not efficiently
computable.

Solution. Choose {Xx,a}x,a = {G|x|(U|x|)}x,a and {Yx,a}x,a = {U|x|+1}x,a. Let
f : {0, 1}n+1 → {0, 1} be the (inefficient) function that tries to compute preimages
of the pseudo-random generator Gn:

f(y) =

{

1, if y = G|x|(y
′) for some y′

0, otherwise.

{G|x|(U|x|)}x,a and {U|x|+1}x,a are computationally indistinguishable according to
the definition of pseudo-random generators. But {f(G|x|(U|x|))}x,a and {f(U|x|+1)}x,a

are not computationally indistinguishable: for {G|x|(U|x|)}x,a f will always find
a preimage and output 1, while in at least half of the cases f will output 0 for
{U|x|+1}x,a (this is because for Gn : {0, 1}n → {0, 1}n+1 only 2n out of 2n+1 many
values can have a preimage).

(e) Fix two families {Xx,a}x,a and {Yx,a}x,a that are computationally indistinguishable
for all (x, a) ∈ A. Fix an efficiently computable function f : {0, 1}∗ → N. Assume
that {Xx,a}x,a and {Yx,a}x,a are efficiently sampleable. (This means that there is a
probabilistic algorithm AX polynomial-time in its first argument such that AX(x, a)
has the same distribution as Xx,a. And for {Yx,a}x,a analogous.) Assume that f(x) is

polynomially bounded in |x|. By Xf
x,a denote the distribution resulting from choosing

f(x) values xi independently distributed according to the distribution Xx,a. (I.e.,

choose x1 ← Xx,a, . . . , xf(x) ← Xx,a and return (x1, . . . , xf(x)).) Then {Xf
x,a}x,a and

{Y f
x,a}x,a are computationally indistinguishable for all (x, a) ∈ A.

1This also implicitly uses that |Xx,a| and |Yx,a| are polynomially bounded, otherwise f(Xx,a) and
f(Yx,a) would be hard to compute even for efficient f .
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Hint: Assume a fixed distinguisher that distinguishes {Xf
x,a}x,a and {Y f

x,a}x,a. De-
fine a game H i

A,x,a (depending on some distribution A) that does the following: Let
x1 ← Xx,a, . . . , xi ← Xx,a, xi+1 ← A,xi+2 ← Yx,a . . . , xf(x) ← Yx,a. Let H∗

A,x,a be

the game that picks i ∈ {0, . . . , f(x) − 1} at random and then runs H i
A,x,a. Then

prove a negligible bound on Pr[D(H∗
Xx,a,x,a, x, a) = 1] − Pr[D(H∗

Yx,a,x,a, x, a) = 1].

Then note that Pr[D(H∗
A,x,a, x, a) = 1] = 1

n

∑n−1
i=0 Pr[D(H i

A,x,a, x, a) = 1] and use
this to simplify Pr[D(H∗

Xx,a,x,a, x, a) = 1] − Pr[D(H∗
Yx,a,x,a, x, a) = 1] (so that it is

expressed in terms of Pr[D(H0
Yx,a,x,a, x, a) = 1] and Pr[D(H

f(x)−1
Xx,a,x,a, x, a) = 1]).

Solution. Let n := f(x). Let H∗
A,x,a and H i

A,x,a be defined as above. Note that

Hn−1
Xx,a,x,a = Xf

x,a, H0
Yx,a,x,a = Y f

x,a and H i
Xx,a,x,a = H i+1

Yx,a,x,a.

Suppose {Xx,a}x,a and {Yx,a}x,a are computationally indistinguishable. Suppose

furthermore that there exists a distinguisher D for {Xf
x,a}x,a and {Y f

x,a}x,a: there is
an algorithm D polynomial time in its first input and a non-negligible function µ′

such that
∣

∣

∣
Pr[D(x, a,Xf

x,a) = 1]− Pr[D(x, a, Y f
x,a) = 1]

∣

∣

∣
> µ′(|x|).

Consider D′, which on input (x, a, Z) picks i ∈ {0, . . . , f(x)− 1} at random, chooses
x1 ← Xx,a, . . . , xi ← Xx,a, xi+1 ← Z, xi+2 ← Yx,a . . . , xf(x) ← Yx,a, runs
D(x, a, (x1, . . . , xf(x))) and outputs, what D outputs. Then Pr[D′(x, a,Xx,a) = 1] =
Pr[D(x, a,H∗

Xx,a,x,a)] and analogous for Yx,a. Furthermore

∣

∣

∣
Pr[D′(x, a,Xx,a) = 1]− Pr[D′(x, a, Yx,a) = 1]

∣

∣

∣

=
∣

∣

∣
Pr[D(x, a,H∗

Xx,a,x,a) = 1]− Pr[D(x, a,H∗
Yx,a,x,a) = 1]

∣

∣

∣

=
∣

∣

∣

1

n

n−1
∑

i=0

Pr[D(x, a,H i
Xx,a,x,a) = 1]−

1

n

n−1
∑

i=0

Pr[D(x, a,H i
Yx,a,x,a) = 1]

∣

∣

∣

=
1

n

∣

∣

∣

n−1
∑

i=0

(

Pr[D(x, a,H i
Xx,a,x,a) = 1]− Pr[D(x, a,H i

Yx,a,x,a) = 1]
)

∣

∣

∣

=
1

n

∣

∣

∣
Pr[D(x, a,Hn−1

Xx,a,x,a) = 1]− Pr[D(x, a,H0
Yx,a,x,a) = 1]

∣

∣

∣

=
1

n

∣

∣

∣
Pr[D(x, a,Xf

x,a) = 1]− Pr[D(x, a, Y f
x,a) = 1]

∣

∣

∣

>
µ′(|x|)

|x|

Since µ′/n is not-negligible, this means that D′ successfully distinguishes Xx,a and
Yx,a. This is a contradiction to the assumption that Xx,a and Yx,a are computation-

ally indistinguishable. Hence, a distinguisher D for {Xf
x,a} and {Y f

x,a} cannot exist,

and hence {Xf
x,a} and {Y f

x,a} are computationally indistinguishable.
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(f) Show that (e) does not hold in general, if {Xx,a}x,a and {Yx,a}x,a are not efficiently
sampleable. More precisely, show that there are families {Xx,a}x,a and {Yx,a}x,a

with the following properties: They are computationally indistinguishable for all
(x, a) ∈ {(1n, 0) : n ∈ N}. But {X2

x,a}x,a and {Y 2
x,a}x,a are not computationally

indistinguishable for all (x, a) ∈ {(1n, 0) : n ∈ N}.
Hint: You may use the following fact without proof: There is a sequence of sets
Sn ⊆ {0, 1}

n such that |Sn| = n and such that for any polynomial time algorithm A,

|Pr[A(1n, s) = 1 : s
R
← Sn]− Pr[A(1n, s) = 1 : s

R
← {0, 1}n]| is negligible in n.

Solution. Choose Xx,a = Sn and Yx,a = Un for (x, a) = (1n, 0). According to
the hint, {Xx,a}x,a and {Yx,a}x,a are computationally indistinguishable. Now con-
sider D: on input (1n, 0, (y1, y2)) D checks whether y1 = y2. If this is the case, it
outputs 1, otherwise it outputs 0. Now for (x, a) = (1n, 0) D will always output
1 with probability 1

n
for {X2

x,a}x,a, but for {Y 2
x,a}x,a the probability, that y1 = y2

and D will output 1 is 1
2n . Hence {X2

x,a}x,a and {Y 2
x,a}x,a are not computationally

indistinguishable.

(g) Fix two families {Xx,a}x,a and {Yx,a}x,a that are computationally indistinguishable
for all (x, a) ∈ A. Assume that Xx,a ∈ {0, 1} and Yx,a ∈ {0, 1} for all x, a. Show
that {Xx,a}x,a and {Yx,a}x,a are statistically indistinguishable for all (x, a) ∈ A.

Solution. Let {Xx,a}x,a and {Yx,a}x,a be computationally indistinguishable for all
(x, a) ∈ A and both, Xx,a ∈ {0, 1} and Yx,a ∈ {0, 1}. We consider a distinguisher D
which on input (x, a, Z) outputs Z. We then have for some negligible µ

µ(|x|) ≥
∣

∣Pr[D(x, a,Xx,a) = 1]− Pr[D(x, a, Yx,a) = 1]
∣

∣

=
∣

∣Pr[Xx,a ∈ {1}] − Pr[Yx,a ∈ {1}]
∣

∣

=
∣

∣Pr[Xx,a ∈ {0}] − Pr[Yx,a ∈ {0}]
∣

∣,

since

∣

∣Pr[Xx,a ∈ T ]− Pr[Yx,a ∈ T ]
∣

∣ =
∣

∣Pr[Xx,a ∈ TC ]− Pr[Yx,a ∈ TC ]
∣

∣.

For T = {0, 1} and T = ∅ we have

∣

∣Pr[Xx,a ∈ T ]− Pr[Yx,a ∈ T ]
∣

∣ = 0.

So {1} and {0} are sets, that maximise the statical distance. Hence SD(Xx,a;Yx,a) ≤
µ(|x|) and thus Xx,a and Yx,a are statistically indistinguishable.
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Problem 2: On the G3C proof system (14 Points)

Shorthand for this problem: a?c : d equals c if a is true and it equals d if a is false (like
in the programming languages C and Java).

Consider the following game Game1(G, γ, z) with G = (V,E) and n := |G|:

(v1, v2)
R
← E, ρ

R
← perm{R,G,B},

(cv, uv)← Com(1n, (v /∈ {v1, v2})?R : ρ(γ(v))) for all v ∈ V,

(v∗1 , v
∗
2)← V ∗(G, z, {cv}v∈V ), out ← V ∗(ρ(γ(v1)), ρ(γ(v2)), uv1 , uv2),

return ((v1, v2) = (v∗1 , v
∗
2))?out : ⊥.

Here V ∗ is some probabilistic polynomial time machine that may keep state between
invocations.

Note that this game, although not formulated in the same way, can be easily seen to
have the same output distribution as the Game1 presented in the lecture (at least if γ is
a 3-colouring of G).

Consider the following game Game2(G, γ, z):

(v1, v2)
R
← E, ρ

R
← perm{R,G,B}, (cv , uv)← Com(ρ(γ(v))ρ(γ(v))ρ(γ(v))) for all v ∈ V,

(v∗1 , v
∗
2)← V ∗(G, z, {cv}v∈V ), out ← V ∗(ρ(γ(v1)), ρ(γ(v2)), uv1 , uv2),

return ((v1, v2) = (v∗1 , v
∗
2))?out : ⊥.

Differences to Game1 are highlighted in bold. Note that this game, although not formu-
lated in the same way, can be easily seen to have the same output distribution as the
Game2 presented in the lecture.

Your task: Prove that {Game1(G, γ, z)}G,(γ,z) and {Game2(G, γ, z)}G,(γ,z) are compu-
tationally indistinguishable for all (G, γ) ∈ RG3C .

Hint: For a given distinguisher D that successfully distinguishes {Game1(G, γ, z)}G,(γ,z)

and {Game2(G, γ, z)}G,(γ,z), do the following: Assume some numbering on the vertices

V = {v(1), . . . , v(m)}. Define a “hybrid game” Hi(G, γ, z) that works like Game1 and
Game2, except that for the vertices v = v(1), . . . , v(i), it produces the commitments as
(cv, uv)← Com(1n, (v /∈ {v1, v2})?R : ρ(γ(v))), and for the vertices v = v(i+1), . . . , v(m),
it produces the commitments as (cv, uv)← Com(1n, ρ(γ(v))). Show that D successfully
distinguishes Hi(G, γ, z) and Hi+1(G, γ, z) for some i. From this, construct an attack
against the computational hiding property of Com .

Solution. Suppose {Game1(G, γ, z)}G,(γ,z) and {Game2(G, γ, z)}G,(γ,z) are not compu-
tationally indistinguishable. Then there exist a non-negligible function µ and sequences
{Gn}n, {γn}n, {zn}n with (Gi, γi) ∈ A and |Gn| = n:

∣

∣

∣
Pr[D(Gn, γn, zn,Game1(Gn, γn, zn)) = 1]−Pr[D(Gn, γn, zn,Game2(Gn, γn, zn)) = 1]

∣

∣

∣
≥ µ(n).
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In the following, we omit writing the index n, but it will be implicitly assumed. For
example, the preceding equation would be written

∣

∣

∣
Pr[D(G, γ, z,Game1(G, γ, z)) = 1]− Pr[D(G, γ, z,Game2(G, γ, z)) = 1]

∣

∣

∣
≥ µ(n).

Given a graph G = (V,E), We assume some numbering on the vertices V = {v(1), . . . , v(m)}
(the lexicographic ordering on the vertex names, for example). We define the hybrid game
Hi(G, γ, z) for i = 0, . . . , n as:

(v1, v2)
R
← E, ρ

R
← perm{R,G,B},

(cv , uv)← Com(1n, (v /∈ {v1, v2})?R : ρ(γ(v))) for all v ∈ {v(1), . . . , v(i)},

(cv, uv)← Com(1n, ρ(γ(v))) for all v ∈ {v(i+1), . . . , v(m)},

(v∗1 , v
∗
2)← V ∗(G, z, {cv}v∈V ), out ← V ∗(ρ(γ(v1)), ρ(γ(v2)), uv1 , uv2),

return ((v1, v2) = (v∗1 , v
∗
2))?out : ⊥.

Then he have:

µ(|x|) ≤
∣

∣

∣
Pr[D(G, γ, z,Game1(G, γ, z)) = 1]− Pr[D(G, γ, z,Game2(G, γ, z)) = 1]

∣

∣

∣

=
∣

∣

∣
Pr[D(G, γ, z,Hm(G, γ, z)) = 1]− Pr[D(G, γ, z,H0(G, γ, z)) = 1]

∣

∣

∣

=
∣

∣

∣

m−1
∑

i=0

(Pr[D(G, γ, z,Hi+1(G, γ, z)) = 1]− Pr[D(G, γ, z,Hi(G, γ, z)) = 1])
∣

∣

∣

≤
m−1
∑

i=0

∣

∣

∣
Pr[D(G, γ, z,Hi+1(G, γ, z)) = 1]− Pr[D(G, γ, z,Hi(G, γ, z)) = 1]

∣

∣

∣

This implies, that there exist a sequence {in}n such that

µ(|x|)

m
≤

∣

∣

∣
Pr[D(G, γ, z,Hi+1(G, γ, z)) = 1]− Pr[D(G, γ, z,Hi(G, γ, z)) = 1]

∣

∣

∣

(otherwise the sum above would not reach µ(|x|)). The only difference between Hi(G, γ, z)
and Hi+1(G, γ, z) is the commitment (cv(i+1) , uv(i+1)) to the i + 1-th vertex v(i+1).

From the computational hiding property of Com , it follows that
∣

∣

∣
Pr[D(G, γ, z,Hi+1(G, γ, z)) =

1] − Pr[D(G, γ, z,Hi(G, γ, z)) = 1]
∣

∣

∣
is negligible. (Note that the unveil information for

the commitment cv(i+1) is only used if v(i+1) ∈ {v1, v2}. And in that case, in both games
cv(i+1) is a commitment to the same value ρ(γ(v(i+1))).

Hence µ(|x|)/m is negligible. Since m is polynomially bounded, this is a contradiction
to µ being non-negligible.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 6

Out: Wed, Dec 21, 2008 Due: Fri, Jan 9, 2009, before noon

Problem 1: No auxiliary input – no composition
(5+1+4(+3)=10 points)

In this exercise we show that there is a proof system that is computationally zero-
knowledge without auxiliary input, but that does not compose sequentially. (Note how-
ever that this proof system will have a computationally unbounded honest prover; no
such example is known with polynomial-time honest provers.)

By Un we denote the uniform distribution on {0, 1}n.

Definition 1 (Pseudorandom sets) Fix a sequence of sets Sn ⊆ {0, 1}
n. In slight

abuse of notation, we also write Sn for the random variable that returns a uniformly
random s ∈ Sn. We call Sn pseudorandom if {Sn}n,a and {Un}n,a are computationally
indistinguishable.

Definition 2 (Evasive sets) We call a sequence Sn of sets evasive if for any (uniform)
polynomial probabilistic-time algorithm A there is a negligible µ such that for all n we
have Pr[A(1n) ∈ Sn] ≤ µ(n).

Theorem 1 ([GK90]) There exists an evasive pseudorandom sequence Sn of sets.

In the following, let an evasive pseudorandom sequence Sn of sets be given.
Consider the following proof system (P, V ) (adapted from [GK96]):

• Relation: R = {(x,w) : x = 1n}. (The valid statements are strings containing only
1’s, anything is a witness)

• Prover P ’s input: x,w.

• Verifier V ’s input: x. Let n := |x|.

• V samples r ← Un and sends r to P .

• P checks whether r ∈ Sn. If so, P sends w to V . Otherwise, P picks a random
s ∈ Sn and sends s to V .

• V outputs 1 if x = 1n.

Obviously, this proof system has perfect completeness and perfect soundness. (It is
even a proof of knowledge with knowledge error 0.)

(a) Show that (P, V ) is computationally zero-knowledge without auxiliary input for R.



Solution. We have to show that there exists an algorithm S polynomial-time in its
first input such that the following two families of distributions are computationally
indistinguishable for all x,w ∈ {0, 1}∗ with (x,w) ∈ R:

{

〈P (x,w), V ∗(x)〉
}

x,w
and

{

S(x)
}

x,w

Consider the following algorithm S(x) invoking V ∗(x):

• S receives r from V ∗.

• S picks s ∈ Un and sends s to V ∗.

• Finally S outputs, what V ∗ outputs.

Furthermore consider the prover P ′(x,w), which always picks s ∈ Sn and sends s to
V , no matter whether r received from V is in Sn. For P ′ we have

∣
∣
∣Pr[D(x,w, 〈P (x,w), V ∗(x)〉) = 1]− Pr[D(x,w, 〈P ′(x,w), V ∗(x)〉) = 1]

∣
∣
∣

6 Pr[r ∈ Sn]

= µ(|x|),

where µ is a negligible function, since the probability that V ∗ chooses an r ∈ Sn is
negligible (Sn is an evasive sequence of sets). Note that V ∗(x) = V ∗(1n). At this
point the approach fails if we consider R = {(x,w)} as in part (d). Hence

{

〈P (x,w), V ∗(x)〉
}

x,w
and

{

〈P ′(x,w), V ∗(x)〉
}

x,w

are computationally indistinguishable. Furthermore:
∣
∣
∣Pr[D(x, a, 〈P ′(x,w), V ∗(x)〉) = 1]− Pr[D(x, a, S(x)) = 1]

∣
∣
∣

=
∣
∣
∣Pr[D(x, a, out) = 1 : s

R
← Sn, out ← V ∗(s)]

− Pr[D(x, a, out) = 1 : s
R
← Un, out ← V ∗(s)]

∣
∣
∣

≤ µ′(|x|),

where µ′ is a negligible function, since the probability that V ∗ can distinguish s
R
← Sn

from s
R
← Un is negligible (Sn is a sequence of pseudorandom sets). Hence

{

〈P ′(x,w), V ∗(x)〉
}

x,w
and

{

S(x)
}

x,w

are computationally indistinguishable and by transitivity
{

〈P (x,w), V ∗(x)〉
}

x,w
and

{

S(x)
}

x,w

are computationally indistinguishable and (P, V ) is zero-knowledge without auxiliary
input.

(b) Show that (P, V ) is not computationally zero-knowledge with auxiliary input for R.

2



Solution. Consider the verifier V ∗(x, z):

• V ∗ sends z to the prover P .

• V ∗ receives y from P .

• V ∗ outputs y.

For a sequence of auxiliary inputs zn ∈ Sn, (xn, wn) ∈ R, and (xn, w′

n) ∈ R with
wn 6= w′

n and |xn| = n, we have to show that

{

〈P (xn, (wn, zn)), V ∗(xn, zn)〉
}

xn,(wn,zn)
and

{

S(xn, zn)
}

xn,(wn,zn)

as well as
{

〈P (xn, (w′

n, zn)), V ∗(xn, zn)〉
}

xn,(w′

n
,zn)

and
{

S(xn, zn)
}

xn,(w′

n
,zn)

are computationally indistinguishable. But if we fix some zn ∈ Sn, wn = 0n, w′

n = 1n

for each n, 〈P (xn, (wn, zn)), V ∗(wn, zn)〉 = wn and 〈P (xn, (w′

n, zn)), V ∗(w′

n, zn)〉 =
w′

n and hence S(xn, zn) would have to have an output indistinguishable both from
wn = 0n and w′

n = 1n which is a contradiction. Hence there cannot exist a simulator
S(xn, zn) that can simulate the real proof for all (xn, wn) ∈ R.

(c) Show that (P 2, V 2) (in the sense of Definition 5 in the lecture notes) is not compu-
tationally zero-knowledge without auxiliary input for R.

Solution. Consider the verifier V ∗(x):

• V ∗ sends r
R
← Un to the prover P .

• V ∗ receives y1 from P , the first invocation of P ends.

• In the second invocation of P , V ∗ sends y1 to P .

• V ∗ receives y2 from P and outputs y2.

The probability that V ∗ sends r ∈ Sn to the first invocation of P is negligible. Hence
the first invocation of P sends y1 ∈ Sn to V ∗ with overwhelming probability. V ∗ now
sends y1 to the second invocation of P and receives y2 from P . Since y1 ∈ Sn, y2 = w
with overwhelming probability. Again for (x,w1) ∈ R and (x,w2) ∈ R there cannot
exist S(x) simulating the interaction between P and V ′ for (x,w1) and (x,w2).

(d) For three bonus points: Show that (a) would not hold if we had defined R to contain
all (x,w) and not only those with x = 1n.1

1In a sense, this is a check for your proof of (a). If your proof would work in this case, too, then your
proof was not rigorous enough.

3
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Solution. Consider V ∗(x):

• V ∗ sends x to the prover P .

• V ∗ receives y from P .

• V ∗ outputs y.

Now we have the same situation as in part (b), except now xn acts as sequence of
auxiliary inputs zn in (b). If xn ∈ Sn, (xn, wn) ∈ R, and (xn, w′

n) ∈ R the interaction
between P and V ∗ cannot be simulated by S. For R = {(x,w) : x = 1n} (as in part
(a)), an x does not reveal anything (except the length of x, which V ∗ learns anyway).

Problem 2: Proofs of knowledge (10 points)

Show that the graph isomorphism proof system (Definition 4 in the lecture notes) is a
proof of knowledge with knowledge error κ(n) = 1

2 .

Hint: Once you constructed an extractor K, you will need that this extractor is indeed
a good one, i.e., you will need to lower bound its success probability in extracting a
witness from a given prover P ∗ for some given statement x. To do so, you will find
the following approach useful: Let R1 denote the random bits the prover P ∗ chooses
in its first activation (these include the random bits used to produce the graph H).
Let Tr := Pr[R1 = r], and Si

r := Pr[〈P ∗, V (x)〉 = 1|R1 = r and V sends i]. Then
Pr[〈P ∗, V (x)〉 = 1] =

∑

r Tr · (S
1
r + S2

r )/2. Similarly, you will be able to express the
probability Pr[(x,w) ∈ R : w ← KP ∗

(x)] in terms of Tr and Si
r.

(A formula you might have to prove in your solution is S1
rS2

r ≥ (S1
r + S2

r )/2 − 1
2 for

S1
r , S2

r ∈ [0, 1].)

Solution. We construct the extractor K in the following way:

• K receives H from P ∗.

• K sends i = 1 to P ∗ and receives φ̃1 from P ∗.

• K rewinds P ∗ to the point before P ∗ receives i.

• Now K sends i = 2 to P ∗ and receives φ̃2 from P ∗.

When the checks φ̃i(Gi) = H succeed for i = 1 and i = 2 we get:

φ̃1(G1) = H and φ̃2(G2) = H ⇒ φ̃2(G2) = φ̃1(G1) ⇒ G2 = (φ̃−1
2 ◦ φ̃1)

︸ ︷︷ ︸

φ

(G1)

4
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Let Tr := Pr[R1 = r], and Si
r := Pr[〈P ∗, V (x)〉 = 1|R1 = r and V sends i] as in the hint.

Then

Pr[〈P ∗, V (x)〉 = 1]

=
∑

r,i

Pr[R1 = r] · Pr[V sends i] · Pr[〈P ∗, V (x)〉 = 1|R1 = r and V sends i]

=
∑

r

Pr[R1 = r] ·
∑

i

1

2
· Pr[〈P ∗, V (x)〉 = 1|R1 = r and V sends i]

=
∑

r

Tr ·
1

2
·
∑

i

Pr[〈P ∗, V (x)〉 = 1|R1 = r and V sends i]

=
∑

r

Tr ·
1

2
· (S1

r + S2
r ) =

∑

r

Tr ·
S1

r + S2
r

2
,

since V (x) is honest and chooses i ∈ {1, 2} uniformly at random. We write Vi(x) for the
verifier V (x), which sends i to the prover. Then:

Pr[(x,w) ∈ R : w ← KP ∗

(x)]

=
∑

r

Pr[R1 = r] · Pr[(x,w) ∈ R : w ← KP ∗

(x)|R1 = r]

=
∑

r

Pr[R1 = r] · Pr[〈P ∗, V1(x)〉 = 1, 〈P ∗, V2(x)〉 = 1|R1 = r]

=
∑

r

Pr[R1 = r] · Pr[〈P ∗, V1(x)〉 = 1|R1 = r] · Pr[〈P ∗, V2(x)〉 = 1|R1 = r]

=
∑

r

Tr · S
1
r · S

2
r

Note that 〈P ∗, V1(x)〉 = 1 and 〈P ∗, V2(x)〉 = 1 are independent given R1 = r.
Finally (P, V ) is a proof of knowledge with knowledge error κ(n) = 1

2 , if

Pr[(x,w) ∈ R : w ← KP ∗

(x)] ≥ Pr[〈P ∗, V (x)〉 = 1]− κ(n)

⇔
∑

r

Tr · S
1
r · S

2
r ≥

(
∑

r

Tr ·
S1

r + S2
r

2

)

−
1

2

⇔
∑

r

Tr · S
1
r · S

2
r ≥

(
∑

r

Tr ·
S1

r + S2
r

2

)

−

(
∑

r

Tr ·
1

2

)

⇔
∑

r

Tr · S
1
r · S

2
r ≥

(
∑

r

Tr ·
(S1

r + S2
r

2
−

1

2

))

⇐ ∀r : S1
r · S

2
r ≥

S1
r + S2

r

2
−

1

2
.
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With S1
r , S2

r ∈ [0, 1]

S1
r · S

2
r + (1− S1

r ) · (1− S2
r ) ≥ 0

⇔ S1
r · S

2
r + 1− S1

r − S2
r + S1

r · S
2
r ≥ 0

⇔ 2 · S1
r · S

2
r ≥ S1

r + S2
r − 1

⇔ S1
r · S

2
r ≥

S1
r + S2

r

2
−

1

2
,

holds, which concludes the proof.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 7

Out: Wed, Jan 7, 2008 Due: Fri, Jan 16, 2009, before noon

Problem 1: Miscelleanous (3+3+2=8 Points)

(a) Fix a cyclic group G of prime order q and a generator g of G. Let R := {(x,w) :
x = gw}. Let N := {0, . . . , ord G− 1}.

Show that for (x,w) ∈ R, the following two games have the same output distribution:

r
R
← N, s

R
← N, a := gsx−r, return (a, r, s) (1)

b
R
← N, a := gb, r

R
← N, s := b + rw mod q, return (a, r, s) (2)

Note: This is the missing step in the proof that Schnorr’s proof system is HVCZK.
The preferred (cleanest, simplest, . . . ) way to show this is as a short sequence of
games.

Solution. Let q be the order of G. With x = gw and g generator of G we have

b
R
← N, a := gb, r

R
← N, s := b + rw mod q, return (a, r, s) (2)

= r
R
← N, b

R
← N, s := b + rw mod q, a := gb, return (a, r, s)

= r
R
← N, s

R
← N, b := s− rw mod q, a := gb, return (a, r, s)

= r
R
← N, s

R
← N, b := s− rw mod q, a := gs−rw, return (a, r, s)

= r
R
← N, s

R
← N, a := gs−rw, return (a, r, s)

= r
R
← N, s

R
← N, a := gsx−r, return (a, r, s) (1)

(b) Assume that (P, V ) is a Σ-protocol that has special soundness. Let N denote the
set from which the verifier’s message r is chosen. Show that (P, V ) has soundness
bound s ≤ 1/|N |.

Solution. Consider for x 6∈ LR the interaction between a malicious prover P ∗ and
the honest verifier V . After P ∗ has sent message a to the verifier there is at most
one message r such that upon receiving s from P ∗, V will accept. If there would
be r and r′ with r 6= r′ such that V accepts both possible interactions we would
have x ∈ LR by special soundness of (P, V ). Hence for x 6∈ LR, V will send that
particular r and accept at most with probability 1/|N |.



(c) In the definition of honest-verifier zero-knowledge we require that the simulator suc-
cessfully simulates the view of the verifier (Definition 19 in the lecture notes). On the
other hand, in the definition of zero-knowledge (Definition 14 in the lecture notes),
we require the simulator to simulate the output of the verifier. In exercise sheet 3,
problem 3, we have shown that for the definition of zero-knowledge, it does not
matter whether we simulate the view or the output of the verifier.

In the case of honest-verifier zero-knowledge, however, this does not hold. In fact,
if we require the simulator to simulate the output of the verifier, we get a useless
definition of honest-verifier ZK. (Call this definition HVCZK’; formally, you get
HVCZK’ by removing the word view from Definition 19 in the lecture notes.)

Explain why this is the case by designing a very simple but completely insecure1

proof system and show that your proof system is HVCZK’.

Solution. Consider the following proof system (P, V ):

• P (x,w) sends w to the verifier

• V (x) receives w and outputs 1

Since the honest verifier will always output 1 the simulator S(x) can simulate the
interaction between P and V by simply outputting 1. Hence (P, V ) is HVCZK’.

Problem 2: Proofs of Knowledge for Pedersen-Commitments
(4+1+3+4=12 Points)

Fix a cyclic group G of prime order and generators g and h of G. Let R := {(x, (w1, w2)) :
x = gw1hw2}. Let N := {0, . . . , ord G− 1}.

(a) Fill in the gaps in the following protocol so that it becomes a proof system that has
perfect completeness, special soundness, and is special HVCZK.

• Prover’s input: (x, (w1, w2)) ∈ R.

• Verifier’s input: x.

• The prover chooses b1, b2
R
← N and sends a := gb1hb2 to V .

• The verifier chooses r
R
← N and sends r to P .

• The prover computes s1 := and s2 := and sends (s1, s2) to

the verifier.

• The verifier checks whether .

1I.e., the witness should be revealed even to an honest verifier.
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Solution.

• Prover’s input: (x, (w1, w2)) ∈ R.

• Verifier’s input: x.

• The prover chooses b1, b2
R
← N and sends a := gb1hb2 to V .

• The verifier chooses r
R
← N and sends r to P .

• The prover computes s1 := b1 + rw1 mod q and s2 := b2 + rw2 mod q and
sends (s1, s2) to the verifier.

• The verifier checks whether gs1hs2 = axr.

(b) Prove that (P, V ) has perfect completeness.

Solution. We compute:

gs1hs2 = gb1+rw1hb2+rw2 = gb1grw1hb2hrw2

axr = gb1hb2grw1hrw2 = gb1grw1hb2hrw2 .

Hence for (x, (w1, w2)) ∈ R, the verifier’s check gs1hs2 = axr always succeeds.

(c) Prove that (P, V ) has special soundness.

Solution. The protocol is a Σ-protocol. Given (a, r, (s1, s2)) and (a, r′, (s′1, s
′

2))
with r, r′ ∈ N , r 6= r′, and x, a ∈ G, and gs1hs2 = axr, and gs′

1hs′
2 = axr′ we get:

gs1hs2

gs′
1hs′

2

=
xr

xr′
⇒ gs1−s′

1hs2−s′
2 = xr−r′

⇒ g(s1−s′
1
)/(r−r′)h(s2−s′

2
)/(r−r′) = x

⇒ w =

(

s1 − s′1
r − r′

,
s2 − s′2
r − r′

)

is a witness for x.

In the second step we used the fact that r 6= r′ and that the multiplicative inverse
to r − r′ 6= 0 exists modulo ord G.

(d) Prove that (P, V ) is special HVCZK.

Solution. Consider the following simulator S(x, r):

• S picks s1, s2
R
← N

• S computes a = gs1hs2/xr

• S outputs (a, r, (s1, s2)).

3



We have for (x, (w1, w2)) ∈ R

b1, b2
R
← N, a := gb1hb2 , s1 := b + rw1 mod q, s2 := b + rw2 mod q,

return (a, r, (s1, s2))

= b1, b2
R
← N, s1 := b + rw1 mod q, s2 := b + rw2 mod q, a := gb1hb2 ,

return (a, r, (s1, s2))

= s1, s2
R
← N, b1 := s− rw1 mod q, b2 := s− rw2 mod q, a := gb1hb2 ,

return (a, r, (s1, s2))

= s1, s2
R
← N, b1 := s− rw1 mod q, b2 := s− rw2 mod q,

a := gs1−rw1hs2−rw2, return (a, r, (s1, s2))

= s1, s2
R
← N, a := gs1−rw1hs2−rw2 , return (a, r, (s1, s2))

= s1, s2
R
← N, a := gs1hs2x−r, return(a, r, (s1, s2))

Here the first game is the view of the interaction between P (x,w) and Vr and the last
game is the output of the simulator S(x, r). Here Vr is the honest verifier that always
sends r.

Note: I called this problem “Proofs of Knowledge for Pedersen-Commitments” because
c := gmhu is a so-called Pedersen-commitment on m (with unveil information u). Given
c, m is information-theoretically hidden, but we can only unveil c to two different values
m and m′ if we can compute the discrete logarithm of h (with respect to the basis g).
Hence the scheme you constructed allows to prove that you know what message m is
inside a Pedersen-commitment without revealing that message.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 8

Out: Wed, Jan 14, 2008 Due: Fri, Jan 23, 2009, before noon

Problem 1: An efficient equivocal trapdoor commitment
(11=1+4+3+3 points)

Let G be a sequence of cyclic groups of prime order q with generator g. (Where G, q, g
depend implictly on a security parameter and are known. We assume that it is effi-
ciently possible to multiply and invert in the group, and that group elements have a
representation whose length is polynomial in n.) Let Q := {0, . . . , q − 1}.

Definition 1 (Dlog-assumption) For any nonuniform probabilistic polynomial-time

algorithm A, the following probability is negligible:

Pr[gx = gx′

: x
R
← Q, x′ ← A(1n, gx)].

We define an equivocal trapdoor commitment scheme C with message space Mn = Q
as follows (Pedersen commitments):

• KeyGen(1n) chooses td
R
← Q, h := gtd and returns (h, td). (I.e., h is the CRS.)

• Com(1n, h,m) chooses u
R
← Q and returns (gmhu, u).

• Verify(1n, h,m, c, u) checks whether m ∈ Q and c = gmhu.

• Equiv(1n, td , c, ũ,m) := .

(a) Show that C has the correctness property.

Solution.

• Case m ∈ Q: Verify = 1, since m ∈ Q and Com returns c = gmhu such that
the check of Verify succeeds.

• Case m 6∈ Q: Verify = 0, since m 6∈ Q.

(b) Show that C is computationally binding if the dlog-assumption holds.

Hint: Show that from (c,m, u,m′, u′) with Verify(1n, h,m, c, u) = 1 and
Verify(1n, h,m′, c, u′) = 1 you can compute td . Replace h by gtd wherever it oc-
curs.



Solution. Similarly to Schnorr’s protcol we can compute td given (c,m, u,m′, u′)
with Verify(1n, h,m, c, u) = 1 and Verify(1n, h,m′, c, u′) = 1 and m 6= m′:

c = gmhu = gm′

hu′

⇒ gmgtd·u = gm′

gtd·u′

⇒ m + td · u ≡ m′ + td · u′ mod q

⇒ td ≡
m′ −m

u− u′
mod q

Note that u 6= u′, otherwise gmhu 6= gm′

hu′

for m 6= m′. If the prover could
unveil c to m and m′ then we could transform him into a polynomial time algorithm
computing td from gtd and hence the dlog assumtpion would not hold.

(c) Fill in the . (I.e., specify Equiv .)

Solution. We want to compute u such that g0hũ = gmhu:

g0hũ = gmhu

⇒ gtd·ũ = gm+td·u

⇒ td · ũ ≡ m + td · u mod q

⇒ ũ ≡ m · td−1 + u mod q

⇒ u ≡ ũ−m · td−1 mod q

Hence Equiv(1n, td , c, ũ,m) := ũ−m · td−1 mod q. Note that Pr[td = 0 : td
R
← Q]

is negligible.

(d) Show that C (with your variant of Equiv) is equivocal.

Solution. The following games are computationally indistinguishable:

(c, u) : (h, td)← KeyGen(1n), (c, ũ)← Com(1n, h, 0), u ← Equiv(1n, td , c, ũ,m)

(c, u) : td
R
← Q, h := gtd , ũ

R
← Q, c := hũ, u := ũ−m · td−1 mod q

(c, u) : td
R
← Q, h := gtd , ũ

R
← Q, u := ũ−m · td−1 mod q, c := hũ

(c, u) : td
R
← Q, h := gtd , u

R
← Q, ũ := u + m · td−1 mod q, c := hũ

(c, u) : td
R
← Q, h := gtd , u

R
← Q, c := hu+m·td

−1 mod q

(c, u) : td
R
← Q, h := gtd , u

R
← Q, c := gmhu

(c, u) : (h, td)← KeyGen(1n), (c, u)← Com(1n, h,m)

The first game is a cheating commit to m (using Equiv), while the last game is a
normal commit to m.
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Problem 2: Equivocality vs. hiding (6 points)

Assume that C = (KeyGen,Com ,Verify ,Equiv) is an equivocal trapdoor commitment
scheme. Show that C satisfies the following computation hiding property:

Definition 2 (Computationally hiding) For all nonuniform probabilistic polynomial-

time algorithms B∗ there exists a negligible function µ such that for all n ∈ N and all

m1,m2 ∈Mn we have that

∣

∣

∣

Pr[B∗(1n, c) = 1 : (crs , td)← KeyGen, (c, u)← Com(1n, crs ,m1)]

− Pr[B∗(1n, c) = 1 : (crs , td)← KeyGen, (c, u)← Com(1n, crs ,m2)]
∣

∣

∣

≤ µ(n).

(The only difference with respect to Definition 10 in the lecture notes is that we have
included the CRS.)

Hint: Compare the following games: A normal commit to m1. A cheating commit to
m1 (using Equiv). A cheating commit to m2. A normal commit to m2. Use the fact
that the adversary only sees the commitment c and never sees the unveil information u.

Solution. From equivocality of C we have that for all m ∈Mn:

(c, u) : (crs , td)← KeyGen(1n), (c, ũ)← Com(1n, crs , 0), u← Equiv(1n, td , c, ũ,m)

and

(c, u) : (crs , td)← KeyGen(1n), (c, u)← Com(1n, crs ,m)

are computationally indistingushable. This implies that the following games are compu-
tationally indistingushable:

c : (crs , td)← KeyGen(1n), (c, u)← Com(1n, crs ,m1)

c : (crs , td)← KeyGen(1n), (c, ũ)← Com(1n, crs , 0), u← Equiv(1n, td , c, ũ,m1)

c : (crs , td)← KeyGen(1n), (c, ũ)← Com(1n, crs , 0)

c : (crs , td)← KeyGen(1n), (c, ũ)← Com(1n, crs , 0), u← Equiv(1n, td , c, ũ,m2)

c : (crs , td)← KeyGen(1n), (c, u)← Com(1n, crs ,m2)

Hence the computational hiding property is fulfilled.

Problem 3: High-speed protocols (3 points)

Design a CZK (not just special HVCZK!) argument of knowledge in the CRS model for
showing that a given Pedersen commitment c is a commitment to the value m (without

3
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actually revealing the unveil information). More exactly, show the knowledge of an unveil
information for c that unveils c as m.1 Specify the relation R explicitly.

You scheme should be efficient and only use three exponentiations on the prover’s
side and five exponentiations on the verifier’s side.

Hint: Note that u unveils c as m if and only if c/gm = hu. You only have to plug
together known results from the lecture and from exercise sheets to solve this problem.

Solution. Let G be a cyclic group with fixed generators g, h of prime order q. For a
group element a ∈ G, let ã denote the representation of a as a nonnegative integer. (E.g.,
if G = Z×

n , then ã = a mod n. For other groups, e.g., elliptic curves, one might have to
pick an arbitrary encoding.) Let q′ := maxa∈G ã + 1. In most cases, q′ will be close to q.

The relation for a proof of knowledge of an unveil information u that unveils c as m
is

R = {((c,m), w)|gmhw = c} = {((c,m), w)|hw = cg−m}.

Consider now the relation used in Schnorr’s protocol:

R′ = {(x,w)|hw = x}.

Note that (c, w) ∈ R iff (cg−m, w) ∈ R′. Hence, it is sufficient to construct a CZK
argument of knowledge (P ′, V ′) for R′. Then (P, V ) is a CZK argument of knowledge
for R if P ((c,m), w) runs P ′(cg−m, w), and V (c,m) runs V ′(cg−m).

To apply Damg̊ard’s construction, we need an equivocal commitment scheme that
has a message space that is large enough to store the value a ∈ G sent by P ′. Any such
a is encoded as a number ã < q′. Hence let H be a cyclic group of prime order p ≥ q′.
We will use Pedersen commitments based on the group H. Let P := {0, . . . , p− 1}.

Applying Damg̊ards construction using Pedersen commitments to Schnorr’s protocol
we obtain the following protocol (P ′, V ′) in the CRS model:

• KeyGen: Choose random generators ḡ, h̄ of H.

• The prover P ′ chooses b
R
← Q, u

R
← P , and computes a := gb and d := ḡãh̄u. He

sends d to the verifier V ′.

• After the verifier receives d, he picks r
R
← Q and sends r to P ′.

• Now the prover computes s := b + rw mod q and sends (s, a, u) to the verifier.

• The verifier checks whether a ∈ G and d = ḡãh̄u and gs = axr.

Since (P, V ) execute (P ′, V ′) with x := cg−m, we get the following final protocol:

• KeyGen: Choose random generators ḡ, h̄ of H.

1This is another example where a ZK proof would not be enough: Since Pedersen commitments are

equivocal, there always exists an unveil information for any value m. Its the knowledge that counts.
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• The prover P ′((c,m), w) chooses b
R
← Q, u

R
← P , and computes a := gb and

d := ḡãh̄u. He sends d to the verifier V ′.

• After the verifier V ′(c,m) receives d, he picks r
R
← Q and sends r to P ′.

• Now the prover computes s := b + rw mod q and sends (s, a, u) to the verifier.

• The verifier checks whether a ∈ G and d = ḡãh̄u and gs = acrg−rm.

The prover performs three exponentiations (gb, ḡã, h̄u). The verifier performs five
exponentiations (ḡã, h̄u, gs, cr, g−rm).

5



Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 9

Out: Fri, Jan 23, 2008 Due: Fri, Jan 30, 2009, before noon

Problem 1: Combining zero-knowledge proofs: AND
(5+6=11 Points)

In the lecture, we saw a construction that takes two special HVCZK Σ-protocols with
special soundness (P1, V1) and (P2, V2) (for relations R1 and R2) and constructs a new Σ-
protocol (POR, VOR) for the relation R1∨R2 = {((x1, x2), (i, w) : i ∈ {1, 2}, (xi, w) ∈ Ri}
(again with special soundness and special HVCZK).

In this problem, we are interested in constructing a proof system (PAND , VAND) for
the relation RAND := R1 ∧R2 = {((x1, x2), (w1, w2)) : (x1, w1) ∈ R1, (x2, w2) ∈ R2}.

Assume for the following, that (P1, V1) and (P2, V2) both are special HVCZK Σ-
protocols with special soundness and perfect completeness.1

(a) The following construction immediately springs to mind: On input ((x1, x2), (w1, w2)) ∈
RAND , the prover PAND constructs a1 and a2 by running the provers P1(x1, w1) and
P2(x2, w2), respectively. He sends (a1, a2) to the verifier. Then the verifier VAND

picks r1
R
← N1 and r2

R
← N2 (as the verifiers V1(x1) and V2(x2) would have done) and

sends (r1, r2) to the prover. Then the prover computes answers s1 and s2 by passing
r1 and r2 to P1 and P2, respectively, and sends (s1, s2) to the verifier. The verifier
checks whether V1 would accept the interaction (a1, r1, s1) and V2 would accepts the
interaction (a2, r2, s2). If so, the verifier accepts.

Show that with this construction, the Σ-protocol (PAND , VAND ) does not, in general,
have special soundness.

Note: The protocol (PAND , VAND) is, however, a proof of knowledge, even if it
does not have special soundness. But since, for example, the OR construction as-
sumes special soundness, we could not use (PAND , VAND ) as a subprotocol in that
construction.

Solution. The definition of special soundness requires that an algorithm E is able
to extract a witness w = (w1, w2) for x = (x1, x2) given two interactions (a, r, s) and
(a, r′, s′) with r 6= r′, which the verifier would accept. For the construction from
above these interactions would be ((a1, a2), (r1, r2), (s1, s2)) and ((a1, a2), (r

′

1, r
′

2),
(s′1, s

′

2)) with r1 6= r′1 or r2 6= r′2 (since (r1, r2) 6= (r′1, r
′

2) implies r1 6= r′1 or r2 6= r′2).
However having only r1 6= r′1 we are able to extract a witness w1 for x1, but not a

1The latter assumption is not really necessary, but we add it for simplicity.



witness for x2, and vice versa. Hence in general the construction from above does
not have special soundness.

(b) Give a construction for (PAND , VAND) such that the resulting protocol is special
HVCZK and has special soundness and perfect completeness. Prove that it has
these properties.

Hint: Let VAND send only one value.

Solution. We construct (PAND , VAND) as in (a) except the verifier sends only one

r
R
← N . After receiving r the prover computes the answers s1 and s2 by passing r

both to P1 and P2. Finally the verifier checks whether V1 would accept the interaction
(a1, r, s1) and V2 would accept the interaction (a2, r, s2).

• Perfect completeness follows from the construction and the fact that (P1, V1)
and (P2, V2) have perfect completeness.

• Special soundness: Given two interactions ((a1, a2), r, (s1, s2)) and ((a1, a2), r
′,

(s′1, s
′

2)) with r 6= r′, which the verifier VAND would accept. We construct E as
follows:

E((x1, x2), (a1, a2), r, (s1, s2), r
′, (s′1, s

′

2))

:= (E1(x1, a1, r, s1, r
′, s′1), E2(x2, a2, r, s2, r

′, s′2)).

Since (P1, V1) and (P2, V2) have special soundness E1 and E2 exist. E1 ex-
tracts a witness for x1 from interactions (a1, r, s1) and (a1, r

′, s′1). Similarly E2

extracts a witness for x2 from interactions (a2, r, s2) and (a2, r
′, s′2). The in-

teractions would be accepted by V1 and V2, respectively, since V would accept
((a1, a2), r, (s1, s2)) and ((a1, a2), r

′, (s′1, s
′

2)). Hence E extracts a witness for
(x1, x2).

• Special HVCZK: We construct a simulator S for (PAND , VAND) as follows:

– S runs the simulator S1 for (P1, V1) and obtains (a1, r, s1),

– S runs the simulator S2 for (P2, V2) and obtains (a2, r, s2),

– S outputs ((a1, a2), r, (s1, s2)).

The following games are computationally indistingushable:

(a1, r, s1)← S1(x1, r), (a2, r, s2)← S2(x2, r), return ((a1, a2), r, (s1, s2))

a1 ← P1(x1, w1), s1 ← P1(r), a2 ← P2(x2, w2), s2 ← P2(r),

return ((a1, a2), r, (s1, s2))

a1 ← P1(x1, w1), a2 ← P2(x2, w2), s1 ← P1(r), s2 ← P2(r),

return ((a1, a2), r, (s1, s2))

Here the first game is the simulator S and the last game is the view of the
interaction between the prover and the verifier. In the first step we used the fact
that (P1, V1) and (P2, V2) are special HVCZK. In the second step we reordered
terms.
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Problem 2: Combining zero-knowledge proofs: OR

(6(+5)=6 Points)

In the lecture, we saw a construction that takes two special HVCZK Σ-protocols with
special soundness (P1, V1) and (P2, V2) (for relations R1 and R2) and constructs a new Σ-
protocol (POR, VOR) for the relation R1∨R2 = {((x1, x2), (i, w) : i ∈ {1, 2}, (xi, w) ∈ Ri}
(again with special soundness and special HVCZK).

Prove that in general, if (P1, V1) and (P2, V2) do not have special soundness, but
if instead they are special HVCZK proofs of knowledge with knowledge error 0, neg-
ligible soundness error, and perfect completeness (i.e., the next best thing), that then
(POR, VOR) is completely insecure (i.e., a malicious prover could convince VOR of a wrong
statement with probability 1).

Hint: Construct a protocol (P1, V1) where only the first half of the message r sent by
the verifier is actually used. (The second half being random bits that are sent to P but
ignored.) Similarly for (P2, V2).

Solution. Given a Σ-protocol (P, V ) which is special HVCZK, has knowledge error 0,
and perfect completeness we construct (Pi, Vi) in the following way:

• Pi(xi, wi) obtains ai ← P (xi, wi) and sends it to Vi.

• Vi(xi) chooses r1, r2
R
← N and sends r1||r2 to Pi (here a||b denotes the concatena-

tion of a and b).

• Pi receives r = r1||r2 from Vi, obtains si ← P (ri), and sends si to Vi.

• Vi outputs V (ai, ri, si).

(Pi, Vi) is a special HVCZK proof of knowledge with knowledge error 0, has a negligible
soundness error, and perfect completeness.

Let x1 6∈ LR1
and x2 6∈ LR2

. Now consider the following malicious prover P ∗ for
the proof system (P ′, V ′) resulting from applying the OR construction to (P1, V1) and
(P2, V2):

• P ∗ chooses r̃1, r̃2
R
← N .

• P ∗ obtains (a1, r̃1, s1) ← S(x1, r̃1) and (a2, r̃2, s2) ← S(x2, r̃2), where S is the
simulator for (P, V ).

• P ∗ sends (a1, a2) to V ′ and receives r = r1||r2.

• Finally P ∗ computes r′1 := (r̃1||(r2 − r̃2)), and r′2 := ((r1 − r̃1)||r̃2), and sends
(r′1, r

′

2, s1, s2) to the verifier.
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We have that

r′1 + r′2 = (r̃1||(r2 − r̃2)) + ((r1 − r̃1)||r̃2)

= (r̃1 + r1 − r̃1)||(r2 − r̃2 + r̃2)

= r1||r2 = r

and V ′(ai, r
′

i, si) = (V1(a1, r̃1, s1)∧V2(a2, r̃2, s2)) = 1, since (ai, r̃i, si) with i ∈ {1, 2} has
been generated by the simulator S with overwhelming probability. Hence the verifier V ′

accepts with overwhelming probability.
Hence the constructed proof systen (POR, VOR) for R1 ∨M1,M2

R2 is insecure, since
P ∗ has convinced V of a false statement.

Bonus points: Try to make a counterexample that shows that the construction from
Problem 1(a) is not suited for use in the OR-construction. More exactly, let (P, V ) a
special HVCZK with special soundness and perfect completeness for relation R. Let
(PAND , VAND ) be the protocol for the relation R ∧ R (using the construction from
Problem 1(a)), and let (POR, VOR) be the protocol for the relation (R∧R)∨ (R∧R) re-
sulting from applying the OR construction from the lecture to (PAND , VAND ). Show that
(POR, VOR) is insecure (i.e., a malicious prover could convince VOR of a wrong statement
with probability 1).

Solution. The proof system (POR, VOR) for (R∧R)∨(R∧R) = {((x1, x2, x3, x4), (i, w1, w2))|i ∈
{1, 2}, (x2i−1 , w1) ∈ R, (x2i, w2) ∈ R} looks as follows:

• Prover POR’s input: ((x1, x2, x3, x4), (i, w1, w2)).

• Verifier VOR’s input: (x1, x2, x3, x4).

• Assume i = 1, in the case i = 2 the prover’s code is analogous and the verifier’s
code is identical.

• The prover computes a1 ← P1(x1, w1), a2 ← P2(x2, w2), r3
R
← N, r4

R
← N,

(a3, r3, s3) ← S3(x3, r3), (a4, r4, s4) ← S4(x4, r4) where S3 and S4 are the special
HVCZK simulators for (P3, V3) and (P4, V4).

• The prover sends (a1, a2, a3, a4) to the verifier.

• The verifier picks r′1
R
← N, r′2

R
← N and sends (r′1, r

′

2) to the prover.

• The prover computes r1 := r′1 − r3, r2 := r′2 − r4, s1 ← P1(r1), s2 ← P2(r2), and
sends (r1, r2, r3, r4, s1, s2, s3, s4) to the verifier.

• The verifier checks that r1, r2, r3, r4 ∈ N, r′1 = r1 + r3, r
′

2 = r2 + r4 and that for
i ∈ {1, 2, 3, 4}, Vi would accept (ai, ri, si).

The proof system (POR, VOR) is insecure as the following example shows:
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• Assume the malicious prover P ∗ has a witness w1 for x1 and w2 for x4, but x2, x3 /∈
LR.

• P ∗ computes a1 ← P1(x1, w1), a4 ← P4(x4, w2), r2
R
← N, r3

R
← N, (a2, r2, s2) ←

S2(x2, r2), (a3, r3, s3)← S3(x3, r3).

• P ∗ sends (a1, a2, a3, a4) to the verifier.

• After receiving (r′1, r
′

2) from the verifier, the prover computes r3 := r′1 − r1, r2 :=
r′2 − r4, s2 ← P2(r2), s3 ← P3(r3), and sends (r1, r2, r3, r4, s1, s2, s3, s4) to the veri-
fier.

The verifier behaves as above, but although (x1, x2, x3, x4) 6∈ L(R∧R)∨(R∧R) all checks of
the verifier succeed and V accepts.

Problem 3: A few thoughts on simulators (3(+5)=3 Points)

In most cases, we are interested in zero-knowledge protocols in which the prover and
the verifier are very efficient (because in the final application, the user will have to wait
longer if the prover/verifier are less efficient). Since the simulator is only a technical
tool for describing what it means that the witness does not leak, the running time of
the simulator is usually not considered to be that important (as long as it is polynomial-
time).

(a) In some cases, however, one would be interested in efficient simulators. Why?

Note: This is not a deep question.

Solution. Construction 2 for combining two zero-knowledge proofs with OR makes
usage of the simulator in the construction of the prover. For the result of the
construction being efficient, the simulator used in it should be efficient.

(b) For bonus points: There is another reason why one would want simulators not to be
too slow (e.g., running time Ω(n100) where n is the running time of the adversary),
even if one never intends to actually run it. Namely, if the simulator runs very long,
the bit lengths of the primitives used in your protocols (e.g., the size of the group
we work in, the length of keys, etc.) needs to be larger to get suitable security
guarantees. Explain why this is the case.

Hint: It might help to think about the following example: Assume that computing
the discrete logarithm in a group G with generator g takes at least ord G steps.2

Assume a zero-knowledge proof of knowledge (P, V ) for R = {(x,w) : gw = x}.
Alice’s secret is some s ∈ {0, . . . , ord G − 1}, and the public information is p := gs.

2This is actually not true, because the so-called baby-step giant-step algorithm find the discrete
logarithm in O(

√

ordG) steps. But for the sake of illustration, it is simpler to assume this bound.
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To identify herself, Alice proves using P that she knows some s with p = gs. Bob,
who is only given g and p has negligible probability of succeeding in impersonating
Alice (i.e., in convincing the verifier V of statement p). But for actually using this
scheme, we need to know what the size of G should be. For example, given an
adversary Bob that runs at most 280 steps, how large does ord G have to be such
that the probability of Bob impersonating Alice is small?

Note: I think this is a difficult problem.

Solution. For simplicity, assume that Bob, running in 280 steps, succeeds in guess-
ing s after interacting with Alice (where Bob plays the role of the prover).3 Then
there is a simulator S for Bob that also guesses s (given input p), i.e., the simula-
tor breaks the discrete logarithm problem in G. The simulator runs in 28000 steps.
Since we assume that breaking the discrete logarithm takes at least ord G steps, we
only get a contradiction if ordG ≫ 28000, i.e., for key lengths greater 8000 bit. On
the other hand, if the simulator’s running time would have been O(n), a key length
of about 80 bit would have been sufficient. Since the key length directly impacts
the efficiency of the scheme, it follows that an inefficient simulator can lead to less
efficient schemes if one takes concrete security bounds into account.

3For more general impersonation attacks the argumentation would be similar.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 10

Out: Wed, Jan 28, 2008 Due: Fri, Feb 6, 2009, before noon

Problem 1: Witness indistinguishability (2+4+4=10 Points)

Zero-knowledge is a very strong requirement, because we need to be able to actually
produce a simulation of the proof in polynomial time (this is in particular difficult in
some cases of protocol composition). The following definition is less demanding, but
still useful in many applications. It only requires that one cannot distinguish, which of
several possible witnesses is used.

Definition 1 (Non-interactive witness-indistinguishable proof) A triple (P, V,KeyGen)
of polynomial-time algorithms is called a non-interactive computationally witness-indistinguishable
(NICWI) proof in the CRS-model for a relation R if the following holds:

• Completeness and soundness: As in Definition 25 in the lecture notes.

• Computational witness-indistinguishability: The distributions







(crs , π) :

crs ← KeyGen(1|x|),
π ← P (x, crs , w1)







x,(w1,w2,z)

and







(crs , π) :

crs ← KeyGen(1|x|),
π ← P (x, crs , w2)







x,(w1,w2,z)

are computationally indistinguishable for all (x,w1, w2) with (x,w1) ∈ R and
(x,w2) ∈ R and z ∈ {0, 1}∗.

(a) Let f be a one-way permutation. Let R := {(x,w) : x = f(w)}. The P (x, crs , w)
outputs the proof π := w. Then verifier V (x, crs , π) checks whether x = f(π).
KeyGen always returns the empty string. Show that (P, V,KeyGen) is a NICWI
proof.

Note: This shows that the NICWI property is not very useful if the witness is
determined by the statement. However, if there are several witnesses, NICWI can
be a useful property.

Solution. Since f is a one-way permutation for each x there exists exactly one w
with x = f(w). We have that







(ε,w1) :

ε← KeyGen(1|x|),
w1 ← P (x, crs , w1)







x,(w1,w2,z)

and







(ε,w2) :

ε← KeyGen(1|x|),
w2 ← P (x, crs , w2)







x,(w1,w2,z)
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are computationally indistinguishable, since (x,w1) ∈ R and (x,w2) ∈ R implies
w1 = w2. Furthermore (P, V,KeyGen) has perfect completeness and perfect sound-
ness. Hence (P, V,KeyGen) is a NICWI proof.

(b) Assume that (P, V,KeyGen) is a NICZK proof in the CRS-model. Show that it is a
NICWI proof in the CRS model.

Note: This even holds if the simulator of (P, V,KeyGen) is not efficient.

Solution. Since (P, V,KeyGen) is a NICZK proof there exists a simulator S such
that







(crs , π) :

crs ← KeyGen(1|x|),
π ← P (x, crs , w)







x,(w,z)

≈c

{

S(x)
}

x,(w,z)

This implies that







(crs , π) :

crs ← KeyGen(1|x|),
π ← P (x, crs , w1)







x,(w1,w2,z)

≈c

{

S(x)
}

x,(w1,w2,z)

and
{

S(x)
}

x,(w1,w2,z)
≈c







(crs , π) :

crs ← KeyGen(1|x|),
π ← P (x, crs , w2)







x,(w1,w2,z)

Hence a NICWI proof in the CRS model is computationally witness-indistinguishable.
Furthermore completeness and soundness for the NICWI proof follows from com-
pleteness and soundness of the NICZK proof. Hence if (P, V,KeyGen) is a NICZK
proof, it is also a NICWI proof.

(c) Assume that (P, V,KeyGen) is a NICWI proof. Show that

{(crs , π1, . . . , πs)}(x1,...xs),(w1,w′

1
,...,ws,w′

s,z)

and {(crs , π′
1, . . . , π

′
s)}(x1,...xs),(w1,w′

1
,...,ws,w′

s,z)

are computationally indistinguishable for all (x1, . . . xs), (w1, w
′
1, . . . , ws, w

′
s) with

(xi, wi), (xi, w
′
i) ∈ R for all i and |x1| = · · · = |xs| and all z ∈ {0, 1}∗. (And s

being polynomially bounded in |x1|.)

Here crs ← KeyGen(1|x1|) and πi ← P (xi, crs , wi) and π′
i ← P (xi, crs , w

′
i).

Note: All proofs use the same CRS. Hence this property is analogous to the multi-
theorem NIZK property in Problem 2.

Hint: Use a hybrid argument.
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Solution. Let crs , πi, π
′
i defined as above. We write short π for π1, . . . , πs, and w,

w′ analogously. Assume there exists a distinguisher D that distinguishes (crs , π1, . . . , πs)
and (crs , π′

1, . . . , π
′
s) with non-negligible probability:

ν :=
∣

∣

∣
Pr[D(crs , π, w,w′, z) = 1]− Pr[D(crs , π, w,w′, z) = 1]

∣

∣

∣
.

We define the hybrid game Hi := (crs , π′
1, . . . , π

′
i, πi+1, . . . , πs, w,w′, z). Hence H0 =

(crs , π, w,w′, z) and Hs = (crs , π′, w,w′, z).

We have

ν =
∣

∣

∣
Pr[D(H0) = 1]− Pr[D(Hs) = 1]

∣

∣

∣

=
∣

∣

∣

s−1
∑

i=0

(

Pr[D(Hi) = 1]− Pr[D(Hi+1) = 1]
)

∣

∣

∣

≤

s−1
∑

i=0

∣

∣

∣
Pr[D(Hi) = 1]− Pr[D(Hi+1) = 1]

∣

∣

∣
.

Thus there is an i such that |Pr[D(Hi) = 1] − Pr[D(Hi+1) = 1]| ≥ ν
s
. By w 6=i

we denote w1, . . . , wi−1, wi+1, . . . , ws. Let z′ := (w 6=i, w
′
6=i

, i, z). Let D′ be con-
structed such that upon input (crs , πi, wi, z

′) it runs D(Hi) (D′ needs to produce
the proofs π 6=i and π′

6=i on its own by running the prover on w 6=i, w′
6=i). Then

|Pr[D′(crs , πi, wi, z
′) = 1]−Pr[D′(crs , πi, wi, z

′) = 1]| = |Pr[D(Hi) = 1]−Pr[D(Hi+1) =
1]| ≥ ν

s
. Since µ/s is non-negligible, this is a contradiction to the assumption that

(P, V,KeyGen) is a NICWI proof.

Problem 2: Multi-theorem NIZK proofs
(2+1+2+5=10 Points)

The definition of NICZK as presented in the lecture (Definition 25 in the lecture notes)
only guarantees that the simulator can simulate a single proof. In particular, if the
prover produces two proofs with respect to the same CRS, there is no guarantee that
the simulator will be able to produce a simulation of both proofs simultaneously. Hence
the following definition:

Definition 2 (Multi-theorem NICZK) A triple (P, V,KeyGen) of polynomial-time
algorithms is called a multi-theorem non-interactive computational zero-knowledge proof
in the CRS-model for a relation R if the following holds:

• Completeness and soundness: As in Definition 25 in the lecture notes.

• Multi-theorem computational zero-knowledge: There is a polynomial-time algo-
rithm S such that







(crs , π1, . . . , πs) :

crs ← KeyGen(1|x1|),
πi ← P (xi, crs , wi) for i = 1, . . . , s







(x1,...,xs),(w1,...,ws,z)
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and
{

S(x1, . . . , xs)
}

(x1,...,xs),(w1,...,ws,z)

are computationally indistinguishable for all (x1, . . . , xs, w1, . . . , ws) with (xi, wi) ∈
R for all i = 1, . . . , s and |xi| = |xj | for all i, j = 1, . . . , s. (As long as s is
polynomially bounded in |x1|.)

The following construction allows to transform NICZK proofs into multi-theorem
NICZK proofs:

Construction 1 (FLS-technique1) Let R be an NP-relation. Let G : {0, 1}n →
{0, 1}2n be a pseudo-random generator. Let R′ := {((x, c), w) : (x,w) ∈ R or c = G(w)}.
Assume that (P ′, V ′,KeyGen ′) is a NICZK proof for R′ in the CRS-model. We construct
a proof system (P, V,KeyGen) for R as follows:

• KeyGen(1|x|) computes crs ′ ← KeyGen ′(1n), c
R
← {0, 1}2n, crs := (crs ′, c). It

returns crs.

• P (x, crs , w) sets (crs ′, c) := crs and computes π ← P ′((x, c), crs ′, w). It returns π.

• V (x, crs , π) sets (crs ′, c) := crs and checks whether V ′((x, c), crs ′, π) accepts.

(a) Show that NICZK proof for HC presented in the lecture2 is not multi-theorem
NICZK unless NP ⊆ BPP.

Hint: Let x1 be a graph with n vertices. Let x2 be a graph with n vertices that
consists only of a single cycle. Show that from proofs for x1 ∈ LR and x2 ∈ LR with
respect to the same CRS, you can extract a HC of x1.

Solution. If we have proofs for x1 ∈ LR and x2 ∈ LR with respect to the same
CRS we know that in both proofs the graphs x1 and x2 have the same Hamiltonian
cycle H̃ the prover is bound to by the CRS. In the second proof P sends π2, I2 with
(i, j) 6∈ I2 ⇔ (i, j) ∈ π2(x2). Since x2 consists only of a single cycle, all edges missing
in I2 belong to a Hamiltonian cycle π2(H̃) of π2(x2). Hence {π−1

2 (i, j)|(i, j) 6∈ I2} is
the set of edges of a Hamiltonian cycle of x1.

(b) Show the completeness of (P, V,KeyGen) from Construction 1.

Solution. (P, V,KeyGen) has overwhelming completeness, since (P ′, V ′,KeyGen ′)
has overwhelming completeness and V (x, crs, π) = V ′((x, c), crs′, π), and (x,w) ∈ R
implies ((x, c), w) ∈ R′

(c) Show the soundness of (P, V,KeyGen) from Construction 1.

1The technique of proving X ∨ Y where X is the statement we actually want to prove and Y is

something that cannot be proven is often called the FLS-technique after Fiat, Lapidot, Shamir. It is a

very powerful technique with many different applications.
2The one with inefficient prover resulting from applying Construction 3 in the lecture notes to the

hidden-bit NICZK proof for HC.
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Solution. Assume x 6∈ LR. Since the range of G has size 22n, and the domain of
G only size 2n, with overwhelming probability c is not in the domain of G. Hence
with overwhelming probability, (x, c) /∈ LR′ . From the soundness of (P ′, V ′) it then
follows that the prover can only convince the verifier V ′(x, c) = V ′(x) with negligible
probability.

(d) Show that (P, V,KeyGen) from Construction 1 is multi-theorem zero-knowledge.

Hint: The simulator S(x1, . . . , xn) produces the CRS as follows: crs ′ ← KeyGen ′(1|x|),

r
R
← {0, 1}n, c := G(r), crs := (crs ′, c). To produce a proof πi for xi, the simulator

runs πi ← P ′((xi, c), crs , r). (That is, the simulator does not actually prove that
xi ∈ LR, but instead that a certain trapdoor r exists in the CRS.) Use the results
from Problem 1 in your proof.

Solution. We need to show that the simulator S sketched in the hint is a good
simulator for (P, V ). Unfolding the definitions of S and of P , this means that we
have to show that the following are computationally indistinguishable:











(crs , π1, . . . , πs) :

crs ′ ← KeyGen ′(1|x1|), c
R
← {0, 1}2n, crs := (crs ′, c),

πi ← P ′((xi, c), crs
′, wi) for i = 1, . . . s











(x1,...,xs),(w1,...,ws,z)

and



















(crs , π1, . . . , πs) :

crs ′ ← KeyGen ′(1|x1|), r
R
← {0, 1}n,

c := G(r), crs := (crs ′, c),
πi ← P ′((xi, c), crs

′, r) for i = 1, . . . s



















(x1,...,xs),(w1,...,ws,z)

(1)

Note that by Problem 1 (b), (P ′, V ′) is NICWI. Hence by Problem 1 (c), and since
both wi and r are valid witnesses for (xi, c), the indistinguishability (1) follows.
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Zero Knowledge (WS 2008/09) Dr. Dominique Unruh

Solution of Exercise Sheet 11

Out: Wed, Feb 4, 2008 Due: Fri, Feb 13, 2009, before noon

Problem 1: Dolev-Dwork-Naor (10 Points)

Consider the construction of (K ′, E′,D′) presented in the lecture (see also Construction 4
in the lecture notes). Assume that we change it as follows: In the encryption E′, we
produce σ as σ ← Sig(sigk , (c1, . . . , cn)) instead of σ ← Sig(sigk , (c1, . . . , cn, π)). (That
is, we do not sign the NICZK proof.) And the check in the decryption is modified
accordingly, i.e., we check whether Verify(vk , σ, (c1, . . . , cℓ)) = 1 instead of checking
Verify(vk , σ, (c1, . . . , cℓ, π)) = 1.

Show that this modified construction is not secure in general.

Hint: Let (K,E,D) be an IND-CPA secure encryption scheme. Let (KS ,Sig ,Verify)
be a strongly unforgeable one-time signature scheme. Let (KeyGen ′, P ′, V ′) be an un-
bounded adaptive NICZK argument with perfect completeness. Construct (KeyGen , P, V )
from (KeyGen ′, P ′, V ′) by appending a bit of useless information to the proof. Construct
an adversary that breaks the CCA2-game for (K ′, E′,D′).

Solution. Let KeyGen := KeyGen. P (x, crs , w) runs π′ ← P ′(crs , x, w) and returns
π := π‖0. V (x, crs , π) strips the last bit off π (resulting in π′) and runs V ′(x, crs , π′).

Note that if π‖0 is accepted by the verifier V , then π‖1 is, too.
We construct an adversary A for the IND-CCA2 game for (K ′, E′,D′). First, A sets

m0 := 0, m1 := 1 and asks for a decryption of (m0,m1). He gets c∗ := E′(pk ,mb)
where b ∈ {0, 1} is random. The adversary parses c∗ as (c∗

1
, . . . , c∗n, π∗, σ∗, vk∗). Since

π∗ has been constructed by P , it is of the form π∗ = π′‖0. Let π̃ := π′‖1. Let c :=
(c∗

1
, . . . , c∗n, π̃, σ∗, vk∗). Then c 6= c∗. Thus A can ask for a decryption of c and gets

D′(sk , c). Since σ∗ is a signature over c∗
1
, . . . , c∗n, but not over π∗, the signature is still

valid. Furthermore, π̃ is accepted by V . Hence the decryption algorithm accepts and
decrypts c and returns mb = b. Thus the adversary guesses b with probability 1 and
breaks the IND-CCA2 game.
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