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Abstract

This paper presents a novel approach for concisely abstracting authentication
protocols and for subsequently analyzing those abstractions in a sound manner,
i.e., deriving authentication guarantees for protocol abstractions suffices for prov-
ing these guarantees for the actual protocols. The abstractions are formalized in a
novel calculus which constitutes a higher-level abstraction of theρ-spi calculus and
is specifically tailored towards reasoning about challenge-response mechanisms
within authentication protocols. Furthermore, it allows for expressing protocols
without having to include details on the specific structure of exchanged messages.
This in particular entails that many authentication protocols share a common ab-
straction so that a single validation of this abstraction already gives rise to security
guarantees for all these protocols. Such an abstract validation can be automatically
performed using static analysis techniques based on an effect system proposed in
this paper. Finally, extensions to abstractions of additional protocol classes enjoy
a soundness theorem provided that these extensions satisfycertain explicit, easily
checkable conditions.

1 Introduction

Language-based security has proved to be a salient technique for formally analyzing
security protocols, since Abadi’s seminal work on secrecy by typing [1] up to mod-
ern techniques based on logics, model-checking and type systems (a far from being
comprehensive list includes [3, 27, 23, 16, 25, 12, 18, 7]). Authentication protocols
are known to require very subtle reasoning about encryptingand decrypting various
related messages in the presence of a powerful adversary, with each of these encryp-
tions being meant to contribute some part of the overall authentication guarantee. Thus
they are strongly vulnerable to attacks originating by a certain degree of ambiguity in
the protocol message, e.g., man-in-the-middle attacks or attacks where certain encryp-
tions are re-used by the adversary in another protocol execution where they suddenly
get a different semantics. This turns authentication protocols into particularly suitable
targets of language-based security, and several current language-based static analy-
sis techniques [25, 12, 18] for tackling this problem have been proposed, e.g., based
on protocols narrations formalized in the spi-calculus [4], or in variants thereof such
as Lysa [11] and theρ-spi calculus [16]. Roughly speaking, these techniques typi-
cally rely on some static patterns, defined on the syntax of the calculus, which suffice
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for showing that the run-time protocol execution respects certain intended challenge-
response schemes which in turn imply the desired authentication guarantees.

For instance, the type system by Gordon and Jeffrey [25] relies on some type infor-
mation provided by the user, which suffices for identifying nonces and formalizing to
which extent their exchange contributes to achieving authentication. The generality of
the analysis is sometimes paid by sophisticated type definitions that have to be defined
manually and thus require a certain degree of expertise on the part of programmers.
The type system by Bugliesi, Focardi and Maffei [18] relies on some dynamic infor-
mation attached to ciphertexts, in the form of tags, which univocally determine the role
of messages in the authentication task. A great advantage isthat tag and type defini-
tions are automatically inferred [29]. Furthermore, the use of tags makes the analysis
compositional, thus naturally fitting the analysis of multi-protocol systems, where par-
ticipants engage in different, and possibly unknown, protocols. Even if the analysis is
general enough to cover several existing protocols, its scope is strictly constrained by
the set of tagged ciphertexts.

This paper tackles the analysis of authentication protocols from a conceptually
more abstract perspective. Starting from protocol narrations expressed in a dialect
of theρ-spi calculus, we abstract from the specific structure of messages by solely fo-
cussing on the challenge-response components that are inherent in the protocols. The
resulting more abstract protocols are formalized in a new process calculus, theCR

calculus, which is specifically tailored to reasoning about challenge-response mecha-
nisms within authentication protocols. TheCR calculus grants a more abstract view of
authentication protocols, enables more abstract and general proofs, and enjoys some
properties constituting a significant advantage over existing type-based approaches.

• Foremost, we prove a soundness theorem stating that abstractions preserve au-
thentication properties, i.e., proving authentication for a protocol abstraction in
theCR calculus suffices for obtaining an authentication proof forthe actualρ-
spi protocol.

• The analysis is modular and compositional since each principal is independently
validated and the parallel composition of successfully validated protocols yields
a secure protocol again. This fits very well the analysis of multi-protocol sys-
tems.

• The abstraction fromρ-spi to CR calculus protocol descriptions and the effect
system used for verifying the safety of the latter are completely independent.
This independence constitutes a key feature of our approachsince it entails that
refining the abstraction does not affect the soundness of theanalysis and vicev-
ersa.

• The abstraction is extensible in that extensions to additional protocol classes
immediately enjoy a soundness theorem provided that these extensions satisfy
certain explicit, easily checkable conditions. This is a key difference with respect
to other type-based approaches [2, 25, 18], where an extension of the analysis
requires re-proving the soundness and the safety of the analysis from scratch.

Further related work. Strand spaces [26, 27, 21] and ProVerif [8, 3, 9] constitute
effective and general frameworks for the analysis of security protocols: the analysis
is automated, applies to several protocols and deals with different security properties.
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In contrast to dynamic typing, these techniques prove safety results against partici-
pants running the protocol of interest. However, as discussed in [30], problems may
arise when participants execute different protocols with the same cryptographic keys.
The interaction amongdifferentprotocols, possibly unknown or, by contrast, carrying
out some common sub-tasks, is particularly interesting when several security services
coexist and are possibly combined together. Interestingly, strand spaces offer some
syntactic conditions on protocol specifications for guaranteeing the compositionality
of the analysis. This still assumes that protocols interacting with each other are known
and requires some constraints on the form of protocols, while our analysis guarantees
that the parallel composition of successfully validated protocols is still safe, possibly
relying on message tags. As opposed to our approach, both ProVerif and Strand Spaces
do not enjoy guaranteed termination, although the analysisterminates for a large class
of protocols [10].

The control-flow analysis for message authenticity proposed by Bodeiet al. in [12]
and recently extended in [24] to detect replay attacks is closely related to our approach:
both of the techniques enjoy guaranteed termination but, due to the undecidability of
authenticity, they perform an overapproximation that necessarily rules out safe proto-
cols. The technique proposed in this paper exploits some syntactic patterns that suffice
to guarantee the safety of the protocol and, notably, to ensure the compositionality
of the analysis. The control flow analysis of [12, 24] works onan abstraction of the
protocol semantics and, consequently, it is not constrained by the challenge-response
paradigm. However, it does not enjoy immediate compositionality results.

Finally, Dattaet al. [23, 20, 19] have recently proposed the protocol composition
logic (PCL), an interesting logic-based approach to cryptographic protocol analysis.
PCL is designed around a process calculus with actions for possible protocol steps
including generating new random numbers, sending and receiving messages, and per-
forming decryption and digital signature verification actions, much in the same style as
ρ-spi calculus. By relying on protocol invariants, authors develop a modular way of
reasoning about security protocols, ensuring that protocols that are proved to be indi-
vidually secure do not interact insecurely when they are composed with other protocols.
As opposed to our approach and similarly to [26], compositionality results require the
knowledge of the protocols that are concurrently executed.However, PCL supports
compositional reasoning about sequential composition of protocol steps, which we do
not address in this paper. A formal comparison is thus interesting but, since the analysis
technique and the underlying model are different, it is leftas future work.

Outline. Section 2 reviews theρ-spi calculus and introduces a small novel dialect
thereof. Section 3 presents the newCR calculus. Section 4 introduces the abstraction
of ρ-spi protocol descriptions into theCR calculus. Section 5 proposes an effect system
for checking the safety ofCR protocols. Section 6 concludes and outlines future work.

Note for reviewers. A preliminary version of this work has been presented at [6],a
workshop with no formally published proceedings thus not precluding further confer-
ence publication. With respect to that version, we have extended the calculus and the
abstraction so as to deal with hash functions, MACs and session key distribution and
authentication.

2 Review of theρ-spi Calculus

Theρ-spi calculus [16] derives from the spi calculus [4] and inherits many of the
features ofLysa[11], a dialect of the spi calculus specifically tailored to the analysis
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Table 1 (Our Dialect of) theρ-spi Calculus

Names

a ::= n,m (Msg)
I ,J,A,B,E (Id)

Keys

k ::= kIJ (Sym)
k+

I ,k−I (Asym)

Terms

T ::= a (Name)
k (Keys)
x,y,z (Vars)
?x,?y,?z (Input Vars)
Tag(T) (Tag)
(T,T) (Pair)
{|T |}K (Enc)
h(|T |) (Hash)
MACK(|T |) (MAC)

Processes
P,Q ::= new(n).P (New Name)

new(kIJ).P (Ses. Key)
in(T).P (In)
out(T).P (Out)
beginN(A, I ,M,M,K).P (Begin)
endN(A, I ,M,M,K).P (End)
A⊲P (Princ)
P|Q (Par)
!P (Repl)
0 (Stop)

−M,N denote terms without encryptions and tags.K denotes keys and key variablesxIJ .

of authentication protocols. Theρ-spi calculus differs from both calculi in several
respects: it incorporates the notion of tagged message exchange from [15], associates
principal identities to processes and syntactically bindskeys to their owners. In this
paper, we consider a novel dialect ofρ-spi in which encryptions and decryptions are
performed on-the-fly when sending and receiving messages, respectively. This dialect
in particular links protocol specifications more tightly totheir informal “graphical”
descriptions, which only depict sent and received messageswithout giving a precise
semantics on how messages are parsed and constructed. Furthermore, the calculus is
extended so to also deal with hash functions, message authentication codes (MAC) and
session keys.

2.1 Syntax of our Dialect of theρ-spi Calculus

The formal syntax of our dialect of theρ-spi calculus is depicted in Table 1. We pre-
suppose a countable setN of namespartitioned into two distinct categories:messages
and identities. The set of identitiesID, ranged over byI andJ, is further partitioned
into trusted principalsIDP , ranged over byA andB, andenemiesIDE , ranged over by
E. Keysare partitioned into symmetric long-term keyskIJ, shared betweenI andJ, and
asymmetric long-term keysk+

I ,k−I representing corresponding public and private keys
belonging toI , and symmetric session keyskIJ , shared betweenI andJ. Long term keys
are assumed to be known in advance by the respective users and, for this reason, occur
free in the process, i.e., they are not explicitly generatedthrough the command ‘new’;
session keys, instead, are always freshly generated through the command ‘new(kIJ)’.
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Well-formed processes (see below) are such that long-term keys are never transmit-
ted on the network. For easing the presentation of the analysis, we isolate a subset of
variables, calledkey variables: these variables represent session keys received from
the network and are labelled by the identity of the owners: for instance,xIJ denotes a
variable that at run-time should be instantiated with a session key shared betweenI and
J. Notice that such an ideal behavior is not checked by the semantics and, in fact, key
variables have the same computational import as variables and can be thus instantiated
with any term. However, we prove that for safe protocols, i.e., protocols successfully
validated, key variables are only replaced at run-time by the intended session-keys.
We also presuppose a setT of tags and terms can be tagged using aTag ∈ T , thus
determining their role in the authentication task. Moreover, terms contain pairs1, en-
cryptions, hashes and MACs. The special name _, which denotes the empty message,
will be omitted when occurring at the end of a tuple, e.g.,beginN(A,B,M1,M2,_) will
be written asbeginN(A,B,M1,M2).

Processes(or protocols), ranged over byP andQ, behave as follows:new(n).P
generates a fresh namen local to P andnew(kIJ).P generates a fresh session keykIJ

local to P, whose intended scope is the pair of principalsI andJ. We presuppose a
unique anonymous public channel, the network, from/to which all principals, includ-
ing intruders, read and send messages. Similarly toLysa, our input primitive may
atomically test part of the read message, by employing pattern-matching. Notice that
in is a binder for the variables preceded by ‘?’, calledinput variables, and we forbid
the occurrence of input variables ?x anywhere else. The scope of an input variable is
the right-hand side of the input pattern and the continuation process. If the input mes-
sage matches the input pattern, then the input variables arebound to the corresponding
sub-part of the input message; otherwise the message is not read at all. For exam-
ple, processin(?x,?y).P reads any pair(G,G′) and reduces into processP[G/x,G′/y],
where the free occurrences ofx and y are replaced byG andG′, respectively; pro-
cessin(?x,x).P reads instead only pairs composed of identical messages, since the
input variable ?x binds the second occurrence ofx in the input pattern, which is thus
pattern-matched. This mechanism is also used to decrypt received messages on-the-fly,
and thus constitutes an important novelty compared to theρ-spi calculus; of course, in
order to immediately match a message encrypted with asymmetric cryptography, the
correct decryption key has to be specified in the input pattern. For example, process
‘ in({|?x|}k−A

).P’ reads any message encrypted withA’s public keyk+
A , i.e., messages

of the form{G}k+
A

, decrypts them on the fly, and binds all the free occurrences of x
to G in processP. The semantics is formally defined in Section 2.2. Note that we
distinguish between thestatic cryptographic termsT of the calculus, and the actual
sent and receivedmessages G. Encryption, hashing and MAC generation for terms is
denoted{|T |}k,h(|T |) and MACk(|T |), respectively, while encrypted messages, hashes
and MACs are denoted{G}k,h(T) and MACk(T), respectively. This is crucial in the
calculus semantics to distinguish, e.g., between the simple reception and the reception-
with-decryption of an encrypted message. For instance,in(?x).P and in({|?y|}kAB).Q
can both read message{G}kAB but the first process just reads it, denotedin({G}kAB),
while the second one reads and decrypts it, denotedin({|G|}kAB). In particular,x is
bound to{G}kAB while y is bound toG. This makes it possible to express protocols
in which part of a message is unknown to the recipient, as alsodone, for example, in
symbolic model checking and constraint solving [5, 13, 31].

1For the sake of readability, in the rest of the paper we write pairs as tuples: for instance, the nested pair
(a,(b,k)) is simplified in(a,b,k).
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ThebeginN(A,B,M1,M2,K) andendN(B,A,M1,M2,K) primitives are used to check
the correspondence assertions[32] in a nonce handshake betweenA andB based on
nonceN. The former declares thatA is starting a protocol session withB, while the
latter declares thatB is ending a protocol session in which he believes to have correctly
authenticatedA. MessagesM1 andM2, when specified, represent messages exchanged
respectively fromB to A and fromA to B during the protocol session;K is a session key
sent byA to B and authenticated in the handshake. Finally,A⊲ P represents principal
A executing processP; processP|Q is the parallel composition ofP andQ; process
!P indicates an arbitrary number of parallel instances ofP, and0 is the null process
that does nothing. We always omit0 from protocol specifications. Finally, we remark
that theρ-spi calculus comes with a notion of well-formedness checking that(i) iden-
tity declarations do not nest;(ii) the first identity in begin and end assertions refers to
the principal running the process;(iii ) principals only use their own long-term keys;
(iv) session keys are the only keys that can be sent or received on the network; and
(v) each key variablexIJ is authenticated before being used for encryption, i.e., each
input and output of terms of the form{|T |}xIJ is preceded by an end assertion of the
form endn(J, I ,M1,M2,xIJ). This last condition requires the authentication of session
keys before their actual use in the protocol. Well-formedness is trivially verifiable by a
syntactic inspection of processes and, from now on, we will implicitly assume it.

Example 1 To illustrate, let us consider the following mutual authentication protocol,
whereB is willing to authenticate messagem with A, through a session-key freshly
generated byA.

A oo m,{B,nB}k+A B

{nB,kAB,A}
k+B

,nA //

oo {h(m),nA,A}kAB

In the first message,B encrypts a fresh noncenB and his own identifier withA’s public-
key, while the message to authenticate is sent in clear. Since the attacker can manip-
ulate messages in transit on the network,A cannot check the origin or the integrity of
messagem. A proves her identity by decrypting the ciphertext and replies by send-
ing to B a fresh noncenA and another ciphertext, encrypted withB’s public-key and
containingnB, a fresh session-keykAB andA’s identifier. After receiving the second
message and checking the freshness ofnB, B authenticatesA and kAB. In the third
message,B’s encrypts the hash ofm, nA and A’s identifier with kAB: after decrypt-
ing the ciphertext,A authenticatesB and messagem. The protocol description in
ρ-spi calculus is reported in Table 2. For the sake of readability, we have depicted
message exchanges in between the corresponding inputs and outputs. Notice thatB au-
thenticates the session key received fromA in the second message (endnB

(B,A,_,_,x))
and, before sending the third message, he declares his intention to authenticatem with
A (beginy(B,A,_m)). Dually,A starts the protocol to exchange an authenticated session
key kAB with B (beginy(A,B,_,_,kAB)) and finally authenticates the message received
from B (endnA

(A,B,_,x)).

2.2 Operational Semantics of our Dialect of theρ-spi Calculus

We define the operational semantics of our dialect ofρ-spi in terms oftraces, following
[13]. A trace is a possible sequence ofactionsperformed by a process. Each process
primitive has an associated action and we denote withAct the set of all possible ac-
tions. The dynamics of the calculus is formalized by means ofa transition relation
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Table 2Example protocol inρ-spi

Resp, Init ,

new(m).new(nB).
in(?x,{|B,?y|}k−A ). oo m,{B,nB}k+A

out(m,{|B,nB |}k+
A
).

new(nA).new(kAB).
beginy(A,B,_,_,kAB).

out({|y,kAB,A|}k+
B
,nA). {nB,kAB,A}k+B

,nA // in({|nB,?xAB,A|}k−B ,?y).
endnB

(B,A,_,_,xAB).
beginy(B,A,_,m).

in({|h(|x|),nA,A|}kAB
). oo {h(m),nA,A}kAB out({|h(|m|),y,A|}xAB).

endnA
(A,B,_,x).

System , !B⊲ Init | !A⊲Resp

betweenconfigurations, i.e., pairs〈s,P〉, wheres∈ Act+ is a trace andP is a closed
process. Each transition〈s,P〉 → 〈s :: α,P′〉 simulates one computation step inP and
records the corresponding actionα in the trace. We denote by→+ a finite non-empty
sequence of computation steps. Principals do not directly synchronize with each other.
Instead, they may receive from the unique channel an arbitrary message known to the
environment, which models the Dolev-Yao intruder [22]: theknowledge of the envi-
ronment is formalized by a set of deduction rules stating that the environment knows
all the messages sent on the network, every name which is not restricted in the trace,
all public keys, and every shared and private key withE in the subscript, e.g.,kEI and
k−E . Moreover, the environment can tag and untag messages, construct or destruct pairs,
apply hash functions, and, if the appropriate key is known, encrypt/decrypt messages
and build MACs. The transition relation and the deductive system for the knowledge
of the environment are formalized in Appendix A.

Definition 1 (Traces) The set Tr(P) of traces of P is the set of all the traces generated
by a finite sequence of transitions from〈ε,P〉: Tr(P) = {s | ∃P′ s.t. 〈ε,P〉 →+ 〈s,P′〉}

The notion of safety extends theagreementproperty of [32, 28] by distinguishing be-
tween received and sent messages and pointing out the nonce used in the handshake.

Definition 2 (Safety) A trace s is safe if and only if whenever s= s1 :: endn(A,B,G) ::
s2, there exist s′1,s

′′
1 such that s1 = s′1 :: beginn(B,A,G) :: s′′1 and s′1 :: s′′1 :: s2 is safe. P

is safe if s is safe for all s∈ Tr(P).

A trace is safe if everyendn(A,B,G) is preceded by a distinctbeginn(B,A,G). Intu-
itively, this guarantees that wheneverB authenticatesA thenA is willing to authenticate
with B and the two principals agree on the authenticated termG2.

3 CR Calculus

In the previous section, we presented a calculus for specifying and reasoning on cryp-
tographic authentication protocols. Now, we want to abstract away from the specific
structure of messages, and in particular from symbolic cryptography, and to reason
on authentication protocols just in terms of challenges andresponses. To illustrate,

2For convenience, we often write the triple(G1,G2,G3) of authenticated messages as a unique termG.
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Table 3Protocol concretizations

A (protocol a) B
← n−−

−−{B,m,n}k−A →

A (protocol b) B
←{B,n,m}k+

A
−−

−−{A,n,kAB}k+
B
→

A (protocol c) B
←{B,m,n}kAB

−−
−−{B,m,n}kAB

→

let us consider again the protocol of Example 1. Intuitively, the first message is a
“tainted” challenge, sinceA’s public key is known to the attacker. The second message
is composed of a tainted response and a public challenge directed toB. Finally, the
third message is a private response, since it is encrypted with a symmetric session-key
shared betweenA andB. We can depict the abstract protocol narration as follows:

A oo m,CTnt,Tnt
nB (B,A) B

RTnt,Tnt
nB (A,B,_,kAB),CPub,Priv

nA (A,B) //

oo RPub,Priv
nB (B,A,m)

The idea is that cryptographic challenges or responses are abstracted into two special

messages, namely Cℓ,ℓ′

N (B,A,M1,K1) and Rℓ,ℓ′

N (A,B,M2,K2). The former may be read
as "challenge sent byB to A for authenticating messageM1 and session-keyK1 with
nonceN" and the latter may be read as "response sent byA to B for authenticating mes-
sageM2 and session-keyK2 with nonceN". Labelsℓ,ℓ′ ∈ {Pub,Tnt, Int,Priv} specify
the security level of the challenge and the response, respectively, with the following
meaning:

Pub : readable and writable by everyone; cleartexts fall in this class;

Tnt : writable by everyone but readable only by the intended receiver; public key cryp-
tography is an example of this kind;

Int : readable by everyone but writable only by the sender (e.g., digital signatures);

Priv : readable only by the intended receiver and writable only by the sender; this is
achievable through, e.g., “authenticated symmetric encryption” as soon as the
“direction” is made explicit as previously explained.

The capability of reading or writing challenges and responses induces a partial order≤
on labels:

C(ℓ,ℓ′)
n (A,B,m,k)

R(ℓ′,ℓ)
n (A,B,m,k)

Priv(B reads,A writes)

fffffffff

XXXXXXXX

Tnt(B reads, all write) Int(all read,A writes)
ddd

d

Pub(all read, all write)
ZZZZ

Messages withℓ≤ Tnt may be written by everyone, while messages withℓ≤ Int may
be read by everyone. Moreover, onlyB can read messages withℓ ≥ Tnt and only
A can write messages withℓ ≥ Int. There are two ways in which a principalB can
authenticate himself:(i) by sending a response that onlyB can generate, i.e., with se-
curity level Int or Priv; and(ii) by replying to a challenge that onlyB can read, i.e.,
Tnt or Priv. For example, RPub,Int

n (A,B,m) represents an integer response to a public
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Table 4CR Calculus Names and Terms

CR Names

a ::= n,m (Msgs)
kIJ (Ses Keys)
I,J,A,B,E (Identities)
⊤ (Any)

Notation : ℓ ∈ {Pub,Tnt,Priv, Int}.
M,N denote terms with no challenges and responses.
K is either a session keykIJ or a session key variablexIJ.

CR Terms

T ::= a (Names)
x,y,z (Vars)
?x,?y,?z (Input Vars)
(T1,T2) (Pair)

C(ℓ,ℓ′)
N (I,J,M,K) (Chal)

R(ℓ′,ℓ)
N (I,J,M,K) (Resp)

challenge CPub,Int
n (B,A), which might be concretized as inprotocol a (cf. Table 3):A

proves her identity by signing the nonce together with ‘B’ and messagem. As another
example, consider RTnt,Tnt

n (A,B,_,kAB) representing a tainted response to a tainted
challenge CTnt,Tnt

n (B,A,m), which might be concretized as inprotocol b: A proves her
identity by decrypting the tainted challenge using her private key. Attention should
be payed when the security label of the challenge and the response is the same and
symmetric key cryptography is used. For example, RPriv,Priv

n (A,B,m2) with challenge
CPriv,Priv

n (B,A,m1) should never be concretized using messages that might be confused.
For example, consider the worst case in which challenge and response are the same, as
in protocol c. Here the enemy can trivially attack the protocol by replaying the received
challenge back toB, authenticating asA. This is why theCR calculus explicitly dis-
tinguishes between challenges and responses and the abstraction fromρ-spi to theCR

calculus guarantees that they remain distinguishable evenwhen concretized through
symbolic cryptography (see Section 4).

3.1 Syntax and semantics

The calculus of Challenges and Responses, calledCR calculus, has the same syntax
as our dialect ofρ-spi calculus apart from names and terms, reported in Table 4. CR

names, noteda, correspond to the names inρ-spi plus session keys and⊤, used for
abstracting arbitraryρ-spi terms. Terms, instead, have neither tags nor symbolic cryp-
tography, but include challenges and responses.CR processes, ranged over byP, have
the same syntax asρ-spi processes but use theCR names and terms described above.

Example 2 We show theCR calculus specification corresponding to Example 1. As
before, we use arrows to point out synchronizing inputs and outputs.

Resp, Init ,

new(m).new(nB).

in(?x,CTnt,Tnt
?y (B,A)) ←− out(m,CTnt,Tnt

nB
(B,A)).

new(nA).new(kAB).
beginy(A,B,_,_,kAB).

out(RTnt,Tnt
y (A,B,_,kAB),

CPub,Priv
nA

(A,B)). −→ in(RTnt,Tnt
nB

(A,B,_,?xAB),CPub,Priv
?y (A,B)).

endnB
(B,A,_,_,xAB).

beginy(B,A,_,m).

in(RPub,Priv
nA

(B,A,x)). ←− out(RPub,Priv
y (B,A,m))

endnA
(A,B,_,x).

System,!B⊲ Init | !A⊲Resp
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As theρ-spi calculus, theCR calculus comes with a notion of well-formedness for
processes ruling out undesired process behaviors. In particular, as forρ-spi (i) identity
declarations do not nest;(ii) the first identity in begin and end assertions refers to the
principal running the process. Moreover,(iii ) the identities in challenges and responses
refers to the sender and the receiver, respectively;(iv) nonces, i.e., the subscripts of
begin and end assertions, can occur in input and output patterns only as subscripts
of challenge and response terms and(v) session keys and key variables can occur in
input and output patterns only as last component of challenge and response terms. The
last two conditions ensure that nonces and session keys always appear in a precise
position within exchanged challenges and responses. This is crucial to avoid they are
leaked or used in an uncontrolled way. These conditions are easily verifiable by an
inspection of the process syntax and in the following we shall always consider well-
formed processes.

We defineCR calculus operational semantics in terms oftraces. Recall that principals
do not directly synchronize with each other. Instead, they may receive from the unique
channel an arbitrary message known to the environment, which models the Dolev-
Yao intruder. Here, instead of symbolic representations ofcryptographic terms, the
intruder can manipulate challenges and responses but we assume that security labels
are respected: the intruder can forge messages with labels less than or equal toTnt;
moreover, the intruder can read messages with labels less than or equal toInt. Finally,
if the attacker gets the knowledge of a session-keykIJ, then it can also write and read
challenges and responses sent byI to J or vice-versa, regardless of their security level,
thus abstracting session-key corruption. In the following, we write→a and→+

a to
denote one-step and multi-step reduction of abstract processes, respectively. For more
detail on the transition relation and the deductive system for the knowledge of the
environment, we refer to Appendix B.

4 Abstraction from ρ-spi to CR

The abstraction fromρ-spi toCR calculus is defined onρ-spi terms, traces and pro-
cesses. The idea is to abstract away from the specific structure of messages, focusing
instead on their challenge-response role in the authentication task. The abstraction,
given aρ-spi protocol narration, yields aCR protocol that is proved to be a faith-
ful abstraction of the former. The abstraction of terms, reported in Table 5, allows
for abstracting ciphertexts into challenges and responses: the abstraction of traces and
processes is conceptually simpler and amounts to abstract every term occurring therein.

The abstraction of names and variables is straightforward and amounts to map them
into their directCR counterparts. The abstraction of a pair yields the pair composed of
the abstractions of each component. Finally, tags and hashes are abstracted away. The
abstraction of encryptions performed by trusted principals is parameterized and ruled
by a partial functionf from encryption patterns to abstract challenge and response
terms. This function works on syntactic terms in which thereare no input variables
and all the variables are distinct. In the actual protocol specification variables may be
different, preceded by ‘?’ or even replaced by run-time terms: the abstraction of an
encryption is thus given by the closure off , denoted byf .

Function f is defined by closingf under all the possiblevalid variable instantia-
tions: a valid variable instantiation on syntactic terms maps(i) all the key variablesxIJ

into different key variablesyIJ (possibly prefixed by ‘?’) or actual session keyskIJ of
the same pairI ,J of principals, and(ii) the remaining concrete variables into different
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Table 5Abstraction of run-time terms, terms and processes

Run Time Terms

α(a) = a

α(R1,R2) = (α(R1),α(R2))
α(Tag(R)) = α(R)
α(h(|R|)) = α(R)

α({|R|}K) =





f ({|R|}K) if {|R|}K ∈ dom( f )
α(R) if {|R|}K /∈ dom( f ) ∧

∄ valid σ andR′ s.t.
[[{|R|}K ]]σ = [[R′ ]] ∧ R′ ∈ dom( f )

⊥ otherwise

α(MACK(|R|)) =





f (MACK(|R|)) if MAC K(|R|)∈ dom( f )
α(R) if MAC K(|R|) /∈ dom( f ) ∧

∄ valid σ andR′ s.t.
[[MACK(|R|)]]σ = [[R′ ]] ∧ R′ ∈ dom( f )

⊥ otherwise
α(G) = ⊤ G in {{G}k,h(G),MACk(G)}

Processes
α(0) = 0
α(new(n).P) = new(α(n)).α(P)
α(in(R).P) = in(α(R)).α(P)
α(out(R).P) = out(α(R)).α(P)
α(beginG(A, I ,G′).P) = beginα(N)(α(A),α(I),α(G′)).α(P)

α(endN(A, I ,G′).P) = endα(N)(α(A),α(I),α(G′)).α(P)

α(A⊲P) = α(A)⊲α(P)
α(P|Q) = α(P)|α(Q)
α(!P) = !α(P)

Traces

α(ε) = ε
α([A⊲] new(n) :: t) = new(α(n)) :: α(t)
α(in(R) :: t) = in(α(R)) :: α(t)
α(out(R) :: t) = out(α(R)) :: α(t)
α(beginG(A, I ,G′) :: t) = beginα(G)(α(A),α(I),α(G′)) :: α(t)

α(endG(A, I ,G′) :: t) = endα(G)(α(A),α(I),α(G′)) :: α(t)

α(A⊲ t) = α(A)⊲α(t)

- R replaces each decryption key inRwith the corresponding encryption one.
- σ is valid if the following conditions hold: (i) σ : x 7→ a | {G}a |MACa(G) | h(G) | ?x

(ii) xIJ ∈ dom(σ)⇒
σ(xIJ) ∈ {?yIJ ,yIJ ,kIJ , for somek,y}

- For everyT ∈ dom( f ) and validσ, f (Tσ)
de f
= f (T)σ♮

whereσ♮ is defined as follows:
(i) σ♮ : x 7→ T

(ii) x ∈ dom(σ♮)⇔ x∈ dom(σ)

(iii ) σ♮(x) =






a if σ(x) = a
y if σ(x) = y
?y if σ(x) =?y
⊤ otherwise

11



Table 6Encryption Abstraction

A partial function f : {|T |}K |MACK(|T |) 7→C/Rℓ,ℓ′

N (I,J,M,K) is anencryption abstractioniff

Format - names(T)⊆ ID andnames(N) = names(M) = names(K) = /0;
- x∈ vars(T) iff x ∈ vars(N)∪vars(M)∪vars(K);
- ∀x,y ∈ vars(M), x precedesy in T iff x precedesy in M.
- T does not contain input variables

Unique Abstraction if ∃T,T′ ∈ dom( f ), valid σ,σ′ s.t. [[T ]]σ = [[T ]] ′σ′,
thenT = T ′;

Nesting if ∃T′ ∈ dom( f ) and{|T |}K ∈ terms(T ′) (resp. MACK(|T |) ∈ terms(T ′)),

then α({|T |}K) = α(T) (resp. α(MACK(|T |)) = α(T)) (nested terms are neither chal-
lenges nor responses);

Encryption If {|T |}K ∈ dom( f ) or MACK(|T |) ∈ dom( f ) then

- K = k+
I implies f ({|T |}K) ∈ {Cℓ,ℓ′

N (J, I,M,K),Rℓ′ ,ℓ
N (J, I,M,K)}, with l ≤ Tnt;

- K = k−I implies f ({|T |}K) ∈ {Cℓ,ℓ′

N (I,J,M,K),Rℓ′ ,ℓ
N (I,J,M,K)}, with l ≤ Int;

- K ∈ {kIJ ,xIJ} implies f ({|T |}K) ∈ {C/Rℓ,ℓ′

N (I,J,M,K),C/Rℓ′,ℓ
N (J, I,M,K)};

variables or run-time terms different from pairs and taggedterms that are never substi-
tuted to variables at run-time. Functionf maps the abstract variables correspondingly
apart from non-atomic terms which are abstracted into⊤. With non-atomic terms we
mean terms that are not names, keys, variables and input variables

If the encryption is in the domain off , then the abstraction is defined accordingly.
If the encryption is not defined inf and there is no variable instantiation allowing
the corresponding run-time ciphertext to be interpreted asa challenge-response term,
then the abstraction is simply defined as the abstraction of the content in that the outer
encryption does not provide any authentication guarantee.Otherwise the abstraction
fails since the challenge-response interpretation is not statically predictable. Similar
reasoning applies to MACs.

Example 3 Suppose thatf ({|A,x,z|}kAB) = RPub,Priv
x (A,B,z): then we

f ({|A,nA,{n}kBC |}kAB) = RPub,Priv
nA

(A,B,⊤)

, since{n}kBC is non-atomic. However, we have that

f ({|A,nA,m|}kAB) = RPub,Priv
nA

(A,B,m)

given thatm is, instead, atomic.

Although we can define a unique functionf covering several interesting protocol classes,
as discussed in the conclusion, our framework allows the programmer to extend such a
function when needed. The abstraction is sound as far asf is anencryption abstraction,
i.e., it respects the conditions reported in Table 6:

Format The only names occurring inT are identities;N, M andK are abstract terms
only composed of the (abstraction of) variables occurring in T. It is important
that abstractions preserve all of the encrypted variables so that, when decryp-
tion is performed, we can recover those (abstract) values from the corresponding
challenge-response. We also require that the order of the abstract variables in the
authenticated messageM corresponds to the order in the encryption pattern: this
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avoids that variables occurring free in the encryption pattern get bound in the
abstract message or vice-versa. Notice that the sorting of abstract variables does
not regardN andK, since in well-formed processes nonces and session-keys oc-
cur only once in the same abstract term. For the sake of readability, we have
not considered the case of ciphertexts being both a challenge and a response: the
extension is straightforward and is reported in Appendix D.

Unique Abstraction The encryption (and MAC) patterns inf give rise to disjoint
classes of ground terms. This means that any ground run-timemessageG has
a unique possible challenge-response interpretation. When composing different
protocols, this guarantees that if two ciphertexts have thesame structure, and
may be thus exploited by the attacker to interleave different protocol sessions,
then they also share the same challenge-response interpretation: this property is
crucial for preserving the compositionality of the analysis and can be enforced
by the use of message tags [18]. We verify this condition by applying a standard
most general unifier.

Nesting Nested encryptions and MACs represent neither challenges nor responses and
this property holds for any variable instantiation. This prevents the uncontrolled
leakage of challenges and responses. As future work, we planto take into ac-
count a more sophisticated definition of encryption abstraction so as to identify
the security level and role of nested terms and to abstract them accordingly.

Encryption The security level of CR terms is consistent with the security level of the
encryption keys. Public key encryption is of security levelat mostTnt, digital
signature at mostInt and symmetric key encryption has no constraints as it is of
the highest levelPriv. Notice that it is allowed to abstract a message to a lower
level of security, which is sound but could make the abstractprotocol insecure
even if the concrete one is safe, thus losing precision in theabstraction.

Finally, notice that names sent or received in clear do not contain enough informa-
tion for telling whether they represent challenges or responses or messages without a
specific role in the authentication task. Since messages circulating in clear on the net-
work have the same computational import as public challenges and public responses
(i.e., they can be derived from each other by the environment), terms of the formv,
CPub,ℓ

v (I,J) or Rℓ,Pub
v (I,J), wherev is either a name or a variable or an input variable,

are in fact freely exchangeable within the process when occurring as plaintext in in-
put or output patterns: in fact, we identify processes differing because of the above
described replacement.

Example 4 Let us consider the protocol of Example 1 and formulate the following
abstraction function:

f : {|B,x |}k+
A

7→ CTnt,Tnt
x (B,A),

{|x,yAB,A|}k+
B

7→ RTnt,Tnt
x (A,B,_,yAB),

{|h(|x|),y,A |}xAB 7→ RPub,Priv
y (B,A,x)

By applying the abstraction on terms defined in Table 5, and inparticular the closure
of the encryption abstraction defined above, we can abstractthe protocol of Example 1
into the protocol of Example 2. It is easy to see that functionf satisfies the conditions
of Table 6 and is thus an encryption abstraction.
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Before stating the soundness of the abstraction, we introduce the notion of authenti-
cated key variable. At run-time, key variablesxIJ must be bound to actual session keys
kIJ so to avoid “fake” session keys sent by the enemy. This is crucial to safely abstract
ciphertexts encrypted with session keys into private challenges or private responses. As
stated in Section 5, validated abstract processes always guarantee this property.

Definition 3 (Authentication of key variables) An abstract processP guarantees
authentication of key variables if and only if in every reduction of P key variables of
the formxIJ are only instantiated with session keys of the formkIJ. Similar definition
applies toρ-spi processes.

The main result states that every concrete computation has adirect counterpart in the
abstract model, given that the abstract process guaranteedauthentication of key vari-
ables.

Theorem 1 (Soundness)If α(P) is well-formed and guarantees authentication of key
variables, then〈s,P〉 →+ 〈s′,P′〉 implies〈α(s),α(P)〉 →+

a 〈α(s′),α(P′)〉.

For easing the readability of the paper, we postpone the proofs to Appendix C.

5 Effect System

Our use of effects for locally checking the correct behaviorof principals is inspired
from [18]. Superseding [18] however, we do not need any typing environment asCR

syntax makes explicit the role of terms, which considerablysimplifies the analysis.
The effect system checks the safety of nonce handshakes by relying on the following
intuitive principles: theverifier should authenticate through an end assertion only af-
ter the successful completion of a suitable nonce handshakebased on a fresh nonce
and theclaimantshould respond to a received challenge only after a suitablebegin
assertion. For instance,A should assertendn(A, I,M1,M2,K) only after the output of

Cℓ,ℓ′
n (A, I,M1) (i.e., a challenge with noncen for authenticating messageM1, the input

of Rℓ,ℓ′
n (I,A,M2,K) (i.e., a response with the same nonce for authenticating message

M2 and session-keyK) and the check on the freshness ofn. Dually,B should respond

to challenge Cℓ,ℓ
′

n (I,B,M1) with response Rℓ,ℓ
′

n (B, I,M2,K), only after having asserted
beginn(B, I,M1,M2,K). For easing the analysis, we assume that session-keys circulate
only within responses: this is the common way to distribute session-keys as sending
them within challenges requires a further nonce handshake for verifying their fresh-
ness. Although the analysis and the abstraction can be extended to deal with such a
kind of handshakes similarly to [17, 29], this is left as future work.

5.1 Effects and their Usefulness for Proving Safety

The link between correspondence assertions and the nonce handshake followed by prin-
cipals can be achieved by tracking the generation-receptionof challenges and responses
and the freshness of nonces. This tracking can be conducted by means ofeffects. For-
mally, effects are multisets of atomic effects, as formalized by the following grammar:

(at. eff.) f ::= fresh(n) | [!|?]Cℓ,ℓ′

N (I,J,M) | [!|?]Rℓ,ℓ′

N (I,J,M,K)
(eff.) e ::= [ f1, . . . , fn]

As mentioned before, we assume that session-keys only circulate within responses and,
consequently, the last field of the challenge effect is empty.
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Table 7CR protocol with effects

A B

•new(n)

��
fresh(n)

•

��

oo CPub,Priv
n (B,A) •

��

?CPub,Priv
n (B,A)

•

��

beginn(A,B,_,m)
fresh(n)

!CPub,Priv
n (B,A)

!RPub,Priv
n (A,B,m)

• RPub,Priv
n (A,B,m)

// •

��

fresh(n)

!CPub,Priv
n (B,A)

?RPub,Priv
n (A,B,m)

•endn(B,A,_,m)

• The atomic effectfresh(n) tracks the freshness of noncen, allowing for a suc-
cessiveendn(· · ·) on the same nonce: a new namen is fresh until it is used in an
endn(· · · ).

• The atomic effect ?Cℓ,ℓ
′

N (I,J,M) (resp. !Cℓ,ℓ′

N (I,J,M)) tracks the reception (resp.
generation) of a challenge with nonceN sent byI to J for authenticating message
M, thus allowing the occurrence of a successivebeginN(J, I,M, · · · , · · · ) (resp.
endN(I,J,M, · · · , · · · )) assertion. The security levelsℓ andℓ′ have the same se-
mantics as in Section 3.

• The atomic effect ?Rℓ,ℓ
′

N (I,J,M,K) tracks the reception of a response with nonce
N sent byI to J for authenticatingM and session-keyK, thus allowing a succes-
siveendN(J, I, · · · ,M,K).

• The atomic effect !Rℓ,ℓ
′

N (I,J,M,K) has different semantics as itenablesI to gen-
erate a response forJ with nonceN for authenticatingM and session-keyK. This
atomic effect is justified by abeginN(I,J, · · · ,M,K) assertion. This asymmetry
is discussed below.

5.2 Effects for a Simple CR Protocol

To illustrate the use of effects, let us consider the protocol depicted in Table 7. along
with the effects used in the analysis.B generates a noncen, whose freshness is tracked
by the atomic effectfresh(n), and sends it in a challenge toA: !CPub,Priv

n (B,A) tracks
on the verifier’s code the generation of the challenge. The reception of this message is
tracked by ?CPub,Priv

n (B,A). The followingbeginn(A,B,m) requires the reception of a
challenge fromB (effect ?CPub,Priv

n (B,A)) and justifies the generation of a response for
authenticatingm (effect !RPub,Priv

n (A,B,m)). This is the reason why effects of the form

!Rℓ,ℓ′

N (. . . ) are used forenablingrather than tracking the generation of responses, as
mentioned above. Hence !RPub,Priv

n (A,B,m) enablesA to generate the corresponding
response, which is eventually received byB as tracked by ?RPub,Priv

n (A,B,m). After
completing the handshake (effects !CPub,Priv

n (B,A) and ?RPub,Priv
n (A,B,m)) and check-

ing the freshness ofn (effectfresh(n)), B can assertendn(B,A,m).
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Table 8Effect System (Terms and Processes)

CHAL
ℓC ≥ Tnt∨ ℓR≥ Int

⊢ CℓC,ℓR
N (I,J,M) : ([CℓC,ℓR

N (I,J,M)], [])

RESP
ℓC ≥ Tnt∨ ℓR≥ Int K 6= ε⇒ ℓR≥ Tnt

⊢ RℓC,ℓR
N (I,J,M,K) : ([], [RℓC,ℓR

N (I,J,M,K)])

ATOM
⊢ a : ([], [])

PAIR
⊢ T : (eC,eR) ⊢ T′ : (e′C,e′R)

⊢ (T,T′) : (eC +e′C,eR+e′R)

NIL
⊢ 0 : []

REPL
⊢ P : []

⊢!P : []

PAR
⊢ P : eP ⊢Q : eQ

⊢ P|Q : eP +eQ

ID
⊢ P : e

⊢ A⊲P : e

NEW
⊢ P : e

⊢ new(n).P : e− fresh(n)

NEW KEY
⊢ P : e

⊢ new(kAI).P : e

IN
⊢ P : e+?eC+?eR ⊢ T : (eC,eR)

⊢ in(T).P : e

OUT
⊢ P : e+!eC ⊢ T : (eC,eR)

⊢ out(T).P : e+!eR

BEGIN

⊢ P : e+[!RℓC,ℓR
N (A, I,M2,kAI)] M2 ground

⊢ beginN(A, I,M1,M2,kAI).P : e+[?CℓC,ℓR
N (I,A,M1)]

END
⊢ P : e M1, ground

⊢ endn(A, I,M1,M2,K).P : e+[!CℓC,ℓR
n (A, I,M1),?RℓC,ℓR

n (I,A,M2,K), fresh(n)]

An abstract term is ground if it contains neither variables nor⊤

5.3 Effect rules

For simplifying the presentation, we introduce some additional conventions. We
write ![ f1, . . . , fn] and ?[ f1, . . . , fn] to denote[! f1, . . . , ! fn] and [?f1, . . . ,?fn], respec-
tively. Furthermore,+ and− are the usual union and subtraction operators on multi-
sets:e1 +e2 yields the effect composed of all the atomic effects ine1 plus the ones in
e2, while e1−e2 yields the effect obtained by removing, if present, an occurrence of
each atomic effect ine2 from e1. If an atomic effect ofe2 does not occur ine1 then the
subtraction of that atomic effect leavese1 unchanged.

The binding between abstract messages and their effects is formalized in Table 8
by the judgement⊢M : (eC,eR), read as “M has challenge effecteC and response effect
eR”. Notice that we check that the security levels of challenges and responses are con-
sistent, namely either the challenge security level is greater thatTnt or the response
security level is greater thanInt, as discussed in Section 3. The main judgement in
our analysis is⊢ P : e, read as “P has effecte”, meaning that processP is safe un-
der the conditions expressed by effecte. For instance,⊢ P : [fresh(n)] means thatP
is safe ifn is fresh. In the following we shall give informal explanations on the pro-
cess judgements of Table 8. The validation of a process is defined by induction on its
structure and the null process is the base case. NIL validates process0 under empty
effect since the null process is always safe. REPL validates the replication of a process
under empty effect [], if that process is in turn validated under empty effect. Requiring
the empty effect is necessary in order to preserve the safety; e.g., replicating a pro-
cess with effectfresh(n) may generate an infinite number of processes exploiting the
freshness of the same noncen to complete authentication sessions; this, of course, is
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not safe as a nonce should be used only once. PAR validates the parallel composition
of two processes under the union of their effects, stating that the parallel composition
of two processes is safe if both of the processes are safe. ID skips identity declara-
tions as they are not relevant in the analysis. NEW justifies, through the atomic effect
fresh(n), at most one use ofn as fresh nonce in the continuation process. Indeed,
the deletion of one occurrence offresh(n) in the thesis allows the continuation pro-
cess to exploit the nonce for asserting one end assertion (cf. rule END). NEW KEY

type-checks the generation of a new session key: we do not need to track the fresh-
ness of the session key since the current dialect ofρ-spi calculus does not deal with
session-key corruption. The insertion of session-key corruption in this framework can
be achieved similarly to [29]. IN justifies in the continuation process the reception of
the challenges and responses composing the received message. OUT justifies in the
continuation process the reception of the challenges and requires the permission to
generate the responses composing the message sent on the network. As discussed in
Section 5.2, the assertionbeginN(A, I,M1,M2,K) (rule BEGIN) requires the reception
of CℓC,ℓR

N (I,A,M1) and justifies the generation of RℓC,ℓR
N (A, I,M2,K). Similarly, the as-

sertionendn(A, I,M1,M2,K) (rule END) requires the freshness ofn, the generation of
CℓC,ℓR

n (A, I,M1) and the reception of RℓC,ℓR
n (I,A,M2,K). Notice that we check on the

syntax of begin and end assertions that messages sent in the response by the claimant
are ground and so are the ones sent in the challenge by the verifier. This suffices for
proving that⊤ never occurs within authenticated messages at run time. This is crucial
for carrying safety properties from the abstract semanticsto the concrete one, since⊤
might otherwise be instantiated differently in the matching begin and end assertions.
Finally, notice that validation rules univocally determine the process effect from the
one of the continuation process, with the exception of BEGIN and END which have to
guess the security level of challenges and responses. However, this nondeterminism
can be easily solved in the prevalidation by labelling end assertions with the security
level of challenges and responses based on the same nonce, thus making the analysis
fully deterministic.

5.4 Safety Results

The following theorem states thatCR processes with empty effect are safe.

Theorem 2 (Effect Safety) If ⊢ P : [], thenP is safe.

The following theorem constitutes the main result of our framework: if the abstraction
of a process is safe, then such a process is safe as well, i.e.,a proof of authentication in
theCR calculus automatically entails authentication in theρ-spi calculus.

Theorem 3 (Safety) If α(P) is well-formed and⊢ α(P) : [], then P is safe.

This theorem can be easily proved by exploiting abstractionsoundness of Theorem 1
and by applying the following lemma:

Lemma 1 (Key Variables) If ⊢ P : [], thenP guarantees authentication of key vari-
ables.

For example, the protocol of Example 2 type-checks with empty effect and it is well-
formed. By Theorem 2 it is safe and, by Lemma 1, it guarantees authentication of key
variables. By Theorem 3, the protocol of Table 2 is safe as well. The last theorem
states that the effect system is modular and the analysis compositional.
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Theorem 4 (Modularity and Compositionality) LetP be an abstract process of the
form !P1| . . . |!Pm. Then⊢ P : [] if and only if⊢!Pi : [],∀i ∈ [1,m].

Depending on whether one readsP as a protocol, executed by different principals, or a
multi-protocol system, made of different protocols, this theorem says that(i) a protocol
is safe if all participants are successfully, and independently, checked (modularity), and
(ii) a multi-protocol system composed of safe protocols is safe (compositionality).

6 Conclusion

We have presented a novel approach for concisely abstracting authentication protocols
and for subsequently analyzing those abstractions in a sound manner, i.e., deriving au-
thentication guarantees for protocol abstractions suffices for proving these guarantees
for the actual protocols. The approach enjoys compositionality guarantees, allows for a
modular analysis of abstractions, and ensures that many authentication protocols share
a common abstraction so that validating it entails securityguarantees for all these pro-
tocols and all compositions thereof. Moreover, such a validation can be performed au-
tomatically using an effect system proposed in this paper. We remark that our approach
is extensible in that extensions to abstractions of additional protocol classes immedi-
ately enjoy a soundness theorem provided that these extensions satisfy the conditions
on the encryption abstraction.

As future work, we plan to exploit recent results on linking symbolic cryptography
with actual cryptographic algorithms to verify truly abstract authentication protocols
in a way that ensures strong authentication guarantees evenfor concrete, cryptographic
implementations.
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A ρ−spi calculus semantics

The dynamics ofρ-spi is formalized by means of a transition relation between
configurations, i.e., pairs〈s,P〉, wheres∈ Act∗ is a trace,P is a (closed) process.
Each transition〈s,P〉 → 〈s :: α,P′〉 simulates one computation step inP and records
the corresponding action in the trace. At run-time, term variables can be bound to
run-time messages producing special terms containing a mixture of{. . .}k and{| . . . |}k.
We call these extended termsrun-time terms, ranged over byR. Run-time terms can
occur in input and output primitives only, given that calculus syntax forbids the use
of cryptography in the other primitives. For this reason, atrun-time,begin andend
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Table 9Transition System forρ-spi
Notation: We omit the symmetric rule of PAR.

REPLICATION

〈s, !P〉→〈s,P | !P〉

NEW NAME AND KEY
v∈ {n,kIJ} v /∈ bn(s)∪ fn(s)

〈s,new(v).P〉→〈s :: new(v),P〉

INPUT
s⊢G σ = bind(R,G) 6=↑

〈s, in(R).P〉→ 〈s :: in(Rσ),Pσ〉

OUTPUT

〈s,out(R).P〉 → 〈s :: out(R),P〉

BEGIN

〈s,beginG(A, I ,G′).P〉 → 〈s :: beginG(A, I ,G′),P〉

END

〈s,endG(A, I ,G′).P〉 → 〈s :: endG(A, I ,G′),P〉

PRINCIPAL
〈s,P〉 → 〈s :: α,P′〉

〈s,A⊲P〉 → 〈s :: A⊲α,A⊲P′〉

PAR
〈s,P〉 → 〈s′,P′〉

〈s,P|Q〉→〈s′,P′|Q〉

bind(a,a) = []
bind(k,k) = []
bind(?x,a) = [G/x] G is neither a tagged term nor a pair
bind(Tag(R),Tag(G)) = bind(R,G)
bind((R,R′),(G,G′)) = σ⊎bind(R′σ,G′) whereσ = bind(R,G)
bind({|R|}k,{G}k) = bind(R,G)
bind(MACk(R),MACk(G)) = [] bind(R,G) = [] ∧ R ground
bind(h(R),h(G)) = [] bind(R,G) = [] ∧ R ground
bind(R,G) =↑ otherwise

σ1⊎σ2 = σ1∪σ2 if σ1,σ2 6=↑ ∧ x∈ dom(σ1)∩dom(σ2)⇒ σ1(x) = σ2(x)
σ1⊎σ2 =↑ otherwise

will only contain run-time messagesG. The set of all possible actions, notedAct,
includes the actionnew(n) generated by restriction,in(R) by input,out(R) by output,
beginG(A, I ,G′) andendG(A, I ,G′) by ‘begin’ and ‘end’. Actions are prefixed byA⊲
when executed by a principalA.

Some transitions apply substitutions to processes: a substitution σ : x 7→ G is a
function from variables to run-time messages. Often substitutions are written explicitly
by [G1/x1, . . . ,Gn/xn]. The application of the substitutionσ to the processP is denoted
by Pσ and applies only to free occurrences of the variables inP. We use a number of
notation conventions. The restriction operatorsnew(n).P andnew(kIJ).P are binders for
namen and session keykIJ , respectively; the input primitive is a binder for the input
variables that occur in termT. In all cases the scope of the binders is the continuation
process. Moreover, termT of input primitive is processed from left to right and the
scope of the binding of input variables is the remaining partof T. For example,in(?x,x)
binds the second occurrence ofx to the first (input) one. Thus, such an input succeeds
only if the first and second components are the same. Similarly, new(n) is a binder for
names and its scope is the continuation trace. The notions offree/bound names and
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Table 10Message Manipulation Rules

[[R]] takes a ground run-time termR and returns the corresponding run-time message,
i.e., changes all the occurrences of{| . . . |}k and(| . . . |) into {. . .}k and(. . .), respectively.

OUT
out(R) ∈ s

s⊢ [[R]]

ENV
a /∈ bn(s)

s⊢ a

PAIR
s⊢G1 s⊢G2

s⊢ (G1,G2)

PAIR DES
s⊢ (G1,G2)

s⊢G1 s⊢G2

TAG
s⊢G

s⊢ Tag(G)

TAG DES
s⊢ Tag(G)

s⊢G

ENCRYPTION
s⊢G s⊢ k

s⊢ {G}k

DECRYPTION
s⊢ {G}k s⊢ k

s⊢G

HASH
s⊢G

s⊢ h(G)

MAC
s⊢ k s⊢G

s⊢MACk(G)

PUBLIC KEYS

s⊢ k+
I

ENEMY KEYS

s⊢ kEI s⊢ kIE s⊢ k−E

variables, both for processes and traces, arise as expected.
Table 9 collects transition rules. REPLICATION arbitrarily replicates a principal by

introducing an unbounded number of copies thereof in the system configuration. RES

generates a new namen by checking that it differs from all the names already used in
the traces. It is possible to force this condition by applyingα-conversion ton, i.e.,
by substitutingn and all of its free occurrences inP with a different name. Indeed,
as in companion transition systems, see, e.g. [14], we implicitly identify processes up
to renaming of bound variables and names, i.e., up toα-equivalence. We also assume
that the sets of free and bound names are disjoint and that keyα-conversion preserves
identity labels, i.e.,kAB can be converted tok′AB or k′BA. INPUT requires messageG, read
from the network, to be computable by the environment: the environment knowledge
is defined by the message manipulation rules reported in Table 10 and discussed below.
The run-time messageG is read only if it can be pattern-matched with the input term
T via the functionbind, which is discussed below. In such a case, all the variables
in T are bound to the respective submessages ofG producing the run-time termTσ.
OUTPUT, BEGIN and END are self-explanatory. Finally, PRINCIPAL adds the principal
name to the performed action, and PAR interleaves two different protocol executions.

Pattern-matching is formalized through the functionbind : R 7→ σ. We writek to
denote the decryption key corresponding tok. For symmetric cryptography we have
kAB = kAB, for asymmetric it holdsk+

A = k−A andk−A = k+
A . Functionbind takes as input

a static termT and a run-time messageG and, in case it exists, yields the substitution
σ which makesT equal toG, up to the different notation for encryption. If pattern-
matching fails,bind returns↑. It is defined by cases on the structure of termT: names
and keys are tested by equality and, if the matching succeeds, bind returns the empty
substitution. Similarly, since hashes and MACs are not invertible, no variable can be
instantiated. A variable can be bound to atomic names, keys,ciphertexts, hashes and
MACs; tagged terms require the same tag, and pairs are pattern-matched from left to
right, yielding a substitution which is the union⊎ of the ones achieved for the subterms;
the unionσ1⊎σ2 succeeds only when variables substituted by bothσ1 andσ2 are bound
to the same run-time message; finally, decryptions must be performed with the correct
decryption key. In the other cases,bind returns↑.

The message manipulation rules, in Table 10, formalize the environment actions.
Rule OUT says that every message sent on the network is known to the environment.
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Table 11CR calculus: Binding abstract terms and run-time messages

bind(a,a) = []
bind(?x,a) = [a/x]
bind((T1,T2),(G1,G2)) = σ⊎bind(T2σ,G2) whereσ = bind(T1,G1)

bind(C(ℓ,ℓ′)
N (A,B,M,K),C(ℓ,ℓ′)

G1
(A,B,G2,G3)) = bind(N,G1)⊎bind(M,G2)⊎bind(K,G3)

bind(R(ℓ,ℓ′)
N (A,B,M,K),R(ℓ,ℓ′)

G1
(A,B,G2,G3)) = bind(N,G1)⊎bind(M,G2)⊎bind(K,G3)

bind(T,G) =↑ otherwise

Table 12CR calculus: Abstract Message Manipulation Rules

OUT
out(G) ∈ s

s⊢ G

ENV
a /∈ bn(s)

s⊢ a

PAIR
s⊢ G1 s⊢ G2

s⊢ (G1,G2)

PAIR DES
s⊢ (G1,G2) i ∈ [1,2]

s⊢ Gi

TOP

s⊢ ⊤

WRITABLE
s⊢ G1,G2,G3 ℓ≤ Tnt∨ I = E∨J = E

s⊢ Cℓ,ℓ′

G1
(I,J,G2,G3) s⊢ Rℓ′,ℓ

G1
(I,J,G2,G3)

READABLE

s⊢ Cℓ,ℓ′

G1
(I,J,G2,G3) ∨ s⊢ Rℓ′,ℓ

G1
(I,J,G2,G3)

ℓ≤ Int∨ I = E∨J = E

s⊢ G1,G2,G3

CORRUPTEDWRITE
s⊢ G1,G2,G3 s⊢ kIJ∨s⊢ kJI

s⊢ Cℓ,ℓ′

G1
(I,J,G2,G3) s⊢ Rℓ′,ℓ

G1
(I,J,G2,G3)

CORRUPTEDREAD

s⊢ Cℓ,ℓ′

G1
(I,J,G2,G3) s⊢ Rℓ′,ℓ

G1
(I,J,G2,G3)

s⊢ kIJ∨s⊢ kJI

s⊢ G1,G2,G3

ENV allows the environment to know any name which is not bound (i.e., restricted)
in the trace. By PAIR and PAIR DES, the environment may construct and destruct
pairs. TAG and TAG DES allow the environment to tag and untag messages. By EN-
CRYPTION, and DECRYPTIONthe environment can encrypt and decrypt messages only
knowing the required keys. HASH and MAC allow the environment to generate hashes
and MACs: notice that rule MAC requires the knowledge of the symmetric key used
by the MAC algorithm. By PUBLIC KEYS, all the public keys are known to the en-
vironment. Finally, by ENEMY KEYS, the environment may be provided with its own
private keys and with long-term keys shared with honest participants. This gives the
possibility to the enemy to start authentication sessions and to interact with other par-
ticipants by pretending to be trusted.

B CR calculus semantics
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Table 13Abstraction for the environment

Run Time Messages

αe(a) = a

αe(G1,G2) = (αe(G1),αe(G2))
αe(Tag(G)) = αe(G)
αe(h(G)) = αe(G)

αe({G}k) =

{
f

e
({G}k) if {G}k ∈ dom( f

e
)

αe(G) otherwise

αe(MACk(G)) =

{
f

e
(MACk(G)) if MAC k(G) ∈ dom( f

e
)

αe(G) otherwise

where f
e
([[R]] )

def
= f (R)

The semantics ofCR calculus is based on the same transition rules ofρ-spi calculus
presented in previous section (Table 9). The only difference is the way terms are bound
and deducted by the intruder. Table 11 defines the functionbind used in the input
primitive of CR calculus. Table 12 describes message manipulation rules for abstract
messages. Notice that security labels are not violated by the intruder, similarly to what
is done with cryptography in theρ-spi calculus. The only exception concerns session-
key corruption: if the intruder gets the knowledge of session keykIJ, then it can create
and read the content of challenges and responses fromI to J and vice-versa, regardless
of their security levels. These rules abstract encryptionsand decryptions performed by
the attacker through the corrupted session-keykIJ .

C Proofs of Soundness and Safety

In this section we formulate the proofs of the main theorems.In particular, in Section
C.1 we prove the soundness of the abstraction and in Section C.2 the safety of the
analysis.

C.1 Soundness of the Abstraction

We use a special abstractionαe(G) of run-time messagesG, defined in table 13. As
proved by the following lemma, this abstraction is more precise than the usualα, as
we need to consider all the potential challenges and responses, independently from the
fact that processes will input them.

Lemma 2 (Environment Abstraction) If α(R) 6=⊥ ands ⊢ αe([[R]] ), thens ⊢ α(R).

Proof. The proof is by induction on the structure ofR.

Base CaseThe base case isR= a, i.e.,R is a name. The proof is immediate asαe(a) =
α(a) = a.

Inductive Cases If R = {G}k, thenα(R) = ⊤ and s ⊢ ⊤ by TOP. Similar reason-
ing applies to hashes and MACs. IfR = (R1,R2), then by induction hypothe-
sis s ⊢ α(Ri), for everyi ∈ [1,2], and, by the message manipulation rule PAIR,
s ⊢ (α(R1),α(R2)); the other cases follow immediately by definition ofαe.
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The next lemma states that, for every abstract traces, abstract names occurring as
nonces and messages in an abstraction of a ciphertext (resp.MAC) are derivable from
s if and only if the abstraction of the ciphertext (resp MAC) content is also derivable
from s.

Lemma 3 (Cryptographic Content) Let{G}k∈dom( f
e
) (resp.MACk(G)∈dom( f

e
))

andαe({G}k) = C/Rℓ,ℓ′

G1
(I,J,G2) (resp. αe(MACk(G)) = C/Rℓ,ℓ′

G1
(I,J,G2)). Then, for

every abstract traces, s ⊢ α(G) if and only ifs ⊢ G1,G2

Proof. This result derives from the definition off and from conditionFormat in Ta-
ble 6. In fact, f is a closure off in which variables on the left (concrete) are bound
to names or ciphertexts, and variables on the right (abstract) are bound to names or⊤,
respectively. For this reasonα(G) is a tuple of atomic abstract names and⊤’s which
also occur inG1,G2 and vice-versa.

The following definition introduces a notion of well-formedness forρ-spi traces, re-
quiring that any ciphertext and MAC, which is sent as output and is not generated
therein, has been received before. It is easy to see that every trace generated by aρ-
spi process is well-formed. For this reason, in the following we shall only consider
well-formed traces.

Definition 4 (Trace Well-Formedness) A trace s is well-formed if and only if the
following condition holds:

• if s = s′ :: out(R) and{G}k ∈ terms(R) (resp.MACk(G) ∈ terms(R)), then∃G′

s.t. in(G′) ∈ s′ and{G}k ∈ terms(G′) (MACk(G) ∈ terms(G′))

The next lemma states that the environment knows any ciphertext and MAC having a
challenge-response interpretation and circulating on thenetwork, even if nested.

Lemma 4 (Nesting and Environment’s Knowledge)Let s be a trace such that⊥/∈
terms(α(s)) and s⊢G impliesα(s) ⊢ αe(G). Then∀σ,G,G′ such that

• s⊢G and

• G′ ∈ terms(G) and

• G′ = [[Tσ ]] , for some T∈ dom( f ),

we have that∀{G′′}k ∈ range(σ) (resp. MACk(G′′) ∈ range(σ)), α(s) ⊢ αe({G′′}k)
(resp.α(s) ⊢ αe(MACk(G′′))).

Proof. For the sake of readability, we shall reason on ciphertexts as the proof for MACs
is the same. By induction on the length ofsand on the derivation length ofs⊢G.

Base Cases= ε We start by considering an empty trace, which is the base casefor the
external induction:

Base CaseWe only have one possible derivation of length one, namelyEnv,
sinceOut has no effect on an empty trace. The proof is trivial as names,of
course, do not contain nested ciphertexts.

Inductive Cases The rules for pairs, tags, encryptions and decryptions trivially
follow from the induction hypothesis.
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Inductive Cases 6= ε We now consider a non-empty traces.

Base CasesThe only interesting case isOut:

Out The judgements⊢ [[R]] derives byout(R) ∈ s. Let us suppose that
G′ ∈ terms([[R]] ) andG′ = [[Tσ ]] , for someT ∈ dom( f ). If G′ is not
generated by an encryption inR, then, since the trace is well-formed
(cf. Definition 4), it turns out thatG′ has been previously received as
input, possibly nested: since we assume that⊥ does not occur inα(s),
the thesis derives directly from the induction hypothesis.Let us sup-
pose thatG′ is generated by an encryption inR. Recall thatG′= [[Tσ ]] .
Since α(R) 6=⊥ and the trace is well-formed,∀{G′′}k ∈ range(σ),
{G′′}k has been previously received as input, possibly nested. If it
occurred within an encryption representing either a challenge or a re-
sponse, then the thesis follows from induction hypothesis.Otherwise,
the thesis follows from definition ofαe and a sequence of applications
of theCR manipulation rule PAIR DES.

Inductive Cases The proof derives straightforwardly from the induction hy-
pothesis.

Finally, we discuss the proof of the main proposition.

Proposition 1 (Knowledge Preservation) If s⊢G, thenα(s) ⊢ αe(G);

Proof. By induction on the length ofsand on the derivation length ofs⊢G.

Base Cases= ε We start by considering an empty trace, which is the base casefor the
external induction:

Base Cases

Inductive Cases Since the rules for pairs and tags trivially follow from the in-
duction hypothesis, we focus on the two relevant cases of encryption and
decryption:

Encryption In the following, we discuss public-key encryption: the proof
for encryptions via enemy-keys is similar. Fromε ⊢ G we may de-
rive ε ⊢ {G}k+

I
. By induction,ε ⊢ αe(G). We now have two cases:

if {G}k+
I
6∈ dom( f

e
) we have thatαe({G}k+

I
) = αe(G) thus trivially

obtaining the thesis. Otherwise,αe({G}k+
I
) = f

e
({G}k+

I
). By con-

dition Encryptionof Table 6, we know thatf
e
({G}k+

I
) can be either

Cℓ,ℓ′

G1
(J, I,G2) or Rℓ′,ℓ

G1
(J, I,G2), with ℓ≤ Tnt. Moreover, by Lemma 2,

we have thatε ⊢ αe(G) implies ε ⊢ α(G). Notice thatα(G) 6=⊥ as
run-time messages are never abstracted into⊥. By Lemma 3 we ob-
tain thatε ⊢ G1,G2. By ruleForgeable, we obtain thatε ⊢ f

e
({G}k+

I
),

i.e.,ε ⊢ αe({G}k+
I
).

Decryption Since, with an empty trace, encryptions can only be generated
by the environment itself,ε ⊢ {G}k has been for sure obtained using
the encryption rule by the hypothesisε ⊢G. By applying the induction
hypothesis we directly obtainε ⊢ αe(G).
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Inductive Cases 6= ε We now consider a non-empty traces.

Base CasesWe have two possible derivations of length one, namelyOut and
Env:

Out The judgements⊢ [[R]] derives byout(R) ∈ s. By trace abstraction
we know thatout(α(R)) ∈ α(s) and, byOut, α(s) ⊢ α(R). Since
we assumeα(R) 6=⊥, α(R) and αe([[R]] ) may only differ for some
{G}k ∈ terms(R) which is abstracted into⊤ in α(R). However, by
Definition 4, a message{G}k can be present inR only if it has been
previously read from the environment. Lets′ be the prefix ofs where
such an input occurs. It is easy to see thatα(s′) ⊢ αe({G}k). If {G}k
was nested into a ciphertext with challenge-response interpretation,
then the result follows from Lemma 4: notice that we can now ap-
ply the induction hypothesis so that the hypothesis of Lemma4 holds.
Otherwise, it just follows by definition ofαe, induction hypothesis and
repeated application of theCR manipulation rule PAIR DES.

Env The judgements ⊢ a requiresa 6∈ bn(s). By the rule for abstract-
ing new (which is the only binder for names) we obtain thatα(a) 6∈
bn(α(s)). Sinceαe(a) = α(a), we have thatα(s) ⊢ αe(a), as desired.

Inductive Case Rules for pairs and tags are trivial. We focus on the two relevant
cases of encryption and decryption

Encryption This case is exactly the same as the one we have seen with an
empty trace.

Decryption This case is new, since with empty trace we had no encryp-
tions apart the ones generated by the environment itself. Wediscuss
private key decryption. Froms⊢ {G}k−I we may derives⊢ G. As-

sume that{G}k−I
has not been generated by the environment, other-

wise the thesis is trivially achieved as for the case with empty trace
above. By induction,α(s) ⊢ αe({G}k−I

). We now have two cases:

if {G}k−I 6∈ dom( f
e
) we have thatαe({G}k−I

) = αe(G) thus trivially

obtaining the thesis. Otherwise,αe({G}k−I
) = f

e
({G}k−I

). By con-

dition Encryptionof Table 6, we know thatf
e
({G}k−I

) can be either

Cℓ,ℓ′

G1
(I,J,G2) or Rℓ′,ℓ

G1
(I,J,G2), with ℓ≤ Int. By ruleReadable, we ob-

tain thatα(s) ⊢ G1,G2. By Lemma 3 we obtain thatα(s) ⊢ α(G). We
need to show that this impliesα(s) ⊢ αe(G). Recall that we have as-
sumed that{G}k−I

has not been generated by the environment. Thus

it must have been sent as output by a process, namelyout(R) ∈ s with
either{G}k−I ∈ terms(R) or {G}k−I ∈ terms([[R]] ). In the former case,
the result follows from the well-formedness ofs and Lemma 4. The
latter case is more interesting as it represents an encryption performed
by a process. By conditionFormat of Table 6, all terms, apart from
nested run-time ciphertexts, are preserved by the abstraction. Further-
more, by conditionNestingof Table 6, nested encryptions{|R|}k do
not belong to the domain off

e
and αe({|R|}k) is thus by definition

αe(R). Run time ciphertexts are abstracted into⊤: however, by induc-
tion hypothesis this have been previously received from thenetwork
and, by Lemma 4, their abstraction is already known to the environ-
ment. Hence, we obtain the thesis, i.e.,α(s) ⊢ αe(G).
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The next corollary is useful for the final theorem:

Corollary 1 s⊢ [[T ]]σ impliesα(s) ⊢ α(Tσ).

Proof. By the previous proposition we know thats⊢ [[T ]]σ impliesα(s) ⊢ αe([[T ]]σ).
The rest of the proof is easy since(i) αe andα may only differ in ciphertexts that are
mapped to someCR term by the former and to⊤ by the latter, and(ii) message⊤ is
derivable from any trace.

The following lemma says that the abstraction of terms, traces and processes is closed
under any valid substitution, i.e., any substitution of(i) variables with names, cipher-
texts, hashes and MACs and(ii) key variables of the formxIJ with session keys of
the formkIJ (cf. Table 5). Here and throughout this paper, we writeP to denote an
arbitrary pattern, namely either a term or a trace or a process.

Lemma 5 (Substitution) For every validσ andP , α(P σ) = α(P )σ♮.

Proof. We proceed by cases, according toP .

Terms By induction on the structure ofP .

P = a The proof is straightforward as the domain ofσ is composed of variables
and thusα(aσ) = α(a) = α(a)σ♮.

P = x If xσ = a, thenα(xσ) = α(a) = a = xσ♮ = α(x)σ♮, as desired. Ifxσ =
{G}k, thenα(xσ) = α({G}k) =⊤= xσ♮ = α(x)σ♮.

P = (R1,R2) The result is obtained directly by the induction hypothesis. Similar
reasoning applies to tagged terms and hash generation.

P = {|R|}k If {|R|}k ∈ dom( f ), then{|R|}kσ ∈ dom( f ) as f is the closure off

under variable substitution. Thusα({|R|}kσ) = f ({|R|}kσ) , f ({|R|}k)σ♮ =

α({|R|}k)σ♮, as desired. If{|R|}k /∈ dom( f ), then the result is obtained by
the induction hypothesis. The reasoning for mac generationis similar.

P = {G}k The proof is trivial as{G}k does not contain variables andα({G}k) =
⊤. The reasoning for MACs and hashes is similar.

Traces and ProcessesBy trivial induction on the length of the trace and the process,
respectively, and by the previous item.

The next lemma states that the abstraction of processes guaranteeing authentication of
session keys (cf. Definition 3) is preserved under reduction.

Theorem 1 (Soundness)If α(P) is well-formed and guarantees authentication of key-
variables, then〈s,P〉 → 〈s′,P′〉 implies〈α(s),α(P)〉 → 〈α(s′),α(P′)〉

Proof. By induction on the length of the derivation of〈s,P〉 → 〈s′,P′〉.
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Base By cases, according to the semantic rule applied. We only discuss the most inter-
esting case, namely INPUT, as the other ones follow straightforwardly from an
inspection of the concrete reduction rules and the corresponding abstract ones.
We thus reason on reductions of the form〈s, in(T).P〉 → 〈s :: in(t)σ,Pσ〉, for
someσ. By theρ-spi rule INPUT, s⊢ [[T ]]σ. By Corollary 1,α(s) ⊢ α(Tσ).
By Lemma 5,α(Tσ) = α(T)σ♮. Sinceα(P) guarantees authentication of key
variables, it is easy to see thatσ is valid. By theCR semantic rule INPUT,
〈α(s),α(P)〉 → 〈α(s) :: in(α(T)σ♮),α(P)σ♮〉. By Lemma 5,α(Pσ) = α(P)σ♮,
as desired.

Induction The proof straightforwardly derives from the induction hypothesis.

C.2 Safety of the Analysis

Intuitively, the following lemma states that if a process has effecte, thene cannot
contain more than one challenge atomic effect for every nonce.

Lemma 6 (Uniqueness of Challenges)LetP be a process and e an effect s.t.

1. ⊢ P : e+[!CℓC,ℓR
n (· · · ), fresh(n)]

2. fresh(n) /∈ e andn /∈ bn(P)

Then∄ℓ′C, ℓ′R s.t. !C
ℓ′C,ℓ′R
n (· · ·) ∈ e orout(. . . ,C

ℓ′C,ℓ′R
n (· · · ), . . .) ∈ P

Proof. It is easy to see that in the derivation of⊢ P : e+ [!CℓC,ℓR
n (· · · ), fresh(n)], the

atomic effects !CℓC,ℓR
n (· · · ) andfresh(n) are removed by the validation rule END. Let

us assume by contradiction that !C
ℓ′C,ℓ′R
n (·) ∈ e, for someℓ′C, ℓ′R. Thus either two oc-

currences offresh(n) are ine, or at least one of them is inserted along the derivation
by RES. The contradiction arises by condition 2 in the hypothesis.The reasoning for

proving∄ℓ′C, ℓ′R s.t.out(. . . ,C
ℓ′C,ℓ′R
n (· · · ), . . .) ∈ P is the same.

We introduce some notational conventions:| f |e denotes the number of occurrences of
the atomic effectf in the effecte and, similarly,|α|s denotes the number of occur-
rences of the actionα in the traces. We write nonces(e) andmsg(e) to denote the
nonces and messages, respectively, in the challenge-response atomic effects ine. Fur-
thermore,plaintexts(P) denotes the names-variables that are sent or received inP as
plaintexts, namely not as subscripts of challenge-response messages. Finally, we write
ℓ′C, ℓ′R⋄ ℓC, ℓR to say thatℓC = ℓ′C, ℓR = ℓ′R and ℓC ≥ Tnt∨ ℓR ≥ Int. The following
definition provides some invariants on traces, processes and effects. Theorem 5 (Effect
Preservation) proves that the reduction of successfully validated processes preserves
these invariants and Theorem 3 (Safety) exploits this result for proving the safety of
processes with empty effect.

Definition 5 (Balanced Configuration) Let P be a process and e an effect such that
⊢ P : e. We say that a traces, P and e are balanced iff the following conditions hold:

1. names(e)⊆ f n(s)∪bn(s)
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2. if n ∈ bn(s) andn ∈ f n(P), thenn /∈ bn(P)

3. if s⊢ C/Rℓ,ℓ′

n (A,B,M,K) ands 0 n, thenn /∈msgs(P)∪plaintexts(P)

4. |fresh(n)|e+ |endn(·)|s ≤ |new(n)|s ≤ 1

5. if P = P1|P2 then∃e1,e2 s.t. e1 +e2 = e ands,Pi,ei are balanced,∀i ∈ [1,2]

6. if out(. . . ,Cℓ,ℓ′
n (A,B,M), . . .) ∈ P

then(i) s ⊢ N⇒ n /∈ names(N) and(ii) n /∈ plaintexts(P)∪msgs(P)

7. if [!|?]Cℓ,ℓ′
n (A,B,M) ∈ e (resp.?Rℓ,ℓ′

n (A,B,M,K) ∈ e),

thens ⊢ Cℓ,ℓ′
n (A,B,M) ∈ e (resp. s ⊢ Rℓ,ℓ′

n (A,B,M,K) and K = kAB, for some
kAB)

8. if !RℓC,ℓR
n (A,B,M2,K) ∈ e,

then beginn(A,B,M1,M2,K) ∈ s, s ⊢ C
ℓ′C,ℓ′R
n (B,A,M1), with ℓ′C, ℓ′R⋄ ℓC, ℓR, and

K = kAB, for somekAB.

9. if new(n) ∈ s ands ⊢ C/RℓC,ℓR
n (A,B, . . .) , with ℓC, ℓR≥ Tnt,

thens 0 n

10. if out(. . . ,RℓC,ℓR
n (B,A,M2,K), . . .) ∈ s,

then beginn(B,A,M1,M2,K) ∈ s, ands ⊢ C
ℓ′C,ℓ′R
n (A,B,M1), with ℓ′C, ℓ′R⋄ ℓC, ℓR

11. if !Cℓ,Pub
n (B,A,M) ∈ e ands ⊢ n, with ℓ≥ Tnt,

then beginn(A,B,M) ∈ s

12. if fresh(n) ∈ e and out(. . . ,Cℓ,ℓ′
n (A,B,M), . . .) ∈ s,

then!Cℓ,ℓ′
n (A,B,M) ∈ e

The intuitive reading is as follows:

1. The names in the effect occur in the trace.

2. Processes areα-converted so as to avoid clashes in bound names

3. The nonces, which circulate on the network within challenge-response messages
and are not known to the enemy, do not occur within plaintextsor authenticated
messages.
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4. If a bound namen is a nonce, then eithern is fresh or oneendn(·) has been
asserted.

5. Balancing is propagated through parallel composition.

6. If a nonce is sent as challenge, then it is unknown to the enemy and it does not
occur as either plaintext or authenticated message in any following output.

7. The presence of effectstracking the reception-generation of challenge-response
messages implies the presence of such messages in the knowledge of the envi-
ronment.

8. The presence of effectsjustifying the generation of a response implies that a
suitable begin assertion has been asserted and the corresponding challenge is
known to the environment.

9. The nonces sent in aPriv or Tnt challenge (resp. response) requiring aPriv or
Tnt response (resp. challenge) are not known to the environment.

10. If B sends a response with noncen and messageM2 (out(. . . ,RℓC,ℓR
n (B,A,M2), . . .)∈

s), thenB has assertedbeginn(B,A,M1,M2) and the environment knows the cor-

responding challenge (s ⊢ C
ℓ′C,ℓ′R
n (A,B,M1)).

11. If the nonce is sent in a challenge requiring aPub response (!Cℓ,Pub
n (B,A,M)∈ e)

and it is known to the environment (s ⊢ n), thenA has assertedbeginn(A,B,M).

12. This condition says that if the noncen is fresh (fresh(n)∈ e) and a challenge with

noncen and messageM is sent on the network (out(. . . ,Cℓ,ℓ′
n (A,B,M), . . .) ∈ s),

thenA has not completed the handshake yet (!Cℓ,ℓ′
n (A,B,M) ∈ e).

The next theorem states that successfully validated processes preserve under reduction
the invariants of Definition 5.

Theorem 5 (Preservation) LetP andQ be processes,s a trace and e an effect s.t.

• 〈s,Q〉 → 〈s′,P〉

• ⊢Q : e

• s,Q,e are balanced

then it is possible to find an effect e′ such that

• ⊢ P : e′

• s′,P,e′ are balanced

Proof. We reason by induction on the length of the derivation for〈s,Q〉 → 〈s′,P〉 (if Q

is a parallel composition or a process with an identifier, then the semantic derivation is
composed of more steps). The proof of the base case proceeds by cases, according to
the semantic rule applied.
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REPLICATION !P : [] → !P|P : []

By REPLICATION, ⊢!P : [] only if ⊢ P : []. Notice that since the type and ef-
fect system is syntax directed, typing rules can be read upside-down: thus, from
⊢!P : [] we derive⊢ P : []. By PAR, ⊢!P|P : [].

NEW new(n).P : e− [fresh(n)] → P : e

The reduction above is proved by the validation rule NEW. We need to prove
that the target configuration composed ofs :: new(n),P,e is still balanced.

Condition 2 By the validation rule NEW, n /∈ bn(P), as desired.

Condition 4 By RES, n /∈ f n(s)∪bn(s): thus|new(n)|s = 0, |endn(·)|s = 0 and,
by condition 1, |fresh(n)|e = 0. Hence|fresh(n)|e + |endn(·)|s::new(n) ≤
|new(n)|s::new(n), as desired.

Condition 12 Let us suppose by contradiction that condition 12 does not hold

on the target configuration. We thus have thatout(. . . ,Cℓ,ℓ′
n (A,B,M), . . .) ∈

s and !Cℓ,ℓ′
n (A,B,M) /∈ e. Thusn ∈ f n(s)∪ bn(s). By the semantic rule

RES, n /∈ f n(s)∪bn(s), giving a contradiction.

The proof for the restriction of session keys is similar.

BEGIN beginN(A, I,M1,M2,kAI).P : e+[?CℓC,ℓR
N (I,A,M1)]→ P : e+[!R

ℓ′C,ℓ′R
N (A, I,M2,kAI)]

The reduction above is proved by the validation rule BEGIN. The only interesting
condition for the balancing of the target configuration is 8,which immediately
follows by an inspection of the target configuration. The proof for the other ones
derives directly from the balancing of the source configuration.

I NPUT in(C).P : e → Pσ : e+?eC+?eRσ , where s ⊢ Cσ andC : (eC;eR)

The validation rule INPUTproves⊢ in(C).P : e, if the judgement⊢P : e+?eC+?eR

holds, where⊢ C : (eC;eR). By the semantic rule INPUT, s ⊢ Cσ. By Lemma 5
(Substitution),⊢ Pσ : e+eC+eRσ. The target configuration is trivially balanced.

OUTPUT out(R).P : e+!eR → P : e+!eC, whereR : (eC,eR)

The reduction above is proved by OUTPUT. In the following, we discuss the
interesting cases for the balancing of the target configuration:

Condition 6 Let us suppose by contradiction thatout(. . . ,C
ℓ′C,ℓ′R
n (A,B,M), . . .)∈

P, for someℓ′C, ℓ′R, and the output ofR reveals a term containingn, namely
s :: out(R) ⊢M with n ∈ names(M). Since the source configuration is bal-
anced, by condition 6n /∈ msgs(P)∪ plaintexts(P). Let us suppose that
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CℓC,ℓR
n (. . . ) ∈ terms(R), for someℓC, ℓR. Since CℓC,ℓR

n (. . . ) ∈ eC, and the
process is successfully validated,fresh(n) ∈ e. By condition 4,new(n) ∈ s.
By condition 2,n /∈ bn(P). The contradiction arises by Lemma 6. The
reasoning is similar for RℓC,ℓR

n (. . . ) ∈ terms(R) and relies on the balancing
conditions 8 and 12.

Condition 9 Let us suppose by contradiction thatnew(n)∈ s, s :: out(R)⊢ n and

s :: out(R)⊢C/Rℓ,ℓ′

n (A,B,M,K), with ℓ,ℓ′≥Tnt. Since the source configu-

ration is balanced, by condition 9 at least one betweenn and C/Rℓ,ℓ′

n (A,B,M)
is unknown to the environment. We proceed by cases accordingto what is
revealed by the output ofR:

s ⊢ C/Rℓ,ℓ′

n (A,B,M,K) ands 0 n We proceed by cases on the form ofR:

R = . . . ,n, . . .
By condition 3,n /∈ plaintexts(out(R).P), thus giving a contradic-
tion.

R = . . . ,CℓC,ℓR
N (I,J,M′), . . ., with n ∈ names(N,M′) andℓC ≤ Int Since

the source configuration is balanced ands ⊢ C/Rℓ,ℓ′

n (A,B,M,K),
by condition 3,n /∈ names(M′). Thus we getn ∈ names(N) and
CℓC,ℓR

N (I,J,M′) ∈ eR. Since the process is successfully validated, it
is easy to see thatfresh(n) ∈ eandn = N. Let us suppose thats ⊢

Cℓ,ℓ′
n (A,B,M): sinces 0 n, we getout(. . . ,Cℓ,ℓ′

n (A,B,M), . . .) ∈ s.

By condition 12, !Cℓ,ℓ
′

n (A,B,M) ∈ e. The contradiction arises by

Lemma 6. Ifs ⊢ Rℓ,ℓ′
n (A,B,M,K), then the reasoning is similar

and relies on the balancing conditions 8 and 12.

R = . . . ,RℓC,ℓR
N (I,J,M′,K′), . . ., with n ∈ names(N,M′,K′) andℓC ≤ Int

By OUTPUT, RℓC,ℓR
N (I,J,M′,K′) ∈ eR and, by condition 8, we have

that s ⊢ C
ℓ′C,ℓ′R
N (J, I,M′′), with ℓ′C, ℓ′R⋄ ℓC, ℓR. By the message ma-

nipulation rule READABLE, s ⊢ N,M′ and, consequently,s ⊢ n.
This contradicts the hypothesiss 0 n.

s⊢ n ands 0 C/Rℓ,ℓ′

n (A,B,M.K) Thus either Cℓ,ℓ
′

n (A,B,M) ∈ terms(R) or

Rℓ,ℓ′
n (A,B,M,K) ∈ terms(R). In the former case, the contradiction

arises by Lemma 6; in the latter case, by condition 8.

s0 n ands 0 C/Rℓ,ℓ′

n (A,B,M,K) The reasoning is similar to the one in the
previous items.

Condition 10 The proof follows directly from condition 8.

Condition 11 Let us assume by contradiction that Cℓ,ℓ′
n (A,B,M)∈ terms(R) and

s⊢ n. The contradiction arises by condition 6. If, instead, Cℓ,ℓ′
n (A,B,M)∈ e

ands :: out(R) ⊢ n, namely the output revealsn, then the reasoning is simi-
lar to the one for condition 9.

END endn(A, I,M1,M2,K).P : e+[fresh(n), !CℓC,ℓR
n (A, I,M1),?R

ℓ′C,ℓ′R
n (I,A,M2,K)]→ P : e
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The reduction above is proved by END. We need to check that the target config-
uration is still balanced.

Condition 4 Trivial, by the balancing of the source configuration and an inspec-
tion of the target one.

Condition 12 This condition might fail iffresh(n) ∈ e. However, by condition
4, fresh(n) /∈ e.

The inductive step concerns processes associated to an identifier and processes in par-
allel composition:

I DENTITY A⊲P : e → A⊲P′ : e′

If ⊢ A⊲P : e, then, by IDENTITY, ⊢ P : e. If 〈s,P〉 → 〈s′,P′〉, then, by induction
hypothesis,∃e′ such that⊢ P′ : e′. The result follows from IDENTITY and the
balancing of the target configuration from the induction hypothesis.

PAR P1|P2 : e1 +e2 → P′1|P2 : e′1 +e2

By PAR, ⊢ Pi : ei , with i ∈ [1,2]. Let us suppose that〈s,P1〉 → 〈s
′,P′1〉: the

symmetric case is analogous. By induction hypothesis, we can find an effecte′1
s.t.⊢ P′1 : e′1. By PAR, ⊢ P′1|P2 : e′1 +e2.

By hypothesis the source configuration is balanced and, by condition 5,s,Pi,ei

are balanced,∀i ∈ [1,2]. By induction hypothesis, evens′,P′1,e′1 are balanced.
It remains to prove thats′,P′1|P2,e′1 + e2 are balanced. We only discuss the
interesting cases.

Condition 4 The only interesting cases ares′= s :: α, with α∈{new(n),endn(·)}.

α = new(n) By the semantic rule RES, n /∈ names(s) and, by condition 1,
n /∈ names(e1)∪names(e2) and the inequality trivially holds.

α = endn(·) By rule END, fresh(n) ∈ e1. By condition 4,endn(·) /∈ s and
fresh(n) /∈ e2. By induction hypothesiss :: endn(·),P

′
1,e′1 are bal-

anced: by condition 4 and the typing rule END, fresh(n) /∈ e′1. Hence
|fresh(n)|e′1+e2

= 0 and|endn(·)|s::endn(·)
= 1, getting 0+ 1≤ 1 as

desired.

Condition 12 Let us suppose by contradiction that condition 12 does not hold.

This means thatfresh(n) ∈ e′1 + e2, out(. . . ,Cℓ,ℓ′
n (A,B,M1), . . .) ∈ s :: α

and !Cℓ,ℓ′
n (A,B,M1) /∈ e′1 + e2. The only interesting case is whenα =

endn(A,B,M1,M2,K) with fresh(n) ∈ e2 as !Cℓ,ℓ′
n (A,B,M1) is removed by

END, i.e.,e1 = e′1+[fresh(n), !Cℓ,ℓ′
n (A,B,M1),?RℓC,ℓR

n (B,A,M2,K)]. Since
the source configuration is balanced andfresh(n) ∈ e1, by condition 4,
fresh(n) /∈ e′1 +e2, giving a contradiction.
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The Safety Theorem exploits the preservation of the balancing conditions under process
reduction for proving the safety of processes with empty effect. Notice that we only
consider prevalidated processes, wherenonces(P)∩ (msgs(P)∪plaintexts(P)) = /0 so
that condition 6 holds.

THEOREM 2 (SAFETY ) If ⊢ P : [], thenP is safe.

Proof. We need to show that every trace generated byP is safe. We reason by induction
on the length of the derivation of〈ε,P〉 →∗ 〈s,Q〉. The base case is the null derivation
which trivially holds as the null traceε is safe.

Let 〈ε,P〉→∗ 〈s,A⊲endn(A,B,M1,M2,K).R|Q〉→ 〈s :: A⊲endn(A,B,M1,M2,K),A⊲
R|Q〉 be a semantic derivation leading to anendassertion.

The proof is divided in two steps. First, we prove thatbeginn(B,A,M1,M2,K) ∈ s,
thus showing that everyendn(A,B,M1,M2,K) in s is preceded by a corresponding
begin (Non-Injective Agreement). Next, we also prove thats does not contain actions
having the formendn(·), thus proving that everyendn(A,B,M1,M2,K) in s is preceded
by adistinct beginn(B,A,M1,M2,K) (Agreement).

Non-Injective Agreement By Theorem 5,∃es.t.⊢A⊲endn(A,B,M1,M2,K).R|Q : e.
By an inspection of the validation rules, that judgement is proved by PAR and

END. Hence,fresh(n) ∈ e, !CℓC,ℓR
n (A,B,M1) ∈ e and ?R

ℓ′C,ℓ′R
n (B,A,M2,K) ∈ e.

We proceed by cases according toℓ′R.

ℓ′R = Priv By the balancing condition 7,s ⊢ R
ℓ′C,ℓ′R
n (B,A,M2,K). Since such a

ciphertext cannot be forged by the environment, we obtain that the action

out(. . . ,R
ℓ′C,ℓ′R
n (B,A,M2,K), . . .) is in s and, by the balancing condition 10

we getbeginn(B,A,M′1,M2,K)∈ s, K = kBA, ands ⊢Cℓ,ℓ′
n (A,B,M′1), with

ℓ,ℓ′ ⋄ ℓ′C, ℓ′R. We have to show thatM1 = M′1. If ℓ′C = Pub, thenM1 =
M′1 = ε, as desired. Ifℓ′C 6= Pub then the challenge is not forgeable by
the environment: indeed, ifℓ′C = Tnt, then, by the balancing condition 9,

s 0 n. By the balancing condition 12, !Cℓ,ℓ
′

n (A,B,M′1) ∈ e. By Lemma 6,
M1 = M′1, as desired.

ℓ′R = Int By the balancing condition 7,s ⊢R
ℓ′C,ℓ′R
n (B,A,M2,K). Since the cipher-

text is not forgeable by the environment,out(. . . ,R
ℓ′C,ℓ′R
n (B,A,M2,K), . . .) ∈

s and, by the balancing condition 10, we getbeginn(B,A,M′1,M2,K) ∈ s,

K = kBA, ands ⊢ Cℓ,ℓ′
n (A,B,M′1), with ℓ,ℓ′ ⋄ ℓ′C, ℓ′R. We have to show that

M1 = M′1. If ℓ′C = Pub, thenM1 = M′1 = ε, as desired. Let us suppose
that ℓ′C 6= Pub. By the constraints on security levels imposed by END,
ℓ′C ∈ {Priv, Int}. Thus the ciphertext is not forgeable by the environment

and, by the balancing condition 12, !Cℓ,ℓ′
n (A,B,M′1) ∈ e. By Lemma 6,

M1 = M′1, as desired.

ℓ′R = Tnt By the constraints on security levels imposed by END, ℓ′C∈{Priv,Tnt}.
By the balancing condition 9,s 0 n. By the balancing condition 7,s ⊢

R
ℓ′C,ℓ′R
n (B,A,M2,K). Since the ciphertext is not forgeable by the environ-

ment,out(. . . ,R
ℓ′C,ℓ′R
n (B,A,M2,K), . . .) ∈ s and, by the balancing condition

10, we getbeginn(B,A,M′1,M2,K) ∈ s, K = kBA, ands ⊢ Cℓ,ℓ′
n (A,B,M′1),
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Table 14Encryption Abstraction

A partial function f : {|T |}K | MACK(|T |) 7→ T1, . . . ,Tn, with Ti = C/Rℓ,ℓ′

Ni
(I,J,Mi ,Ki) is an

encryption abstractioniff

Format - names(T)⊆ ID andnames(Ni) = names(Mi) = names(Ki) = /0;
- x∈ vars(T) iff x ∈ vars(Ni)∪vars(Mi)∪vars(Ki), for somei;
- ∀x,y ∈

S

i∈[1,n]
vars(Mi), x precedesy in T iff x precedesy in the tupleM1, . . . ,Mn.

- T does not contain input variables

Unique Abstraction As in Table 6.

Nesting As in Table 6.

Encryption If f ({|T |}K) = T1, . . . ,Tn or f (MACK(|T |)) = T1, . . . ,Tn then for everyi ∈ [1,n].

- K = k+
I impliesTi ∈ {C

ℓ,ℓ′

N (J, I,Mi ,Ki),R
ℓ′,ℓ
N (J, I,Mi ,Ki)}, with l ≤ Tnt;

- K = k−I impliesTi ∈ {C
ℓ,ℓ′

N (I,J,Mi ,Ki),R
ℓ′,ℓ
N (I,J,Mi ,Ki)}, with l ≤ Int;

- K ∈ {kIJ ,xIJ} impliesTi ∈ {C/Rℓ,ℓ′

N (I,J,Mi ,Ki),C/Rℓ′,ℓ
N (J, I,Mi ,Ki)};

with ℓ,ℓ′ ⋄ ℓ′C, ℓ′R. We have to show thatM1 = M′1. Sinces 0 n, the chal-
lenge is not forgeable by the environment and, by the balancing condition

12, !Cℓ,ℓ′
n (A,B,M′1) ∈ e. By Lemma 6,M1 = M′1, as desired.

ℓ′R = Pub The proof straightforwardly derives from the balancing condition 11
and Lemma 6.

Agreement The balancing condition 4 proves thatendn(·) /∈ s, as desired.

Finally, notice that Lemma 1 is a trivial corollary of Theorem 5.

D Extension to Mutual Authentication

In this section we extend the class of protocols analyzed by considering ciphertexts rep-
resenting both a challenge and a response, typically employed in mutual authentication
protocols where principals authenticate with each other.

Table 14 extends the encryption abstraction by consideringciphertexts that are both
challenges and responses. The modifications affect conditions Format and Nesting
and simply amount to propagate the original condition to allthe challenge-response
messages in the abstraction of the ciphertext. The modification required in the proof
are marginal and harmless. We leave them to the interested reader.

E Examples

In this section we present some examples to clarify the abstraction and the analysis.

E.1 Needham-Schroeder-Lowe Public-Key Authentication Proto-
col

The Needham-Schroeder-Lowe public-key authentication protocol is reported below:
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A B

oo {B,nB}k+A

{A,nB,nA}k+B
//

oo {nA}k+A

The encryption abstraction for the three ciphertexts may bedefined as follows:

f (T) =





CTnt,Tnt
x (B,A) if T = {|B,x|}k+

A

( RTnt,Tnt
x (A,B),CTnt,Pub

y (A,B) ) if T = {|A,x,y|}k+
B

RTnt,Pub
x (B,A) if T = {|x|}k+

A

↑ otherwise

Notice that the third ciphertext is abstracted into an untrusted response: this respects
conditionEncryptionwhich requiresℓ ≤ Tnt. Indeed, from an authentication point
of view, this ciphertext does not provide any guarantee and might in principle be sent
in clear, thus simplifying the protocol. The reason why the nonce is encrypted is that
the two nonces are intended to be used later on to generate a secret session-key shared
betweenA and B and thus their privacy has to be guaranteed. We remark that the
structure of the three ciphertexts is different and thus theuse of tags is not required: in
fact, f is an encryption abstraction. We leave to the interested reader the definition of
theρ-spi process narration and the validation of its abstraction.

E.2 A simple nested protocol

To illustrate the use of nested encryptions, let us considerthe following protocol:

A B

oo n

{n,{m}
k+B
}

k−A
//

The noncen is sent as plaintext in the challenge while the response is signed with
A’s private key, thus being integer. The authenticated messagem is encrypted withB’s
public-key, thus simultaneously protecting the privacy ofmand specifying the intended
verifier. We can define the encryption abstraction as follows:

f : {|x,{|y|}k+
B
|}k−A
→RPub,Int

x (A,B,y)

Notice that conditionNestingis trivially satisfied andf is an encryption abstraction.
TheCR protocol narration is depicted below:

A B

oo n

RPub,Int
n (A,B,m)

//

Notice that thisCR protocol actually abstracts severalρ-spi protocols, besides the one
previously reported. For instance, some other possible instances are depicted below
along with the corresponding encryption abstraction:
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A B

oo n

{B,n,m}
k−A

//

A B

oo n

{{n,m}
k+B
}

k−A
//

f (T) =





RPub,Int
x (A,B,y) if T = {|B,x,y|}k−A

RPub,Int
x (A,B,y) if T = {|{|x,y|}k+

B
|}k−A

↑ otherwise

We leave to the interested reader the definition of the correspondingρ-spi processes
and the validation of theirCR abstraction.

E.3 Ban modified version of CCITT X.509

The BAN modified version of CCITT X.509 is a mutual authentication protocol based
on public-key cryptography and digital signature. The protocol is depicted below:

A B

{nA,B,mA,{m′A}k+B
}

k−A
//

oo B,{nB,A,nA,mb,{m
′b}

k+A
}

k−B

A,{B,nb}k−A
//

In the first message exchange, A sends two messages toB: mA is just signed and can
be thus read by the attacker whilem′A is encrypted withB’s public-key and is thus
kept secret. Similar reasoning applies to messagesmB andm′B in the second message
exchange. The encryption abstraction for the above mentioned protocol is reported
below:

f (T) =






CInt,Int
x (A,B,y,z) if T = {x,B,y,{z}k+

B
}k−A

(CInt,Int
x (B,A,y,z),RInt,Int

w (B,A)) if T = {x,A,w,y,{z}k+
A
}k−B

RInt,Int
x (A,B) if T = {B,x}k−A
↑ otherwise

Notice that nested encryptions is abstracted away since it does not contribute to the
authentication goal. Such encryptions do guarantee the secrecy of the authenticated
messages occurring therein, but this property is not captured by our analysis since it
focuses on the security level of challenges and responses and not on the one of their sin-
gle components. As future work, we plan to investigate a refinement of the abstraction
allowing us to precisely characterize the security level ofsingle messages.

E.4 A unique abstraction for tagged ciphertexts

As shown in [18], the compositionality of security protocols can be enforced by tagging
message components. The idea is to rely on a set of tags that isexpressive enough for
characterizing the role of message components in the authentication task. For instance,
the following untagged ciphertext
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{A,m,n}kAB

does not contain any information describing its role: it might be a challenge sent from
A to B as well as a response sent fromB to A. To clarify the role of such a ciphertext
we can rely on tagId for the identity label,Auth for the authenticated message and
VerifPC for the nonce. The latter tag says that(i) the identity labelA is the verifier of
the authentication session and(ii) the ciphertext is a response in a PC (Plain-Cipher)
handshake. The type and effect system of [18] contains a typing rule of the following
form:

PC VERIF

Γ ⊢M : Un Γ ⊢ N : Un Γ ⊢ A : Un Γ ⊢ _ : Un

Γ ⊢ {Id(A),Auth(m),VerifPC(n),_}kAB : Enc(CPriv
N (B,A,M))

Here the order of terms within the ciphertext is immaterial.We can easily map such a
typing rule into a specific encryption abstraction as follows:

f (T) =

{
CPub,Priv

x (B,A,y, z̃) if T = {| Id(A),Auth(y),VerifPC(x), z̃|}kAB

↑ otherwise

Notice that the challenge in a PC handshake is of levelPub. In the rule above,̃zdenotes
an arbitrary tuple of variables and we implicitly assume that the order of message
components is immaterial, as well as in the type and effect system. We can similarly
translate the other typing rules for ciphertexts of [18], thus covering the same protocol
class. We remark that the analysis here proposed is strictlymore general than the type
and effect system in [18]. For instance, the type and effect system does not cover
session-key distribution and authentication protocols. Furthermore, nested encryptions
are generated and analyzed independently as if they were notnested. This way we
could not analyze protocols as the following one:

A B

oo n

{n,{m}
k+B
}

k−A
//

The nested ciphertext does not only protect messagem but also denotes, via the en-
cryption key, the intended receiver. This sophisticated reasoning couldn’t be captured
by our previous type and effect system. However, we can easily define an encryption
abstraction expressing the role of the ciphertext as follows:

f (T) =

{
RPub,Int

x (A,B,y) if T = {x,{y}k+
B
}k−A

↑ otherwise

Notice that the public-keyk+
B “binds” the occurrence ofB in the abstract response term,

as desired.
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Table 15Attack on the multi-protocol system and fix

Attack Fixed protocols

A n //

oo n___ ___

{B,m,n}kAB
//

oo {B,m,n}kAB

B
A oo n

{Verif(B),m,n}kAB
//

B

A n //

oo {Claim(B),m,n}kAB
__ __

B

E.5 Tagging solves ambiguities

Let us consider again a very simple PC protocol:

A B

oo n

{B,m,n}kAB
//

Let us define the encryption abstraction asf = {|B,z,x|}kAB 7→ RPub,Priv
x (A,B,z). The

abstract narration resulting from the protocol abstraction is reported below.

!A ⊲ in(x).new(m).beginx(A,B,_,m).out(RPub,Priv
x (A,B,m))

| !B ⊲ new(n).out(n).in(RPub,Priv
n (A,B,y)).endn(B,A,_,y)

Suppose now that we want to abstract a second protocol, similar to the previous one
but with A instead ofB as identity label inside the ciphertext. The protocol and the
encryption abstraction for the ciphertext are reported below:

−−n→
← {B,m,n}kAB−−

g = {|B,z,x|}kAB 7→ RPub,Priv
x (B,A,z)

Unfortunately,f andgcannot be combined together as they map the same encryption to
two different abstract messages:f ({|B,z,x|}kAB)= RPub,Priv

x (A,B,z) andg({|B,z,x|}kAB)=

RPub,Priv
x (B,A,z), thus violating propertyUnique Abstractionin Table 6. As a matter

of fact, the two protocols are safe as far as they are not put inparallel composition.
Indeed, their concurrent execution gives rise to the standard reflectionattack depicted
on the left side of Table 15.A is running both the first protocol (→) as responder and
the second one (99K) as initiator: at the end of the session, she authenticatesB even if
B is not present at all in the authentication session. The problem is thatA generates
in the first protocol a ciphertext that the enemy may reply toA, by impersonatingB
running the second protocol. The problem can be fixed, and theattack prevented, by
the use of tags telling the claimant from the verifier, as shown in Table 15. The use of
tags makes the two ciphertexts syntactically different and, consequently, the union of
the two “fixed” functionsf f ix andgf ix (reported below) is still a function and, in fact,
it is an encryption abstraction.

f f ix = {Id(B),Auth(z),VerifPC(x)}kAB
7→ RPub,Priv

x (A,B,z),

gf ix = {Id(B),Auth(z),ClaimPC(x)}kAB
7→ RPub,Priv

x (B,A,z),
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