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Abstract

This paper presents a novel approach for concisely abisigeatithentication
protocols and for subsequently analyzing those abstractio a sound manner,
i.e., deriving authentication guarantees for protocotralstions suffices for prov-
ing these guarantees for the actual protocols. The ahstnacre formalized in a
novel calculus which constitutes a higher-level abstoaatif thep-spi calculus and
is specifically tailored towards reasoning about challeregponse mechanisms
within authentication protocols. Furthermore, it alloves &xpressing protocols
without having to include details on the specific structurex@hanged messages.
This in particular entails that many authentication protscshare a common ab-
straction so that a single validation of this abstractioaady gives rise to security
guarantees for all these protocols. Such an abstract tialidzan be automatically
performed using static analysis techniques based on att sffstem proposed in
this paper. Finally, extensions to abstractions of add#igrotocol classes enjoy
a soundness theorem provided that these extensions saitéyn explicit, easily
checkable conditions.

1 Introduction

Language-based security has proved to be a salient teehfogdormally analyzing
security protocols, since Abadi's seminal work on secregyyiping [1] up to mod-
ern techniques based on logics, model-checking and typgersgga far from being
comprehensive list includesl[B,127.123] L6] 25,[12,[18, 7]uth&ntication protocols
are known to require very subtle reasoning about encrygtimdydecrypting various
related messages in the presence of a powerful adversdhyeach of these encryp-
tions being meant to contribute some part of the overallenttbation guarantee. Thus
they are strongly vulnerable to attacks originating by aaierdegree of ambiguity in
the protocol message, e.g., man-in-the-middle attackiaxks where certain encryp-
tions are re-used by the adversary in another protocol ¢oecwhere they suddenly
get a different semantics. This turns authentication maitointo particularly suitable
targets of language-based security, and several curregtdme-based static analy-
sis technique< [25, 12, 18] for tackling this problem haverbproposed, e.g., based
on protocols narrations formalized in the spi-calculus pt]in variants thereof such
as Lysal[1l] and the-spi calculus([15]. Roughly speaking, these techniques typ
cally rely on some static patterns, defined on the syntaxest#iculus, which suffice



for showing that the run-time protocol execution respeetsain intended challenge-
response schemes which in turn imply the desired authéioticguarantees.

For instance, the type system by Gordon and Jeffrey [258seih some type infor-
mation provided by the user, which suffices for identifyirapoes and formalizing to
which extent their exchange contributes to achieving autbation. The generality of
the analysis is sometimes paid by sophisticated type defisithat have to be defined
manually and thus require a certain degree of expertise @pahnt of programmers.
The type system by Bugliesi, Focardi and Maffeil[18] reliessome dynamic infor-
mation attached to ciphertexts, in the form of tags, whickasally determine the role
of messages in the authentication task. A great advantapatisag and type defini-
tions are automatically inferred 129]. Furthermore, the abtags makes the analysis
compositional, thus naturally fitting the analysis of mipltbtocol systems, where par-
ticipants engage in different, and possibly unknown, prot®. Even if the analysis is
general enough to cover several existing protocols, itpesé® strictly constrained by
the set of tagged ciphertexts.

This paper tackles the analysis of authentication prowém@m a conceptually
more abstract perspective. Starting from protocol namatiexpressed in a dialect
of the p-spi calculus, we abstract from the specific structure ofsagss by solely fo-
cussing on the challenge-response components that areitlie the protocols. The
resulting more abstract protocols are formalized in a newcgss calculus, th€R
calculus which is specifically tailored to reasoning about chalkemngsponse mecha-
nisms within authentication protocols. TA& calculus grants a more abstract view of
authentication protocols, enables more abstract and gleperofs, and enjoys some
properties constituting a significant advantage over iexjsype-based approaches.

e Foremost, we prove a soundness theorem stating that aimstsapreserve au-
thentication properties, i.e., proving authenticationdgrotocol abstraction in
the CR calculus suffices for obtaining an authentication prooftfar actualp-
spi protocol.

e The analysis is modular and compositional since each pahts independently
validated and the parallel composition of successfulljdeaéd protocols yields
a secure protocol again. This fits very well the analysis oltipuotocol sys-
tems.

e The abstraction fronp-spi to CR calculus protocol descriptions and the effect
system used for verifying the safety of the latter are coteplendependent.
This independence constitutes a key feature of our apprsiach it entails that
refining the abstraction does not affect the soundness arihlysis and vicev-
ersa.

e The abstraction is extensible in that extensions to aduitiprotocol classes
immediately enjoy a soundness theorem provided that thdsasons satisfy
certain explicit, easily checkable conditions. This is g ###ference with respect
to other type-based approachis([2, [25, 18], where an estensithe analysis
requires re-proving the soundness and the safety of thgssélom scratch.

Further related work. Strand space$ [26, 27,121] and ProVerif[[8[ B, 9] constitute
effective and general frameworks for the analysis of séguymiotocols: the analysis
is automated, applies to several protocols and deals wifiérelint security properties.



In contrast to dynamic typing, these techniques prove waésults against partici-
pants running the protocol of interest. However, as disigs [30], problems may
arise when participants execute different protocols withsame cryptographic keys.
The interaction amondifferentprotocols, possibly unknown or, by contrast, carrying
out some common sub-tasks, is particularly interestingnndeveral security services
coexist and are possibly combined together. Interestirgjignd spaces offer some
syntactic conditions on protocol specifications for gusgaimg the compositionality
of the analysis. This still assumes that protocols intémgavith each other are known
and requires some constraints on the form of protocolsenik analysis guarantees
that the parallel composition of successfully validatedtpcols is still safe, possibly
relying on message tags. As opposed to our approach, botleffrand Strand Spaces
do not enjoy guaranteed termination, although the anatgsisinates for a large class
of protocols[[10].

The control-flow analysis for message authenticity proddseBodeiet al. in [1Z]
and recently extended in’[24] to detect replay attacks isatjorelated to our approach:
both of the techniques enjoy guaranteed termination b, tdihe undecidability of
authenticity, they perform an overapproximation that 1ssaeily rules out safe proto-
cols. The technique proposed in this paper exploits som@stjo patterns that suffice
to guarantee the safety of the protocol and, notably, torenthe compositionality
of the analysis. The control flow analysis bf[12] 24] worksamabstraction of the
protocol semantics and, consequently, it is not constcaiyethe challenge-response
paradigm. However, it does not enjoy immediate composidipnresults.

Finally, Dattaet al. [23,120,[19] have recently proposed the protocol compasitio
logic (PCL), an interesting logic-based approach to crgmphic protocol analysis.
PCL is designed around a process calculus with actions fesiple protocol steps
including generating new random numbers, sending andvwiegainessages, and per-
forming decryption and digital signature verification aa, much in the same style as
p-spi calculus. By relying on protocol invariants, authoevelop a modular way of
reasoning about security protocols, ensuring that prdgabat are proved to be indi-
vidually secure do notinteract insecurely when they arefmmsad with other protocols.
As opposed to our approach and similarlyltol[26], compasdtliiby results require the
knowledge of the protocols that are concurrently executdowever, PCL supports
compositional reasoning about sequential compositionatbgol steps, which we do
not address in this paper. A formal comparison is thus istarg but, since the analysis
technique and the underlying model are different, it isdesftuture work.

Outline. Section[® reviews the-spi calculus and introduces a small novel dialect
thereof. Sectiofll3 presents the n€R calculus. Sectiofl4 introduces the abstraction
of p-spi protocol descriptions into tHeR calculus. Sectiof]5 proposes an effect system
for checking the safety dfR protocols. Sectiofl6 concludes and outlines future work.

Note for reviewers. A preliminary version of this work has been presented at46],
workshop with no formally published proceedings thus necprding further confer-
ence publication. With respect to that version, we havergldd the calculus and the
abstraction so as to deal with hash functions, MACs and@essy distribution and
authentication.

2 Review of thep-spi Calculus

The p-spi calculus[[16] derives from the spi calcul(i$ [4] and iritsemany of the
features ofLysa[l1], a dialect of the spi calculus specifically tailored e tanalysis



Table 1 (Our Dialect of) thep-spi Calculus

Names Terms
ai= nm (Msg) Ti= a (Name
1,J,AB,E (Id) k (Keys)
Keys XY, Z (Vars)
ko= ki (Sym) X, % (Input Varg
Kk (Asym) Tag(T) (Tag
(T,T) (Pain)
{T Ik (Eng
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—M, N denote terms without encryptions and tagsienotes keys and key variabbgg.

of authentication protocols. The-spi calculus differs from both calculi in several
respects: it incorporates the notion of tagged messagergehfrom|[15], associates
principal identities to processes and syntactically bikelgs to their owners. In this
paper, we consider a novel dialectmfpi in which encryptions and decryptions are
performed on-the-fly when sending and receiving messagsgectively. This dialect
in particular links protocol specifications more tightly tteeir informal “graphical”
descriptions, which only depict sent and received messaghsut giving a precise
semantics on how messages are parsed and constructederfoth, the calculus is
extended so to also deal with hash functions, message digtitéon codes (MAC) and
session keys.

2.1 Syntax of our Dialect of thep-spi Calculus

The formal syntax of our dialect of thespi calculus is depicted in TaHlé 1. We pre-
suppose a countable s&f of namegartitioned into two distinct categoriesiessages
andidentities The set of identitiedD, ranged over by andJ, is further partitioned
into trusted principals/iDyp, ranged over byA andB, andenemied D, ranged over by

E. Keysare partitioned into symmetric long-term keys, shared betweenandJ, and
asymmetric long-term keyl§", k;” representing corresponding public and private keys
belongingtd, and symmetric session kelgg, shared betwednandJ. Long term keys
are assumed to be known in advance by the respective userf®atids reason, occur
free in the process, i.e., they are not explicitly gener#tesugh the commanadéw’;
session keys, instead, are always freshly generated thithegcommandriew (ki)'



Well-formed processes (see below) are such that long-teys kre never transmit-
ted on the network. For easing the presentation of the aisalye isolate a subset of
variables, callekey variables these variables represent session keys received from
the network and are labelled by the identity of the ownersirfstancey; denotes a
variable that at run-time should be instantiated with aisadsey shared betwedrand

J. Notice that such an ideal behavior is not checked by the stosaand, in fact, key
variables have the same computational import as variablgsan be thus instantiated
with any term. However, we prove that for safe protocols, peotocols successfully
validated, key variables are only replaced at run-time leyititended session-keys.
We also presuppose a sétof tags and terms can be tagged usintgg € 7, thus
determining their role in the authentication task. Morepterms contain paif§, en-
cryptions, hashes and MACs. The special name _, which detlséeempty message,
will be omitted when occurring at the end of a tuple, ebgginy (A, B,M1, M2, ) will

be written aseginy (A, B, M1, M2).

Processegor protocol9, ranged over by andQ, behave as followsnew(n).P
generates a fresh namdocal to P andnew(k;).P generates a fresh session key
local to P, whose intended scope is the pair of principaEndJ. We presuppose a
unigue anonymous public channel, the network, from/to Wialt principals, includ-
ing intruders, read and send messages. Similarlyysgs our input primitive may
atomically test part of the read message, by employing attetching. Notice that
in is a binder for the variables preceded by ‘?’, calledut variables and we forbid
the occurrence of input variablex &ywhere else. The scope of an input variable is
the right-hand side of the input pattern and the continmgtimcess. If the input mes-
sage matches the input pattern, then the input variabldsoamed to the corresponding
sub-part of the input message; otherwise the message isadtat all. For exam-
ple, processn(?x, ?y).P reads any paifG,G’) and reduces into proceB$G/x,G' /Y],
where the free occurrences wfandy are replaced bys and G/, respectively; pro-
cessin(?x,x).P reads instead only pairs composed of identical messages ie
input variable R binds the second occurrenceoin the input pattern, which is thus
pattern-matched. This mechanism is also used to decrygitregtmessages on-the-fly,
and thus constitutes an important novelty compared t@ibgi calculus; of course, in
order to immediately match a message encrypted with asyritnoeyptography, the
correct decryption key has to be specified in the input patt€or example, process
‘in(ﬂ?x[}k;).P’ reads any message encrypted witls public keyk!, i.e., messages
of the form{G}kX, decrypts them on the fly, and binds all the free occurrentes o
to G in processP. The semantics is formally defined in Sectlonl2.2. Note that w
distinguish between thstatic cryptographic termd of the calculus, and the actual
sent and receivethessages GEncryption, hashing and MAC generation for terms is
denoted{ T [lk,h(T ) and MAG(T ), respectively, while encrypted messages, hashes
and MACs are denotefiG}y, h(T) and MAG(T), respectively. This is crucial in the
calculus semantics to distinguish, e.g., between the singaleption and the reception-
with-decryption of an encrypted message. For instaimg@x).P andin({ ?y[tk,s)-Q
can both read messag&}y,, but the first process just reads it, denoied G},;),
while the second one reads and decrypts it, denmefiG [},;). In particular,x is
bound to{G},; While y is bound toG. This makes it possible to express protocols
in which part of a message is unknown to the recipient, asddse, for example, in
symbolic model checking and constraint solving[5,[13, 31].

1For the sake of readability, in the rest of the paper we widtiespas tuples: for instance, the nested pair
(a, (b,k)) is simplified in(a,b,k).



Thebeginy (A, B,M1,M>,K) andendy (B, A, M1, M2, K) primitives are used to check
the correspondence assertiofi&Z] in a nonce handshake betwegrandB based on
nonceN. The former declares th#t is starting a protocol session wi while the
latter declares thd is ending a protocol session in which he believes to havesctyr
authenticated. Messaged#!; andM,, when specified, represent messages exchanged
respectively fronB to A and fromA to B during the protocol sessioK; is a session key
sent byA to B and authenticated in the handshake. Fin@lyP represents principal
A executing procesB; processP|Q is the parallel composition d® andQ; process
IP indicates an arbitrary number of parallel instance®0éndO0 is the null process
that does nothing. We always onfifrom protocol specifications. Finally, we remark
that thep-spi calculus comes with a notion of well-formedness cheglthat(i) iden-
tity declarations do not nestii) the first identity in begin and end assertions refers to
the principal running the procesSii ) principals only use their own long-term keys;
(iv) session keys are the only keys that can be sent or receiveueametwork; and
(v) each key variabley; is authenticated before being used for encryption, i.ehea
input and output of terms of the forfhT [}y, is preceded by an end assertion of the
form end,(J,1,M1,M32,x3). This last condition requires the authentication of sessio
keys before their actual use in the protocol. Well-formedris trivially verifiable by a
syntactic inspection of processes and, from now on, we mifllicitly assume it.

Example 1 Toillustrate, let us consider the following mutual autheation protocol,
whereB is willing to authenticate message with A, through a session-key freshly
generated by.

A -<—m!{B!nB}kK

B

{naykAB,A}kg A
<——{h(m),na Atg——

In the first messag® encrypts a fresh noneg and his own identifier witl\'s public-

key, while the message to authenticate is sent in clear.eSheattacker can manip-
ulate messages in transit on the netwa@klcannot check the origin or the integrity of
messagen. A proves her identity by decrypting the ciphertext and repbg send-

ing to B a fresh noncaa and another ciphertext, encrypted wils public-key and
containingng, a fresh session-keng andA’s identifier. After receiving the second
message and checking the freshnessgfB authenticate®\ and kag. In the third
messageB's encrypts the hash ah, ny and A’'s identifier with kag: after decrypt-

ing the ciphertextA authenticate and messagen. The protocol description in
p-spi calculus is reported in Tablé 2. For the sake of reaitghile have depicted
message exchanges in between the corresponding inputsigmudso Notice thaB au-
thenticates the session key received frdin the second messagen(l,,. (B, A, _,_, X))

and, before sending the third message, he declares hisiamnén authenticaten with

A (beginy (B, A,_m)). Dually, A starts the protocol to exchange an authenticated session
key kag With B (begin,(A,B,_, _kag)) and finally authenticates the message received
from B (end,, (A, B,_,X)). O

2.2 Operational Semantics of our Dialect of thep-spi Calculus

We define the operational semantics of our dialegt-epi in terms otraces following
[13]. A trace is a possible sequenceaationsperformed by a process. Each process
primitive has an associated action and we denote Wihthe set of all possible ac-
tions. The dynamics of the calculus is formalized by meana trensition relation



Table 2 Example protocol irp-spi

Resp2 Init &
new(m).new(ng).
out(m, {B,ng [}:).

in(?x,{ B{?yﬂ»k;)A <_m.,{B,nB}kX

new(na).new(Kag).

beginy(A7 B7_7_7 kAB)

OUt({va kAByAGkgynA)~ _{nB’kAB"A}kE"nA% m(ﬂ nBy'b(ABvAGkgy?Y)'
endnB(B7A7_7_7 XAB)-
beginy(B,A,_7 m).

in(4h(x),na, Alk,g)- <~ {h(m).nAlgg—  out({h(m),y,Alxss)-

endnA (A7 B7_7 X)-

System £ 1By Init | |A>Resp

betweenconfigurationsi.e., pairs(s,P), wheres € Act' is a trace and is a closed
process. Each transitiojs,P) — (s:: a,P’) simulates one computation stepRrand
records the corresponding actiarin the trace. We denote by a finite non-empty
sequence of computation steps. Principals do not diregtigleonize with each other.
Instead, they may receive from the unique channel an arpitn@ssage known to the
environment, which models the Dolev-Yao intruderl[22]: #mowledge of the envi-
ronment is formalized by a set of deduction rules stating tiva environment knows
all the messages sent on the network, every name which issawiated in the trace,
all public keys, and every shared and private key tim the subscript, e.gkg| and
kz . Moreover, the environment can tag and untag messagesrwcies destruct pairs,
apply hash functions, and, if the appropriate key is knoweygpt/decrypt messages
and build MACs. The transition relation and the deductivetem for the knowledge
of the environment are formalized in Appenfilk A.

Definition 1 (Traces) The set T¢P) of traces of P is the set of all the traces generated
by a finite sequence of transitions frqggP): Tr(P) = {s| 3P’ s.t. (¢,P) —* (s,P')}

The notion of safety extends tlagreemenproperty of [32[2B] by distinguishing be-
tween received and sent messages and pointing out the neadéthe handshake.

Definition 2 (Safety) A trace s is safe if and only if wheneveess, :: end,(A,B,G) :
S, there exist’s s| such that s=s; :: begin,(B,A,G) :: ] and § :: s :: 5 is safe. P
is safe if s is safe for all & Tr(P).

Atrace is safe if evergnd,(A, B,G) is preceded by a distinbegin,(B, A, G). Intu-
itively, this guarantees that wheneBauthenticates thenA is willing to authenticate
with B and the two principals agree on the authenticated @Hm

3 CR Calculus

In the previous section, we presented a calculus for sgagifynd reasoning on cryp-
tographic authentication protocols. Now, we want to alestasvay from the specific
structure of messages, and in particular from symbolic toyaphy, and to reason
on authentication protocols just in terms of challenges @sgonses. To illustrate,

2For convenience, we often write the triplé1, G2, G3) of authenticated messages as a unique @&rm



Table 3 Protocol concretizations

A (protocol a) B A (protocol b) B A (protocol ¢) B
—n— <—{B,n,m}kx— —{B,m,n}y,, —
—{Bmnj, — — {Ankagl; — —{B,mn}y,, —

let us consider again the protocol of Example 1. Intuitivehe first message is a
“tainted” challenge, sinc&’s public key is known to the attacker. The second message
is composed of a tainted response and a public challengetetir¢oB. Finally, the
third message is a private response, since it is encryptibdavgymmetric session-key
shared betweeA andB. We can depict the abstract protocol narration as follows:

A< m,CIBnt’Tnt(B,A) B

Tnt, Tnt Pub,Priv
RnB | |

(AB,_kas),Cny AB ™=

Pub,Priv
Rng

(B,Am)

The idea is that cryptographic challenges or responsedhateaated into two special
messages, namel)/,;jé/(B,A,Ml,Kl) and F{f/(A, B,M3,K3). The former may be read
as "challenge sent b to A for authenticating messadé; and session-kel{; with
nonceN" and the latter may be read as "response sewtimB for authenticating mes-
sageM; and session-kel, with nonceN". Labels?, ¢’ € {Pub, Tnt, Int, Priv} specify
the security level of the challenge and the response, régplyc with the following
meaning:

Pub : readable and writable by everyone; cleartexts fall in thiss;

Tnt : writable by everyone but readable only by the intended vecgpublic key cryp-
tography is an example of this kind;

Int : readable by everyone but writable only by the sender (eigjtatisignatures);

Priv : readable only by the intended receiver and writable onlyngysender; this is
achievable through, e.g., “authenticated symmetric gutig” as soon as the
“direction” is made explicit as previously explained.

The capability of reading or writing challenges and respsnsduces a partial order
on labels:

(60)

C?ﬁ 0 (A.B,m k) Priv(B readsA writes)
R V(ABmMK) — —
Tnt(B reads, all write Int(all read, A writeg)

Pub(all read, all write)

Messages witlf < Tnt may be written by everyone, while messages WithInt may

be read by everyone. Moreover, orBycan read messages with> Tnt and only

A can write messages with> Int. There are two ways in which a principBlcan
authenticate himself(ii) by sending a response that ofdycan generate, i.e., with se-
curity level Int or Priv; and(ii) by replying to a challenge that onB can read, i.e.,
Tnt or Priv. For example, R*>'™ (A, B,m) represents an integer response to a public



Table 4 CR Calculus Names and Terms

CR Names CR Terms

al= n,m (Msgs) Ti= a (Names
kiy (Ses Keys X,Y,Z (Vars)
I,J,A,B,E (Identitieg XY, %2 (Input Varg
T (Any) (T1,T2) (Pain)

(6
Notation : ¢ € {Pub, Tnt, Priv, Int}. CNM (1LJ,M,K)  (Cha)
M, N denote terms with no challenges and respanses R§\,"’ )(I,J, M,K) (Resp

K is either a session ke, or a session key variablg).

challenge G*>'™(B,A), which might be concretized as jnotocol a (cf. Table[3): A
proves her identity by signing the nonce together wighend messagen. As another
example, consider Pt’T“t(A, B,_,kag) representing a tainted response to a tainted
challenge G™ '™ (B, A, m), which might be concretized as fmotocol b: A proves her
identity by decrypting the tainted challenge using her gdvkey. Attention should
be payed when the security label of the challengpe and themespis the same and
symmetric key cryptography is used. For examplg'R™ (A, B,m) with challenge
Ch™Pv(B, A,my) should never be concretized using messages that might fiesenh
For example, consider the worst case in which challengeespbnse are the same, as
in protocol c. Here the enemy can trivially attack the protocol by repigythe received
challenge back t®, authenticating a#. This is why theCR calculus explicitly dis-
tinguishes between challenges and responses and thectibstfeom p-spi to theCR
calculus guarantees that they remain distinguishable e¥®m concretized through
symbolic cryptography (see Sectidn 4).

3.1 Syntax and semantics

The calculus of Challenges and Responses, célRdaalculus, has the same syntax
as our dialect op-spi calculus apart from names and terms, reported in TableR4
names, noted, correspond to the names fRspi plus session keys and, used for
abstracting arbitrarp-spi terms. Terms, instead, have neither tags nor symbiglje ¢
tography, but include challenges and respon§&sprocesses, ranged over Byhave
the same syntax gsspi processes but use tA& names and terms described above.

Example 2 We show theCR calculus specification corresponding to Exaniple 1. As
before, we use arrows to point out synchronizing inputs ariguds.

Resp2 Init £
new(m).new(ng).
in(2,CL"" " (B, A)) —  out(m,CIM T (B, A)).

new(na).new(kag).
beginy(A, B,_7_7 kAB)A
out(Ry "™ (A B, _ kag),
CE:b’PriV(A,B)). N in(RIB“t’T"t(A,B,_, ?XAB),C!;YUb’PriV(A,B)).

end, (B,A,_,_,xaB)

begin, (B,A,_,m).
in(REUPPV(B A x)). —  out(Ry"P(B A m))
end,, (A,B,_x).

Systen#! B Init | !A>Resp O



As thep-spi calculus, th&€R calculus comes with a notion of well-formedness for
processes ruling out undesired process behaviors. Irepkatj as fop-spi (i) identity
declarations do not neg{ij) the first identity in begin and end assertions refers to the
principal running the process. Moreovgii,) the identities in challenges and responses
refers to the sender and the receiver, respectiv@ly;nonces, i.e., the subscripts of
begin and end assertions, can occur in input and outputrpattmly as subscripts
of challenge and response terms dmpsession keys and key variables can occur in
input and output patterns only as last component of chadlemgl response terms. The
last two conditions ensure that nonces and session keyysla@pear in a precise
position within exchanged challenges and responses. Jloigicial to avoid they are
leaked or used in an uncontrolled way. These conditions as#yeverifiable by an
inspection of the process syntax and in the following welsiialays consider well-
formed processes.

We defineCR calculus operational semantics in termdrates Recall that principals
do not directly synchronize with each other. Instead, thay neceive from the unique
channel an arbitrary message known to the environment,hamicdels the Dolev-
Yao intruder. Here, instead of symbolic representationsrgptographic terms, the
intruder can manipulate challenges and responses but wenadhat security labels
are respected: the intruder can forge messages with lasdghan or equal tdnt;
moreover, the intruder can read messages with labels lassotrequal tdnt. Finally,

if the attacker gets the knowledge of a session#gythen it can also write and read
challenges and responses sent lyJ or vice-versa, regardless of their security level,
thus abstracting session-key corruption. In the following write —, and —7 to
denote one-step and multi-step reduction of abstract psese respectively. For more
detail on the transition relation and the deductive systemtlie knowledge of the
environment, we refer to Appendn B.

4 Abstraction from p-spito CR

The abstraction fronp-spi to CR calculus is defined op-spi terms, traces and pro-
cesses. The idea is to abstract away from the specific steusfumessages, focusing
instead on their challenge-response role in the authdioiictask. The abstraction,
given ap-spi protocol narration, yields &R protocol that is proved to be a faith-
ful abstraction of the former. The abstraction of terms,oregd in Tabldb, allows
for abstracting ciphertexts into challenges and resporisesbstraction of traces and
processes is conceptually simpler and amounts to abstagt'erm occurring therein.

The abstraction of names and variables is straightforwaddanounts to map them
into their directCR counterparts. The abstraction of a pair yields the pair czsag of
the abstractions of each component. Finally, tags and kaskebstracted away. The
abstraction of encryptions performed by trusted prin@palparameterized and ruled
by a partial functionf from encryption patterns to abstract challenge and regpons
terms. This function works on syntactic terms in which thare no input variables
and all the variables are distinct. In the actual protoceksfration variables may be
different, preceded by ‘?’ or even replaced by run-time terithe abstraction of an
encryption is thus given by the closure fofdenoted byf.

Functionf is defined by closing under all the possiblealid variable instantia-
tions: a valid variable instantiation on syntactic termssi@) all the key variables;
into different key variableg,; (possibly prefixed by ‘?’) or actual session keys of
the same pait, J of principals, andii) the remaining concrete variables into different
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Table 5 Abstraction of run-time terms, terms and processes

Run Time Terms

alend;(A1,G') 1)
a(At)

a(a) = a
a(Ry,R2) = (a(Ry),a(Ry))
a(fag(R) = a(R)
ah(R) = a()
f({Rpk) if {R]k € dom(f)
a(R) if {R[lk ¢ dom(f) A
a({Rlk) = # valid o andR’ s.t.
[{Rbk]o=[R] A R edom(f)
€L otherwise
f(MACk(R)) ifMACk(R) e dom(f)
a(R)  ifMACk(R)¢domf)A
a(MACk(R)) = PvalidoandR st.
[MACk(R)]o=[R] A R edom(f)
1 otherwise B
a(G) = T Gin {{G}k,h(G),MAC(G)}
Processes
a(0) =0
a(new(n).P) ~  new(a(n)).a(P)
a(in(R).P) = in(a(R).a(P)
a(out(R).P) — out(a(R).a(P)
a(beging(A1,G).P) = beging (a(A),a(l),a(G)).a(P)
a(endy(A1,G).P) = end ( (A),a(l),a(G)).a(P)
a(A>P) _ a(AaP
a(P|Q) = a(P)a(Q
a(lP) = la(P)
Traces
a(e) = €
o([A>] new(n) ::t) = newa(n)) :zaf(t)
a(in(R) ::t) = in(a(R)):a(t)
a(out(R) ::t) = out(a(R)) za(t)
a(beging (A 1,G) it) = i ,
( =
( =

- Rreplaces each decryption keyRwith the corresponding encryption one.

- o is valid if the following conditions hold: (i) o:x+— a|{G}a| MAC4(G) | h(G) | 2

(i) xy €dom(o) =
o(x13) € {3,135, kig, for somek,y}
f(T)o®

def

- For everyT € dom(f) and valido, f(To) =
whereo? is defined as follows:
(i) oix—T
(i)  xedomo®) < x e domo)
a ifox)=a
iy =4 ¥ o=y
A ifo(x) =%

T  otherwise
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Table 6 Encryption Abstraction

A partial functionf : { T [k | MACk(T) — C/Rf\f/ (1,J,M,K) is anencryption abstractionff
Format - name$T) C ID andname$N) = name$M) = name$K) = 0;
-x e varyT) iff x € vars(N) UvargM) Uvars(K);
- ¥x,y € vars(M), x precedey in T iff x precedey in M.
- T does not contain input variables
Unique Abstraction if 3T,T’ € dom(f), valid 0,0’ s.t.[T]o =[T]'d,
thenT =T/;
Nesting if 3T" € dom(f) and{T [k € termgT’) (resp. MAG (T € termgT")),
thena({T k) = a(T) (resp. a(MACk(T)) = a(T)) (nested terms are neither chal-
lenges nor responses);
Encryption If {T [k € dom(f) or MACk (T |) € dom(f) then
-K =k implies f({ T [}x) € {Cﬁ”(J,I,M,K),Rﬁ;’K(J, I,M,K)}, with | < Tnt;
-K =k implies f({T Ji) € {CK’ (1,4,M,K),R (1,4, M, K)}, with | < Int;
-K € {kiz,xy} implies f ({ T k) € {C/RY (1,J,M,K),C/R " (J,1,M, K)};

variables or run-time terms different from pairs and taggenhs that are never substi-
tuted to variables at run-time. Functidmrmaps the abstract variables correspondingly
apart from non-atomic terms which are abstracted ihtdVith non-atomic terms we
mean terms that are not names, keys, variables and inpablesi

If the encryption is in the domain df, then the abstraction is defined accordingly.
If the encryption is not defined ifi and there is no variable instantiation allowing
the corresponding run-time ciphertext to be interpreted aeballenge-response term,
then the abstraction is simply defined as the abstractiomeofontent in that the outer
encryption does not provide any authentication guaran@berwise the abstraction
fails since the challenge-response interpretation is tatically predictable. Similar
reasoning applies to MACs.

Example 3 Suppose thaf ({ A x, z},s) = RL">"™(A,B,z): then we

FHA DA (g bie) = Re ™ (A.B, T)
, since{n}g. is non-atomic. However, we have that
F{A A M) = Res”™ (A, B, m)
given thatmis, instead, atomic.

Although we can define a unique functibicovering several interesting protocol classes,
as discussed in the conclusion, our framework allows thgrnaramer to extend such a
functionwhen needed. The abstraction is sound as faissanencryption abstraction

i.e., it respects the conditions reported in TdBle 6:

Format The only names occurring ifi are identitiesN, M andK are abstract terms
only composed of the (abstraction of) variables occurring.i It is important
that abstractions preserve all of the encrypted varialdethat, when decryp-
tion is performed, we can recover those (abstract) valwes the corresponding
challenge-response. We also require that the order of ttesaib variables in the
authenticated messagyecorresponds to the order in the encryption pattern: this
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avoids that variables occurring free in the encryptiongratget bound in the
abstract message or vice-versa. Notice that the sortingstfact variables does
not regard\ andK, since in well-formed processes nonces and session-keys oc
cur only once in the same abstract term. For the sake of rdagalve have

not considered the case of ciphertexts being both a challand a response: the
extension is straightforward and is reported in Appefidix D.

Unique Abstraction The encryption (and MAC) patterns if give rise to disjoint
classes of ground terms. This means that any ground runrtiessages has
a unigue possible challenge-response interpretation.n@bmposing different
protocols, this guarantees that if two ciphertexts havestirae structure, and
may be thus exploited by the attacker to interleave diffepeatocol sessions,
then they also share the same challenge-response inggipnethis property is
crucial for preserving the compositionality of the anadyand can be enforced
by the use of message tafisl[18]. We verify this condition tphapg a standard
most general unifier.

Nesting Nested encryptions and MACs represent neither challengragsponses and
this property holds for any variable instantiation. Thisy@nts the uncontrolled
leakage of challenges and responses. As future work, wetpltake into ac-
count a more sophisticated definition of encryption abstsacso as to identify
the security level and role of nested terms and to abstraat trccordingly.

Encryption The security level of CR terms is consistent with the segueitel of the
encryption keys. Public key encryption is of security lesemostTnt, digital
signature at modht and symmetric key encryption has no constraints as it is of
the highest levePriv. Notice that it is allowed to abstract a message to a lower
level of security, which is sound but could make the abstpastocol insecure
even if the concrete one is safe, thus losing precision imbstraction.

Finally, notice that names sent or received in clear do natain enough informa-
tion for telling whether they represent challenges or rasps or messages without a
specific role in the authentication task. Since messageslating in clear on the net-
work have the same computational import as public challergel public responses
(i.e., they can be derived from each other by the environjn&rims of the formv,
ceeL(1,J) or RSP (1, 1), wherev is either a name or a variable or an input variable,
are in fact freely exchangeable within the process whenroiocuas plaintext in in-
put or output patterns: in fact, we identify processes diffg because of the above
described replacement.

Example 4 Let us consider the protocol of Examiile 1 and formulate thieviing
abstraction function:

o {Bxlyy — C"T(B,A),
{xyas, Al —  RI™T™(AB,_yas).
{h(x).yAbe  — REPV(BAX)
By applying the abstraction on terms defined in Tdble 5, arghiticular the closure
of the encryption abstraction defined above, we can abstragrotocol of Example 1

into the protocol of Exampld 2. It is easy to see that funcfi@atisfies the conditions
of Table[® and is thus an encryption abstraction. O
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Before stating the soundness of the abstraction, we intethe notion of authenti-
cated key variable. At run-time, key variables must be bound to actual session keys
ki; so to avoid “fake” session keys sent by the enemy. This isiarte safely abstract
ciphertexts encrypted with session keys into private engles or private responses. As
stated in Sectiofll5, validated abstract processes alwaysigiee this property.

Definition 3 (Authentication of key variables) An abstract proces® guarantees
authentication of key variables if and only if in every retioic of P key variables of
the formx), are only instantiated with session keys of the fdgm Similar definition
applies top-spi processes.

The main result states that every concrete computation daget counterpart in the
abstract model, given that the abstract process guaraategkdntication of key vari-
ables.

Theorem 1 (Soundness)If a(P) is well-formed and guarantees authentication of key
variables, then(s,P) —7 (s',P") implies{a(s),a(P)) —7 (a(s),a(P)).
For easing the readability of the paper, we postpone thefptodppendiT.

5 Effect System

Our use of effects for locally checking the correct behawabprincipals is inspired
from [18]. Superseding [18] however, we do not need any tyginvironment a€R
syntax makes explicit the role of terms, which consideratigplifies the analysis.
The effect system checks the safety of nonce handshakedyliygren the following
intuitive principles: theverifier should authenticate through an end assertion only af-
ter the successful completion of a suitable nonce handsbaged on a fresh nonce
and theclaimantshould respond to a received challenge only after a suitadxign
assertion. For instancé, should assernd, (A1, M1, M, K) only after the output of

Cf;”(A,I, M;) (i.e., a challenge with nonaefor authenticating messad#é;, the input

of Rf;”(l,A, Ms,K) (i.e., a response with the same nonce for authenticatingages
M, and session-kel) and the check on the freshnessmoDually, B should respond
to challenge éé,(l, B, M;) with response /(B, I,M;,K), only after having asserted
begin,(B,l,M1,M,, K). For easing the analysis, we assume that session-keyaécu
only within responses: this is the common way to distribisson-keys as sending
them within challenges requires a further nonce handshakeefrifying their fresh-
ness. Although the analysis and the abstraction can bededeio deal with such a
kind of handshakes similarly to [11[7.129], this is left as fietwork.

5.1 Effects and their Usefulness for Proving Safety

The link between correspondence assertions and the nondstieke followed by prin-
cipals can be achieved by tracking the generation-reagepfichallenges and responses
and the freshness of nonces. This tracking can be condugtertans okffects For-
mally, effects are multisets of atomic effects, as fornediby the following grammar:

(at. eff) f fresh(n) | [1[2C5" (1,3, M) | 1ZRS (1,4, M, K)

(eff) e [f1,..., fn]
As mentioned before, we assume that session-keys onlyiaieonithin responses and,
consequently, the last field of the challenge effect is empty
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Table 7 CR protocol with effects
A

oy}

new(n)

fresh(n) ﬂ’

CEUb‘an(B,A)

f)cﬁub,Priv(B A)
e begin,(A,B,_,m)
ﬂ IRPUBPIV (A B )
° 7Rsub.Priv<AvB‘m)% °
fresh(n)
!CEUb’PriV(B7A)
?d:]’ub.Priv(A" Bm)
end,(B,A,_,m) e

fresh(n)
!CEUb‘PriV(B7A)

e The atomic effectresh (n) tracks the freshness of nonsgallowing for a suc-
cessiveend, (---) on the same nonce: a new namis fresh until it is used in an
end, ().

e The atomic effect ?ﬁ,’?f'/(l,J, M) (resp. !Cf\;[(I,J, M)) tracks the reception (resp.
generation) of a challenge with noniesent byl to J for authenticating message
M, thus allowing the occurrence of a successieginy(J,I,M,--- ,---) (resp.
endy(l,J,M,--- ---)) assertion. The security levelsand?’ have the same se-
mantics as in Sectidd 3.

e The atomic effect ?ﬁf'/(l,J, M, K) tracks the reception of a response with nonce
N sent byl to J for authenticatindVl and session-kel{, thus allowing a succes-
siveendy (J,1,- -+, M, K).

e The atomic effect !l%é/(l,J, M, K) has different semantics asaibabled to gen-
erate a response fowith nonceN for authenticatind/ and session-kel. This
atomic effect is justified by &eginy(1,J,---,M,K) assertion. This asymmetry
is discussed below.

5.2 Effects for a Simple CR Protocol

To illustrate the use of effects, let us consider the prdtdepicted in Tablgl7. along
with the effects used in the analysB generates a noneg whose freshness is tracked
by the atomic effecfresh(n), and sends it in a challenge o ICL">"™ (B, A) tracks
on the verifier's code the generation of the challenge. Thep#on of this message is
tracked by ?&">P™" (B, A). The followingbegin, (A, B,m) requires the reception of a
challenge fronB (effect 2G“>F™ (B, A)) and justifies the generation of a response for
authenticatingn (effect IR;“>F™ (A, B,m)). This is the reason why effects of the form
!Rf\,*é/(. ..) are used foenablingrather than tracking the generation of responses, as
mentioned above. Hence JR"™(A,B,m) enablesA to generate the corresponding
response, which is eventually received Byas tracked by 2R>"™ (A B,m). After
completing the handshake (effect$ "™ (B, A) and 2R “>F™ (A, B, m)) and check-
ing the freshness of (effectfresh(n)), B can assernd, (B,A,m).
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Table 8 Effect System (Terms and Processes)

CHAL REsP
bc>TntVIR > Int lc>TntV/IR > Int K#£e=(r>Tnt
=GR, M) £ ([C (1,3, M), ) R (1,9, MLK) < (L [RSR(1,4, M, K)])
PAIR
AN e
a: ([,
(T, T'): (ec+€.er+€R)
REPL PAR ID NEW
EB—_H FP: FP:ep FQ:ieg FP:e FP:e
’ HIP ] FP|Q:er+eg FAbP:e F new(n).P : e—fresh (n)
NEwW KEY IN
FP:e FP:et?c+7%Rr FT:(ec,er)
Fnew(kal).P:e Fin(T).P:e
ouT BEGIN v
FP:etlec FT:(ec,er) FP:e+[IRG (AL M2, kay)] M, ground
- out(T).P:etlex - beginy (A, I, M1, My, kay).P : e+ [2CSR(1, A My)]
END

FP:e My, ground
Fend, (A, 1,M1,My,K).P : e+ [IC/R(A1,My), 2RER (1, A, M2, K), fresh (n)]
An abstract term is ground if it contains neither variablesh

5.3 Effect rules

For simplifying the presentation, we introduce some adddl conventions. We
write ![fy,..., fn] and ?f4,..., fy] to denote[! f1,...,! fn] and [?f4,...,?fy], respec-
tively. Furthermores+ and— are the usual union and subtraction operators on multi-
sets:e1 + e yields the effect composed of all the atomic effectsiiplus the ones in
e, While e; — e, yields the effect obtained by removing, if present, an o@nge of
each atomic effect ie, from e;. If an atomic effect ok, does not occur i, then the
subtraction of that atomic effect leavesunchanged.

The binding between abstract messages and their effeatsnimlized in Tabl€l8
by the judgemerit M : (ec,er), read as M has challenge effeet and response effect
er”. Notice that we check that the security levels of challenged responses are con-
sistent, namely either the challenge security level istgrehatTnt or the response
security level is greater thant, as discussed in Secti@h 3. The main judgement in
our analysis i3- P : e, read as P has effecte”, meaning that procesB is safe un-
der the conditions expressed by effectFor instancef- P : [fresh(n)] means thaP
is safe ifn is fresh. In the following we shall give informal explanatgon the pro-
cess judgements of Tallk 8. The validation of a process isatkfiy induction on its
structure and the null process is the base case. villidates proces8 under empty
effect since the null process is always safePRvalidates the replication of a process
under empty effect [], if that process is in turn validatedlenempty effect. Requiring
the empty effect is necessary in order to preserve the sadaty, replicating a pro-
cess with effecfresh(n) may generate an infinite number of processes exploiting the
freshness of the same nont¢o complete authentication sessions; this, of course, is
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not safe as a nonce should be used only one& \Rlidates the parallel composition
of two processes under the union of their effects, statiagtthe parallel composition
of two processes is safe if both of the processes are safeskips identity declara-
tions as they are not relevant in the analysi€wWNustifies, through the atomic effect
fresh(n), at most one use af as fresh nonce in the continuation process. Indeed,
the deletion of one occurrence fitsh(n) in the thesis allows the continuation pro-
cess to exploit the nonce for asserting one end assertiorrylef END). NEw KEY
type-checks the generation of a new session key: we do ndttoeteack the fresh-
ness of the session key since the current dialegkgpi calculus does not deal with
session-key corruption. The insertion of session-keyuggion in this framework can
be achieved similarly td [29].N justifies in the continuation process the reception of
the challenges and responses composing the received rees9ag justifies in the
continuation process the reception of the challenges amuires the permission to
generate the responses composing the message sent onvibbekneis discussed in
Sectiof B, the assertidreginy (A,I,M1, My, K) (rule BEGIN) requires the reception
of Cf\,c’ﬁR(l,A, M) and justifies the generation oﬂR(A, [,My,K). Similarly, the as-
sertionend, (A, 1, M1, M,, K) (rule END) requires the freshness of the generation of
Cf’,C’ZR(A,I, M;) and the reception offR’[R(I,A, M,,K). Notice that we check on the
syntax of begin and end assertions that messages sent iesihanse by the claimant
are ground and so are the ones sent in the challenge by tHiewnefihis suffices for
proving thatT never occurs within authenticated messages at run time.iJ kbiucial
for carrying safety properties from the abstract semamti¢ke concrete one, since
might otherwise be instantiated differently in the matghbegin and end assertions.
Finally, notice that validation rules univocally determithe process effect from the
one of the continuation process, with the exception 6BV and END which have to
guess the security level of challenges and responses. Howeis nondeterminism
can be easily solved in the prevalidation by labelling erske®ns with the security
level of challenges and responses based on the same nomeendking the analysis
fully deterministic.

5.4 Safety Results
The following theorem states th@R processes with empty effect are safe.
Theorem 2 (Effect Safety) If - P : [, thenP is safe.

The following theorem constitutes the main result of ounfeavork: if the abstraction
of a process is safe, then such a process is safe as web, pimof of authentication in
the CR calculus automatically entails authentication in ghepi calculus.

Theorem 3 (Safety) If a(P) is well-formed and- a(P) : [], then P is safe.

This theorem can be easily proved by exploiting abstractmmdness of Theorelih 1
and by applying the following lemma:

Lemma 1 (Key Variables) If + P : [], thenP guarantees authentication of key vari-
ables.

For example, the protocol of Examfile 2 type-checks with greffect and it is well-
formed. By Theorerl2 it is safe and, by Lemiha 1, it guarantatreeatication of key
variables. By Theorerl 3, the protocol of Table 2 is safe as. wie last theorem
states that the effect system is modular and the analysipasitional.
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Theorem 4 (Modularity and Compositionality) LetP be an abstract process of the
form!P4|...|!Py,. Then P : [] if and only if-!P; : [],Vi € [1,m].

Depending on whether one realgas a protocol, executed by different principals, or a
multi-protocol system, made of different protocols, tihisdrem says thdt) a protocol

is safe if all participants are successfully, and indepatigecheckedifhodularity), and

(ii) a multi-protocol system composed of safe protocols is safmpositionality.

6 Conclusion

We have presented a novel approach for concisely abstgeatithentication protocols
and for subsequently analyzing those abstractions in adsmamner, i.e., deriving au-
thentication guarantees for protocol abstractions sffioe proving these guarantees
for the actual protocols. The approach enjoys composilityrguarantees, allows for a
modular analysis of abstractions, and ensures that mahgiatitation protocols share
a common abstraction so that validating it entails secupitgrantees for all these pro-
tocols and all compositions thereof. Moreover, such a aditich can be performed au-
tomatically using an effect system proposed in this paperrékhark that our approach
is extensible in that extensions to abstractions of aduifiprotocol classes immedi-
ately enjoy a soundness theorem provided that these eatensatisfy the conditions
on the encryption abstraction.

As future work, we plan to exploit recent results on linkiygrdbolic cryptography
with actual cryptographic algorithms to verify truly atestt authentication protocols
in a way that ensures strong authentication guarantees@wveoncrete, cryptographic
implementations.

References

[1] M. Abadi. Secrecy by typing in security protocolsJournal of the ACM
46(5):749-786, 1999.

[2] M. Abadi and B. Blanchet. Secrecy types for asymmetrimowunication. In
Proc. 4th International Conference on Foundations of Saftwscience and Com-
putation Structures (FOSSACSPlume 2030 of ecture Notes in Computer Sci-
ence pages 25—-41. Springer-Verlag, 2001.

[3] M. Abadi and B. Blanchet. Analyzing security protocolghwsecrecy types and
logic programs. IrProc. 29th Symposium on Principles of Programming Lan-
guages (POPL)pages 33—44. ACM Press, 2002.

[4] Martin Abadi and Andrew D. Gordon. A calculus for cryptaghic protocols:
The spi calculus. IProc. 4th ACM Conference on Computer and Communica-
tions Securitypages 36—47, 1997.

[5] R. M. Amadio, D. Lugiez, and V. Vanackére. On the symboéduction of pro-
cesses with cryptographic functiorngheoretical Computer Scienc290(1):695—
740, 2003.

[6] M. Backes, A. Cortesi, R. Focardi, and M. Maffei. A calaslof challenges and
responses. IWITS '07: Proceedings of the 7th Workshop on Issues in treyhe
of security pages 101-116. Informal publication, 2007.

18



[7]1 M. Backes, A. Cortesi, and M. Maffei. Causality-basedtafction of multiplicity
in cryptographic protocols, 2007. To appear in Proc. 20(BHESymposium on
Computer Security Foundations (CSF).

[8] B. Blanchet. An efficient cryptographic protocol verifieased on Prolog rules.
In Proc. 14th IEEE Computer Security Foundations WorkshopF@}% pages
82-96. IEEE Computer Society Press, 2001.

[9] B. Blanchet. From secrecy to authenticity in securitptpols. InProc. 9th
International Static Analysis Symposium (SA®)ume 2477 of.ecture Notes in
Computer Scieng@ages 342—-359. Springer-Verlag, 2002.

[10] B. Blanchet and A. Podelski. Verification of cryptoghép protocols: Tagging
enforces termination. IRroc. 6th International Conference on Foundations of
Software Science and Computation Structures (FOSSAG§es 136-152, 2003.

[11] C. Bodei, M. Buchholtz, P. Degano, F. Nielson, and H.Idba. Automatic vali-
dation of protocol narration. IRroc. 16th IEEE Computer Security Foundations
Workshop (CSFWpages 126—-140. IEEE Computer Society Press, 2003.

[12] C. Bodei, M. Buchholtz, P. Degano, F. Nielson, and H. Rel$bn. Static valida-
tion of security protocolsJournal of Computer Security 3(3):347-390, 2005.

[13] M. Boreale. Symbolic trace analysis of cryptographiotpcols. In28rd Inter-
national Colloquium on Automata, Languages and Prograngnii@ALP 2001)
Lecture Notes in Computer Science, pages 667—681. Spfifeytg, 2001.

[14] M. Boreale, R. De Nicola, and R. Pugliese. Proof techagfor cryptographic
processes. IRroc. 14th Annual IEEE Symposium on Logic in Computer Seienc
(LICS), pages 157-166, 1999.

[15] M. Bugliesi, R. Focardi, and M. Maffei. Principles fontity authentication. In
Proceedings of 5th International Conference PerspectbfeSystem Informatics
(PSI 2003) volume 2890 ot.ecture Notes in Computer Scienpages 294-307.
Springer-Verlag, July 2003.

[16] M. Bugliesi, R. Focardi, and M. Maffei. Compositionalalysis of authentication
protocols. InProc. 13th European Symposium on Programming (ES@#)yme
2986 of Lecture Notes in Computer Sciengemges 140-154. Springer-Verlag,
2004.

[17] M. Bugliesi, R. Focardi, and M. Maffei. Analysis of tygéased analyses of
authentication protocols. IRroc. 18th IEEE Computer Security Foundations
Workshop (CSFWpages 112-125. IEEE Computer Society Press, 2005.

[18] M. Bugliesi, R. Focardi, and M. Maffei. Dynamic typegs fauthentication, 2007.
To appear in Journal of Computer Security.

[19] A. Datta, A. Derek, J.C. Mitchell, and A. Roy. Protocarposition logic (pcl).
Electronic Notes on Theoretical Computer Scieric&:311-358, 2007.

[20] Anupam Datta, Ante Derek, John C. Mitchell, and Duskol®agc. A deriva-
tion system and compositional logic for security protocdisurnal of Computer
Security 13(3):423-482, 2005.

19



[21] S.F. Doghmi, J.D. Guttman, and F.J. Thayer. Searchimgsfiapes in crypto-
graphic protocols. IrProc. 13th International Conference on Tools and Algo-
rithms for the Construction and Analysis of Systems (TAC¥&)me 4424 of
Lecture Notes in Computer Scienpages 523-538. Springer-Verlag, 2007.

[22] D. Dolev and A. C. Yao. On the security of public key protts. IEEE Transac-
tions on Information Theor29(2):198-208, 1983.

[23] N. Durgin, J. Mitchell, and D. Pavlovic. A compositiddagic for proving secu-
rity properties of protocolsJournal of Computer Securit#1(4):677-721, 2004.

[24] H. Gao, P. Degano, C. Bodei, and H. R. Nielson. Detectemgay attacks by
freshness annotations. WITS '07: Proceedings of the 7th Workshop on Issues
in the theory of securitypages 85-100. Informal publication, 2007.

[25] A. D. Gordon and A. Jeffrey. Types and effects for asyrrineryptographic
protocols.Journal of Computer Security2(3):435-484, 2004.

[26] J. D. Guttman and F. J. Thayer. Protocol independernoaitih disjoint encryp-
tion. In Proc. 13th IEEE Computer Security Foundations WorkshopFi@5
pages 24-34. IEEE Computer Society Press, 2000.

[27] J. D. Guttman and F. J. Thayer. Authentication teststhadtructure of bundles.
Theoretical Computer Scienc283(2):333—-380, 2002.

[28] G. Lowe. “A Hierarchy of Authentication Specificatiann Proc. 10th IEEE
Computer Security Foundations Workshop (CSFpéges 31-44. IEEE Com-
puter Society Press, 1997.

[29] M. Maffei. Dynamic Typing for Security ProtocolsPhD thesis, Ca’ Foscari
University, 2006.

[30] C. Meadows. Open issues in formal methods for cryptelgi@protocol analy-
sis. InProc. 2000 DARPA Information Survivability Conference &ngbosition
(DISCEX) pages 237—-250, 2000.

[31] J. Millen and V. Shmatikov. Constraint solving for baled-process crypto-
graphic protocol analysis. IAroc. 8th ACM Conference on Computer and Com-
munications Securitypages 166—-175. ACM Press, 2001.

[32] T.Y.C. Woo and S. S. Lam. A lesson on authenticationgmot design.Opera-
tion Systems Revie®8(3):24-37, 1994.

A p—spi calculus semantics

The dynamics op-spi is formalized by means of a transition relation between
configurations i.e., pairs(s,P), wheres € Act" is a trace,P is a (closed) process.
Each transitions,P) — (s:: a,P’) simulates one computation stepfnand records
the corresponding action in the trace. At run-time, ternialdes can be bound to
run-time messages producing special terms containing aureiof{...} and{... [«

We call these extended termsn-time termsranged over byR. Run-time terms can
occur in input and output primitives only, given that cal@kyntax forbids the use
of cryptography in the other primitives. For this reasonruat-time, begin andend
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Table 9 Transition System fop-spi
Notation: We omit the symmetric rule ofAR.

NEw NAME AND KEY
ve {nky} v ¢ bn(s)ufn(s)

(s,new(v).P)—(s:: new(v),P)

REPLICATION
(s,!P)—(s,P | IP)

INPUT 0
skFG  o=bind(R G) #! uTPUT

(s,in(R).P) — (s::in(Ra),Pa) (s out(R).P) — {s:: oul(R), F)

BEGIN
(s,beging(A,1,G/).P) — (s:: beging(A,1,G),P)

PRINCIPAL
(s,P) — (s a,P)
(s AxP) — (s:: Ava,AsP')

END
(s,endg(A,1,G).P) — (s::end;(A1,G),P)

PAR

(sP)—(s,P)
(s, PIQ—(s,P|Q)

bind(a,a) = ]

bind(k, k) =]

bind(?x,a) = [G/X| G is neither a tagged term nor a pair
bind(Tag(R), Tag(G)) = bind(R,G)

bind((R,R),(G,G")) = owbind(Ra,G&) whereo = bind(R, G)
bind({ R[}k, {G}x) = bind(R,G)

bind(MAC(R),MAC(G)) = ] bind(R,G) =[] A R ground
bind(h(R),h(G)) =] bind(R,G) =[] A R ground
bind(R,G) =1 otherwise
oO1Wop=01U0y if 01,02 #]7 A xedomor)Ndom(oz) = 01(X) = 02(X)
o1Wop =7 otherwise

will only contain run-time messagéds. The set of all possible actions, notédgt,
includes the actiomew(n) generated by restrictiom(R) by input,out(R) by output,
begin;(A,1,G') andend;(A,1,G') by ‘begin’ and ‘end’. Actions are prefixed by
when executed by a prlnC|pAl

Some transitions apply substitutions to processes: aitutist 0 : X +— G is a
function from variables to run-time messages. Often stultigtns are written explicitly
by [G1/X1,...,Gn/Xn). The application of the substitutianto the procesP is denoted
by Po and applies only to free occurrences of the variabld®. ikVe use a number of
notation conventions. The restriction operatew(n).P andnew(k;;).P are binders for
namen and session kel ;, respectively; the input primitive is a binder for the input
variables that occur in terf. In all cases the scope of the binders is the continuation
process. Moreover, terfh of input primitive is processed from left to right and the
scope of the binding of input variables is the remaining p&ift. For examplein(?2x, x)
binds the second occurrencexao the first (input) one. Thus, such an input succeeds
only if the first and second components are the same. Sigiteel(n) is a binder for
names and its scope is the continuation trace. The notiofre@bound names and
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Table 10Message Manipulation Rules

[R] takes a ground run-time terRand returns the corresponding run-time message,
i.e., changes all the occurrencegjof. [}k and(...] into {...}x and(...), respectively.

Oout ENnv PAIR PaIR DES TAG
out(R) € s a¢ bn(s) sk Gy skGy sk (G1,G2) skG
sk [R] ska st (G1,G2) sk Gy sk Gy st Tag(G)
TAG DES ENCRYPTION DECRYPTION HASH MAC
st Tag(G) skG skk st {G}« stk skG skk skG
skG sk {G}k skG sk h(G) sk MACk(G)
PusLIC KEYS ENEMY KEYS
sk Kkt skker  skke  skkg

variables, both for processes and traces, arise as expected

Table[d collects transition rules.BRLICATION arbitrarily replicates a principal by
introducing an unbounded number of copies thereof in theerysonfiguration. RS
generates a new nameby checking that it differs from all the names already used in
the traces. It is possible to force this condition by applyimgconversion ta, i.e.,
by substitutingn and all of its free occurrences Prwith a different name. Indeed,
as in companion transition systems, see, é.d. [14], we aitlglidentify processes up
to renaming of bound variables and names, i.e., up-&guivalence. We also assume
that the sets of free and bound names are disjoint and that-keywversion preserves
identity labels, i.e kag can be converted tidz orkg,. INPUT requires message, read
from the network, to be computable by the environment: thérenment knowledge
is defined by the message manipulation rules reported ire[l@band discussed below.
The run-time messag®@ is read only if it can be pattern-matched with the input term
T via the functionbind, which is discussed below. In such a case, all the variables
in T are bound to the respective submessages pfoducing the run-time termio.
OuTPUT, BEGIN and END are self-explanatory. Finally,/#NCIPAL adds the principal
name to the performed action, andrRPinterleaves two different protocol executions.

Pattern-matching is formalized through the functimnd : R — o. We writek to
denote the decryption key correspondingtoFor symmetric cryptography we have
kas = kag, for asymmetric it hold&; =k, andk, = ki . Functionbind takes as input
a static ternil and a run-time messa@gand, in case it exists, yields the substitution
o which makesT equal toG, up to the different notation for encryption. If pattern-
matching failspind returnsy. It is defined by cases on the structure of tdfrmames
and keys are tested by equality and, if the matching succbedbreturns the empty
substitution. Similarly, since hashes and MACs are notriilvie, no variable can be
instantiated. A variable can be bound to atomic names, kegkertexts, hashes and
MACs; tagged terms require the same tag, and pairs are pattatched from left to
right, yielding a substitution which is the unienof the ones achieved for the subterms;
the uniono; Wo, succeeds only when variables substituted by betindo; are bound
to the same run-time message; finally, decryptions must tferpeed with the correct
decryption key. In the other casdmsnd returnsy.

The message manipulation rules, in Tdble 10, formalize tvir@ment actions.
Rule QuUT says that every message sent on the network is known to tlement.
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Table 11CR calculus: Binding abstract terms and run-time messages

bind(a,a) =]

bind(?,a) = [a/x]

bind(( Tz) (G17G2)) o4 bind(TQG Gz) whereo = bind(Tl,Gl)
bind(C,(\f '(A,B.M,K),CL")(A,B,G2,G3)) = bind(N, Gy ) wbind (M, G2) /bind (K, G3)
bind(R\"") (A, B,M,K),R <”>(A B,Gy,G3)) = bind(N, G1) & bind(M, G2) & bind (K, G3)
bind(T,G) =7 otherwise

Table 12CR calculus: Abstract Message Manipulation Rules

Oout ENV PAIR PaIR DES Top
out(G) € s a ¢ bn(s) sk Gy sk Gy st (G1,Go) i€1,2] sbT
skG ska st (G1,G2) sk G;
WRITABLE

sk G1,Go,G3 {<TntVI=EVJ=E
skCg (1,,G2,G3)  sHRL'(1,4,G,Gs)

READA/BLE
skCgl (1,4,62,Gs) v sHRE(1,4,G2,Gs)
(< IntvI—EvJoE
sk Gy1,G2,G3

CORRUPTEDWRITE
st Gq1,Gp,G3 skkyyVskky

sFC¢, (10.62,Gs)  sHRG(1.1.G2,Gs)

CORRU/PTEDREAD

skCg(1,J,G2,G3)  sFRL'(1,1,G,Gs)
stk Vvskky
SFG17G2,G3

ENv allows the environment to know any name which is not bourel, (restricted)

in the trace. By RIR and RAIR DES, the environment may construct and destruct
pairs. TAG and TaGc DEs allow the environment to tag and untag messages. By E
CRYPTION, and DECRYPTIONthe environment can encrypt and decrypt messages only
knowing the required keys. AsH and MAC allow the environment to generate hashes
and MACs: notice that rule MAC requires the knowledge of thmmetric key used
by the MAC algorithm. By BBLIC KEYS, all the public keys are known to the en-
vironment. Finally, by RREMY KEYS, the environment may be provided with its own
private keys and with long-term keys shared with honest@pants. This gives the
possibility to the enemy to start authentication sessiasta interact with other par-
ticipants by pretending to be trusted.

B CR calculus semantics
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Table 13 Abstraction for the environment

Run Time Messages

ae(a) = a

Ge(Gl,Gz) = (ae(Gl)vae(GZ))

ae(Tag(G)) = ae(G)

) el i (Gheedomt

i edo
ae({Gh) = { ao(G) ‘ otherwise
f_(MACK(G)) it MAC «(G) € dont(f )

0e(MACK(G)) = {EQ(G) “ otherwikse

The semantics ofR calculus is based on the same transition rulep-spi calculus
presented in previous section (Table 9). The only diffeedathe way terms are bound
and deducted by the intruder. Talpld 11 defines the fundtioth used in the input
primitive of CR calculus. Tabl€2 describes message manipulation rutesbitract
messages. Notice that security labels are not violatedéinthuder, similarly to what

is done with cryptography in the-spi calculus. The only exception concerns session-
key corruption: if the intruder gets the knowledge of ses&ieyk;, then it can create
and read the content of challenges and responseslftothand vice-versa, regardless
of their security levels. These rules abstract encryptatsdecryptions performed by
the attacker through the corrupted session¥gy

C Proofs of Soundness and Safety

In this section we formulate the proofs of the main theoreimgatrticular, in Section
we prove the soundness of the abstraction and in SdcIBrh€ safety of the
analysis.

C.1 Soundness of the Abstraction

We use a special abstraction(G) of run-time messageS, defined in tabl€l3. As
proved by the following lemma, this abstraction is more @E®than the usual, as
we need to consider all the potential challenges and resgpimslependently from the
fact that processes will input them.

Lemma 2 (Environment Abstraction) If a(R) #L andst ae([R]), thenst a(R).

Proof. The proof is by induction on the structureRf
Base CaseThe base case B=a, i.e.,Ris aname. The proofis immediateaga) =
a(a) =a.

Inductive CasesIf R= {G}y, thena(R) = T ands+ T by Top. Similar reason-
ing applies to hashes and MACs. Rf= (R, R2), then by induction hypothe-
siss - a(Ry), for everyi € [1,2], and, by the message manipulation ruker?
st (a(Ry),a(Rz)); the other cases follow immediately by definitioncaf.
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The next lemma states that, for every abstract trac@bstract names occurring as
nonces and messages in an abstraction of a ciphertext (Vi¥gp) are derivable from

s if and only if the abstraction of the ciphertext (resp MAChtent is also derivable
froms.

Lemma 3 (Cryptographic Content) Let{G}x € dom(f ) (resp.MACk(G) € dont(f ))

andae({G}x) = C/RE' (1,J,G2) (resp. ae(MACK(G)) = C/RE! (1,J,Gz)). Then, for
every abstract trace, s+ a(G) if and only ifs - Gy, G,

Proof. This result derives from the definition dfand from conditiorFormatin Ta-
ble[@. In fact,f is a closure off in which variables on the left (concrete) are bound
to names or ciphertexts, and variables on the right (ati$tee bound to names dr,
respectively. For this reasar(G) is a tuple of atomic abstract names ang which
also occur inGy, G, and vice-versa. O

The following definition introduces a notion of well-formmekss forp-spi traces, re-
quiring that any ciphertext and MAC, which is sent as outpud & not generated
therein, has been received before. It is easy to see that treee generated by @
spi process is well-formed. For this reason, in the follayame shall only consider
well-formed traces.

Definition 4 (Trace Well-Formedness) A trace s is well-formed if and only if the
following condition holds:

e if s=5 1 out(R) and{G} € termgR) (resp. MAC(G) € termgR)), then3G’
s.t. in(G') € s and {G}k € termgG’) (MACK(G) € termgG'))

The next lemma states that the environment knows any cigtteahd MAC having a
challenge-response interpretation and circulating om#teork, even if nested.

Lemma 4 (Nesting and Environment’'s Knowledge) Let s be a trace such that¢
termga(s)) and s G impliesa(s) - ae(G). Thenvo,G, G’ such that

e sSFGand
e G etermgG) and
e G =[Tao], for some Te dom(f),

we have that/{G"}« € ranggo) (resp. MACk(G") € rang€(0)), a(s) - ae({G"}k)
(resp.a(s) - ae(MACK(G"))).

Proof. For the sake of readability, we shall reason on ciphertextiseproof for MACs
is the same. By induction on the lengthsdind on the derivation length et G.

Base Cases= ¢ We start by considering an empty trace, which is the basefoatiee
external induction:

Base CaseWe only have one possible derivation of length one, nargely,
sinceOut has no effect on an empty trace. The proof is trivial as naofes,
course, do not contain nested ciphertexts.

Inductive Cases The rules for pairs, tags, encryptions and decryptiongthv
follow from the induction hypothesis.
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Inductive Cases=# € We now consider a non-empty trage

Base CasesThe only interesting case Gut:

Out The judgemenst [R] derives byout(R) € s. Let us suppose that
G etermg[R]) andG' = [Ta], for someT € dom(f). If G is not
generated by an encryption B then, since the trace is well-formed
(cf. Definition[d), it turns out tha®’ has been previously received as
input, possibly nested: since we assume thabes not occur ia(s),
the thesis derives directly from the induction hypothekist us sup-
pose thaG' is generated by an encryptionii Recall thaG' = [To].
Sincea(R) #.L and the trace is well-formed/{G"}« € ranggo),
{G"}« has been previously received as input, possibly nestedt If i
occurred within an encryption representing either a chgkteor a re-
sponse, then the thesis follows from induction hypoth&3teerwise,
the thesis follows from definition afe and a sequence of applications
of the CR manipulation rule RIR DES.

Inductive Cases The proof derives straightforwardly from the induction hy-
pothesis.

O
Finally, we discuss the proof of the main proposition.
Proposition 1 (Knowledge Preservation)If s+ G, thena(s)  ae(G);
Proof. By induction on the length of and on the derivation length ef- G.

Base Cases= ¢ We start by considering an empty trace, which is the basefoatiee
external induction:

Base Cases

Inductive Cases Since the rules for pairs and tags trivially follow from thre i
duction hypothesis, we focus on the two relevant cases afy/ption and
decryption:

Encryption In the following, we discuss public-key encryption: the @iro
for encryptions via enemy-keys is similar. Fram G we may de-
rive € - {G}kﬁ' By induction,e - ae¢(G). We now have two cases:
if {G}kﬁ ¢ dom(f ) we have thatxe({G}kr) = ae(G) thus trivially
obtaining the thesis. Otherwisee({G}kr) = Ie({G}kﬁ)' By con-
dition Encryptionof Table[®, we know thaﬁe({G}kr) can be either

Céf/(J, l,Gp) or Réf(J, I,Gp), with £ < Tnt. Moreover, by LemmBl2,
we have that - 0ae(G) impliese - a(G). Notice thata(G) #.L as
run-time messages are never abstracted_int@®y Lemma[B we ob-
tain thate - Gy, G,. By rule Forgeable, we obtain that - ie({G}kﬁ)’
i.e., e ae({G}kﬁ).

Decryption Since, with an empty trace, encryptions can only be gengrate
by the environment itself F {G}« has been for sure obtained using
the encryption rule by the hypothesis G. By applying the induction
hypothesis we directly obtamt 0e(G).
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Inductive Cases=# € We now consider a non-empty trage

Base CasesWe have two possible derivations of length one, nanaly and
Env:

Out The judgemenst [R] derives byout(R) € s. By trace abstraction
we know thatout(a(R)) € a(s) and, byout, a(s) - a(R). Since
we assuma(R) #1, a(R) andog([R]) may only differ for some
{G}k € termgR) which is abstracted intd in a(R). However, by
Definition[d, a messagfG}k can be present iR only if it has been
previously read from the environment. Le¢te the prefix o where
such an input occurs. Itis easy to see @) - ae({G}). If {G}«
was nested into a ciphertext with challenge-responsepiretation,
then the result follows from Lemnid 4: notice that we can now ap
ply the induction hypothesis so that the hypothesis of Le#rhalds.
Otherwise, it just follows by definition afe, induction hypothesis and
repeated application of tHeR manipulation rule RIR DES.

Env The judgemenst a requiresa ¢ bn(s). By the rule for abstract-
ing new (which is the only binder for names) we obtain tlgh) ¢
bn(a(s)). Sinceoe(a) = a(a), we have thati(s) - ae(a), as desired.

Inductive Case Rules for pairs and tags are trivial. We focus on the two saiév
cases of encryption and decryption

Encryption This case is exactly the same as the one we have seen with an
empty trace.

Decryption This case is new, since with empty trace we had no encryp-
tions apart the ones generated by the environment itselfdigériss
private key decryption. Fromt {G}k( we may derivest G. As-

sume that{G}kr has not been generated by the environment, other-
wise the thesis is trivially achieved as for the case with gni@ce

above. By inductiong(s) - O‘e({G}kr)- We now have two cases:
if {G}kr ¢ dom(f ) we have thatxe({G}kr) = 0¢(G) thus trivially
obtaining the thesis. Otherwisee({G}kr) = ie({G}kr)' By con-
dition Encryptionof Table[®, we know thaﬁe({G}kF) can be either

Céf/(l,J,Gz) or Rg’I[(I,J, Gy), with ¢ < Int. By rule Readable, we ob-
tain thata(s) - Gy, G,. By LemméB we obtain that(s) - a(G). We
need to show that this implies(s) - ae(G). Recall that we have as-
sumed thaI{G}kr has not been generated by the environment. Thus
it must have been sent as output by a process, naowR) € s with
either{G}kr € termgR) or{G}kr e termg[R]). In the former case,
the result follows from the well-formedness ®and LemmdH. The
latter case is more interesting as it represents an enorypérformed
by a process. By conditioRormat of Table[®, all terms, apart from
nested run-time ciphertexts, are preserved by the abistnaéturther-
more, by conditiorNestingof Table[®, nested encryptiodR[}x do
not belong to the domain of | andae({ R[}«) is thus by definition
0e(R). Run time ciphertexts are abstracted intohowever, by induc-
tion hypothesis this have been previously received fronmigtgvork
and, by Lemmdl4, their abstraction is already known to thérenv
ment. Hence, we obtain the thesis, igg(s) - 0e(G).
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The next corollary is useful for the final theorem:
Corollary 1 st [T]oimpliesa(s) Fa(To).

Proof. By the previous proposition we know thglt [T ] o impliesa(s) - ae([T]0).
The rest of the proof is easy sin@e a. anda may only differ in ciphertexts that are
mapped to som€R term by the former and td by the latter, andii) messag€ is
derivable from any trace. O

The following lemma says that the abstraction of termsgisand processes is closed
under any valid substitution, i.e., any substitutionigfvariables with names, cipher-
texts, hashes and MACs aril) key variables of the fornx;; with session keys of
the formk; (cf. Table[$). Here and throughout this paper, we w#téo denote an
arbitrary pattern, namely either a term or a trace or a psoces

Lemma 5 (Substitution) For every valido and®?, a(Po) = a(P)a’.

Proof. We proceed by cases, accordingto
Terms By induction on the structure @®.

? = a The proof is straightforward as the domainmis composed of variables
and thus(ao) = a(a) = a(a)o’.

P =x If xo = a, thena(xo) = a(a) = a = xo” = a(x)o?, as desired. Iko =
{G}k, thena(xo) = a({Glx) = T = xa’ = a(x)a’.

? = (Ry,Rz) Theresultis obtained directly by the induction hypotheSimilar
reasoning applies to tagged terms and hash generation.

? = R}k If {R}x € dom(f), then{R[}xo € don(f) asf is the closure off
under variable substitution. Thug{ R[}xo) = f ({R}}ko) = f({] Rk)o? =
a({R}k)a?, as desired. If|R[}x ¢ dom(f), then the result is obtained by
the induction hypothesis. The reasoning for mac generéisimilar.

P ={G}k The proofis trivial a§ G}« does not contain variables ao{G}) =
T. The reasoning for MACs and hashes is similar.

Traces and ProcesseBy trivial induction on the length of the trace and the prages
respectively, and by the previous item.

O

The next lemma states that the abstraction of processeargaaing authentication of
session keys (cf. Definitidd 3) is preserved under reduction

Theorem[ (Soundnesslf a(P) is well-formed and guarantees authentication of key-
variables, then(s,P) — (s, P’) implies{a(s),a(P)) — (a(s),a(P"))

Proof. By induction on the length of the derivation £ P) — (5, P’).
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Base By cases, according to the semantic rule applied. We onbudisthe most inter-
esting case, namelywbuT, as the other ones follow straightforwardly from an
inspection of the concrete reduction rules and the corredipg abstract ones.
We thus reason on reductions of the fofmin(T).P) — (s::in(t)o,Pa), for
someo. By thep-spi rule INPUT, sk [T]o. By Corollary[d,a(s) - a(To).

By Lemmal®,a(To) = a(T)o". Sincea(P) guarantees authentication of key
variables, it is easy to see thatis valid. By the CR semantic rule NPUT,
(a(s),a(P)) — (a(s) :in(a(T)a?),a(P)a?). By Lemma®,a(Po) = a(P)ao?,

as desired.

Induction The proof straightforwardly derives from the induction bytpesis.

C.2 Safety of the Analysis

Intuitively, the following lemma states that if a process ledfecte, thene cannot
contain more than one challenge atomic effect for every eaonc

Lemma 6 (Uniqueness of Challenges) et P be a process and e an effect s.t.
1. P :e+ [ICEE™®R(-..) fresh(n)]
2. fresh(n) ¢ e andn ¢ bn(P)
Then#its, f s.t.1CICR(-..) e e orout(...,CER(-.),.. ) e P
Proof. It is easy to see that in the derivationiof® : e+ [ICLCR(.-.), fresh (n)], the
atomic effects !(f?’ZR(- --) andfresh(n) are removed by the validation rulexB. Let

gl
us assume by contradiction that,/;?éR(J € e, for some/(,¢r. Thus either two oc-
currences ofresh(n) are ine, or at least one of them is inserted along the derivation
by Res. The contradiction arises by conditibh 2 in the hypothe§ise reasoning for
!l
proving A¢;, £k s.t.out(.. .,Cﬁc’iRQ -+),...) € Pis the same.
O

We introduce some notational conventioff§z denotes the number of occurrences of
the atomic effectf in the effecte and, similarly,|a|s denotes the number of occur-
rences of the action in the traces. We write noncege) and msge) to denote the
nonces and messages, respectively, in the challengerssptomic effects ie. Fur-
thermore plaintext¢P) denotes the names-variables that are sent or receivedam
plaintexts, namely not as subscripts of challenge-resporessages. Finally, we write
(e, lgo le, IR to say thatlc = (¢, (r = (g and{c > TntV (g > Int. The following
definition provides some invariants on traces, processgsfects. Theorefd5 (Effect
Preservation) proves that the reduction of successfuligated processes preserves
these invariants and Theordih 3 (Safety) exploits this tésulproving the safety of
processes with empty effect.

Definition 5 (Balanced Configuration) Let P be a process and e an effect such that
F P :e. We say that a trace P and e are balanced iff the following conditions hold:

1. namege) C fn(s)Ubn(s)
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2. ifn € bn(s) andn € fn(P), thenn ¢ bn(P)

3. ifsk C/Rﬁ’”(A, B,M,K) ands ¥ n, thenn ¢ msg$P) U plaintextgP)

4. |fresh(n)|e+|end,(-)]s < |new(n)|s <1

5. if P =P1|P, thendej,e; s.t. @ + &, = e ands, P;, § are balancedyi € [1,2]

6. ifout(...,C" (A,B,M),...) € P
then(i) sk N = n ¢ name$¢N) and(ii) n ¢ plaintext§P) Umsg$P)

7. if [!|?]Cﬁ*€/(A, B,M)ee (resp.?l%’é/(A,B, M,K) € e),

thens Cf,’[/(A,B, M) € e (resp.s Rﬁ’[(A,B, M,K) andK = kag, for some
kag)

8. if IRIC/R(A,B,M,,K) € e,

then begin(A,B,My,My,K) €5, s - C.¢R(B,A, My), with ¢, ko fc, (g, and
K = kag, for somekag.

9. ifnewn) € s ands+ C/RCR(AB,...) , with (¢, (g > Tht,
thens ¥ n

10. ifout...,RCR(B,A, M, K),...) €,

then begin(B, A, My, My, K) € s, ands - C:ER(A, B, My), with £4, ¢k (e, (R

11. if1IC57®(B,A,M) € e ands - n, with £ > Tnt,
then begin(A,B,M) € s

12. iffresh(n) € e and out.. .,Cf‘,’é/(A, B,M),...) €s,
then!CL" (A,B,M) c e

The intuitive reading is as follows:

1. The names in the effect occur in the trace.
2. Processes apeconverted so as to avoid clashes in bound names

3. The nonces, which circulate on the network within chajknesponse messages
and are not known to the enemy, do not occur within plaintexgsuthenticated
messages.
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4. If a bound namen is a nonce, then either is fresh or oneend,(-) has been
asserted.

5. Balancing is propagated through parallel composition.

6. If a nonce is sent as challenge, then it is unknown to thengrand it does not
occur as either plaintext or authenticated message in dloyviog output.

7. The presence of effectiackingthe reception-generation of challenge-response
messages implies the presence of such messages in the dgevakthe envi-
ronment.

8. The presence of effecisstifying the generation of a response implies that a
suitable begin assertion has been asserted and the cordispehallenge is
known to the environment.

9. The nonces sent inRriv or Tnt challenge (resp. response) requirinBrév or
Tnt response (resp. challenge) are not known to the environment

10. If B sends a response with noncand messagel, (ouf(..., Rf’,C’ZR(B,A, Ma),...) €
s), thenB has assertellegin, (B, A, M1, M,) and the environment knows the cor-

responding challenge (- Cf,/c’%(A, B,My)).

11. Ifthe nonce is sentin a challenge requirirRyd response (167" (B,A,M) € e)
and it is known to the environmenti n), thenA has asserteblegin,(A, B, M).

12. This condition says that if the noneés fresh €resh (n) € €) and a challenge with
noncen and messagh is sent on the networlo(f(. . ., Cht (A,B,M),...) €5),
thenA has not completed the handshake yef.’(!(}k, B,M) € e).

The next theorem states that successfully validated psesgweserve under reduction
the invariants of DefinitioRl5.

Theorem 5 (Preservation) Let P andQ be processes,a trace and e an effect s.t.
e (5,Q) — (s,P)
e FQ:e
e s,Q,e are balanced
then it is possible to find an effectsich that
e -P:¢€
e s’ P, € are balanced

Proof. We reason by induction on the length of the derivation(§0Q) — (s, P) (if Q

is a parallel composition or a process with an identifiemttee semantic derivation is
composed of more steps). The proof of the base case procgedsds, according to
the semantic rule applied.
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REPLICATION ‘!P:[] — !P|P:[]‘

By REPLICATION, H!P : [] only if - P : []. Notice that since the type and ef-
fect system is syntax directed, typing rules can be readlep$dwn: thus, from
H!P: [] we derive- P : [|. By Par, HIP|P : [].

NEW‘new(n).P:e—[fresh(n)] — P:e‘

The reduction above is proved by the validation rulevN We need to prove
that the target configuration composedsofnew(n), P, eis still balanced.

Condition @ By the validation rule lw, n ¢ bn(P), as desired.

Condition Bl By REs, n ¢ fn(s) Ubn(s): thus|new(n)|s =0, |end,(-)|s = 0 and,
by condition[d, |fresh(n)|e = 0. Hence|fresh(n)le + [€nd,()|s:newn) <
Inew(n)|s:newn), &S desired.

Condition 2 Let us suppose by contradiction that condifiah 12 does nilat ho
on the target configuration. We thus have that. .. Noa (A,B,M),...) €

s and !Cf.*”(A,B,I\/I) ¢ e. Thusn € fn(s)Ubn(s). By the semantic rule
REs, n ¢ fn(s)Ubn(s), giving a contradiction.

The proof for the restriction of session keys is similar.

el

BEGIN beginN(A7I7M1,M2,kA|).P:e+[? CIR(|,A,M1)]—>PZG+[!RN (A7|7M27kA|)]

The reduction above is proved by the validation rutsaN. The only interesting
condition for the balancing of the target configuratiofllisMdjch immediately
follows by an inspection of the target configuration. Thegffor the other ones
derives directly from the balancing of the source configarat

INPUT | in(C).P:e — Po:et?ec+?er0o, wherest CoandC: (ec;er)

The validation ruleNPuT proves-in(C).P : g, if the judgementt P : e+?ec+?er
holds, wheré- C : (ec;er). By the semantic ruleNpuT, s - Co. By Lemmd®
(Substitution)- Po : e+ ec +ero. The target configuration is trivially balanced.

OuTPUT ‘out(R).P:e+!eR —  P:etlec, whereR: (ec,eR)‘

The reduction above is proved byu®@pPuT. In the following, we discuss the
interesting cases for the balancing of the target confignmat

Condition B Let us suppose by contradiction that. . ., Cf,/°’€,F*(A, B,M),...) €
P, for some(t, (g, and the output oR reveals a term containing namely
s::out(R) - M with n € name$M). Since the source configuration is bal-
anced, by conditiofll® ¢ msggP) U plaintext¢P). Let us suppose that
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Ce'R(...) € termgR), for somelc, (. Since GER(...) € ec, and the
process is successfully validatéash (n) € e. By conditior[d,new(n) € s.
By condition[2,n ¢ bn(P). The contradiction arises by Lemrih 6. The

reasoning is similar for ﬁ?’eR(. ..) € termgR) and relies on the balancing
conditiondB anf12.

Condition B Let us suppose by contradiction tmw(n) € s, s :: out(R) - n and
s:out(R) - C/RY“ (A,B,M,K), with £,¢' > Tnt. Since the source configu-
ration is balanced, by conditi@h 9 at least one betwesmd QRf;” (A,B,M)

is unknown to the environment. We proceed by cases accotaiwbat is
revealed by the output ¢¥:

sk C/R““(A,B,M,K) ands ¥ n We proceed by cases on the formrof

R=...,n,...
By conditior[,n ¢ plaintextgout(R).P), thus giving a contradic-
tion.

R= ...,Cf,‘\,C’ZR(I,J, M’),..., with n € name$N,M’) and/c < Int Since

the source configuration is balanced adC/R"" (A, B, M,K),
by condition[B,n ¢ nameéM’). Thus we geh € name¢N) and

C,{,C’[R(I, J,M’) € er. Since the process is successfully validated, it
is easy to see thétesh(n) € eandn = N. Let us suppose that-

Cf;’él(A,B, M): sinces ¥ n, we getout(. .. ,Cﬁ’é,(A,B, M),...) Es.
By condition[T2, ol (A,B,M) € e. The contradiction arises by
Lemmal®. Ifs Rf,’[/(A,B,M,K), then the reasoning is similar
and relies on the balancing conditidis 8 12.
R=..,RICR(I,J, M/ K'),..., with n € name$N, M, K') and/c < Int

By OUTPUT, R,{,C’ZR(I, J,M’ K’) € er and, by conditiof]8, we have
thats - Cﬁ,C’ZR(J, I,M"), with ¢, lg < lc,lr. By the message ma-
nipulation rule READABLE, s - N,M’ and, consequentlg - n.
This contradicts the hypothesig n.

sk n ands ¥ C/Rf;él(A,B, M.K) Thus either & (A,B,M) € termgR) or
Ry’ (A,B,M,K) € termgR). In the former case, the contradiction
arises by Lemm@l6; in the latter case, by condifibn 8.
sk n ands ¥ C/Rf;él(A, B,M,K) The reasoning is similar to the one in the
previous items.
Condition L0 The proof follows directly from conditiofl 8.

Condition [ Let us assume by contradiction theﬁté/G;A, B,M) e termgR) and

sk n. The contradiction arises by conditin 6. If, insteaﬁ/f/oﬁ\, B,M)ce
ands:: out(R) - n, namely the output reveals then the reasoning is simi-
lar to the one for conditiofy] 9.

END | endy(A,1,My1,Ma,K).P : e+ [fresh(n), ICI R (A, I, My), 2RER (1A, Mp,K)] — Pz e
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The reduction above is proved bywB. We need to check that the target config-
uration is still balanced.

Condition @ Trivial, by the balancing of the source configuration andrespéec-
tion of the target one.

Condition L2 This condition might fail iffresh(n) € e. However, by condition
@ fresh(n) ¢ e.

The inductive step concerns processes associated to aifieleand processes in par-
allel composition:

IDENTITY ‘ADP:e — ApP:¢€

If - A>P: e then, by bENTITY, - P: e If (s,P) — (s',P’), then, by induction
hypothesise such that- P’ : €. The result follows from bENTITY and the
balancing of the target configuration from the induction dijyesis.

PAR ‘P1|P2:e1+ez — P1|P2:e(l+e2‘

By PAR, I P; : &, with i € [1,2]. Let us suppose thds,P1) — (s',P’1): the
symmetric case is analogous. By induction hypothesis, wdind an effece]
s.t.EP'1:€. By PAR, - P'1|P2 : € + &

By hypothesis the source configuration is balanced and, bgliton3,s, P;, &
are balancedyi € [1,2]. By induction hypothesis, evef\ P'1, €] are balanced.
It remains to prove that’,P’1|P,, €, + e are balanced. We only discuss the
interesting cases.

Condition Bl The only interesting cases afe=s:: a, witha € {new(n),end,(-)}.

o =newn) By the semantic rule Bs, n ¢ namess) and, by conditiofill,
n ¢ namesger) Unamesgey) and the inequality trivially holds.

a =end,(-) By rule END, fresh(n) € e;. By conditior[3,end,(-) ¢ s and
fresh(n) ¢ e. By induction hypothesis :: end,(-),P’1,€, are bal-
anced: by conditiofl4 and the typing rulei&, fresh(n) ¢ €,. Hence
|fresh(n)|e(l+ez =0 and|en¢(-)|s::enq](,) =1, getting +1< 1 as
desired.

Condition 2 Let us suppose by contradiction that condifiah 12 does nlok ho
This means thafresh(n) € €] + e, out(...,Cf,’/(A,B,Ml),...) Esia
and !Cf;’él(A,B,Ml) ¢ € +e. The only interesting case is when=
end, (A, B, My, M,, K) with fresh (n) € e as !(ﬁ‘[(A, B, M;) is removed by
END, i.e.,e; = € + [fresh (n),ICL" (A, B, M), ?RCR(B, A, M, K)]. Since
the source configuration is balanced dnesh(n) € e, by condition[#,
fresh(n) ¢ €] + e, giving a contradiction.

O
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The Safety Theorem exploits the preservation of the batgwinditions under process
reduction for proving the safety of processes with emptgctff Notice that we only
consider prevalidated processes, whasace$P) N (msggP) U plaintextgP)) = 0 so
that conditiorib holds.

THEOREM [ (SAFETY) If - P : [], thenP is safe.

Proof. We need to show that every trace generateH s/safe. We reason by induction
on the length of the derivation d¢€,P) —* (s,Q). The base case is the null derivation
which trivially holds as the null traceis safe.

Let(g,P) —* (s,Arend,(A,B,M1, M5, K).R|Q) — (s:: Arend,(A,B,M;, My, K), A
R|Q) be a semantic derivation leading to @mdassertion.

The proof is divided in two steps. First, we prove thagin,(B,A,M1,M,,K) € s,
thus showing that evergnd,(A,B,M;,M;,K) in s is preceded by a corresponding
begin (Non-Injective Agreement). Next, we also prove thdbes not contain actions
having the formend, (-), thus proving that evergnd, (A, B, M1, M5, K) in sis preceded
by adistinct begin(B, A, M1, M, K) (Agreement).

Non-Injective Agreement By Theorenibies.t.-- Arend, (A,B,M;,M,,K).R|Q: e.
By an inspection of the validation rules, that judgementrsvpd by RR and
END. Hence,fresh(n) € &ICLS/R(A,B,M;) € e and 2R R(B,A,M,,K) € e.
We proceed by cases according/fo

(r = Priv By the balancing conditiof] % - Rf,/c’ﬂR(B,A, M,,K). Since such a
ciphertext cannot be forged by the environment, we obtahttie action
out(...,RCR(B,A,M5,K),...) is in s and, by the balancing conditi§al10
we getbegin, (B, A, M'1,M,,K) €5, K = kga, ands - C5" (A, B,M'1), with
0,0 ol . We have to show tha¥l; = M'y. If /z = Pub, thenM; =
M’y = ¢, as desired. ¥ # Pub then the challenge is not forgeable by
the environment: indeed, if. = Tnt, then, by the balancing conditigh 9,
s¥ n. By the balancing condition 12, f.é/(A,B, M’1) € e. By Lemmd®,
M; = M/, as desired.

= = Int By the balancing conditidd 3, Rf,/c’[R(B,A, My, K). Since the cipher-
text is not forgeable by the environmeaty. . ., Rf,c’[R(B,A, M3, K),...) €
s and, by the balancing conditiénl10, we gegin,(B,A,M'1,M5,K) € s,
K = kga, ands - Ci* (A,B,M'1), with £, o (-, £4. We have to show that
M; = M'y. If ¢z = Pub, thenM; = M’y = ¢, as desired. Let us suppose
that ¢ # Pub. By the constraints on security levels imposed bybpE
¢ € {Priv,Int}. Thus the ciphertext is not forgeable by the environment
and, by the balancing conditidmlz,ﬁﬁ/(A,B,M’l) € e. By Lemmal®,
M; = M’4, as desired.

(= Tnt By the constraints on security levels imposed byoE=( € {Priv, Tnt}.
By the balancing conditiofl % # n. By the balancing conditiofl % -

Rﬁc’ﬁR(B,A, Ms,K). Since the ciphertext is not forgeable by the environ-

ment,out(. .., Rf,/C’Z/R(B,A, Ms,K),...) € s and, by the balancing condition
[T, we gebegin, (B,A,M'1,My,K) € s, K = kga, ands - C5* (A, B,M'1),
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Table 14Encryption Abstraction
A partial functionf : { T}k | MACK(T )~ T1,...,Tn, with Ti = C/Ry (1J,M;,Ki) is an
encryption abstractioniff
Format -names$T) C /D andname$N;) = name$M;) = namegK;) = 0;
-x e varg(T) iff x € vars(N;j) Uvars(M;) Uvars(K;), for somei;
-¥x,y € U varsMj), x precedey in T iff x precedey in the tupleMq,...,Mp.
ie[1,n]
- T does not contain input variables

Unique Abstraction As in Table®.

Nesting As in Table®.

Encryption If f({T }k)=T1,...,Tnhor f(MACk(T))=Ty,...,Tnthen for every € [1,n].
-K =K' impliesT; € {Ck’ (4,1, Mi,Ki),Rf\;’Z(J,I,Mi, Ki)}, with| < Tnt;
-K =k impliesTi € {Ck’ (1,3, Mi, Ki), R, (1,3, Mi, Ki) }, with | < Int;
-K € {ky, %3} implies T € {C/RE (1,4, M, Ki),C/RE (3,1, M, Ki)

with ¢,¢' o (¢, lr. We have to show tha¥l; = M'1. Sinces ¥ n, the chal-
lenge is not forgeable by the environment and, by the batgnodndition

12, !Cﬁ’[/(A, B,M’1) € e. By Lemmd®M; = M'q, as desired.

¢r = Pub The proof straightforwardly derives from the balancingdition [T
and Lemméb.

Agreement The balancing conditidd 4 proves theatd,(-) ¢ s, as desired.

Finally, notice that Lemm@l 1 is a trivial corollary of TheatEl.

D Extension to Mutual Authentication

In this section we extend the class of protocols analyzedhgidering ciphertexts rep-
resenting both a challenge and a response, typically eraglimymutual authentication
protocols where principals authenticate with each other.

Tabld1% extends the encryption abstraction by consideipitertexts that are both
challenges and responses. The modifications affect condiormat and Nesting
and simply amount to propagate the original condition tata challenge-response
messages in the abstraction of the ciphertext. The modditatquired in the proof
are marginal and harmless. We leave them to the interestelére

E Examples
In this section we present some examples to clarify the atititin and the analysis.

E.1 Needham-Schroeder-Lowe Public-Key Authentication Rsto-
col

The Needham-Schroeder-Lowe public-key authenticatiotogpl is reported below:
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{BanB}k+
A

_{A,nB,nA}k§_>

{nA}kX

The encryption abstraction for the three ciphertexts magdfmed as follows:

C"T™(B,A) if T = {B,xfy;
try = R<™T™(A,B), Gy ™ (A,B) ) if T={AXY]y

R"™PUR (B A) if T = { X[

T otherwise

Notice that the third ciphertext is abstracted into an wsted response: this respects
condition Encryptionwhich requires < Tnt. Indeed, from an authentication point
of view, this ciphertext does not provide any guarantee aigghtin principle be sent

in clear, thus simplifying the protocol. The reason why tleace is encrypted is that
the two nonces are intended to be used later on to generatesh session-key shared
betweenA and B and thus their privacy has to be guaranteed. We remark teat th
structure of the three ciphertexts is different and thusigeeof tags is not required: in
fact, f is an encryption abstraction. We leave to the interestedieretae definition of
the p-spi process narration and the validation of its abstractio

E.2 A simple nested protocol
To illustrate the use of nested encryptions, let us considefollowing protocol:

A B

n

_{n-,{m}kér}k;%

The noncen is sent as plaintext in the challenge while the responsegisesi with
A’s private key, thus being integer. The authenticated ngessas encrypted wittB's
public-key, thus simultaneously protecting the privacynand specifying the intended
verifier. We can define the encryption abstraction as follows

f: ﬂxv{lyl}kg l}k; - REUb’Int(A, B,y)

Notice that conditiorNestingis trivially satisfied andf is an encryption abstraction.
The CR protocol narration is depicted below:

A B

Pub,Int 5
Rnu " (A,B,m)

Notice that thisCR protocol actually abstracts sevepaspi protocols, besides the one
previously reported. For instance, some other possiblarices are depicted below
along with the corresponding encryption abstraction:
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A B A B

n n

{B,n,m}k;_> —{{nam}kg}k;ﬁ
RCCM™(AByy) i T={BxYh
F(T) =9 REPM™ABY) i T={{xyhg b,

1 otherwise

We leave to the interested reader the definition of the cpamdingp-spi processes
and the validation of theil€R abstraction.

E.3 Ban modified version of CCITT X.509

The BAN modified version of CCITT X.509 is a mutual authentiima protocol based
on public-key cryptography and digital signature. The pcot is depicted below:

A B

{na.Bma{mitt h —
B "A
eBa{nBﬁAanAarnOa{n{b}kX }kg—

A

,{B,nb}k;4>

In the first message exchange, A sends two messad&sny is just signed and can

be thus read by the attacker whilé, is encrypted withB’s public-key and is thus

kept secret. Similar reasoning applies to messageandmy in the second message
exchange. The encryption abstraction for the above meadigmotocol is reported

below:

G (A,B,y.2) it T={xBy{zZh }
tmy =] GEAYDRIBA) T = {xAWY {Zh b

R!(nt,lnt(A7 B) ifT = {B’X}k;

T otherwise

Notice that nested encryptions is abstracted away sinceeis dot contribute to the
authentication goal. Such encryptions do guarantee theseof the authenticated
messages occurring therein, but this property is not cadtby our analysis since it
focuses on the security level of challenges and responsasaion the one of their sin-
gle components. As future work, we plan to investigate a egfient of the abstraction
allowing us to precisely characterize the security levedin§jle messages.

E.4 A unique abstraction for tagged ciphertexts

As shown in|[18], the compositionality of security protogohn be enforced by tagging
message components. The idea is to rely on a set of tags #girisssive enough for
characterizing the role of message components in the dith#on task. For instance,
the following untagged ciphertext
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{A, m, n}kAB

does not contain any information describing its role: it htige a challenge sent from
Ato B as well as a response sent fr@to A. To clarify the role of such a ciphertext
we can rely on tadd for the identity label Auth for the authenticated message and
Verifpc for the nonce. The latter tag says tfiatthe identity labelA is the verifier of
the authentication session afid) the ciphertext is a response in a PC (Plain-Cipher)
handshake. The type and effect systeni of [18] contains adypile of the following
form:

PC VERIF
NN=M:Un M=N:Un M=A:Un M=_:Un

I - {Id(A), Auth(m), Verifpc(N),_}kss : Enc(CR™ (B,A,M))

Here the order of terms within the ciphertext is immaten&k can easily map such a
typing rule into a specific encryption abstraction as fohow

f(T) = CL"P™(B,Ay,Z) if T = {Id(A),Auth(y), Verifec(X), Z}kng
B otherwise

Notice that the challenge in a PC handshake is of [Buél In the rule aboveZ denotes
an arbitrary tuple of variables and we implicitly assumet tthee order of message
components is immaterial, as well as in the type and effestegsy. We can similarly
translate the other typing rules for ciphertextsiof [18ligltovering the same protocol
class. We remark that the analysis here proposed is stniaihe general than the type
and effect system i [18]. For instance, the type and effgstesn does not cover
session-key distribution and authentication protocaolstiermore, nested encryptions
are generated and analyzed independently as if they wergestéd. This way we
could not analyze protocols as the following one:

A B

n

—{n7{m}k§}kxﬁ

The nested ciphertext does not only protect messapeat also denotes, via the en-
cryption key, the intended receiver. This sophisticatesdoaing couldn’t be captured
by our previous type and effect system. However, we canyedsfine an encryption
abstraction expressing the role of the ciphertext as falow

Pub,Int : o
(T) = { RUPINABLY) T = {x {Yhe b
1 otherwise

Notice that the public-kelg “binds” the occurrence d8 in the abstract response term,
as desired.
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Table 15Attack on the multi-protocol system and fix

Attack Fixed protocols
A n B
A —— B —{Verif(B),mn}j,g—>
<— N — —
{Bamﬂn}kAB >
<{Bmnhg— A n B

.e{Claim(B),myn}kAai

E.5 Tagging solves ambiguities

Let us consider again a very simple PC protocol:

A B

n

——{Bmn},g—>

Let us define the encryption abstractionfas {|B,z X}k, — R. "> ™(A,B,z). The
abstract narration resulting from the protocol abstracisaeported below.

IA > in(x)Anew(m).beginX(A,B_,_7m).out(REUb"Priv(A,B,m))
|1B > new(n).out(n).in(REub"P”V(A,B,y)).endn(B,A,_,y)

Suppose now that we want to abstract a second protocol asitoilthe previous one
but with A instead ofB as identity label inside the ciphertext. The protocol aral th
encryption abstraction for the ciphertext are reporteduel

— N—

— Pub,Priv
—{B,mn},, — 9= {B.z X} — R (B.A2)

Unfortunately,f andg cannot be combined together as they map the same encryption t
two different abstract messagds{| B,z X Jk.s) = R.“>" ™ (A, B, z) andg({ B,z X [fksg) =
RC“>PV(B A, z), thus violating propertynique Abstractiorin Table[B. As a matter
of fact, the two protocols are safe as far as they are not ppaiallel composition.
Indeed, their concurrent execution gives rise to the stah@flectionattack depicted
on the left side of TablEZ15A is running both the first protocol€) as responder and
the second one-(») as initiator: at the end of the session, she authenti¢ate®n if

B is not present at all in the authentication session. Thelenolis thatA generates
in the first protocol a ciphertext that the enemy may rephAtdy impersonatind®
running the second protocol. The problem can be fixed, andttaek prevented, by
the use of tags telling the claimant from the verifier, as showTable[Ib. The use of
tags makes the two ciphertexts syntactically different, aotsequently, the union of
the two “fixed” functionsfix andgsix (reported below) is still a function and, in fact,
it is an encryption abstraction.

frix = {1d(B), Auth(2), Verifoc (X) } ke — REPP™ (A, B, 2),
AB .
grix = {1d(B), Auth(z), Claimpc (X) he, — RE“>P™(B, A, 2),

40



	Introduction
	Review of the -spi Calculus
	Syntax of our Dialect of the -spi Calculus
	Operational Semantics of our Dialect of the -spi Calculus

	CR  Calculus
	Syntax and semantics

	Abstraction from -spi to CR  
	Effect System
	Effects and their Usefulness for Proving Safety
	Effects for a Simple CR Protocol
	Effect rules
	Safety Results

	Conclusion
	-spi  calculus semantics
	CR  calculus semantics
	Proofs of Soundness and Safety
	Soundness of the Abstraction
	Safety of the Analysis

	Extension to Mutual Authentication
	Examples
	Needham-Schroeder-Lowe Public-Key Authentication Protocol
	A simple nested protocol
	Ban modified version of CCITT X.509
	A unique abstraction for tagged ciphertexts
	Tagging solves ambiguities


