A General Composition Theorem
for Secure Reactive Systems

Michael Backes, Birgit Pfitzmann, and Michael Waidner

IBM Zurich Research Lab
{mbc, bpf, wr }@urich.i bmcom

Abstract. We consider compositional properties of reactive systérasare se-
cure in a cryptographic sense. We follow the well-known datability approach
of modern cryptography, i.e., the specification is an idgstesn and a real system
should in some sense simulate this ideal one. We show thayi§@m consists
of a polynomial number of arbitrary ideal subsystems sueh &ach of them
has a secure implementation in the sense of blackbox siatiligy, then one
can securely replace all ideal subsystems with their reéispesecure counter-
parts without destroying the blackbox simulatability teda. We further prove
our theorem for universal simulatability by showing thaadibox simulatability
implies universal simulatability under reasonable asgionp. We show all our
results with concrete security.

1 Introduction

In recent times, the analysis of cryptographic protocotslieen getting more and more
attention, and thus the demand for general frameworks fresenting cryptographic
protocols and their security requirements has been rimgnable a cryptographically
correct analysis of cryptographic protocols, such frantésdave to capture proba-
bilistic behaviors, complexity-theoretically boundedvadsaries as well as a reactive
environment of the protocol, i.e., continuous interactidgth users and an adversary,
e.g., in many protocol runs. Clearly, such frameworks feirthave to be rigorously
defined to avoid ambiguities and to enable convincing pradisreover, it is highly
desirable that such frameworks provide a link to formal rodt i.e., to tool-supported
verification of cryptographic protocols. Tool support caimimize flaws, which occur
quite often if the distributed-systems aspects of crymphic protocols are analyzed
by hand. One ingredient for this is that the model shoulda@aran abstract machine
model besides Turing machines. The model of Pfitzmann andiwai31] is suitable
for all these requirements and we use it as a rigorous foiordat this work.

The model of [31] introduced a notion of security-presegviefinement, called
reactive simulatability This notion captures the idea of refinement that preserots n
only integrity properties but also confidentiality propest Intuitively it can be stated
as follows, when applied to the relation between a real andeai systent: Everything
that can happen to users of the real system in the presenceanbirary adversanj

! Other terms are implementation and specification, or iniapeases cryptographic and ab-
stract system.
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can also happen to the same users with the ideal system, attack capabilities are
usually much more restricted, in the presence of anothegradwA'. In particular, it
comprises confidentiality because the notion of what happensers, called theiiew,

not only includes their in- and outputs to the system, bug #ilgir communication with
the adversary. This includes whether the adversary carsggezsets of the users or
partial information about them. As it is often desirable ntpbse further restrictions
on how the adversar’ against the ideal service is constructed, simulatabitimes

in different flavors. The two most prominent ones (besidesega simulatability as
described above, which does not impose any restrictioA’pareuniversal simulata-
bility, which states thak’ has to be independent of the actual users of the protocol, and
the (seemingly) more restrictive notion bfack-box simulatabilitywhich states that
A’ consists of the original adversafyand a simulator that may only depend on the
protocol itself.

One of the key results in the considered model is a compasitieorem [31]. It
states that if a larger system is designed based on a spgoificd a subsystem, and
the implementation of the subsystem is later plugged ingetitee implementation of
the larger system is as secure as its design in the same darsetive simulatability.
This theorem (as well as its predecessor [30] for a synchusneactive model) holds
for all variants of simulatability (general, universal,dablackbox), but it is restricted
to replacing one system. Obviously, a constant number eésyscan then be replaced
by applying the theorem multiple times.

In this work, we present a more comprehensive compositienrém for black-
box simulatability by showing that polynomial numbe(in a security parameter) of
arbitrary systems can be composed without destroying the simuléyadglation. The
proof relies on what is often called a “standard hybrid argathas first used in [15].
We further show that universal simulatability implies awox simulatability under
reasonable assumptions. This is of independent intenesstt im particular allows us
to prove our theorem also for universal simulatability. WWew all our results with
concrete security.

Related Literature.Simulatability was first sketched for secure multi-partpdtion
evaluation, i.e., for the computation of one output tuptarone tuple of secret in-
puts from each participant in [33] and defined (with diffdrdegrees of generality and
rigorosity) in [14, 6, 27, 9]. While composition theorems fpecial cases were proven
in [6,27], the first general composition theorem for noneta@ simulatability was
provenin [9].

An important step towards compositionality results of tea&csystems was taken
in [19, 20], where the cryptographic security of specificteyss was directly defined
and verified using a formal language, thealculus, and security was expressed using
observational equivalence. This notion is even stronger teactive simulatability be-
cause the entire environment (corresponding to users armdsady together for reactive
simulatability) must not be able to distinguish the implertation and the specification.
Correspondingly, the concrete specifications used werealnsiract; they essentially
comprise the actual protocols including all cryptograptétails. Composition was de-
fined in the calculus by defining processes with “holes” féventprocesses, which then
allows for composing a constant number of systems.



A reactive simulatability definition was first proposed éafsome earlier sketches,
in particular in [13, 29, 9]) in [16]. It is synchronous, cose restricted class of proto-
cols (straightline programs with restricted operatorsjénv of the constructive result of
this paper), and simulatability is defined for the inforroattheoretic case only, where
it can be done with a quantification over input sequencesaasdf active honest users.

The first composition theorem for reactive simulatabilitgsagiven in [30] for a
general synchronous reactive model, followed by esséntfed same composition the-
orem [31]in the corresponding asynchronous model. Latar [R1] but independently,
another model of asynchronous reactive systems togettiewomposition theorem
for reactive simulatability was developed in [10]. The trea is specific for univer-
sal simulatability, but for this case it is more general tita@ ones in [30, 31] since it
additionally allows for securely composing a polynomiahrher of copies of an ideal
service, which naturally correspond to different protanstances in the real implemen-
tation. We stress that our composition theorem in this papeonly captures secure
composition of a polynomial number of copies of one singksidsystem but also of a
polynomial number of truly arbitrary systems. However, work was inspired by [10].

Besides considering composition as secure refinementefgyepased composition
has received interest in the literature: It considers thestjan whether systems that
individually provide certain security properties stilMgthese properties when they are
run in parallel with other systems. For safety and livengesgral theories of this kind
of compositionality exist [28, 32, 1], which are sufficiet treason about most func-
tional system properties. However, many security propggie not safety and liveness
properties, in particular confidentiality. Compositiomdbrmation flow properties were
first investigated in [23]. After that, much work has beenated to identifying proper-
ties which are preserved under composition like, e.g.riotiseness [23, 24], forward
correctability [18], or separability [25]. For certain seity properties that are in gen-
eral not preserved under composition, it is known how tarigstomposition in order
to preserve these properties [25, 26]. More recent workeotnated on a uniform basis
to reason about property-based composition [22, 11].

Somewhere between both notions of composition, so-callesipvation theorems
exist, which state that specific properties are preserveeéufmeactive) simulatability.
Such theorems exist for integrity [2], transitive and noamsitive non-interference [3,
4], i.e., absence of information flow, and a class of live@sgperties [5].

Outline. In Section 2 we review the model of reactive systems in asymdus net-
works. Section 3 contains our composition theorem and @sfpior black-box simu-
latability. In Section 4, we show that universal simulali&gbimplies black-box simu-
latability and reasonable assumptions. In particulas, tiain be used to carry over our
composition theorem for universal simulatability.

2 Asynchronous Reactive Systems

In this section, we review our model for secure reactiveesyistin an asynchronous
network from [31]. Several definitions are only sketched rels those that are impor-
tant for understanding our results are given in full defdilother details can be looked
up in the original paper.



2.1 General System Model

Systems mainly consist of several interactive machineshifi@s communicate via
ports(local endpoints for different potential channels) and saggs are strings over an
alphabetY’. Inspired by the CSP-Notation [17], we write output and inparts asq!
andq? respectively. As in similar models, channels are definediaitly by naming
convention (and not by a separate graph), that is gogends messages 3. For
asynchronous timing, a message is not immediately detivierés recipient, but first
stored in a special machirecalled a buffer. If a machine wants to schedule ke
message of buffeq, it must have the unique clock-out pert!, and it sendg atq<!,
see Figure 1. The buffer then outputs and deletes-titsmessage. For a popt we
write p° to denote the port which it connects to according to Figuiieel,q!° = q~ 7,
q~!° = q7?, q°I° = q97 and vice versa. The in- and output ports in a port set or port
sequence’ are denoteth(P) andout(P).

Sending

. n!
machine

Receiving

n? )
machine

Fig. 1. Ports and buffers. Specifications only need to spell out khekipart.

Our primary machine model is probabilistic state-trapsitmachines, similar to
probabilistic I/O automata as in Lynch [21] (and also edséiytin [6,27]). If a ma-
chine is switched, it receives an input tuple at its input@and performs its transition
function. This yields a new state and an output tuple in therdanistic case, or a fi-
nite distribution over such pairs in the probabilistic cddereover, each machine has a
function bounding the length of the considered inputs; a@iiswvs flexible time bounds
independent of the environment.

Definition 1. (Machines) Amachineis a tuple
M = (namewm, Portsm, Statesm, dm, Im, Inim, Fing)

of a namenamey € X1, a finite sequenc®ortsy of ports, a setStatesyy € X* of
states, a probabilistic state-transition functiog, a length functiorly, : Statesy —
(N U {oo})lin(Pertsw)| "and setslniy, Finy C Statesy of initial and final states. Its
input set isZy := (£*)lin(Pertsm)l: the j-th element of an input tuple denotes the input
at thei-th in-port. Its output set i®y := (X*)levt(Portsm)l The empty word, denotes
no in- or output at a portdy probabilistically maps each paifs, I) € Statesm x Iy
to a pair (s’,0) € Statespm x Owm.

Two restrictions apply t@y: Every output distribution has to be finite and/if=
(€, ...,€),thendm(s,I) = (s, (¢, ..., €)). Inputs are ignored beyond the length bounds,



i.e.,0m(s, 1) = om(s, I[y,(s)) forall I € Zyy, wherer[; fori € N,r € X* denotes thé-
symbol prefix, and the notation is lifted to tuples. We furttemandw (s) = (0, ...,0)
for everys € Finy. O

In the text, we often write M” for namepn. The set (in contrast to the sequence) of
ports of a machin&/ is denoted byorts(M), and similar for sets of machines.

A collection C' of machines is a set of machines with pairwise different rivaech
names and disjoint sets of ports. Tttmnpletion[é] of a collectionC is the union of
all machines ofC' and the buffers needed for every channel. A port of a cotbeds
calledfreeif its connecting portis notin the collection. These pori e connected to
the users and the adversary. The free ports of a compledipare denoted asee([C]).

A collection (' is calledclosedif its completion[é‘] has no free ports except a special
master clock-in portlk“?.

A closed collection represents a “runnable” system and babitity space ofuns
(sometimes callettacesor executionsis defined for it. Machines switch sequentially,
i.e., we have exactly one active machMeat any time. If this machine has clock out-
ports, it can select the next message to be delivered by stthgd buffer via one
of these clock out-ports. If the buffer contains a messagbeselected position, it
delivers this message, and the receiving machine is theagxe machine. IM tries to
schedule multiple messages, only one is taken, and if ittesdee none or the message
does not exist, the master scheddtebecomes active. Formally, runs are defined as
follows.

Definition 2. (Runs and Views) Lef' be a closed collection with master scheduter
Runs and their probability spaces are defined inductivelyheyfollowing algorithm
for each tupleini € x,_ ~Inim of initial states. The algorithm maintains variables for
the state of each machine and treats each port as a varialde XV, initialized withe
except forclk®? := 1. It further maintains a variablécs (“current scheduler”) over
machine names, initialliics := X, for the currently active non-buffer machine, and a
variable r for the resulting run, an initially empty list. The algorithhas five phases.
Probabilistic choices only occur in Phase 1.

1. Switch current scheduleSwitch the current machin®lcs, i.e., set(s’,0) «
dme (s, I) for its current states and in-port valued. Then assignr to all in-ports
of Mcs.

2. Termination:If X is in a final state, the run stops. (Asmade no outputs in this
case, this only prevents repeated master clock inputs.)

3. Store outputstor each simple out-por! of Mcs with o! # ¢, in their given order,
switch buffero with inputo 7 := o!. Then assigr to these ports! ando~?.

4. Clean up schedulindf at least one clock out-port dflcs has a value# ¢, let n!
denote the first such port and assigto the others. Otherwise letk*? := 1 and
Mcs := X and go to Phase 1.

5. Deliver scheduled messaggwitch buffem with inputn<? := n!, setn? := n*’!
and then assigato all ports ofn and ton<!. If n? = eletclk? := 1 andMcs := X.
Else letMc¢s := M’ for the unique machink!l’ withn? € ports(M’). Go to Phase 1.

Whenever a machine (this may be a buffdrswitches from(s, I) to (s’, O), we add
a step(namew, s, I, s’, O) to the runr with the following two restrictions. First, we



cut each input according to the respective length functi@n, we replacd by I’ :=
IT,,(s)- Secondly, we do not add the step to the ruff it= (e, ..., ¢), i.e., if nothing
happens in reality. This gives a random variablmam for each tupleini € x ;.
of initial states, and similarly fot-step prefixesun g ;.. ;.

Theview of a subsetd C C of machines in a run is the subsequence of
consisting of those steps where a machinéfoswitches. This gives a random vari-
able view 4 .. (M) for each tupleini of initial states, and similarly foi-step prefixes

view ¢, 4, (M) of the view. For a singletod/ = {H} we write view , ,,,(H) for
view ¢ i, ({H}).- <&

2.2 Security-specific System Model

We now define specific collections for security purposes. e svith the definition
of structures Intuitively, these are the machines that execute a sgqumitocol. They
have a distinguished set eérvice portsThis is a subset of the free ports where, in-
tuitively, a certain service is guaranteed, while remajrfiee ports are meant only for
the adversary. Typical examples of inputs at service poetssend message to par-
ticipantid” for a message transmission system or “pay amautot participantid” for

a payment system, while typical non-service ports are thbsgsecure network con-
nections in a real system. For cryptographic purposesitialistate of all machines
in a structure is a security parametein unary representation.

Definition 3. (Structures and Service Ports) gtructureis a pair struc = (M, S)
where M is a collection of simple machines (i.e., with only normalamd out-ports
and clock out-ports) wit1}* C Iniy forall M € M, and S C free([M]). The setS
is calledservice ports <&

Forbidden portsfor users of a structure are those that clash with port namhgen
machines and those that would link the user to a non-seraide p

Definition 4. (Forbidden Ports) For a structur¢M, S) let S, := free([M]) \ S. We
call forb(M, §) := ports(M) U §¢, theforbidden ports &

A systenis a set of structures. The idea behind systems is that thayebe different
actual structures depending on the set of actually malégauticipants.

Definition 5. (Systems) AystemSys is a set of structures. <&

A structure can be complemented tacanfigurationby adding auser machine and
an adversarymachine. The user is restricted to connecting to the sepacts. The
adversary closes the collection, i.e., it connects to theairing service ports, the other
free portsS,; of the collection, and the free ports of the user. Thus, uséraaversary
can interact, e.g., for modeling active attacks.

Definition 6. (Configurations) Aconfiguratiorof a structure(M, S) is atupleconf =
(M, S,H,A) where

— H is a machine callediserwith ports(H) N forb(M, S) = § and{1}* C Iniy,



— Ais amachine calleéddversaryith {1}* C Inia,
— and the completiot’ := [M U {H, A}] is a closed collection.

The set of configurations 6, S) is writtenConf (17, S). The notatiorConf () is lifted
to sets of structures, i.e., systems. We witef. M for conf[1] (component selection
function) and similarlyconf.S, conf.H, and conf.A, and conf .struc for conf[1,2]. &

2.3 Parametrized Systems

In many typical systems, the structures only depend on tist tnodel, but not on the
security parametek. In a parametrizedsystem this is different. Hence such a system
is partitioned into different subsystems for differentues ofk. “Normal” systems can
naturally be identified with parametrized systems wherswdsystems are equal.

Definition 7. (Parametrized Systems)parametrized systeis a systenfys together
with a partitioning(Sys;, ) ken, i-€., the elementSys,, are pairwise disjoint systems with
Sys = Uren Sys,- In slight abuse of notation we also call the sequence ofitzmt
Sys, and if the system is calleslys, the notationSys, always refers to thé-th element
in the partition sequence.

A bounding functiorfor a parametrized system is a functiéhsuch that for all
k € Nand(M,S) € Sys, we havd M| < P(k) and the runtime of eveyl € M on
initial input 1* is bounded byP(k) in the sense of circuit complexity (more precisely,
circuit size). A parametrized systenpislynomial-timeif it has a polynomial bounding
function. <&

Circuit complexity, i.e., non-uniform complexity, is na&li for this definition because
one can consider every machikie used only for security parameteras a separate cir-
cuit. Meaningful uniform complexity for such a definitiorog@ires a universal machine
that simulates all these structures, and a generationitidgofor structures. However,
our results are reductions with concrete security (as fitebduced as a general concept
with special notation in [8]), and usable for a wide range afplexity measures. In
those reductions we actually work with Turing complexitcaese it is defined in full
detail for our interacting machines.

A parametrized system considers the potentially used stérsy as potentially
available from the start. This is also implicitly the cas¢1fl] because although a sub-
system is said to be generated there, it springs up magioatlistributed locations by
this operation. This means that all the connections muss&gnaed to be predefined. A
truly dynamic system would need to distribute port or maemames of new machines,
like the r-calculus does. We do not see any specific reason while oardhreshould
not hold for this case but it would require a rigorous defamitfirst.

We now define user and adversary of a parametrized system.

Definition 8. (User and Adversary of a Parametrized Systemisérand anadversary
of a parametrized systeiSlys are families(Hstruc)strucesys, (Astruc)strucesys SUCh

that (M, S, H 15 gy, A.s)) € Conf(Sys) forall (M, S) € Sys. o

To reason about the complexity of users and adversariesor generally families of
machines, we define the parametrized complexity.



Definition 9. (Parametrized Complexity) LeX = J,.y X be a partitioned index
set (with the same conventions as for systems) and let (A, ).cx be a family of
machines wit{1}* C Ini 4, for everyz € X. We say that is of complexityt: N —
Nif for all € X}, the runtime of4,, on initial input1* is bounded by(k) in the sense
of circuit complexity. We sometimes write for “the” complexity of A. <&

2.4 Defining Security with Simulatability

Reactive simulatability essentially means that whatevghthappen to an honest user
in a real systenyys, can also happen in an ideal syst8ps,. More precisely, for every
configurationconf, of Sys,, there exists a configuratiamnf, of Sys, with the same
user yieldingindistinguishable view$or this user. A typical situation is illustrated in
Figure 2.

Real configuration Ideal configuration

Fig. 2. Example of simulatability. The view dfl is compared.

However, we do not want to compare a structur&pf, with arbitrary structures of
Sys4, but only with certain suitable ones. What suitable meares @goncrete situation
can be defined by a mappirfgirom Sys; to Sys,. The mappingf is calledvalid if it
maps structures with the same service ports, so that the ssenean connect.

Definition 10. (Valid Mappings) Avalid mappingoetween two systens§s; and Sys,
is a functionf: Sys; — Sys, with (Mz, S2) = f((Mi1,51)) = S = S2. We call

f((M;, S)) the corresponding structuref (M, S;). If the systems are parametrized,
we also requiref (Sys, ;) C Sysq , forall & € N. <&

A technical problem for reactive simulatability is that amewt user of a structure from
Sys, might have forbidden ports in the corresponding structGanfigurations where
this does not happen are caldtable we restrict the simulatability definition to those.
We omit a rigorous definition for brevity. For a valid mappiig Sys; — Sys,, let
Conf/(Sys,) be the set of suitable configurations.

We present the definition ahdistinguishabilityfor two families of random vari-
ables with a common partitioned index set and with versionsdncrete security, fol-
lowing [34,7,12].

Definition 11. (Indistinguishability) Let two familiebvar, ) x and(var,,),cx of dis-
crete probability distributions (random variables) on coion domaingD,.).cx be
given with a partitioned index set = J, .y Xi (with the same conventions as for
systems).



— They are callegerfectly indistinguishabl#f var, = var’, forall z € X.

— They are calledstatisticallys-indistinguishabldor a functiond: N — R iff the
statistical distancegat (var,, var,,) := %ZdeD‘v |Pr(var, = d) — Pr(var’, = d)]
is at most(k) for all k£ and allz € Xj,.

— An algorithmDis is called a(t, §)-distinguisheifor var, andvar/ fort € N, ¢ €
R>o, andz € X}, iff its complexity is at mostand

82 := |Pr(Dis(1*, var,) = 1) — Pr(Dis(1%, var,) = 1)| > 4.

— The distributions are callegolynomially indistinguishabléf for all polynomials
t and all distinguishergDis; ). x with qomplexityt in their first parameter, there
exists a negligible functiofisuch thats’2's < §(k) for all k and allz € Xj.

<

We write “~,,” for indistinguishability withy = perf, §, or poly, respectively. We write
“~" if we want to treat all cases together, and we often writé for “ ~ "

We later need that indistinguishability of families of ramad variables implies in-
distinguishability of functions of them, e.qg., of “partsf'the random variables.

Lemma 1. (Indistinguishability of Derived Distributions) Legr, var’ be families of
probability distributions with partitioned index s&t and a common family of domains
D, and letp = (¢.)ex be a family of functiong, on D, (to strings, but encoding
domains as strings is not made explicit). Then the follovhialgls:

— var &y var’ = ¢(var) =, ¢(var’) if y is perf, or a functiond.

— Every (¢, §)-distinguisherDis,, for ¢(var;) and ¢(var,) gives rise to a(t', d)-
distinguisherDis for var, andvar), with ¢’ = ¢ + t4(b(k)), wherety: N — N
denotes the complexity of andb: N — N bounds the length of the random vari-
ables, i.e.Jv| < b(k) forall v € D, andzx € X.

— var Rl var' = ¢(var) =y ¢(var’) if the random variables are of polynomial
length, andp is of polynomial complexity.

O

This is clear for the perfect case, and can be easily showoimpuatations on statistical
distances for the statistical case. For concrete complexitl the computational case,
the distinguisher familyDis for the original distributions is defined Wyis, (1%, v) :=
Disg, (1%, ¢(v)) for all k andx € X}, and forv of length at mosb(k).

We are now ready to define reactive simulatability for parained systems.
We require that there exists an extensifin of the valid structure mapping to
a configuration mapping that leaves the user unchangedweeskolemize the ex-
istence of corresponding adversaries in Figure 2. We thersider the families of
user Viewsview cons, (H) and view s (.ons,)(H) where all machines have initial in-
put 1* for the security parametée to which this configuration belongs. Each of
these two families contains one well-defined probabilitgtrdtbution for each con-
figuration conf,. Overall these are two families of distributions with thetjieoned
index setConf/ (Sys;) = J,cy Conf/ (Sys; ;). Similarly, we obtain two families
view cong, 1(H) andview g (cons,),1(H) for I-step prefixes of user views.



Definition 12. (Reactive Simulatability) Let parametrized systefys, andSys, with
a valid mappingf be given. For reactive simulatability, we require that thexists a
function fc: Conf/ (Sys,) — Conf(Sysy) with fc(conf,).struc = f(conf,.struc)
and fc(conf,).H = conf,.H for all conf, € Conf’(Sys,), and with the following
properties. We say that is a r-mappingfor a structurestruc; and a functionr: N —
Nif the complexity s (cons,).a IS bounded by (tcons,.a) forall conf, € Conf(strucy).
The entirefc is ar-mapping for a functionr: N2 — Nif for all conf, € Conf’ (Sys,)
we haveffc(wnf YA S T(k‘ teonf, ).

We say thays, >LY Sys,, spoken %/-at least as secure”asinder the following
conditions for different cases gfandy’, where we abbreviatd := conf.H

a) y = perf andy’ = “perfectly” iff view .ons, (H) andview . (.ons,)(H) are perfectly
indistinguishable for everyonf, € Conf/ (Sys,).

b) y = § andy = “d-statistically” for a functiond: N> — R iff for ev-
ery conf, € Conf/(Sys,,) and everyl € N we haveview cons, 1(H) ~se1)
VIEW fe (conf ), (H)-

c) Concrete security: An algorithiis is called a(t, §)-distinguisherfor conf, €
Conff(Syst) and fc(conf,) wheret € N andd € Ry iff its complexity is at
mostt andsPs . > § where

conf

Son s = |Pr(Dis(1%, view cony, (H)) = 1) — Pr(Dis(1¥, view s (cons,)(H)) = 1)].

conf

e) y = poly andy’ = “polynomially” iff for all users H and adversaryA of poly-
nomial complexity, the VIeWSU'L‘ew(M,S,H(MWS),A(MYS))(H(M,S)_))(M,_S)G_Sy_sl ahd
(vzewfc((M,S,HW,s),AW,S)))(H(M,S)))(M,S)eSys1 are polynomially indistinguish-
able andfc is a P-mapping for a polynomiaP.

Universal simulatabilitymeans thatfc(conf).A (i.e., Az in Figure 2) for conf, =
(M, S,H,A;) only depends o/, S, andA;. We write>"-/-¥ instead of>/,¢ if we

—sec —secC

want to emphasize this case. <&

Where the difference between the types of security is velg we only write>/
and we omit the indiceg andsec if they are clear from the context.

An essential ingredient in the composition theorem andratkes of the model is a
notion of combining several machines into one, and a lemmttitis makes no essen-
tial difference in views. The combination is defined in a azinal way by considering
a combined state space and letting each transition funoj@nate on its respective
part. We omit details for brevity. The combination of a détof machines is written
comb(M) and we sometimes wriwmb(My, ..., M;) for comb({My, ..., M;}).

Lemma 2. (Machine Combination) Lef’ be a collection without buffers, anid C C.
The view of every set of original machines(ifi \ D) U {comb(D)} is the same as
in C. This includes the view of the submachlnesomb( ), which is well-defined
given C and D. The Turing complexity afomb(D) is the sum of the complexities of
the machines iromb(D). O



We can now add the notion of blackbox simulatability to Deiomi 12. HereA, is given
as the combination of a fixed “simulatd$7m and a machind that is identical toA;
up to port renaming.

Definition 13. (Blackbox Simulatability) With the notation of Definitiog, blackbox
simulatability means that we have functiofis, from Sys, to machines (the simu-
lators for the structures) andgf, from Sys, to port renaming functions such that for
all conf, = (M, S,H,A;) € Conf/(Sys,) we havefc(conf,) = (M, S,H,Ay)
with (My, S) = f((My,S)) and Ay = comb(Sim, A}) with Sim := fsim((M;, S1))
and A} := f,((Mi,S1))(A1). For computational security, we require th&tm is
polynomial-time, i.e., that the parametrized complexty fai (M, S)))(Ml,S)GSysl

is polynomially bounded. We write®2. instead of>.. if we want to emphasize this
case (with the respective superscripts). <&

2.5 Composition

When composing several systems, one typically does nottwammmpose every struc-
ture of one system with every structure of the others, buy @rith certain matching
ones. For instance, if the individual machinesSa, are implemented on the same
physical devices as those 6§s,, as usual in a layered distributed system, we only
compose structures corresponding to the same set of cedrppiysical devices. How-
ever, this is not the only conceivable situation. Hence waakodefine a composition
operator that produces one specific composition, but a geissible compositions.

Definition 14. (Composability and Composition of Structures) We call citites
(My, S1),...,(M,,S,) composableif ports(M;) N forb(M;,S;) = 0 and S; N
free([M;]) = S; N free([M;]) for all i # j.2 We then define their composition as
(M, S| - ||(My, Sp) = (M, S) with M := My U...U M, and S = (S U
..U S,) Nfree([M]). <&

We now define the composition of variably many systems, there is a potentially
infinite supply of systems from which a finite numb(k) is chosen for composition
for each security parametgr

Definition 15. (Parametrized Composition of Systems) Let a sequéfgeeq —
(Sys);en be given where eachiys') is a parametrized system, and et N — N
be a function. Then &-sizedcomposition ofSysseq is a parametrized systeiys™
where for allk € N, every structure(M*, S*) € Sys;, has a unique representation

(M*,S*) = (My, S)||- .. [|(Mp, Spx)) With composable structure@;, S;) €
Sys\) fori = 1,..., P(k).We call(;, S;) the restrictionof (M*, 5*) to Sys¥ and
write (M;, S;) = (M*, S*)[ gyst0- <

If the systemsSys*) have a joint bounding functio@, thenP-Q is a bounding function
for Sys™. In particular, if P and@ are polynomials, theSys* is polynomial-time.

2 The first conditiop makes one structure a valid user of amoltiee second one excludes cases
wherep € free([M;])Nfree([M;]) (e.g., a clock port for a connection between these strugfure
andp € S; butp € S;.



3 General Composition Theorem for Blackbox Simulatability

In this section, we show that reactive blackbox simulatigbis consistent with the
composition of a parametrized number of systems, in pdatiqolynomially many in
the computational case. The basic idea is the followinguAssthat we have proven
that a potentially infinite supply of systensgs'?) are as secure as systefs’( in the
sense of black-box simulatability. Now we want to ug? as a secure replacement
for Sys'™  i.e., as an implementation of the ideal syst&ps’"). The following theorem
shows that such modular proofs are possible. The situagishown in the upper part
of Figure 3.

Additional conditions in the theorem are that all corregting structures are com-
posable and that, for the polynomial case, the security@sifstem is in certain sense
uniform.

Theorem 1. (Secure Parametrized Composition, Blackbox Case) fgtseq =
(Sys);en and Sysseq’ = (Sys'V);en be sequences of parametrized systems. Let
f = (f);en be a sequence of valid mappings): Sys — Sys'@, and let
Sys™ z'ggcvf(”v% Sys'® forall i € N.

LetP: N — N, and letSys* and Sys* denote theP-sized compositions dfysseq
and Sysseq’, respectively. Assume that the following structural ctinds hold for all
k € N and every structurd M#,S) € Sysi: Let its restrictions be(M;, S;) =
(M#,8)[ g, and the corresponding structuréds/, S;) = f@((M;, S;)) for all
i < P(k). Then the composition

FHEH,8)) = (M1, 80) [] - || (Mpy s Spa)

exists and lies inSys.. Furthermore,(1;, S;) and (M, S;) must be composable for

J # i, andports(M;) N S5 = ports(M;) N S5 for all j # i. Then we have
Sys* SRSV gys*

a) withy = perf if y; = perf forall : € N.

b) withy = P(k) - 6(k,b(k)) if all y; are bounded by a functioh: N> — R, and
whereb(k) is the sum of the complexity of the systems, the user, anthibtasors.

c) With concrete complexity: For everyonf# < Conf/” (Sysf), a (t,0)-
distinguisher forconf* and fc(conf*) gives rise to a(t', &’ )-distinguisher for
conf” and fc(conf(i)) for a conf” € Conf(Sysg)) with §' = % and
t' =t +'(k), wheret'(k) is a polynomial independent of,,,. ¢« 5. (Details are
given in the proof.)

d) withy = poly if yy; = poly for all i € N and under the following conditions: The
function P is polynomially bounded, and the systesias) have a joint bounding
polynomial@. The complexities of the simulator families induced by thppings

s(,.?n are bounded by a joint polynomié)s;,. The distinguishing probabilities of
the system pairSys¥, Sys')) are uniformly bounded, i.e., for all polynomials
there exists a negligible functionsuch that for all distinguisher®is, all i, & € N,



and all conf = (M, Si,H,A) € Conf’ " (Sys\") we have(tps < (k) Aty <
t(k) A ta < t(k)) = oD . < §(k) (recall Definition 12d).

conf —

O

The first statement to be proved is extracted into the folhgwemma.

Lemma 3. Under the conditions of Theorem 1, the mappjfi§ is a valid mapping
betweenSys? and Sys*. o

The proof is straightforward as in [30], but heavy on notatidence we omit it in this
short version. Recall that blackbox simulatability was wkedi by a function that selects
one fixed simulator for each structure (Definition 13).

Definition 16. (Simulator and Corresponding Configurations) Under theditians of
Theorem 1 and for all € N, let fs(l’rl and f,ﬁi) be the simulator and renaming func-
tions from WhiChféi) is composed by blackbox simulatability. We compose them int
functionsfZ  and ff on Sys™ as follows: Giverk € N and (M#,5) € Sys, let
Sim, := f&) (M3, 8)) for all i < P(k), and let

fgfm((]\;[#, §)) := comb(Simy, ..., Simp));

further let f7* .= f{"* o...0 V. Let f# be constructed fronf#, fZ  and 7 by
the equations in Definition 13 (blackbox simulatability). O
The complexityts;,, of the simulator igs;m (k) = Zf):(’f) tsim; (k) by Lemma 2. In the
polynomial case, there exists a polynon@ai., such thatsim, < Qsim for all ¢, hence
tsim (k) is polynomially bounded by (k) - Qsim (k).

We also omit the technical proof that indeﬁﬁ: Conff#(Sys#) — Conf(Sys™)
in Definition 16. It is nevertheless interesting that thesepparts that verify the com-
patibility of channels and the difference of service portd adversary ports in compo-
sitions make up the major part of a rigorous proof, while thgtographic aspects are
shorter and more standard.

Now we can concentrate on proving that the simulator siresledrrectly. The proof
consists of a hybrid argument as first used in [15], i.e., westroict intermediate con-
figurations that differ only in the machines of one system.

Proof (Theorem 1)Let a configuratioronf# = (M#, S, H,A) € Conf’” (Sys¥*) be
given andconf™ := fjf(conf#) the corresponding configuration according to Defini-
tion 16. Let the sub-structuréd/;, S;) and(M;, S!), the simulator§im;, and functions
¥ with various indices be defined as in the formulation of theotem and Defini-
tion 16. Furthermore, lgth7*, ) := f*((M#,5)) andSim := f& _((M#,5)). Then
we haveconf* = (M*, S, H, comb(Sim, f(A))); recall thatf is just a port renam-
ing; hence Figure 3 simplifies it tA.

The outline of the hybrid argument is as follows.



Fig. 3. Configurations in the composition theorem for blackbox datability.

1. We definehybrid configurations:onf™" of Sys') and conf™® of Sys'®) for i =
1,..., P(k).In conf?yb the firsti—1 real structures have already been replaced with
their ideal counterparts, while i&nnfﬁ‘yb also thei-th structure has been replaced.
To make these configurations correct configurations of tepaetive systems, all
other machines are grouped into an overall hybrid bl§étf as shown at the bottom
of Figure 3 fori = 2 andP(k) = 3.

2. We show that these are correct and corresponding contfignsavith respect to the
given blackbox simulatability betweefys” and Sys'®.

3. We show that the views ofl in conf!™" and conf}”" are equal fori =
1,...,P(k) — 1. Moreover, we show that the views Bfare equal inconf?” and

conf?", and inconfgﬁ{,‘;) andconf*. This gives a kind of indistinguishability chain
(for one configuration)

view o4 (H) =~ vz’ewconfqyb(H) PORNPN vz’ewconfg% (H) =~ view cong+ (H).

4. We show that this implies indistinguishability betweestfand last elements.

We now explain these steps in more detail.

Step 1Fori =1,..., P(k), letthe machine collection for theth hybrid user be; :=
{H}UU, <oy M U{Sim; | 1 <j < i} UU,_j<p) M;, and letH}” := comb(H;).

Furthermore le\; := " " 0. o f{"(A) andA; := f{’(A;). Then we define the



hybrid configurationgs
conf,?yb = (M;, S;, H?ybaAz‘)i

conf ™ .= (M], S;, H?yb, comb(Sim;, A})).

(2

For the computational case, we have to show that the famHLZ‘%’fis polynomial-time.
This holds sincé m < ty + tsim + 4 + t,;. by Lemma 2, where each addend is
polynomially bounded by assumption.

Step 2:\We have to show thatonf!™ € Conf/i (Sys,) andconf® € Conf(Sys}), i.e.,
essentially that the hybrid users do not use non-servids.parthis short version, we
omit this proof. Then the definition afonf"™" and conf’™" immediately implies

%

conf™ = £ (conf™®), (1)

K2

i.e., these are indistinguishable configurations undegiven blackbox simulatability
betweenSys") and Sys'").
’hyb hyb

Step 3.The configurationsonf;”” andconf;}"; consist of the same collection of ma-
chinesC; := H; U{M], Sim;, A’}. Combining them in different ways does not alter the
view of H by Lemma 2. Thus we have

vz’ewwnf;hyb(H) = vz’ewconfzyfl(H) (2
foralli € {1,...,P(k)}, and similarly

View qopp# (H) = view o (H) = view gons=(H). 3)

confp(k)

CO”}A{yb(H) A view
Step 4: We now distinguish the type of the given simulatability telas
Sys(i) Z?ebéf(i)7yi Sys’(i)_

For perfect simulatability, Equation (1) gives mwwnﬁyb(H) = m’ewwnf;hyb(H)
for all <. With Equations (2) and (3) this yields‘ewwnf#(H) = view qons+(H). This
result for an arbitrary fixed configuratiann/ implies equality of all families of such
views.

For statistical simulatability, leys'? bed;-statistically at least as secures’(".
Let! € N. For prefixes of lengthandv ranging over the potential views of this length,
we abbreviate?” := Pr(view .onp# (H) = v), andq; := Pr(view cong=1(H) = v),
andg; , = Pr(viewwnf?ybyl(H) = v) andgq; , = Pr(viewconf:_hyb’l(H) = v) for all 4.
For all potential views), we havey;] , = ¢i11,, andg = g1, andqp;, ,, = ¢; by
Equations (2) and (3). The desired statistical distance is

1 ,
5stat(conf#> = 5 Z |Q# - qv|

1
= 5 Z |q1,v — Q2,0 + 42,0 — 43,v + -+ qP(k),v - q%(k),y|
v

IN

1
B} Z(|Q1,u — Q20| + 92,0 = @3,0] + -+ |aPw).0 — Ao, )



P(k) 1
= Z 5 Z |qi,v - q§7v|
=1 v

= Z Astat(viewwnﬁyb’l(H), viewconf;hyb’l(H)).

With Lemma 1 this gives

P(k) P(k)
55tat(conf#) < Z Astat(viewwnfhyb li(H,?yb), viewwnf/hyb thb Z 5(k,1;)

i=1 '
where thel; are sufficiently large numbers to ensure thatittséep prefix of the view
of H in conf™® is a subsequence of thgstep prefix of the view oH™". A general
bound is the complexity ofl!*®, which is bounded by := ¢y + ¢4 + . + tsim-
This impliesds.: (conf#) < P(k) - 5(k, b(k)) as desired.

For concrete complexity and for(a AP')-distinguisheDis, we have by definition

AP < |Pr(Dis(1, view o5 (H)) = 1) — Pr(Dis(1%, view cons= (H)) = 1)].

We abbreviateg® := Pr(Dis(1¥, view ,,;+(H)) = 1) and ¢* := Pr(Dis(1*,
view cong+ (H)) = 1), andg; := Pr(Dis(1*, m’ewconfhyb(H)) = 1) andq. := Pr(Dis(1%,
view  .mp(H)) = 1) for all ¢, andA; := |g; — ¢}|. Now Equations (2) and (3) yield

conf;

AP =g — =l — e+t @ —atat T ap) — QE(k)|
<lgi — a2l + a2 — g3l + - +lap@) — dpay| = A1 + Az + -+ Apgy.
This implies that there exists somavith A; > 4.

We can now consideDis as a(t, Ai)—distmgwsherDisf;) of a function¢ of views
of the actual useHZ1yb of the i-th hybrid systems. Here is defined by¢(v) :=
v[n, i.e., the restriction to the view dfl. The complexityt,, of ¢ is linear. Hence
Lemma 1 implies that there existy®, A,;)-distinguisheDis ™ for view ,, s (H}")

andview f,hyb(H“yb) with t; = ¢ + b/'(k), whereb’ (k) bounds the length of the views

of H*". The complexityt,w» of H** is bounded by = ty + ¢ 4 + t 7. + tsim, and
above we showedts;,, < P. Q@sim. The length of runs and thus views in our current
representation is bounded by the square of this complelitythis might be improv-
able by tighter encoding). This yields the desired polyradiboundd’ (k) independent
of the adversary complexity.

For polynomial simulatability, leil, A be a user and an adversary fys™ of com-
plexity ty andta, and lett be a polynomial an®is a distinguisher family of complexity
t. Then the functiong, s, t;, andta, = ta are polynomials. By assumption, there ex-
ists a negligible functiod that uniformly bounds the advantage of distinguisherstfer t
given system pairs for the complexity functiomx(t;, ¢ s, ta,). Now let a configura-

tion conf? = (M#, S, H(M#ﬁ), A(M# S)) be given. The concrete security considera-
tions and Equation (1) imphy; = 5D'S(”hyb < 4(k), and thereforéD'Sf# < P(k)-6(k)



is negligible. This proves the desired polynomial indigtirshability of the families of
user views oveSys™ andSys*. (]

4 From Black-Box to Universal Simulatability

We now show a relation between universal simulatability blagk-box simulatability.

It allows us to apply our general composition theorem to ers&l simulatability under
reasonable assumptions, but it also is of independenesttaviore precisely, we show
that universal simulatability for two parametrized sys$efns, andSys, is equivalent
to black-box simulatability ifSys, fulfills the following structural requirements: When-
ever a clock-out port of a structufé/;, S;) € Sys, is contained irS¢, then so is either
the corresponding input or output port. This means that theesary is not allowed
to schedule messages of a connection where it is neitheetiges nor the recipient.
This condition is naturally fulfilled for insecure channedgce the adversary is inserted
between the connections of two machines of the system.

Theorem 2. (Relating Black-box and Universal Simulatability) L$js,, Sys, be two
parametrized systems with a valid mappifigwhere for every structur(a]\?fl, S1) €
Sys,, we havep?! € S = (p? € Sf v p! € §f). ThenSys, >b&/v Sys, iff
Sys, >unhfv Gys, for y = perf or a functions and also fory = poly if Sys, is
polynomial-time.

For concrete security, i/ is given with ar-mappingfc, then we obtain>2:f
with simulator complexity (¢ s,s, ), and a(t, §)-distinguisher for the views in the black-
box case gives rise to@', ¢)-distinguisher for the views in the universal case whére

is the sum of and the view length dfl andA. |

Proof. The left-to-right direction is clear by definition. The diffilt direction is to show
that universal simulatability implies black-box simulailéty. Due to lack of space, we
can only present a short sketch. This direction essentialigists of four steps:

1. Leta configuratioronf, = (M, S,H,A;) of the sub-systeniys, ; be given. We

first derive another configuratiomnf'™ = (M, S, H" A}) of Sys, as follows:
We insert a machindSp ;, 1, calledtransparent scheduleinto the connections
betweenA; and the simple ports ;. It forwards messages between machines
of the structure and the adversary. Its paramefeesd b correspond to the ports
that the transparent scheduler connects to and a bound mmiine, which is the
joint runtime of the machines i/, . This machine only depends oy, S, andk.
The new user is the combinatiétt™ := comb(H, A;), and the new adversary is
Al := TSp . We show that the views of both andA, are identical in the two
configurations. _

2. We now show thatonf{™ € Conf’(Sys,) and apply the preconditiolys, >un-/
Sys,. This yields an indistinguishable configuratiomnfs™ of Sys, with a new
adversan,. By the definition of universal simulatability,, only depends oy,

S and onA} = TSp ; ;. SinceTSp ;, 1, only depends o/, ands, the adversary

A also only depends oft/; andS.



3.

4,

uni

We obtain a configuratiosvnf, with the original user and a simulator frofonf 5
by reversing the combination &f andA; into H*", and by defining the simulator
asSim := A,. We show that this does not affect the view+of

Combining several equalities between viewdoh different configurations and
one indistinguishability gives the same class of indistisgability.

Summarized statements follow from this treatment per candigon, i.e., with concrete
security (although details are omitted here), as usual. L]
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