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Abstract. We consider abstract specifications of cryptographic protocols which
are both suitable for forma verification and maintain a sound cryptographic
semantics. In this paper, we present the first abstract specification for ordered
secure message transmission in reactive systems based on the recently published
model of Pfitzmann and Waidner. We use their composition theorem to derive
a possible implementation whose correctness additionally involves a classical
bisimulation, which we formally verify using the theorem prover PVS. The
example serves as the first important case study which shows that this approach
is applicable in practice, and it is the first example that combines tool-supported
formal proof techniques with the rigorous proofs of cryptography.

Keywords: security, cryptography, formal verification, PV'S, simulatability

1 Introduction

Nowadays, security proofs are getting more and more attention both in theory and
practice. Some years ago, this field of research only focused on certain cryptographic
primitives such as encryption and digital signature schemes. In current research, larger
systems like secure channels or fair exchange protocols are to be verified. The main
goal researchers are ultimately aiming at is to verify really large systems like whole
e-commerce architectures.

If we turn our attention to what already has been done, we can distinguish between
two main approachesthat unfortunately seem to be rather digjoint. One approach mainly
considersthe cryptographic aspects of protocolsaiming at complete and mathematically
rigorous proofs with respect to cryptographic definitions. The other one involves formal
methods, so protocols should be verified using formal proof systems or these proofs
should even be generated automatically by theorem provers. Usually, these proofs are
much trustworthier than hand-made proofs, especially if we consider large protocols
using many single steps. The main problem of this approach lies in the necessary ab-
straction of cryptographic details. This abstraction cannot be completely avoided, since
formal methods cannot handle probabilistic behaviours so far, so usually perfect cryp-
tography is assumed (following the approach of Dolev and Yao [4]) in order to make
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machine-aided verification possible. However, these abstractions are unfaithful, since
no secure implementation is known so far.

Comparing both approaches, we can see that cryptographic proofs are more mean-
ingful in the sense of security but they also have one main disadvantage: cryptographic
proofs usually are very long and error-prone even for very small examples like encryp-
tion schemes, and moreover have to be done be hand so far. Hence, it seems rather
impossible to verify large systems like whole e-commerce architectures by now.

Our approach tries to combine the best of both worlds: We aim at proofs that allow
abstractions and the use of verification tool s but neverthel ess keep a sound cryptographic
semantics. For this, we split our systeminto two layers, the lower one contai ning crypto-
graphic systems, the higher one hiding all cryptographic details enabling tool-supported
proofs. Secure composition with respect to theselayers has already been shown by Pfitz-
mann and Waidner in [16], soif we consider alarge system and replace averified abstract
subsystem with a cryptographi c implementation, we again obtain a secure system if the
implementation is proven to be at |east as secure as its abstract counterpart.

In this paper we present the first abstract specification for ordered secure message
transmission, and we derive a possible implementation serving as the first example of a
concrete and secure system derived using the composition theorem from [ 16]. Moreover,
the crucial part of this security proof involves a bisimulation, which we formally verify
using the theorem prover PV'S [[13] yielding a trustworthy proof. Our implementation
is based on the scheme for standard secure message transmission presented in [[16], but
we put a system on top of it to prevent message reordering.

Outline. We recapitulate the underlying model of reactive systems in asynchronous
networks in Section[2l Furthermore we briefly review how to expresstypical trust mod-
els and what secure composition of systems means. Sections [3, @ and B contain the
main work. In Section[3we present an abstract specification for ordered secure message
transmission, and a possible implementation derived using the composition theorem. In
Section[4 we accomplish some preparatory work for proving the security of the imple-
mentation, which is performed in Section[H using the theorem prover PVS. Section
summarizes and gives an outlook on future work.

Related Literature. One main goal in the verification of cryptographic protocols is to
retain a sound cryptographic semantics and nevertheless provide abstract interfaces in
order to make machine-aided verification possible. This goal is pursued by severa re-
searchers: our specification for ordered secure message transmission is based on amodel
recently introduced by Pfitzmann and Waidner [16], which we believe to bereally close
tothisgoal. Another possibleway to achieve thisgoal has been presented in [[7/8]: actual
cryptography and security isdirectly expressed and verified using aformal language (-
calculus), but their approach does neither offer any abstractions nor abstract interfaces
that enable tool support. [11] has quite a similar motivation to our underlying model,
but it is restricted to the usua equational specifications of cryptographic primitives,
the Dolev-Yao model [4], and the semantics is not probabilistic. Moreover, [11] only
considers passive adversaries and a restricted class of users, referred to as “environ-
ment”. So the abstraction from cryptography is not faithful. This applies also to other
formal-methods papers about security, e.g., [9/17/1,14]5]: they are based on intuitive but
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unfaithful abstractions, i.e., no secure cryptographic implementation is known. In [2],
it is shown that a slight variation of the Dolev-Yao modél is cryptographically faithful
specifically for symmetric encryption, but only under passive attacks.

As to secure message transmission, severa specifications have been proposed, but
they are either specific for one concrete protocol or lack abstraction [[7]. So far, no model
for ordered secure message transmission has been published. Thus, we present the first
completely abstract specification and a possible implementation for secure message
transmission that prevents message reordering. We furthermore showed that the com-
position theorem of [16] isin fact applicable in practice. Moreover, our proof contains
machine-aided verification, so this paper is the first one that uses formal verification of
cryptographic protocol swhileretai ning asound semanticswith respect to the underlying
cryptographic primitives.

2 Reactive Systemsin Asynchronous Networks

In this section we briefly recapitulate the model for reactive systems in asynchronous
networks as introduced in [[16]. All details not necessary for understanding are omitted,
they can be found in [16]. Machines are represented by probabilistic state-transition
machines, similar to probabilistic I/0 automata [10]. For complexity we consider every
automaton to beimplemented asa probabilistic Turing machine; complexity ismeasured
inthelength of itsinitial state, i.e., theinitial worktape content (often asecurity parameter
k in unary representation).

2.1 General System Model and Simulatability

Systems are mainly compositions of several machines. Usually we consider real systems
that are built by a set M of machines {My,...,M,}, and ideal systems built by one
machine {TH}.

Communication between different machines is done via ports. Inspired by the CSP
notation [6], we write output and input ports as p! and p? respectively. The ports of
amachine M are denoted by ports(M). Connections are defined implicitly by naming
convention, that is port p! sends messages to p?. To achieve asynchronous timing, a
message is not directly sent to its recipient, but it isfirst stored in a special machine p
called abuffer and waitsto be schedul ed. If amachinewantsto schedul ethei-th message
of buffer p (this machine must have the unique clock out-port p<!) it simply sends i at
p<l. Thei-th message is then scheduled by the buffer and removed from itsinternal list.
Usually buffers are scheduled by the adversary, but it is sometimes useful to let other
machines schedul e certain buffers. Thisis done by the mentioned clock out-port p!.

A collection C of machinesisafinite set of machineswith pairwise different machine
names and disjoint sets of ports. The completion [C] of acollection C isthe union of all
machines of C and the buffers needed for every connection.

A structureisapair (M, S), where M isacollection of machinesand § C free([M]),
the so called specified ports, are a subset of the fred] portsin [/]. Roughly, the ports

LA port is called free if its corresponding port is not in the collection. These ports will be
connected to the users and the adversary.
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S guarantee specific services to the honest users. We always describe specified ports
by their complements S¢, i.e.,, the ports honest users should have. A structure can be
completed to a configuration by adding machines H and A modeling honest users and
the adversary. The machine H is restricted to the specified ports .S, A connects to the
remaining free ports of the structure and both machines can interact. If we now consider
aset of structures, we obtain a system Sys.

Scheduling of machinesis done sequentially, so we have exactly one active machine
M at any time. If thismachine has clock-out ports, it isall owed to sel ect the next message
to be scheduled as explained above. If that message exists, it is delivered by the buffer
and the unique receiving machine is the next active machine. If M tries to schedule
multiple messages, only oneis taken, and if it schedules none or the message does not
exist, a designated master scheduler is scheduled.

Altogether we obtain a probability space of runs (sometimes called traces or execu-
tions) of a configuration conf for each security parameter k. If we restrict these runs to
aset M of machines, we obtain the view of M this is a random variable denoted by
VIEW conf ik (M)

An important security concept is simulatability. Essentialy it means that whatever
might happen to an honest user H in a rea system Sys,, Can aso happen to the
same honest user in an ideal System Sys,4. Formally speaking, for every configuration
conf of Sys,.,, thereisaconfiguration conf , of Sys;q yielding indistinguishable views
for the same H in both systems [18]. We write this Sys,.,; >sec Sysiq and say that
SYs,.. 1S at least as secure as Sys,y; indistinguishability of the views of H is denoted
by view cons, (H) = viewcons,(H). Usualy, only certain “corresponding” structures
(M, Sy) of Sys,., and (Ms, Ss) of Sys, arecompared, inparticular werequire S; = 5.
In general, amapping f may denote this correspondence and one writes >/ _, but if the
requirement S; = Ss gives a unique one-to-one correspondence, we call the mapping
canonical and omit it. Thisis the casein al our examples.

Animportant feature of the system model istransitivity of >, i.e., the preconditions
SYS1 Zsec SYSo AN Sysy >eec Syss together imply Sys; >cec Syss [16].

2.2 Standard Cryptographic Systems

We now turn our attention to the specific class of standard cryptographic systems with
static adversaries. Inreal life, every user w usualy has exactly one machine M,,, which
is correct if and only if its user is honest. The machine M,, has special portsin,? and
out,!, which are specified ports of the system and connect to the user . A standard
cryptographic system Sys can now be derived by a trust model, which consists of an
access structure ACC and achannel model x. ACC isaset of subsets H of {1,... ,n}
and denotes the possible sets of correct machines. The channel model classifies every
connection as secure (private and authentic), authenticated or insecure. In the given
model these changes can easily be done via port renaming [[16]. Thus, for each set H
and afixed channel model, we obtain amodified machine M,, 4, for every machine M,,
with u € H. These machines form the structure for the set ; the remaining machines
are considered part of the adversary.
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Sysspec

Fig. 1. Composition of Systems.

Ideal systems are typically of the form Sys,y = {({TH«n}, Sx) | H € ACC} with
the same sets Sy, asin the corresponding real system Sys, .., i.€., €@ach structure consists
of only one machine that we usually refer to astrusted host TH4, or TH for short.

2.3 Composition

We conclude this section with a briefly review of what has aready been proven about
composition of reactive systems. Assume that we have aready proven that asystem Sys,,
is at least as secure as another system Sys,. Typicaly Sys, isareal system whereas
Sys; isan ideal specification of the real system. If we now consider larger protocols
that use Sys;, asan idea primitive we would like to securely replace it with Sys,. In
practice this means that we replace the specification of asystem with itsimplementation
yielding a concrete system.

Usually, replacing means that we have another system Sys, using Sys,; we call
this composition Sys*. We now want to replace Sys;, with Sys,, insideof Sys* which
gives a composition Sys™. Typically Sys* isacompletely real system whereas Sys*
is at least partly ideal. Thisisillustrated in the left and middle part of Figure[d. The
composition theorem now states that this replacement maintains security, i.e., Sys™ is
at least as secure as Sys™ (see [16] for details).

However, typically a specification of the overall system should not prescribe that
the implementation must have two subsystems; e.g., in specifying a payment system,
it should be irrelevant whether the implementation uses secure message transmission
as a subsystem. Hence, the overall specification is typically monolithic, cf. Sys*P* in
Figure[D. Moreover, such specifications are well-suited for formal verification, because
single machines are usually much easier to validate. Our specification in Section[3is of
thiskind.

3 Secure Message Transmission in Correct Order

In this section an abstract specification for ordered secure message transmission is
presented, so neither reordering the messagesin transit nor replay attacksare possiblefor
the adversary. Furthermore, aconcrete implementation for this specification is presented
according to the composition approach from Section[Z3
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3.1 TheAbstract Specification

Our specification is a typical ideal system Sys*®* = {(TH'y, Sy)|H € ACC} as
described in Section[2.2] where any number of participants may be dishonest. We start
with an intuitive description of how the scheme works.

The ideal machine TH’,; models initialization, sending and receiving of messages.
A user u can initialize communications with other users by inputting acommand of the
form (snd_init) to the port in,,? of TH'y,. In the real world, initialization corresponds
to key generation and authenticated key exchange. Sending a message to a user v is
triggered by acommand (send, m, v). If v ishonest, the messageis stored in an internal
array deliver; s of TH'4, together with acounter indicating the number of the message.
After that, the information (send_blindly, 7,1, v) is output to the adversary, where ! and
1 denote the length of the message m and its position in the array, respectively. This
models that a real-world adversary may see that a message is sent and may even see
its length. We speak of tolerable imperfections that are explicitly given to the adver-
sary. Because of the asynchronous timing model, TH', has to wait for a special term
(receive_blindly, v, ) or (rec_init,u) sent by the adversary, signaling that the ith mes-
sagein delivery should be delivered to v or that aconnection between v and v should
be established, respectlvely In the first case, TH'y, reads (m, j) := deliver; ;' [i] and
checks whether j > msg_out$P5" holds for a message counter msg_out3s. This test
preventsreplay and message reorderi ng. If thetest is successful the message |sdel ivered
and the counter is set to j + 1. Otherwise, TH’, outputs nothing. The user v receives
inputs (receive, u, m) and (rec_init, u), respectively.

If v isdishonest, TH'y simply outputs (send, m, v) to the adversary. The adversary
can also send amessage m to auser by inputting acommand (receive, v, m) to the port
from_adv,, ? of TH'4 for acorrupted user v. Finally, he can stop the machine of any user
by sending a command (stop) to TH'4; this corresponds to exceeding the machine’s
runtime bounds in the real world.

The length of each message and the number of messages each user may send and
receive is bounded by L(k), s1(k) and s3(k), respectively, for polynomias L, s1, sz,
and the security parameter k. We furthermore distinguish the standard ordered system
and the perfect ordered system. The standard ordered system only prevents message
reordering, but the adversary can still leave out messages. In the perfect ordered system,
the adversary can only deliver messages between honest users in exactly the sequence
they have been sent. We now give the formal specification of the systems.

Scheme 1 (Specification for Ordered Secure Message Transmission) Let n € N
and polynomials L, s1, so € Njz] be given, and let X' denote the message alphabet,
len the length of strings, and | an undefined value. Let M := {1,... ,n} denote the
set of possible participants, and let the access structure ACC be the powerset of M. Our
specification for ordered secure message transmission is a standard ideal system
SyspeE ot = {({TH'w ), S) | H € M}

with S5, := {in,!, out,?,in, ! | u € #} and TH’y, defined asfollows. When  isclear
from the context, let A := M \ H denote theindices of corrupted machines.
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The ports of the machine TH'y, are {in,?,out,!,out,®! | u € H} U
{from_adv, ?, to_adv,!, to_adv, ! | u € H}. Internaly, TH’s, maintains seven arrays:

= (it )u,vem OVer {0, 1} for modeling initialization of users,

— (sc_iniPS ) uer,vem over {0, ..., s1(k)} for counting how often TH';, has been
switched by user v using messages intended for v,

— (msg_outiPs)u,ver OVEr{0,. .. , sa(k)} for storingthenumber of thenext expected
message (cf. the description above),

— (sc_outPS)uerven over {0, ..., sy(k)} for counting how often TH';, has been
switched by the adversary for delivering a message from user « to user v,

= (msg-iny 5 Juen,vem OVEr {0,... ,s1(k)} for counting the incoming messages
from v intended for v,

— (stopped:P°) e over {0, 1} for storing whether the machine of user « has already
been stopped, i.e., reached its runtime bounds,

— (deliversPs )., vew Of listsfor storing the actual messages.

u,v

Thefirst six arrays are initialized with 0 everywhere, except that msg_out3P5’ isinitial-
izedwith 1 everywhere. Thelast array should beinitialized with empty lists everywhere.
Roughly, thefive arrays init?Psc, msg_outSPe, msg_in P, stopped P, and delivers’s’

ensure functional correctness, whereasthe arrays sc,ini‘f’ic and sc_outsP5” helpto make
the system polynomial-time: the machine TH’4; ignores certain inputs as soon as these
counters reach the given bounds s; (k) or so(k), respectively. The state-transition func-
tion of TH';, is defined by the following rules, written in a pseudo-code language. For
the sake of readability, we exemplarily annotate the “ Send initialization” transition, i.e.,

the key generation in the real world.

— Send initialization: Assume that the user v wants to generate its encryption and

signature keysand distribute the corresponding public keys over authenticated chan-
nels. Hecan do so by sending acommand (snd_init) to TH’4,. Now, thesystem checks
that the user has not already reached his message bound (which is quite improbable
in this case unless he tried to send trash all the time), that the machine itself has
not reached its runtime bound, and that no key generation of this user has already
occurred in the past. These three checks correspond to sc_inily~ < s (k) for al
v € M, stopped; = = 0, and init3’s; = 0, respectively. If at least the check of the
message bound (i.e., sc_in3’s" < s1(k)) holds, the counter sc_in35" isincreased. If
all three checks hold, the keys are distributed over authenticated channels, modeled
by an output (snd_init) to the adversary which either can schedule them immedi-
ately, later or even leave them on the channelsforever. In our pseudo-code language
thisis expressed as follows:
On input (snd_init) at in,, ?: If sc_in 5" < s1(k) foral v € M, set sc_in}F =
scaingry + 1 for dl v € M, otherwise do nothing. If the test holds check
stopped?ec = 0and initPsc = 0. Inthiscaseset init;Ps := 1 and output (snd_init)
at to_adv,!, 1 at to_adv,“!. '

The following parts should now be understood similarly:
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— Receiveinitialization: Oninput (rec_init, u) at from_adv,? withu € M, v € H:

If stoppedy?*® = 0, it = 0, and [u € H = init3 s = 1], setinitry = 1. If
sc_outPe < sa(k) set scooutiPsS = sc_outiPsS + 1, output (rec_init, u) a out,!,
1 at out,, .

— Send: Oninput (send, m, v) at in,7: If sc_iniPsr < s1(k) and stopped;’*® = 0, set
sc_iny = sc_inyy + 1, otherwise do nothlng Ifm e XF,1:=len(m) < L(k),
veM \ {u}, zmtsPec = 1 and init3’; = 1 holds
If v ¢ A then { set msg_ mSpec == msgunyy + 1 and output
(send, (m, msg-in3’7),v) a to. advu', 1 a toadv,” } else {set i
size(delivery)y’) + 1, msginy = msguny + 1, deliveryy[i] =
(m, msg- ms"ec) and output (send blindy, 7,1, v) at to_adv,,!, 1 at to_adv,,! }.

— Receive from honest party u: Oninput (receive_blindly, u, %) a from_adv,,? with
u,v € Hi I stopped P = 0, initer = 1, it = 1, scooutiss < sa(k)
and (m, j) = deliveryli] # |, check j > msg- outPs (j = msg_outPss
in the perfect ordered wstem) If this holds set sc_outfy = scooutiPs + 1,
msg-out;rs’ := j + 1 and output (receive, u,m) a out,!, lat out, .

— Receive from dishonest party u: On input (receive, u,m) at from_adv,? with
ue Ame Xt len(m) < L(k) andv € H: If stoppeds"ec =0, mit’y =1,
inity s = 1 and sc_outiPst < sa(k), Set sc_outiPs = sc_outPy + 1 and output
(recelve u,m) a out,!, 1 a out, !

— Stop: On input (stop) at from_adv,? with u € H: If stopped®* = 0, set

stopped;P*¢ := 1 and output (stop) at out,!, 1 a out,, .

Finadly, if TH’,, receivesaninput at aport in,, ? which is not comprised by the above six
transitions (i.e., the user sends some kind of trash), it increases the counter sc_in;"5" for
al v € M. Similarly, if TH'y, receives such an input at a port from_adv,,? it increases
every counter sc_outssr foru € M. &
Thus, at least one counter sc_in3Pse or sc_out:PS° isincreased in each transition of TH'y,
and each transition can obwously be realized in polynomial-time, so the machine TH'
is polynomial-time.

Sysy L ‘;'Idssjec isasabstract aswehoped for. Itisdeterministic without containing any
cryptographlc objects. Furthermore it is simple, so that its state-transition function can
easily by expressed in formal languages, e.g., in PVS. In the following we simply write
Sys™E-o4< instead of Sys,F Z'd SPif the parameters n, L, s1, s are not necessary
for understanding.

32 TheSplit Ideal System

Thissection containsthefirst step for deriving areal system that is assecure as Scheme[ll
If we take alook at Figure[T] the system Sys™€-°"d:5P*¢ plays the role of the monolithic
specification Sys*Pec. We now “split” our specification into a system Sys™ such that
Sys* >eec Sys*P holds. Sys* is the combination of two systems Sys; and Sys; .
Finally, we replace Sys;, with Sys, using the composition theorem and obtain a real
system that still fulfills our requirements.
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The systems Sys;, and Sys, are the ideal and real systems for secure message
transmission presented in [16]. Sys, filters messagesthat are out of order; we define it
next, see also Figure[2

Scheme 2 (Filtering System Sys,) Letn, L, s, s2, M be given asin Schemell Fur-
thermorelet apolynomia L; := L+ c(k) begiven; thevalueof c(k) isexplained below.
Sys, isnow defined as

Sysy = {(Mj;, Sx) | H C M},

where M}, = {M, | uw € H} and ports(M,) = {in,?,out,!, out, !}
U {in, ! out,?,in’,“1}. All free ports of [Mj,] are specified, i.e, Sy consists
of al ports corresponding to ports(]\}[{_[). Internally, the machine M/, maintains
two arrays (msg-in ,)vem, (sc-inll )vermr over {0,...,si(k)} and two arrays
(msg-outid, Jverm, (sc_outld )oerr over {0,... ,s2(k)}. All four arrays are initial-
ized with 0 everywhere. Moreover, it contains aflag (stopped'®) over {0,1} initialized
with 0. We assumethat encoding of tuples hasthefollowing straightforward length prop-
erty: len((m, num)) = len(m) + c(k) for every num € {0,... ,max{s1(k), s2(k)}}
and an arbitrary function ¢, i.e., len(num) is constant for each fixed security parameter
k. This condition can easily be achieved by padding all values num to a fixed size
> len(max{si(k), s2(k)}). The behaviour of M!, is defined as follows.

— Send initialization: On input (snd_init) at in,7: If sc,z'nfw < s1(k) for every
v € M, set sc,mif)v = sc,ini,iv + 1 for every v € M. If stopped® = 0 then
output (snd_init) at in’ !, 1 at in’, . _

— Receive initialization: On input (rec_init,v) a out’,?: If stopped = 0 and
scoutld < sy(k), set scooutld, = sc_outld, + 1 and output (rec_init,v) at
out,!, 1 at out, .

— Send: On input (send, m,v) at in,?: If stopped'd = 0 and sc,iniiv < s1(k),
set sc,inf,v = sc,ini,iv + 1, msg,iniiv = msg,inﬁv + 1 and output
(send, (m, 77"L5>’g,ini1‘iv)7 v)atin’)!, 1ain, .

— Receive: On input (receive, v,m’) at out’,?: If stopped® = 0 and scooutld <
sa(k), set sc_outld, = sc_outld, + 1, otherwise do nothing. If the test was true,
decompose the message m/ into (m, num). If num > msg_outis,, (or num =
msg,outi;{u in the perfect ordered system), msg,outiiu := num + 1 and output
(receive, v, m) at out,!, 1 at out,, . _ _

— Stop: On input (stop) at out),?: If szfoppedzi =0, set stopped';j := 1 and output
(stop) at out,!, 1 a out, !

Finaly, if M/, receives an input at a port in,,? which is not comprised by the above five
transitions, it increases the counter sc_in3’s’ for dl v € M. Similarly, if M;, receives
such aninput at port out;, ? it increases every counter sc_out3Ps¢ for v € M. &

Obviously, Sys, is polynomial-time for the same reason as TH'y,.

As described above, the system Sys,, is the ideal system for secure message trans-
mission of [[16]. We now describeit in full because we need it for our security proof in
Sections[4 and[5. We made a few adaptations, which do not invalidate the proof.
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Fig. 2. The Split Ideal System.

Scheme 3 (Ideal System for Unordered Secure Message Transmission) Let
n, L1, M be given as above. ACC isthe powerset of M. Then

Syso := {({TH#}, Su) | H € M}

with S := {in/,!, out,?,in/,“! | u € H} and TH5, defined asfollows. The portsof THy,
are {in’,?, out,!, out’ !, from_adv’ ?, to_adVv/ !, to_adv’,“! | u € H}. THy maintains
arays (init;, ,,)uvem ad (stoppeds, ). over {0,1}, both initialized with 0 every-
where, and an array (delivery, ), e Of lists, al initialy empty. The state-transition

u,v

function of THy, is defined by the following rules:

Send initialization. On input (snd_init) at in, ?: If stopped;, = 0 and init;, , = 0,
set init, , := 1 and output (snd_init) at to_adv/,!, 1 at to_adv/,“!.

Receive initialization. Oninput (rec_init, u) at from_adv/,? withu € M,v € H:
If stopped,, = 0 and init;, , = 0 and [u € H = init;, , = 1], setinit;, , := 1 and
output (rec_init, ) at out’)!, 1 at out’, ™.

Send. On input (send, m,v) a in),? withm € X*,1 := len(m) < L;(k), and
v € M\ {u}: If stopped;, = 0, init;,, = 1, and init; , = 1:1f v € A then {
output (send, m, v) at to_adv/,!, 1 at to_adv/,"! }, else {i := size(deliver, ,,) + 1;
deliver, ,[i] := m; output (send_blindly, 4,1, v) at to_adv/ !, 1 at to_adv/,"! }.
Receive from honest party «. On input (receive_blindly, u, ) at from_adv/,? with
u,v € H: If stopped,, = 0, init, , = 1, init;, , = 1, and m := deliver,, ,[i] # |,
then output (receive, u,m) at out’!, 1 at out’ “!.

Receive from dishonest party «. On input (receive, u,m) a from_adv),? with
uc A,me XF, len(m) < Ly(k), andv € H: If stopped,, = 0, init; , = 1 and
init,, , = 1, then output (receive, u, m) a out; !, 1 at out’ .

Stop. On input (stop) at from_adv’,? with u € H, set stopped;, = 1 and output
(stop) at out’,!, 1 at out’,“!.

<
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Fig. 3. Sketch of the Real System for Ordered Secure Message Transmission.

If we now combine the two systems Sys, and Sys; in the “canonica” way, i.e., we
combine those structures with the same index H, we obtain the system Sys*, which we
call splitideal system (Figurel2). Finally, we define all connections {out’,!, out’,?} and
{in’,!,in},?} of Sys™ to be secure, because they correspond to local subroutine calls.

3.3 TheReal System

Our real system Sys™ isderived be replacing Sys(, with Sys,. For understanding it is
sufficient to give abrief review of Sys, from [16]. It isastandard cryptographic system
of theform Sys, = {(Mu, Sx) | H € ACC}, seeFigurel3, where My, = {M,, | u € #}
and ACC isthe powerset of M, i.e., any subset of participants may be dishonest. It uses
asymmetric encryption and digital signatures as cryptographic primitives. A user u can
let his machine create signature and encryption keys that are sent to other users over
authenticated channels. M essages sent from user « to user v are signed and encrypted by
M, and sentto M., over aninsecurechannel, representing areal network. The adversary
can schedul e the communi cation between correct machined and send arbitrary messages
m to arbitrary users.

We now build the combination of Sys; and Sys, inthecanonica way, whichyields
anew system Sys™ that we refer to as real ordered system.

4 Proving Security of the Real Ordered System

We now start to provethat thereal ordered systemisat |east as secure asthe specification.
Thisis captured by the following theorem.

Theorem 1. (Security of Real Ordered Secure Message Transmission) For all n € N
and sy, so, L € N[z], Sys? >Poly §ys%Pe holds (for the canonical mapping), provided

—secC

2 He can therefore replay messages and also change their order. Thisis prevented in our scheme
by the additional filtering system Sys; .
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Fig. 4. Proof Overview of Sys* >Perf GysPec,

the signature and encryption schemes used are secure. This holds with blackbox simu-
|atability[ O

Our proof contains the already described four steps, illustrated in Figure[D] First, [16]
containstheresult Sys, >sec Sys,. Secondly, the composition theorem (cf. Section2:3)
yields the relation Sys™ >... Sys*. The only remaining task is to check that its pre-
conditions are fulfilled, which is straightforward since we showed that the system Sys,
is polynomia-time. If we have proven Sys* > Sys™c, then Sys” > Sys™c
follows from the transitivity lemma, cf. Section 27l Thus, we only have to prove
Sys* >PoY Gys%Pe We will even prove the perfect case Sys* >Perf SyssPec,

Lemmal. For al n € N and sy,s9, L € N[z], Sys* >Pf Sys holds (for the

—sec

canonical mapping), and with blackbox simulatability. O

In order to prove this, we assume a configuration confy := ({THy} U M{N S1, H, A)
of Sys* with M/ = {M’, | u € #} to begiven, which we call split-ideal configuration.
We then have to show that there exists a configuration confy, := ({TH'%}, S, H, A)
of Sys®**c, called specification configuration, yielding indistinguishable views for the
honest user H .

The adversary A’ consists of two machines: a so-called simulator Sim4,, which we
define in the following, and the original adversary A. This is exactly the notion of
blackbox simulatability. These configurations are shown in Figure[4l.

Definition of the Smulator Simy. The Simulator Simy is placed between the
trusted host TH'y and the adversary A, see Figure [4. Its ports are given
by {to.adv,?,from_adv,! ,from_adv,”! | « € H} U {from_adv,?, to_adVv,!,
to_adv/, ™! | u € H}. Thefirst set contains the ports connected to TH'4,, the ports of the
second set are for communication with the adversary. Internally, Simy, maintains two

arrays (mitfjf‘;)u’veM, (stoppedfjm)ueﬂ over {0,1}, an array (msg,outfm)ueA’veq.[

3 See[[16] for further detail son valid and canonical mappingsand different kindsof simulatability.
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over {0,... ,s1(k)}, and an array (sc_out$ )uem,ver OVer {0, ... sa(k)}. All four
arrays areinitialized with 0 everywhere. They match the arrays in the ideal system, ex-
cept that msg_out,", corresponds to msg,out‘fw of M] for dishonest v only. We now

define the behaviour of the simulator. In most cases Simy, simply forwards inputs to
their corresponding outputs, modifying some internal values.

— Send initialization: Uponinput (snd_init) at to_adv,,?, Simy sets z’m’tfjf‘; :=1land
outputs (snd_init) at to_adv’,!, 1 at to_adv’,“!. _

— Receiveinitialization: Upon input (rec_init, w) at from_adv) ?: If stopped™ = 0
and it = 0and [u € H = nit]7, = 1] Simy sets inityy = 1. If
additionally sc_out, < sy(k) holds, it sets sc_out$T, = sc_outim + 1 and
outputs (rec_init, u) at from_adv, !, 1 at from_adv,,“!. l

— Send: Uponinput (send_blindy, ,1’, v) at to_adv,, 7, Simy, determinesi := I’ +¢(k)
and outputs (send_blindy, i, 1, v) at to_adv/,!, 1 at to_adv’,“!.

Upon input (send, m, v) a to-adv,?, Simy simply forwards the input to to_adv/,!
and schedules it.

— Receive from honest party u: Upon input (receive_blindly, «,¢) at from_adv/?,
Simy, forwards thisinput to port from_adv,,! and schedulesit.

— Receive from dishonest party «: Upon input (receive, u, m’) at from_adv; ? with
u € A, Simy decomposes m’ = (m,num): If stoppedi™ = 0, inity% = 1,

sim

it =1, len(m’) < Ly(k), num > msg_out3T (num = msg_outi™ in the

perfect ordered system) and sc_outy, < sa(k), set msg_out3™ = num + 1,
scoouty, = scoouty”, + 1 and output (receive,u,m) a from_adv,!, 1 at
from_adv,,“!.

— Stop: Oninput (stop) at from_adv’, ?: If stoppedS™ = 0, Simy, sets stoppeds™ := 1
and outputs (stop) at from_adv,,!, 1 at from_adv,,“!.

What the simulator doesis recal culating the length of message m into len((m, num)) to
achieveindistinguishability. Furthermore it decomposes messages sent by the adversary,
maybe sorting them out, in order to achieve identical outputsin both systems. Now the
overall adversary A’ is defined by combining A and Simy,.

Now the ultimate goal is to show that the collections M, := {THx} U {M, |u €
H} and Mepec := {TH'3, Simy} have the same input-output behaviour, i.e., if they
obtain the same inputs they produce the same outputs. We do so by proving a classical
deterministic bismulation, i.e., we define arelation ¢ on the states of the two collections
and show that ¢ is maintained in every step of every trace and that the outputs of both
systemsareawaysequal. Thisisexactly theprocedurewewill perform using thetheorem
prover PVS.

Definition 1. (Deterministic Bisimulation) Let two arbitrary collections M, and M
of deterministic machines with identical sets of free ports be given, i.e., free([M;]) =
free([Ms]). A deterministic bisimulation between these two collectionsis a binary rela-
tion ¢ on the states of A7, and M, such that the following holds.



Deriving Cryptographically Sound Implementations 323

— Theinitial states of M; and M- satisfy the relation ¢.

— Thetransitionfunctionsd; and &, of MZ; and M, preservetherelation ¢ and produce
identical outputs. l.e, let S; and S, be two states of M, and M,, respectively,
with (S1,5,) € ¢, let Z be an arbitrary overall input of M, and M, and let
(51,01) := 61(51,Z) and (S5, O3) := 62(S2,Z). Then we have (S7, S5) € ¢ and
O1 = Os.

We call two collections M; and M, bisimilar if there exists a bisimulation between
them. O

We will apply this definition to composed transition functions of each of the two col-
lections M, and Mspec, i.e., the overall transition from an external input (from H or A)
to an external output (to H or A). It is quite easy to see that a deterministic bisimulation
in this senseimplies perfect indistinguishability of the view of H, cf. Figure[] and even
of thejoint view of H and the original adversary A. Assume for contradiction that these
views are not identical. Thus, there exists afirst time where they can be distinguished.
This difference has to be produced by the collections. Since we defined this to be the
first different step, the prior input of both collectionsisidentical. But thus, both collec-
tions also produce identical outputs because they are bisimilar. This yields the desired
contradiction.

The next section describes how the machines are expressed in the formal syntax of
PV'S and partly explains the bisimulation proof.

It is worth mentioning that we used standard paper-and-pencil proofs before we
decided to use a formal proof system to validate the desired bisimulation. However,
these proofs have turned out to be very error-prone since they are straightforward on the
one hand, but long and tedious on the other, so they are mainly vulnerable to slow-down
of concentration. During our formal verification, wein fact found several errorsin both
our machines and our proofs, which were quite obvious afterwards, but had not been
found before. We decided to put the whol e paper-and-pencil proof inthe wet], so readers
can make up their own minds.

5 Formal Verification of the Bissmulation

5.1 Defining the Machinesin PVS

In this section, we describe how Lemma[is formally verified in the theorem proving
system PVS[13]. Aswe aready showed in the previous section, it is sufficient to prove
that the two collections M, and M,,.. are contained in a deterministic bisimulation.
In order to do so, we first describe how the machines are formalized in PVS. Since
the formal machine descriptions are too large to be given here completely, we use the
machine TH’, as an example. The complete machine descriptions and the proof are
available onlindd,

We denote the number of participating machines by N, and for a given subset
H € ACC, we denote the number of honest users by M := #H. As defined in
Scheme [T}, the machine TH'y has 2M input ports {in,?, from_adv,? | u € H}. In

4 http://www-krypt.cs.uni-sb.de/~mbackes/PV S/IFM E2002/
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PV'S, we number these input ports 1, ... ,2M, where we identify 1,... , M with the
user portsand M + 1,... ,2M with the adversary ports. Similarly, TH’, has output
ports {out,!, to_adv,! | u € H}, which also are numbered 1,... ,2M. In PVS, we
define the following types to denote machines, honest users, and ports:

MACH: TYPE = subrange(1,N) %% machines
USERS: TYPE = subrange(1,M) %)% honest users
PORTS: TYPE = subrange(1,2*M) %% port numbers

The subrange (i, j) typeis a PVS built-in type denoting the integers i, ... ,j. We
further define atype STRING to represent messages.

In Scheme [ the different possible inputs to machine TH'y, are listed, eg.,
(snd_init), (rec_init, u), ... In PVS, the type of input portsis defined using a PV'S ab-
stract datatype [12]. The prefix m1i in the following stands for “inputs of machine 1",
which is TH'4, and is used to distinguish between inputs and outputs of the different
machines.

ml_in_port: DATATYPE

BEGIN
mli_snd_init: mli_snd_init?
mli_rec_init(u: MACH): mli_rec_init?
mli_send(m: STRING, v: MACH): mli_send?
mli_receive_blindly(u: USERS, i: posnat): mli_receive_blindly?
mli_receive(u: MACH, m: STRING): mli_receive?
mli_stop: mli_stop?

END ml_in_port

This defines an abstract datatype with constructorsm1i_snd_init, mli_rec_init etc.
For example, for given u,4, m1i_receive_blindly(u,i) constructs an instance of
the above datatype, which we identify with (receive_blindly, u, ). Given an instance
p of this datatype, we can use the recognizers on the right side of the definition to
distinguish between the different forms. For example, m1i_receive_blindly? (p)
checks whether the instance p of them1i_in_port datatype was constructed from the
mli_receive_blindly constructor. If it was, the components « and ¢ can be restored
using the accessor functions «(-) and i(-); for example, u(p) returns the . component
of p. The accessor functions may be overloaded for different constructors (e.g., u is
overloaded inmii_rec_init, mii_receive blindly andmii_receive).

The machine TH', performs a step iff exactly one of the input ports is active. In
thiscase, we call theinput ok, otherwise garbage. Because of our underlying scheduling
definition, an input with several active input ports cannot occur so garbage naturally
correspond to an all-empty input. The type of the complete inputs to TH’, comprising
all 2M input portsistherefore either garbage, or the number « of the active port together
with the input p on port «. Thisisformalized in the following PV S datatype:

M1_INP: DATATYPE

BEGIN
mli_garbage: mli_garbage?
mli_ok(u: PORTS, p: ml_in_port): mili_ok?

END M1_INP
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Similar datatypesm1_out_port and M1_0UT are defined to denote the type of individual
outputs, and the type of the complete output of TH’4;, respectively.

Next we define the state type of TH’4,. As defined in Schemelll this state consists of
seven one- or two-dimensiona arrays. In PV'S, arrays are model ed as functions mapping
theindicesto the contents of the array. For example [MACH,USERS -> nat] definesa
two-dimensional array of natural numbers, where thefirst index ranges over M, and the
second rangesover H. Thestatetypeof TH’4, isdefined asarecord of such arrays. There
isonly onesmall exception: thearray deliver;s’ storeslistsof tuples (m, i) (€.g., seethe
“Send” transition), wherem isastringand € N. It isconvenient in PV Sto decompose
thisarray of lists of tuplesinto two arrays of lists, where thefirst array delivers, ; stores
lists of messagesm, and the second array deliv_i;"; storeslistsof naturals:. Altogether,
thisyields a state type of eight arrays: '

M1_STATE: TYPE = [# init_spec: [MACH,MACH -> bool],
sc_in_spec: [USERS,MACH -> nat],
msg_in_spec: [USERS,MACH -> nat],
msg_out_spec: [USERS,USERS -> posnat],
sc_out_spec: [MACH,USERS -> nat],
deliver_spec: [USERS,USERS -> 1list[STRING]],
deliv_i_spec: [USERS,USERS -> list[posnat]],
stopped_spec: [USERS -> bool] #]

Theinitial statem1_init is defined as a constant of type M1_STATE:

M1_init: M1_STATE = (#
init_spec := LAMBDA (wl,w2: MACH): FALSE,

deliv_i_spec := LAMBDA (ul,u2: USERS): null,
stopped_spec := LAMBDA (ul: USERS): FALSE #)

Theconstructor nu11 denotestheempty list. Inthedefinition of machine TH'y;, sc_in3P5s

isincremented for all machines v during the “ Send initialization” part. Thisis encapsu-
lated in the following PV S function:

incr_sc_in_spec(S: M1_STATE, u: USERS): M1_STATE =
S WITH [ ‘sc_in_spec := LAMBDA (w: USERS, v: MACH):
IF w=u THEN S‘sc_in_spec(w,v)+1 ELSE
S¢sc_in_spec(w,v) ENDIF ];

The WITH construct leaves the record S unchanged except for the sc_in_spec compo-
nent, which is replaced by the A-expression. The machine TH’4; is now formalized in
PV'S as a next-state/output function mapping current state and inputs to the next state
and outputs. We exemplarily give thefirst few lines of the PV'S code:;

M1_ns(S: M1_STATE, I: M1_INP): [# ns: M1_STATE, 0: M1_OUT #] =

IF mli_garbage?(I) THEN

(# ns:=S, 0:=mlo_garbage #)

%% do not change the state, output nothing
ELSE
LET ual=ua(I), p=p(I) IN
%% ual is the active port number,
%% p is the input on this port
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IF ual<=M AND mli_snd_init?(p) THEN
%% we have a send-init on a user port (<=M);
IF (FORALL wl: S‘sc_in_spec(ual,wl)<s1k) THEN
IF S‘init_spec(ual,ual) OR S‘stopped_spec(ual) THEN
(# ns:=incr_sc_in_spec(S,ual),0:=mlo_garbage #)
%% increment sc_in_spec, but do not send any output
ELSE
(# ns:=incr_sc_in_spec(S,ual)
WITH [ ‘init_spec(ual,ual) := TRUE ],
0 := mlo_ok(M+ual, mlo_snd_init) #)
%% increment sc_in_spec, set init_spec(ual,ual) :=true
%% send mlo_snd_init to adversary port M+ual
ENDIF
ELSE %% otherwise do nothing
(# ns:=5, 0:=mlo_garbage #)
ENDIF
ELSIF ual>M AND mli_rec_init?(p) THEN

Inasimilar way we have formalized the machines TH3,, {M!, | v € H}, and Simy,. The
M machines M!, in theleft part of Figureldlhave been combined into asingle machinein
PV'S; however, thisisonly syntactic and does not change the semantics. The combination
of themachines THy, and {M/, | u € H} respectively TH'y and Simy isstraightforward
by composition of the corresponding statetransition functions: Aninput fromH isalways
first handled by amachine M/, and TH’ 4, and then by TH3, and Sim, respectively, and
viceversa. Thissaves usfrom implementing thefull asynchronous scheduling algorithm
in PVSfor this example.

The only non-trivial choice we have made in the trangliteration of the machines to
PV Sisthetype of the input- and output-ports. In a previous attempt, we did not use the
abstract datatype definition of M1_INP, but defined M1_INP asan array of 2M individual
input ports; in order to model non-active ports, we added anm1i_inactive formto the
input port type m1i_in_port. An input from M1_INP was defined to be ok iff exactly
one of the portsisdifferent fromm1i_inactive. Thisobviously models the samevalid
inputs as the definition of M1_INP above. The problem with the array definition is that
extracting the active port number « involves an application of the choice-function € in
order to choose the index u of the array for which the port is active. The application of
the choice-function considerably complicates the proofsin PV'S, since the definition of
€ is not constructive in PVS. In contrast, in the definition using the abstract datatype,
the active port number « can be constructively extracted from the input by applying the
accessor function of the abstract datatype. Due to constructiveness, the proofsin PVS
become much simpler. This problem inthe port definition al so appliesto the output ports
of the machines.

The rest of the trangliteration of the machine definitions to PV S is straightforward.
In thefollowing, we revert to standard mathematical notation for the sake of brevity and
readability. However, it should be noted once more that al the definitions and claimsin
this section have been formalized and verified in PVS.
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5.2 Proving the Bisimulation

In order to prove Lemmalll, we prove the following predicates to be invariants of the
collections M, and My When they obtain the same inputs.

— stopped® = stopped® = stopped™™ = stopped*P*°.

Note that we compare whole arraysin this predicate, i.e., we make use of the higher-
order capabilities of PVS. One could also write Vu : stopped;, = stopped';i =...,
but the equality of the whole arrays is more concise and easier to usein the proofs.
sc_in'd = sc_in®Pee,

ingt* = init™ = init*Pee,
spec

- msg,z’nid = msg_in
Yu,v € H : length(deliver,, ,) = length(deliv_iy, ,,).
length isthe PV Sfunction delivering the length of lists. We use the quantified form
of the invariant here instead of the higher-order form, since otherwise we would
have to ‘lift’ the length function to arrays of lists.
= Vu,v € H : length(deliveryy) = length(delw ine).
— deliver® = deliver™ and deliv_i* = deliv_i***.
— sc_out'® = sc_outsPe,
- YweMueH: sc,outhTu < sc_outP.

Again we use the quantified form, since otherwise we had to lift “ <” to arrays.
—VweMueH: (weH = msg-outld , = msg_outH<s) and

(w e AN scooutly,, < sa(k) = msg,out'd

w,u

= msg_out3",)).

Each of the 10 invariantsisformalized asapredicate ¢, (Ssi, Ssp) On the current states of
the two collections M, and Mspec. The conjunction of al the ¢; yields the bisimulation
relation ¢. Let o5 and o5, denotetheoverall transition function of themachine collections
M, and Mype., respectively. The following theorem assertsthat theinvariantsindeed are
invariants of these collections:

Theorem 2. Let S,; and S, be states of the two collections M, and M. such that all
invariants ¢;(Ssi, Ssp), 1 < ¢ < 10 hold. The transition functions ds;, ds, preserve the
invariants, i.e., for an arbitrary overall input Z of M, and M. we have

$i(S4, S, Vi, 1 <i <10

B
with (S5, Osi) = 66i(Ssi,Z) and (S, Osp) = dsp(Ssp, Z). Furthermore, the initial
states initials and initials, satisfy all 10 mvariants. O
In PV'S, thistheoremis split into 10 lemmas, one for each invariant. Using theinvariants
¢, we prove the following theorem:

Theorem 3. Let S and S, be states satisfying all invariants ¢; (Ss;, Ssp), 1 < ¢ < 10,
and let Z be an overall input of the collections M, and M,... Then both collections
make the same outputs on all ports to the users and the adversary. m|

Together, Theorems[2land 3 prove that the two systems are bisimilar, which finishes our
proof of Theorem[1l
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5.3 Verification Effort

Themanual proof effortin PV Sisrather small. The proofs make heavy use of the built-in
PV Sstrategy (grind), whichexpandsdefinitionsand performsautomatic case-splitting.
Themain effort wasto figure out the correct parametersfor the (grind) command. The
proof goalsnot resolved by (grind) wereprovedwithlittle manual assistance. However,
looking for errors and thinking about the necessary modifications of the machines was
a time-consuming task. During our proof attempts, we simultaneously debugged the
machines until we finally found the correct specifications of all machines. After that, the
proof itself turned out to be quite easy. Altogether, the formalization of the machinesin
PV S took 2 weeks, and the development of the proofs took another week (given prior
familiarity with PVS). A compl ete checking of the proof takes about one hour on a 600
MHz Athlon processor.

6 Summary and Future Work

We have presented the first abstract specification for secure message transmission pre-
venting message reordering, together with asecureimplementation. Its proof of security
involved a recently proven composition theorem [16] and a bisimulation which we
formally verified using the theorem prover PVS. Our approach furthermore presents
a genera strategy how to derive real implementations by splitting specifications into
smaller systems that can then be refined stepwise using the composition theorem and
formal proof systems.

Onenext stepisto verify the claimed integrity property of the systems, i.e., aformula
that messages are output in correct order. This requires more theoretical work, e.g., we
have to show that integrity properties are in fact preserved under simulatability also in
the asynchronous case (thisis not trivial even though the synchronous case was already
shown in [[15]). Also the PV S proof becomes more complicated than the one presented
here. A preliminary version of that work can already be seenin [3]. Putting our current
paper and those resultstogether, we are confident that our underlying model iswell suited
for future analysis of larger protocols including real cryptographic primitives, since it
supports commonly accepted machine-aided proofs (like the one of [14]) without losing
its sound cryptographic semantics.

Concerning further future work, there are innumerous things to do. Obviously, the
security of the system presented in this paper is still based on paper-and-pencil proofs
such as the composition theorem, the transitivity lemma or the security proof in [[16].
Hence, one future step could be the verification of those theorems using formal proof
systems. However, we are aware of the difficulty of this task, mostly because of the
occurrence of probabilism. In the shorter term, we are turning our attention to alibrary
which should provide sound abstractions of a set of common cryptographic primitives.
Thelibrary may naturally serve asaconstruction kit for designing large protocol swhose
security properties can then easily be validated again by formal proof systems.
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