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Abstract. This paper presents a novel technique for analyzing sgquitocols
based on an abstraction of the program semantics. Thisitpehis based on a
novel structure called causal graph which captures theatiguamong program
events within a finite graph. A core property of causal grapltsat they abstract
away from the multiplicity of protocol sessions, hence ¢itasng a concise tool
for reasoning about an even infinite number of concurrenopm sessions; de-
ciding security only requires a traversal of the causal lgréipus yielding a de-
cidable, and typically very efficient, approach for segupitotocol analysis. Ad-
ditionally, causal graphs allow for dealing with differesgtcurity properties such
as secrecy and authenticity in a uniform manner. Both thestcoction of the
causal graph from a given protocol description and the aimlyave been fully
automated and tested on several example protocols frontehatlire.

1 Introduction

Proofs of security protocols are known to be error-prone andhg to the distributed-
system aspects of multiple interleaved protocol runs, aavkvio make for humans.
In fact, vulnerabilities have accompanied the design ohqurotocols ever since early
authentication protocols like Needham-Schroeder [15,8@r carefully designed de-
facto standards like SSL and PKCS [31, 7], up to current wideployed products like
Microsoft Passport [20]. Formal methods, and in particldaguage-based techniques,
have proved to constitute important tools for dealing witklsflaws, by helping both
to securely design and to analyze security protocols. Arakimtricacy that these ap-
proaches have to tackle is how to concisely treat the patgntinbounded number of
concurrent protocol sessions. Techniques based on gate-gxploration rely on the
inspection of (abstractions of) all the unbounded sequeatmessages exchanged by
honest principals, and although such approaches often #idloa careful detection and
reproduction of successful attacks, they are inherenthgttained by only taking a fi-
nite number of sessions into account, or by restricting tiayeais to certain classes of
protocols, or by giving up guaranteed termination. In casitto these approaches, static
analysis techniques based on type systems rely on thefidatitin of some syntactic
patterns that suffice for guaranteeing the property of @sefFurthermore, type systems
enjoy guaranteed termination since they work on the syntéxeoprotocol. The draw-
back of these techniques is that for analyzing differentisgcproperties one has to
identify multiple different patterns and, consequentydévelop different type systems
for these pattern. Furthermore, the aforementioned petiee sometimes restrictive in



that, e.g., ensuring freshness of authentication reqpesssipposes that every authen-
tication session is based on a different nonce (an unguessatdom string) that is
used only in a single protocol session and then discarded 132This rules out some
interesting protocols relying on composing multiple auatieation sessions based on
the same nonce, e.g., see [25].

This paper presents a novel technique for analyzing sgqunétocols based on ab-
stract interpretation of program semantics [13]. In pai#c this technique abstracts
away from the multiplicity of protocol sessions while stifeserving the causality
among program events. More precisely, the unbounded nuaflexecution traces of
a protocol generated by running an unbounded number of cardprotocol sessions
is concisely abstracted into a novel structure that we celiusal graphi.e., a finite
graph in which nodes represent process events and edgessitbe causality among
events. Interestingly, causal graphs allow for soundlyrattarizing which terms ab-
stract messages generated in the same protocol sessionhé&td omes may instead
abstract messages generated in different protocol sessios information turns out to
be crucial in order to determine the safety of protocol digEtions. In contrast to state-
space exploration techniques, our analysis enjoys gusedmérmination. Furthermore,
deciding security requires only a traversal of the causaplyrand causal graphs turn
out to be of decent size for commonly analyzed security palt Our work improves
on existing type-based approaches in that we do not retitaatlass of analyzable pro-
tocols to the ones adhering to some specific syntactic patténis is possible since
our analysis is based on an abstraction of the program sersarinally, our approach
allows for a uniform treatment of different security projes such as secrecy and two
different variants of authenticity, namely agreement anjeldtive agreement [26].

We can summarize our technique as follows. We first spec#yptiotocol in a di-
alect of the spi-calculus [3]. We then construct the comesiing causal graph, which
is proven to be unique for every protocol. The causal graph #ilows for analyzing
the intended security properties. Since causal graphsfdigite size, the analysis is
assured to terminate. Finally, the safety of the causallgiaplies the safety of the
protocol and, more precisely, the safety of the possiblyoumided number of protocol
execution traces. As usual for static analysis techniqudsdae to the undecidability
of the original problem, failures in the verification may t@ised by either a flaw in the
protocol or a non-sufficient precision of the analysis gilout safe protocols.

Finally, the analysis is amenable to full automation. Weehiamplemented a tool
for automating the analysis, and we have applied the to@rnwescommon protocols in
the literature [18] (among others, the Needham-Schroeder public-key protocol,
its fixed version proposed by Lowe, the BAN modified versio€@iTT X.509(3) and
SPLICE/AS). The analyses terminated within a few secondganvided safety proofs
for the correct versions of the protocols while failing tdigate the flawed versions.
Remarkably, attacks are often easily derivable by an ir8peof the path sets. The
only human effort required is to capture the protocol in theett of the spi-calculus
which is often straightforwardly derivable from the pradbdescription.

Outline of the paper. Section 2 introduces a dialect of the spi-calculus used fodtet
ing security protocols. Section 3 introduces causal grapécstion 4 defines the abstract



Table 1 (Our Dialect of) thep-spi Calculus
Notation: uranges over names and variables.
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{M}y  (Eng 'P (Rep)
0 (Stop

interpretation framework and states the soundness reSeitsion 5 presents the safety
results. Section 6 discusses further related work and@eétconcludes.

2 p-spi Calculus

Thep-spi calculus [11, 12] is derived from the spi calculus [3Yamherits many of the
features olysal[8], a dialect of the spi calculus specifically tailored te tnalysis of
authentication protocols. Thespi calculus differs from both calculiin several respects
it associates principal identities to processes; it sytitaity binds keys to their owners;
and it provides new authentication-specific constructthigpaper, we consider a novel
dialect of p-spi in which encryptions and decryptions are performedraafly when
sending and receiving messages, respectively. This dialgmrticular links protocol
specifications more tightly to their informal “graphicaBstriptions, which only depict
sent and received messages without giving a precise sarsamtihow messages are
parsed and constructed.

2.1 Syntax of our dialect of thep-spi calculus

The formal syntax of our dialect of thespi calculus is depicted in Table 1. We pre-
suppose a countable set mdmespartitioned into the set ainessagesV, the set of
identitiesID, the set of shared keyg and the set of public and private ke$&F. The
setID, ranged over by andJ, is further partitioned into the two sets téisted princi-
pals Dy, ranged over byA andB, andenemied Dz, ranged over b¥. The setX is
composed of keyk;; shared betweehandJ. The setXT is partitioned into public and
private keys, noted ™ and & ~, respectivelyl’s key-pair is composed of a public key
k' and a private ke, , related symbolically b . The setX; contains the keys of
malicious parties, i.e., the ones where sdimeccurs as subscript. For convenience, we
syntactically bind keys to their owners, thus assumingltegs are already distributed
among protocol participants. Notice that this simplifioatis not restrictive since, if



needed, processes can exchange keys thus modelling sksgidistribution. Finally,
terms can be paired or encrypted with other terins.

Processegor protocolg, ranged over b¥? andQ, behave as followstew(n).P gen-
erates a fresh namelocal to P while newT (k; ) generates a fresh key-pair focom-
posed ofk” andk; . We presuppose a unique unnamed public channel, the network
from/to which all principals, including intruders, readdagend messages. Similarly to
Lysa our input primitive may atomically test part of the read sagge, by employing
pattern-matching. If the input term matches the input pattinen the variables occur-
ring in the pattern are bound to the remaining sub-part ofeha; otherwise the term
is not read at all. This mechanism is also used to decrypivetenessages on-the-fly
and thus constitutes an important novelty compared t@thgi calculus; of course, in
order to immediately match a term encrypted with asymmetgptography, the cor-
rect decryption key has to be specified in the pattern. Fangithe intuition of the
semantics, which is formally defined in Section 2.2, the pssdn(n).P’ tries to read
a specific nama from the network and, if such a name can be read, no binding oc-
curs andP is executed. This is useful, e.g., to check protocols whereen is sent
encrypted as challenge and received back in clear as respAssanother example,
consider in({x}k;).P’. This process reads any ciphertext of the fo{ra}kx, decrypts it
on the fly, and binds all the free occurrences td a in process. We remark that the
key specified in the input pattern is thecryptionkey since for binding to a the pro-
cess has to perform a decryption and thus to know the coreecygtion key. For easing
the presentation, we only consider the instantiation ofabédes with names: as in [14,
24], we assume that messages are typed so as to distingm&s fram the other terms
like pairs and ciphertexts. In Appendix D, we extend our apph to additionally allow
variables to be instantiated with ciphertexts. The intémgscomplication arising with
such an extension is the capability of the environment tgda@rbitrarily nested cipher-
texts, thus potentially causing an infinite number of brasdh the input. We tackle this
problem in the abstract model by guaranteeing that the nuafloéphertexts generated
by trusted principals is finite and by abstracting away frtve dnes generated by the
environment. .

Thebeginy (A, B,M) andendy(B,A,M) primitives express theorrespondence as-
sertiong[33] in a nonce handshake betweandB. The index allows for specifying
which begin assertion should match a specific end assemi@mssume that the same
index is used for at most one begin assertion and one endiass@he former primi-
tive declares thah is starting a protocol session wiB) while the latter declares thBt
is ending a protocol session in which he believes to havectiyrauthenticateA: N is
the nonce used in the protocol session lhid the authenticated message. FinallyP
represents princip@ executing procesB; P|Q is the parallel composition ¢ andQ;

IP indicates an arbitrary number of parallel instanceB,&nd0 is the null process that
does nothing. In the rest of the paper, we will often obrfitom protocol specifications.

Example 1.Toillustrate, let us consider the following protocol, inishB encrypts the
messagen, the noncen and his own identifier witl\'s public-key andA acknowledges

3 For the sake of readability, in the rest of the paper we ongitkets: for instance, the nested
pair ((a,b), k) is simplified ina, b, k.



the reception of the first message by sending back the norateanon the network.

B Init énew(m).new(n).out({B,n,m}kX).in(n).end%(B,A,m)

Resp2 in({B,x,z}; ).beginy(A,B,2).out(x)
Prot = newT (ka).(B® !Init | A 'Resp

<—{B~,n-,m}k;r
begin%(A, B,m)

n

end}(B,A,m)
The begin assertion says thatconfirms the reception frorB of the messagenin a
protocol session based on nontand, similarly, the end assertion says tBatuthen-
ticatesA receivingm in a protocol session based anThe goal of this protocol is to
guarantee the secrecywfand strong authenticity betweérandB.

2.2 Operational semantics of our dialect of thep-spi calculus

Following [9], the p-spi calculus comes with a trace-based semantics. Eaclegsoc
primitive has an associated action and we denote Adtithe set of all possible actions.
The dynamics of the calculus is formalized by means of a ttiangrelation between
configurationsi.e., pairs(s,P), wheres € Act" is a trace andP is a closed process. In
the following, € denotes the empty trace. Each transitiefP) — (s::t,P’) simulates
one computation step ihand records the corresponding actiamthe trace. We denote
by —* a finite sequence of computation steps. In the followiBganges over ground
terms, namely terms containing no variable. Principalsatairectly synchronize with
each other. Instead, they may receive from the unique cthamarbitrary message
known to the environment, which models the Dolev-Yao ingud 7]: the knowledge
of the environment associated withpaspi trace, characterized by the judgemsht
G, is formalized by a set of deduction rules stating that th@renment knows all
the messages sent on the network, every message which isstiitted in the trace,
all public keys, and enemies’ keys. The environment can @sstruct/destruct pairs
and encrypt/decrypt ciphertexts if the appropriate keynisvin. Formal definitions are
postponed to Appendix A.

Definition 1 (Traces). The set TP) 2 {s| 3P’ s.t. (g,P) —* (s,P')} is the set of all
the traces generated by a finite sequence of transitions th@nsonfiguration(e, P).

Secrecy and authenticity are defined in termp-8pi traces and processes.

Definition 2 (Secrecy)A trace s guarantees secrecy of G if and only4fG. A process
P guarantees secrecy of G if and only i & for all se T(P).

The weak authenticity property refines the standayetemenproperty of [26, 33] by
making explicit the nonce used in the handshake and the inideling the begin asser-
tion with the corresponding end one.

Definition 3 (Weak Authenticity). A trace s guarantees weak authenticity if and only
ifs=s endGl(B,A, Gy) 1 s implies begigl(A, B,G2) € s1. A process P guarantees
weak authenticity if and only if s guarantees weak authéntior all s € T (P).

Intuitively, this guarantees that whene\gauthenticateg and the messag@, in an
handshake with the noné&®, thenA engaged in a protocol session with no&efor
authenticatings, with B. Similarly to theinjective agreemeryroperty of [26, 33], the
notion of strong authenticity requires the freshness dientication requests.



Definition 4 (Strong Authenticity). A trace s guarantees strong authenticity if and
only ifwhenevers-s; :: endGl(B, A,Gp) i s, we havethats=s, begirgl (A/B,Gp) :

s; and § :: ¥/ :: s, guarantees strong authenticity. A process P guaranteesgtau-
thenticity if and only s guarantees strong authenticitydts € T(P).

2.3 Notational conventions

For easing the presentation of the static analysis teckniga use a number of nota-
tional conventions. The message restrictiew(n).P is a binder for the messagethe
key-pair restrictiomew™ (k).P is a binder fork/” andk;", namely the key-pair based
onk;, and the input primitive is a binder for the variables ocmgiin the input term
with the exception of the decryption keys. In all cases thapsoof the binders is the
continuation process. Similarlgew(n) is a binder for the messageandnew" (k) is a
binder for the key-pair based dnand their scope is the continuation trace. The names
and variables occurring free and bound in processes anesta@e defined as usual.
As in companion transition systems, e.g. [10], we imphcitlentify processes up to
renaming of bound variables and names, i.e., up-emuivalence. To simplify the def-
inition of the static analysis and following [8], we disdip thea-renaming of bound
names. We stipulate that for each messatieere is acanonical representativand we
demand that two messages areonvertible only when they have the same canonical
representative. A similar assumption applies to key-maisvariables. We writé n ||

to denote the set of messages with the same canonical refatage as. The notation

is extended to key-pairs and variables as expected. Weexsire that keys, both sym-
metric and asymmetric ones, having the same canonicalsepieive depend on the
same identifiers. We assume that thefgetof names generated by the environment (cf.
rule ENV in Table 7) has a canonical representative which is diffefrem the ones of
the names bound in the process. Finally, we assume that thelbmmes of a process
are renamed apart and that they do not clash with the freegjamueh in the same way
variables are assumed to be all distinct. For conveniengevithout loss of generality,
we shall reason on protocol specifications in which everyndawame and variable has
a different canonical representative. Finally, we shaltevl P || to denote the set of
processes obtained froPhby a-conversion of bound names and variables.

3 Causal Graphs

A causal graphé’ = (A, £) is a finite directed graph with nod@g and edge<. In the
following, we will often writenode$%’) to denote the set of nodes#iandedge$?’)

to denote the set of edges#. Nodes represent abstractions of process events, while
edges track the causality among process events. In theviotip we discuss and for-
malize each of these components.

3.1 Nodes and edges

Nodes also referred to as abstract processes and ranged ouerabg Q, are p-spi
processes built upoprspi names and the following new name categories:

— message’ abstracting messages generated by the environment tidengtiublic-
keys and attackers’ keys;



— labelled names,, which are semantically equivalent to names but allow fckr
ing variable instantiation. As an example, the instardgrath P of the variablex by
the namen yields P[n(,)/x]. In fact, labelling is local to sequential processes and
does not propagate through concurrent threads.

— indexed names (°“t(6)-P-) whereout(G).P is the node outputting andi the po-
sitional index ofa in G: they only occur within the environment’s knowledge and
give a precise characterization of which names have beeahhysthe environment
to construct a certain term and, notably, the place (i.aeramd position) in which
they are sent on the network.

For distinguishingp-spi terms from the ones used in causal graphs, we write tte la
by sanserif fonts. In the following, we refer to the set of possibly ldbdland indexed
names as abstract names. Furthermore, wé letnge over ground term&/, N over
terms possibly containing variablespver abstract names,over abstract names and
variables and; over ground term sets.

Edgesconnect two nodes, so representing the causality amongnadss. We discern
two kinds of causality, namelyptra-threadandinter-thread causality

Intra-thread causality links nodes within the same thread and is represented bysedge
of the formP — Q, linking P to the proces§ obtained by reducing.

Inter-thread causality is due to the synchronization among the prodegsputting G
and reducing int& and the nodesut(G;).P; outputting the terms used by the en-
vironment to construds. We call such terms integer components since they are not
forged by the environment but simply forwarded. They areciauor the sound-
ness of our abstraction, which identifies unbounded prétessions into a finite
model: the soundness of the security properties provedmaftihnis abstraction re-
quires to determine when different protocol sessions magteeeaved. This may
happen when the environment exploits terms output in diffeprotocol sessions
to construct a term that is sent to a principal engaging irtte@rgrotocol session:
in fact, messages within the same integer component proabgtract messages
belonging to the same protocol session, while messagedf@natit integer com-
ponents may abstract messages belonging to differentqmiatessions. This kind
of causality is represented I§y) input edge®f the formin(M).P—{c) — Q, con-
necting the input process with the process obtained by paifig the input via the

synchronization poi; and (i) output edge®f the formout(G;) i" - Q,
one for each integer componegitof the input term. These edges are labelled by
the integer component and connect the process outputtaigssaomponent to the

process obtained by performing the input via the synchaiitn poin. A syn-
chronization point links an input edge to the output edggsired to construct the
input term.

Example 2.Let % be a causal graph containing the noden).Q, out({m, n}k;\).Qg
andin({x, {y7z}kX}kg)'Q3' Let us define the following indexes; = (out(n).Q,1),
i2 = out({m,n}kg).Qg,l), i3 = out({m,n}k;\).Qz,Z), andig = out({m,n}k;).Q2,3).
The environment may combine the two output terms int®, {m'2, n'3}kgi4}g, which

7



matches the input pattefi, {y’z}kX}kg with substitutiono = [n,) /x,m(,)/y, n(z)/z]:
the substitutiono is used to instantiate the free variables in the procgss$ollow-
ing the input pattern. Thug” contains the following nodes and edges, whére-
{n(x)lla {m(y)lzv n(z)la}kgiﬂ.}g:

in(ledy.zh g )19 |

out({m,n}k;)AQz

Notice that the synchronization point tracks both the pmsi#l indexes of the names
occurring in the input term and the variable assignmentéediby the input pattern.

3.2 Causal graphs as abstraction of-spi processes

Before formalizing the causal graph generation, we intoedsome useful notations.
We write| M|, [M] and[M] to denote the term obtained fravh by label erasure, index
erasure, and both label and index erasure, respectively.

Functionoutmsgout(G).P) yields the term obtained frofa by erasing the labels in
G and indexing each namein G with the pair composed of processt(G).P and the
positional index ofx in G. This function is naturally extended to node sets, thus-char
acterizing the set of output terms: more formatytmsgA) = {outmsgout(G).P) |
out(G).P € AL}. Notice that labels are local and do not propagate into thie@ment’s
knowledge.

The knowledge of the abstract environment is formalizedhayjudgement; +- G
(cf. Table 8 of Appendix B), meaning that the environment canstructG given the
knowledge of the terms i;. The environment knows every term @ and the spe-
cial nameé’, it can construct and destruct pairs and encrypt and deteypts pro-
vided that it knows the encryption and decryption keys, eetigely. For reducing the
number of terms known to the environment, we prevent therenment from deriv-
ing identities, public keys and enemies’ keys, which alostilae samep-spi terms as
&. Functionbind : (M,G) — (G',0), reported in Table 8 of Appendix B, defines the
pattern-matching among terms. This function takes as iapiegfmM and a ground
termG and, if the two terms match, yields the tefihobtained by labellings accord-
ing to the variables ifM and the substitutiow expressing the variable instantiation
induced by the pattern-matching. If pattern-matchingfaihd returns?. For example,
bind(x,n®) = (n‘?x), [N /x]). Functionthread defined below, yields the set of threads
in P, abstracting away from identifiers and replications.

thread(P1) Uthread(P2) if P = P1|P2
threadP) £ {thread(Q) if Pe{ArQ,!Q}
{P} otherwise

Functionint(A{, G) yields the set of integer terms {B, that is the largest subterms of
G that have not been generated by the environment, each ofgheed with the out-
putting process. In fact, integer terms are either namepbhedexts whose encryption



key is unknown to the environment.

{(v(PD) P)} if G =v(Pd)

0 ifG=&

int(A(, G1) Uint(A(, Gy) if G = (Gy,Gp)
int(A’,G) £ ¢ {(G,P)} if G={G}, e A

outmsg() # v(PJ)
int(A(, G ) Uint(ALV) if G={G'}y A
outmsgA() + v/

The next definition characterizes the causal graph assdoigith an abstract process.
Here and throughout this paper, we wilite=4 Q to say that® andQ area-equivalent
and|| P || to denote the process obtained by replacing each name aatleanP with
the corresponding canonical representative.

Definition 5 (Causal Graph).The causal graplia\, £) associated with P, written as
(N, E) = graph(P), is given by the leasi(, £ satisfying the following conditions:

(i) threadP) C A

(i) p.Pe N A QethreadP) A p#in(-)
=QeNApP—-QecE
(i) in(M).P € AL A outmsgA) + G A bind(M,G) = (G',0)
A P ethreadPo) A (Gf,out(Gy).P1) € int(A[,G)
=3IQeENst.Q=¢ P’ A in(M).PH{c]—>QeE
A Out(Gl).Pl ﬂ~>Q€ ‘E

(iv) V{new(n).P,new(m).Q} C AL,
[[new(n).P|| = | new(m).Q]] & n=m

Functiongraph: P — (A, E) is in fact a closure operator on causal graphs ordered by
inclusion. In particular(i) the threads irP are part of the sel\ of nodesj(ii) if p.P

is a node in the causal graph, with in(+), then the processes thread P), which

are connected tp.P by direct edges, belong to the set of nodes; éidl if in(M).P

is a node and the environment knows a té&smmatchingM with substitutiono, then
the set of nodes contains the processehiead Po), up toa-equivalence, and the set
of edges contains the input edges connecitirilyl).P to the processes ithread Po)

and the output edges linking the output processes used @ntl@nment to construct

G to the processes ithread Pa). Intuitively, the input of a term is preceded by the
output ofall messages required by the environment to construct suchaTéis point
will be clarified later on, when formalizing the causalityatéon expressed by causal
graphs. Conditioriv) rules thea-renaming of bound names possibly introduced in the
causal graph by conditiofiii ). This a-renaming allows the abstract domain to distin-
guish the names generated in different threads, thus mékéagnalysis more precise.
Unfortunately, this may introduce an infinite number of narnmethe knowledge of the
environment and possibly an infinite number of nodes in thisakgraph. We tackle this
problem by requiring that whenever two restriction nodesioin the causal graph and



the restricted names differ becausenefenaming, then at least one variable is instan-
tiated with names belonging to different equivalence @asa the two continuation
processes. The idea is to applyrenaming of bound names in the processes follow-
ing an input for every different input term, where the difflece among input terms is
deemed up to name equivalence classes. This enhancesdtsiquref the analysis, yet
guaranteeing the finiteness of the causal graph.

We say that two graphs are isomorphic when they are obtaimedrenaming of
bound names. As stated by the following proposition, evéstract process admits a
unique causal graph up to isomorphism. In the following, witedength(P) to denote
the number of primitives if® andlength(\) to denote the maximal length of the pro-
cesses iM(, namely the number such thatength Q) = n, for someQ € A, and, for
everyQ' € A/, length Q') <n.

Proposition 1 (Uniqueness)For every process P, there exists a unique gr@)hup
to isomorphism.

Proof. Consider the functio®p (A, E) yielding the least\’, £’ satisfying the three
conditions of Definition 5. For proving the thesis, we prokatt for everyA\’ and Z,
there exists a unique least fixpoint®p (A, E): this trivially implies the thesis. Notice
that®p is monotonous over node and edge sets ordered by inclusion.

It is easy to see that ®p(A[,E) = A, E/, thenlengthH A) = length A). The
set of variables occurring in the processes\dfis contained into the set of variables
occurring in the processes 8f. The situation for names is different, since some vari-
able might be instantiated wit§ and, notably, new names might be introduced by
a-renaming (conditior(iii )). However, because of conditiqiv), the number ofu-
renamed copies of each name is bound\dy whereN andX are the number of re-
strictions and variables if\(, respectively. The set of processes of finite length and
composed of a finite set of names and variables is finite, dsawéhe set of edges. By
Knaster-Tarski theoren®p has a unique least fixpoint.

The following corollary says that the size of the graph gr@xponentially with the
protocol specification which is however fixed in advance, regardless of the number
of considered sessions and the protocol run-time behaleremark that this result
refers to the worst case: in practice, the number of nodethfoiprotocols we have
considered so far does not exceed 100 nodes and the andlyajs éerminated within

a few seconds.

Corollary 1 (Size of causal graphs).Let ¥ be a causal net and P a process such
that ¥ = graph(P). Let N and X be the number of restrictions and variables in P,

respectively. Themode$%’)| = O(length(P) NXZ).

Example 3.The causal graph associated with protoeadt of Example 1 is depicted
in Table 2. The rounded boxes represent synchronizatiomtuwihile the other ones
abstract processes. The analysis of the causal graph givesne interesting informa-
tion about the run-time behavior of protocol participaigen if the protocol is simple,
it turns out to be interesting since the attackers know boghptublic-key used for en-
crypting the first message and, after the second messag®rioe used in the protocol
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Table 2 Causal graplgraph(Prot)

new(m).

; new(n).
begini; (A,B,&(y). o - newT (ka). out({B.n.m
JS&g ) ] (&8, 8 b e (BolInit | A>!Resp) ({_" M)
() in(n).
end}(B,A,m)
I 2
new(n).
m({B-,X-,Z}k;)' out({Bﬁnﬁm}W)A
out(&y) beginl(A,B,z). in(n). A
ot | endi(B.Am)
{Bll,n(i),mg)}k;i4
, B,n,m}, ).
begink (A,B, . ; ) ; out({B,n, Kk
g g(x)(éa N | {g_’g(x).n'é}g {Bll,n(§>.m(§)}k+i4 in(n).
out(6n) o end}(B,A,m)
. ¥
. 1 . .
begmﬁ(x) (A,B,&))- g begmﬁ(x) (A,B,m(;). in n).
out(n()) — is out(n(y)) end; (B,A,m)
begin! (A,B,n(,)). 5 s )
eglnnw( ) {g,.nl(i).’nl(g)}g end%(B7A7m)
out(ny))

Legend: for everyj € [1,4],ij= (out({B,n,m}kX).in(n).end%(B,A,m),j); is=(out(ny)),1)

session. This increases the number of actions at their siépmd, consequently, the
number of nodes and edges in the causal graph. In general tirenumber of mes-
sage exchanges, the causal graph for protocols preseharsgtrecy of messages and
relying on digital signature or symmetric-key cryptogrgjmhtypically simpler than the
one of protocols based on public-key cryptography and pbsekposing some mes-
sages to the attackers. L&f be the set of nodes in the causal graph: we can see that
outmsgA() ¥ m' for any indexi and this intuitively means that the authenticated mes-
sage is kept secret, as expected. Furthermore, the onlgggasserting an end event is
endﬁ(B,A, m). This is preceded by the outputgf (inter-thread causality), which is in
turn preceded (intra-thread causality) by nbdginﬁ(x) (A,B,m,)).out(n(y)). Note that
the output ofn,, may be also preceded (intra-thread causalityhaég/in%(x) (A,B, &)
out(n(y)) andbeginﬁ(x) (A,B;n(,)). out(n(y)). These events are enabled by the environ-

ment forging the messagé#’, n's, £} ¢ and{&,n'5,n's} , respectively (cf. the corre-
sponding synchronization points), and sending them togsgander. This may happen
only if the environment knowa and these processes are thus preceded (inter-thread
causality) by the output of . This cycle in the graph tells us that the environment can
actively interact with the responder only after the resporiths received the message
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generated by the initiator and “assertexégin%(x) (A,B,m(,), according to the intended
protocol run. Intuitively, this means that the causal grgphrantees authenticity. Fi-
nally, the portion of the graph in the upper-left corner shahat the environment can
forge messages in which the messdgeeplaces the nonce, but the resulting processes
do not increase the environment’'s knowledge as they evijntmatput &, which is
already known to the environment.

3.3 Paths

Edges describe the causality among process events anddgemay be naturally as-
sociated with an action: for instance, if a causal graphaiostthe edgeut(n).P — P,
then the procesB is causally preceded by the reduction of the proeesén).P with
actionout(n). In general, we express the causality dependency amongsz@vents
throughpaths which are sequences abstract action®xpressing process events. Ab-
stract actions exteng-spi ones with the new actioingom(G1,G2), which is used for
tracking inputs involved in inter-thread causaliy: is the integer component artg

is the input pattern, in which variables are replaced withabtual received messages.

We now argue on the number of paths associated with a hodeaVéerhentioned
that the input of a term is causally preceded by the outputdldhe integer compo-
nents needed by the environment to construct such a terns. dinput is preceded
by a set of paths. However, the same process may be geneyatealibput of different
terms, sayG; andGz. Then such a process is preceded by either all the outputiedee
by the environment to constru€ or all the outputs needed to constr@t This is
the reason why the paths associated with a node are actusatyod path sets, meaning
that the node is causally precededdllythe paths ironeof its path sets. Notice that,
as result of our abstraction which essentially collapsesrasounded number of in-
stances of each principal into a strand of nodes relatedtbg~thread causality, causal
graphs may contain cycles. For this reason, when evaluttingaths preceding a node,
we need to avoid loops: this is achieved by traversing indges only once, thus ab-
stracting away from cycles in the causal graph which, in, fdotnot alter the causality
among nodes. In the following, we wrifg,...,s,} :: T to denote{s; :: T,...,s, :: T}
andouteddG, Q, %) to denote the set of output edgesdhincoming inQ via the syn-
chronization poin. Functionpaths: ¢, P, E — ., defined below, yields the set
of paths sets that are associated with the rfddad do not traverse the edgesinWe
often writepathg¢’, P) to denotepath%, P, 0).

Definition 6 (Paths).Let% be a causal graph an@ € node$%’). The paths preceding
Q in ¥ and not traversing the edges B, written path$%,Q,£), are defined as the
least.¥ such that
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(a) Q has no incoming edge> .7 = {0}
(b) p.P — Q € edge$?) A S € pathg%,p.P,E) = S ipe s

() in(M).PH Q € edges?) \‘E A bind(M,|G]) = (G,0)
A U {out(Gi).Pi &[G)— Q} = outeddG,Q, %)

ie[1,n]

A S € pathg%,in(M).P, £U{in(M).P—{c]— Q})
A Si € pathg %, out(Gi).Pi, EU{in(M).P—{G]— Q})

= Suin(Mo) U U Sitout(Gj) :: incom(G{, Mo) € .
ie[1,n]

If the nodeQ is preceded by intra-thread causality py (condition (a)), then the
path sets associated wif are the ones associated wiilP, each of them extended
with the actionp. If Q is obtained by the reduction of proceisgM).P receivingG
and the input edg'en(M).P—a — Q is not in E, then the paths associated with
are the ones associated witl{M).P, each of them extended with the actioiiMo),
plus the ones associated with the processes outputtingthes tused to constru@

(edgesout(Gi).P; G—i/ — Q), extended without(G;) :: incom(G{, Mo). Notice that the
edgein(l\/l).P—a — Q is inspected only once, thus avoiding loops due to cycles in
the graph.

3.4 Names and sessions

Since a causal graph abstracts an unbounded number of prséssions, an interesting
issue related to our abstraction is that different occuresin a path of the same name
might actually abstract differeptspi names, one for each abstracted protocol session.
The problem is that the environment may exploit messagesrgtad in different proto-
col sessions so as to forge a message which is then usedraxintéth another session:
in fact, this kind of interleaving may break the security Igaaf the protocol. Accord-
ing to the definition of causal graphs, the labels of the ougiges express the integer
components of the input term. This information can be useddandly characterizing
which names abstract over the same protocol session andrtioydar, which names
abstract the sanm@spi name. Intuitively, it is sufficient to check for everyipaf output
and input actions related by inter-thread causality whiglssages belong to the integer
component and which do not: the former abstract over the gmaiecol session while
the latter may belong to different protocol sessions. Hackthroughout this paper, we
write msg$M) to denote the set of messagesMn including those labelled. We also
write Tt (G) to denote the name occurring in théh position ofG andrt (s) to denote
thei-th action ins. Finally, |s| denotes the number of actionssin

Table 3 introduces the deduction system for judgemeénfv,i) = (V/, j), meaning
that names andv, occurring in thd-th andj-th action ofs respectively, abstract over
the samep-spi name. Intuitively, the concretization of a path yiettle set ofp-spi
traces obtained by instantiating the abstract names doguttierein: ifs - (v,i) =
(v',j), then the occurrences efandv’ in the i-th and j-th action ofs, respectively,
are instantiated with the sarpespi name (see Section 4 for more detail). Rube #ays

13



Table 3 Equality among abstract terms

AX INTRA

sut|=i  vemsggt) ls|=i  t#inom(G,G) sk (v,i)=(v,])

stth (v,i) = (v,i) stk (v,itl)=(v,i)
INTER-BIND

viPD) e msggGy) (G )=V s =i
s::0Ut(Gy) & iNcom(Ga, G) = (v,i+2) = (V/,i+1)

INTER-MATCH
n € msgs$G) s=s1::new(n) sy Is| =i

sil=1  s:zout(Gy) ineom(Ge,G)F (n,i+2) =(n,j+1)  siF(v,j)=(,])
s out(Gy) i incom(G2,G) F (v,i+2) = (v, )

TRANS Sym PREFIX
sk (v,i)=(V,i") sk, i) =N"i") sk (v,i) = (Vi) sk (v,i) = (Vi)

sk (v,i)=(V",i") sk (V,i") = (v,i) stk (v,i)= (Vi)

that the occurrences of the same message within a singtaadistract the sanpespi
name. Rule NTRA says that the occurrences of a message within actions adigte
intra-thread causality abstract the sapispi name, since such actions belong to the
same thread and thus abstract over the same protocol seRsilenNTER-BIND says
that messages received within an integer component, that¢ssages not manipulated
by the attacker, abstract over the same protocol sessida.|RUER-MATCH says that
the pattern-matching of nanmeallows for recovering a protocol session described in a
previous part of the path and, more precisely, it allows beiit the equality constraints
holding at the time of’s restriction. Finally, RANS, SyM, and RREFIX make the
relation transitive, symmetric, and closed by prefixegpeetvely.

Example 4.Let us consider the following path, which represents therided protocol
behavior:
s 2 new (ka) ::new(m) :: new(n) :: out({B,n,m}kX) i

incom({Bllv n(x)I27 m(z)|3}k7§i4 ) {Bv n(x) ) m(z)}k;\) -

begirﬁw (A,B,m(y)) 1 out(n(y) :

incom(n's,n) :: end, (B, A, m)
The messages occurring in the begin and end assertionacttister the same protocol
session. In particular, we can prove (n,9) = (n(,),6) via INTRA and INTER-BIND.
Similarly, we can prove - (m,9) = (m,2) via INTRA and INTER-MATCH, ands -
(m(y),6) = (m,2) via INTRA, INTER-BIND and RREFIX. Finally, by SrMm and TRANS
we gets - (m,9) = (m(,),6).

In Section 3.3, we have defined the paths associated to a naledusal graph and,
for avoiding loops due to cycles in the graph, we have regdetttat input edges are
inspected only once. This approximation does not affectéhesality among nodes but
it might affect the equality constraints. For this reasoe, anly consider a class of
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Table 4 Concretization functions

{1} if M=1
{nl{ny =m}} it M=m
Iyl = Ux1} it M =x
e J I TIR D =1k 0} it M=k

Vem(M) = 9 i |11 = Lk 1} it M=k
IDU KT UMgU Kg fM=¢
Yirm () if Me {a(x),a',a'(X>}
{Mo | Vu € dom(0),0(u) € Yum(u)} otherwise

Voan(s) £ {(50) | Is| =15/ =n A (i) Vi€ [1.0] 30 s7E(8)0; = 7i(s) A
(sk(v,)=( J):'GJ( /) =0y (V) A
(i) (s (v,) = (V/,K) A 0(v) =a) & o(v) = a}
Yoset(S) = { ({St,-++,%n},0) [ S = {s1,...,5n} A Vi €[1,n],(S,0i) € Yparn(si) A o_i L.ljnoi #1}
Ynet(%') = {(s,P) | (i) Vi€[1,n],3Q € nodeg?), S € pathg %', Qi), (S, 0i) € Ypser (i) S.L.
S =S§j:Ti(s), with j <i A
(i) vQ e threadP), 3i € [1,n],0s.t.Q=Qj0 A oW0; #7 }

i (s) yields thei-th action ins

Syields the trace obtained frosby replacing each occurrenceiogom(G1, G2) with in(G»)

O1W 02 =01U02 if 01 #7 A 02 #T Auedomor)Nndomoy) = 01(u) = 02(u)
o14Wo =7 otherwise

causal graphs, callexycle-invariantgraphs, for which cycles do not affect the equality
constraints of the involved paths.

Definition 7 (Cycle-invariance).We say tha¥ is cycle-invariant if and only if for ev-

ery{in(M).P—{G]— Q,out(Gz).P’ GZ.—» Q} C edge$?), Sout € pathg %, out(G1).P'),
Sin € pathg%¢,in(M).P) there existss € pathg%,Q) s. t. the following conditions hold:

— for everys; =<' ::1in(G') € S there exists; € S, such that eithes, = s’ or s =
g uin(G) s’ eSnandsi b (v, j) = (V") = s2 k- (v,i) = (V,]), with |s1] = ]
and|sp| = .

— for everys; =s' 1 0ut(Gy) = incom(G2, G') € S there exists; € Sout such that either
sp =5 0or sy =s 1 out(Gy) i incom(G2,G’) 11 s” andsy - (v, j) = (V) = so b
(v,i) = (V,j"), with|s1| = jand|sz| = i.

For examplegraph(Prot) is cycle-invariant in that input nodes do not belong to cgcle
the only output node within cycles &uit(n(,)), and cycles in the causal graph do not
affect the equality constraints on,).

4 Abstract Interpretation

In this section we illustrate the relation between causaplys andb-spi semantics.
This is formalized by a concretization function, defined bsteact terms, paths, path
sets and causal graphs.
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4.1 Concretization of causal graphs

Terms The relation betweep-spi terms and abstract terms is formally defined in Table
4 by the concretization functiofm : M — {Ma,...,Mu}. Abstract identities are instan-
tiated with the correspondingspi identity. The concretization of an abstract message
yields the set of messages having the same canonical repatige. Similar reasoning
applies to variables, public and private keys. The speciaie¥’ abstracts over identi-
ties, public keys, messages possibly generated by theommrant and attackers’ keys.
Finally, the concretization of the remaining terms is gilmninstantiating the names
and the variables occurring therein.

Paths The concretization functiofpam : s — {(S1,01),...,(S,0n)} takes as input a
path and yields a set of pairs composed @-spi traces and a substitutiomw; from
abstract names -spi names. More preciself,) each trace is obtained by instantiating
the names occurring in each action of the path so as to s#isfgquality constraints
associated to the path affill) the substitution tracks the instantiation of the abstract
messages occurring in the actions of the last thread, naheelgrgest suffix of related

by intra-thread causality. We recall that a path may “cratifferent threads and, as a
matter of facts - (v,k) = (v/,K’), with k being the length of, only if v is an abstract
name occurring in the last thread.

Example 5.0ne of the possible concretizations of the patlescribed in Example 4 is
reported below:

newt (ka) :: new(m) :: new(n) :: out({B, n, m}kK) ::
in({B,n,m}k;) :: begirk(A,B,m) :: out(n) ::
in(n) :: endi(B, A, m)

og:n—nN, n—m

Sinces - (n(),6) = (n,9), n(,) andn are instantiated with the same nameSimilarly,
sinces - (m,),6) = (m,9), m andm,) are instantiated with the same nameNotice
also that the path guarantees authenticity and the tracamggeas strong authenticity.

Path setsThe concretization of a path set is given by the concretinaif the paths oc-
curring therein and by the union of the corresponding irt&tions. It is worth to men-

tion that the instantiation of the messages in last threaddbe the same |y G; #1):
i=1,n
the uniono1 Wo» succeeds only when the abstract names substituted byhathdo,

are bound to the sanpespi name.

Configurations The concretization functiophe; : ¢ — {(s1,P1), ..., (S, Pn) } takes as
input a causal graph and yields a sepegpi configurations satisfying two constraints,
the former concerning traces and the latter concerninggss®s. In the following, we
let Srange ovep-spi trace sets.

i for every actiorm; in the trace there exists a no@g in the causal graph, a path
set S associated td; and a trace sef such thatS is an instantiation ofs;
((S,0i) € Ypset(Si)), where§ is a trace set associated to a preceding action in the
trace, extended with.
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i for every threadQ of the process in th@-spi configuration, there exists a node
Qi in the causal graph, a path sgt a trace set§ and an instantiatiow; such
thatQ = Q;0, whereo is compatible with the name instantiation given by the
concretization of the path set associated;tin the last thread.

Intuitively, condition(i) requires that the actions in the trace respect the caugalihs
induced by the causal graph and condit{@n requires that every process has an ab-
straction in the causal graph and the trace respects thalitapsiths associated to such
a node.

Finally, we state the soundness results of the abstracpietiation. The following
theorem says that the causal graph generated from a pracassabstraction of the
configuration composed of such a process and the empty trace.

Theorem 1 (Soundness)f graph(P) = %, then(e,P) € Vnet(%).

The following theorem says that the set of configurationsrabted by a causal graph
is closed under process reduction, i.e., causal graphssauena abstraction of thgspi
semantics.

Theorem 2 (Preservation).Let ¢ be cycle-invariant. Ifis,P) — (s,P’) and(s,P) €
ynet((éj), '[hen<5/7 P/> E ynet((éj).

5 Safety Results

In this section we state the safety results of our staticyaisktechnique. As stated
by the following definition, a causal graph guarantees tloeesy of a name, if the
abstract environment cannot deduce any term which is equalp to index erasure.

Definition 8 (Abstract secrecy).A causal graph¢” guarantees the secrecy wff and
only if outmsgnode$®%’)) - v/ implies[v] # [V'].

As stated below, a path guarantees authenticity iévery end assertion is preceded by
a corresponding begin assertion; did begin and end assertions contain only session
messages. This guarantees that authenticity carriestwraction sequences abstracted
by the path. A causal graph guarantees authenticity if fery&a@,hd'Gl (A,B,G2).P and

Se paths{%,endiGl(A,B,Gz).P), there exists a path i containing a suitable begin
assertion. In the following, we writ& ~; ; G/, read asG is equivalent toG’ in s,

if |G| =|G| (i.e., the two terms are equal up to labelling) and for edespch that
T€(G) = v, T(G') = v/ andv, V' are possibly labelled messages, we haveshal, i) =

(v, j) (i.e., the two terms abstract the sapispi term).

Definition 9 (Abstract Authenticity). A paths guarantees authenticity if and only if
for every i such thatt (s) = end; (A, B, G2), the following conditions hold:

i there exisiG), Gy,i < jS.t.T0(s1) = begilt,l(B,A,G’z), G1 =%, j G} andGy =~ ; G,

A causal graphs” guarantees authenticity iff for eveeyidicl(A, B,G2).P € nodes?)
and.s € pathg%, endg, (A,B,G2).P), there exists € § s.t.s :: endGl(A,B,Gz) guar-
antees authenticity.
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For example, the patdd in Example 4 guarantees authenticity as the end assertion is
preceded by a corresponding begin assertion and the messagérring therein are
equivalent. By an inspection of Table 9, evety pathggraph(Prot),end}(B,A,m))
contains a path guaranteeing authenticity. Thteph(Prot) guarantees authenticity.
The following theorems state that causal graphs constitstmuind model for the static
verification of secrecy and authenticity. In particulag thext theorem says that if the
causal graph associated wikhguarantees the secrecy\fthenP guarantees the se-
crecy of any concretization of

Theorem 3 (Secrecy)Let P be a process arfd = graph(P) a cycle-invariant causal
graph. If¢ guarantees the secrecywthen P guarantees the secrecy of aryym(v).

For instance, the causal graph of Example 3 guarantees thecgeofm and, conse-
quently, the protocol of Example 1 guarantees the secretheaifuthenticated message
in every protocol session. In the following we say that a pescisnonce lineariff

(i) every end assertion has the fosmd},(1,J,M) and is preceded byew(n) andii)

if end},(1,J,M) occurs inside the scope of a replication them (n) occurs inside the
scope of the same replication. In fact, this syntactic cionisuffices to prove that au-
thenticity on causal graphs implies strong authenticityh@p-spi processes abstracted
by such causal graphs.

Theorem 4 (Authenticity). Let P be a process artd = graph(P) be cycle-invariant.
If € guarantees authenticity, then P guarantees weak authntit ¢ guarantees
authenticity and P is nonce linear, then P guarantees steuntpenticity.

This means that causal graphs, which express the causalityg process events,
are a sound (and decidable) model for proving weak authigntihile the freshness
of authentication requests, namely the condition distisigng weak from strong au-
thenticity, may be directly verified on the syntax pfspi processes. For example,
sincegraph(Prot) guarantees authenticity aRtbt is nonce-linear, theRrot guarantees
strong authenticity. Notice th&trot describes an unbounded number of instances of
acting as claimant in protocol sessions wittand an unbounded number of instances
of B acting as verifier in protocol sessions wih We can easily extend the protocol
specification with the parallel composition AfandB running protocol sessions with
an arbitrary malicious partlf. Even in this scenario, the protocol turns out to be safe.

6 Related Work

Causality-based modelling of concurrency is a widely stddesearch topic and several
important results have been proposed. Event structur@saf82a general and expres-
sive framework for modelling the causality among eventsoinatirrent and distributed
systems. This model captures the dependency among evehtheainterleaving of
concurrent events by a partial order. A tricky problem whiesteacting away from the
multiplicity of protocol sessions is that an event may cliygaecede itself, thus loos-
ing the antisymmetry property and, consequently, the glastder. This is easily seen
by thinking of a process inputting a message and then sermdihgnother message,
which is used by the environment to construct a messagesameplication of the for-
mer process and so on. In this scenario, since we abstragtfeava the multiplicity of
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protocol sessions, the input is causally preceded by itEk# safety of this kind of ab-
straction requires to determine which events abstracttbeesame protocol session and
which ones may instead abstract over different protocalises. Thus a more specific
structure was needed, containing some additional infoomatbout message integrity,
and relying on paths representing computational flows &ust# a partial order among
events. Crazzolara and Winskel have applied Petri nets f@jell-known causality-
based model for distributed systems, to the analysis oftogrpphic protocols [14] but
their work does not abstract away from the multiplicity ofsiens. However, Petri nets
might constitute a suitable alternative foundation forwork.

Type systems proved successful in analyzing differentrigqoroperties of cryp-
tographic protocols, e.g., [1, 2] for secrecy and [22, 1t]dothenticity. As mentioned
in the introduction, they exploit syntactic patterns ofig#ty protocols while provid-
ing guaranteed compositionality, but they constrain tlesslof analyzable protocols
and are typically specific to individual security propesti©n the one hand, the type
system in [22] is very general and applies to several settingluding authorization
policies [21] and key-compromise [23], but type definitiangckly get cumbersome
and no type-inference algorithm is currently availablee Type system in [11] is com-
positional, modular, and allows for automatic type infex@rbut this generality is paid
by restricting the form of protocols to some specific taggeitepns.

As a simple example, to the best of
our knowledge, the protocol in Table 5
can be analyzed by neither the type sySaple 5 Variant of NSL
tem from [22] nor the one from [11]. This

. . A B

protocol is a variation of the Needham- (Bam)
Schroeder-Lowe public-key authentica- ~ oA
tion protocol, in whichB sends a mes-
sagemto Ain the first message exchange. begingg (A.B,m)
FromA’s point of view, the authentication {ne}
of this message is guaranteed by the hande-ncI1 BAm
shake with noncewg (second and third me
message). The problem is thatoccurs within neither the second nor the third mes-
sage, thus resulting free in the corresponding type defirstand not enabling the end
assertion based on nonog. Another remarkable difference with respect to existing
type-based approaches, which in case of failure do not giyerdormation on possi-
bly attacks, is that the analysis of computational flows doels insights on possible
attacks and, in fact, their derivation is often immediate.

The work by Bodeiet al. on control-flow analysis for message authentication in
Lysa[8] is closely related to our approach. The motivations andlg are different
though, since the analysis only applies to message autitgntiamely the origin of a
message, without addressing freshness of authenticaorests and the willingness
of the claimant to authenticate with the verifier. Anothaemesting work is an abstract
interpretation for mobile systems and, as an instancepiecaculus [19]. The analysis
deals with the origin of messages but does not address #eshn

Strand spaces [24, 25] constitute an effective frameworlstiodying secrecy and
authenticity. While some effective patterns for derivitg tproofs of safety are pro-

{AﬁnBanA}kg%
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vided, these are in general written by hand. Interestirsgigh proofs often rely on the
causality among events and it would be interesting to exgtor our analysis could be
applied in such a framework to provide mechanical proofaféty. A recent paper [16]
investigates how to automatically detect those specific@i@ns, among the infinitely
many possible, that should be considered for analysis, dntifying causality between
nodes in graphs and describing execution of protocol rofedifferent processes. Al-
though this method does not enjoy guaranteed terminatiemlan to exploit the ideas
underlying this result to further refine the expressivityaf analysis.

Proverif [4, 5] constitutes a powerful tool that takes asuingpi-like protocol de-
scriptions and, by Horn clause resolution, verifies a vamétdifferent security prop-
erties such as secrecy, perfect secrecy and authenti¢igy.ahalysis is general and
fully automated but guarantees termination only for proteevhere every ciphertextis
tagged differently [6].

7 Conclusion and Future Work

We have proposed a novel technique for analyzing securityppols based on abstract
interpretation of the causality among process events.isrptper, we have specifically
shown that secrecy and authenticity can be soundly chaizaten terms of causality,
but we remark that the analysis is not tailored to these #gquioperties but may as
well be applicable to verify properties formulated in teraigausality among the ac-
tions of execution traces; we are currently extending cchi@ue to analyze more so-
phisticated security properties emerging in modern appbas such as e-voting proto-
cols. The analysis enjoys guaranteed termination sincgizkeof causal graphs is finite,
the generation of paths terminates since communicatioas(g., edges connecting
an input node with a communication one) are inspected ordg aihus avoiding loops
due to cycles in the graph, and the analysis is linear on thaeu of paths. We have
implemented a tool for automating the analysis, and we hppée the tool to some
common protocols in the literature [18] (among others, tieedham-Schroeder-Lowe
public-key protocol, its fixed version proposed by Lowe, Bf&N modified version of
CCITT X.509(3) and SPLICE/AS). The analyses terminatedhiwit few seconds and
provided safety proofs for the correct versions of the prot®while failing to validate
the flawed ones. Remarkably, attacks are often easily déeNmy an inspection of the
path sets. The only human effort required is to capture thtopol in the dialect of the
spi-calculus which is often straightforwardly derivabierh the protocol description.
As future work, we plan to investigate a more sophisticatestraction allowing us
to relax some of the constraints that are currently impogeslib analysis: for instance,
our experiments show that some false positives occur whewidrenticated term, e.g.,
a session key, has to be kept secret until authenticatiamests| are accepted and is
then leaked out. This may be exploited for modeling sesseyndorruption. The rea-
son for such false positives is that the check on the fresholesonces is used so far
as sufficient condition for proving that weak authenticityplies strong authenticity:
more generally, nonce checks guarantee that differenbpobsessions rely on differ-
ent nonces and we believe that this information can be usedefiming the analysis
and, more precisely, for excluding those paths in causaltgvehere a check on the
same nonce is performed more than once, thus ruling outitidsd{ false positives.

20



We remark that, for the sake of readability, we have not aersid operators such
as tags and hashes. Their insertion in our framework dodsdate any complication
but is left as future work. Finally, we plan to investigatenquositionality properties
on causal graphs and to apply the principles underlying echirtique to the applied
pi-calculus, whose flexible and general equational theorytdrms will give rise to
interesting issues concerning the convergence of the sinaly
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Semantics ofp-spi

The dynamics op-spi is formalized by means of a transition relation, whieheported

in

Table 6, betweegonfigurationsi.e., pairs(s,P), wheres is a sequence of actions

andP is a closed process. Some transitions apply substitutiopsoicesses: formally, a

Su

bstitutiono : x— G s a function from variables to run-time messages. Oftestiub

tions are written explicitly byG; /Xy, ..., Gn/Xa]. The application of the substitutian
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Table 6 Transition System fop-spi

Transition rules: We omit the symmetric rule of AR.

NAME RES KEY-PAIR RES
n¢ bn(s)ufn(s) k. k" ¢ bn(s)ufn(s)
(s,new(n).P)—(s:: newn), P) (s,new™ (k).P)—(s:: new" (k ),P)
INPUT
SFG  0=bhind(M,G) #] OuTPUT

(sin(M).P) — (s::in(Ma),Pa) (50u(G).P)  {s:: OW(G), P

BEGIN ‘

(s,beging(A,1,G).P) — (s:: begirk(A,1,G),P)

PRINCIPAL
(s,P) — (s::t,P)

(s, A>P) — (s t,AxP')

END _
(s,endg(A,1,G').P) — (s ends(A1,G),P)

PAR 4P REPLICATION
(sP)—(s,P)

(sPIQ—(¢.PIQ) (s!P)—(s,P|IP)

to the procesP is denoted byo and applies only to free occurrences of the variables in
P. NAME RESgenerates a new naméy checking that it differs from all the names al-
ready used in the tracelt is possible to force this condition by applyingconversion

to n, i.e., by substitutingh and all of its free occurrences P with a different name
having the same canonical representative. Similar reagagplies to the restriction
of key-pairs. NPUT requires messag®, read from the network, to be computable by
the environment: the environment knowledge is defined byriteesage manipulation
rules reported in Table 7 and discussed below. The run-tiessayg& is read only if it
can be pattern-matched with the input tdvhvia the functiorbind, which is defined in
Table 7 and discussed below. We widtéo denote the decryption key corresponding to
a. We haven=n, ky =k, T=1,k" =k andk, =k'. OuTtpuT, BEGIN, END, and
PRINCIPAL are self-explanatory. Finally AR interleaves two different protocol execu-
tions and RPLICATION arbitrarily replicates a principal. Functidoind takes as input

a static termM and a run-time messa@&and, in case it exists, yields the substitution
o which makedVl equal toG, up to the different notation for encryption and decryption
keys. If pattern-matching faildind returns{. This function is defined by cases on the
structure of ternM: a name matches a name with empty substitution; a variableea
bound to a name; pairs match pairs yielding a substitutioichwis the uniory of the
ones achieved for the subterms; finally, decryptions mugtformed with the correct
decryption key. In all the other casdsnd returns failuref.

The knowledge of the environment is formalized by the dedactystem reported
in Table 7. Rule @T says that every message sent on the network is known by the
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Table 7 Deduction system and binding
Message Manipulation Rules

Out ENvV PAIR PaIR DES ENC
out(G) € s a¢ bn(s) sk Gy sk Gy sk (G1,Gy) skG ska
skG ska sk (G1,G2) sk G, sk Gy sk {G}a
beC P K E K
sk{Gla sta UBI;IC EYS NEMY KEYS B
sk K sk kg skkg sk kg
skG
Binding
bind(a,a) = ]
bind(x,a) = [a/X]
bind((M,M’),(G,G')) = bind(M, G) wbind(M’,G’)
bind({M}z,{G}a) = bind(M,G)
bind(M,G) =1 otherwise

environment. EV allows the environment to know any name which is not boured, (i.
restricted) in the trace. ByARR and RAIR DES, the environment can construct and
destruct pairs. By Ec, and Dec the environment can encrypt and decrypt messages
only knowing the required keys. ByugLIiC KEYS, all the public keys are known to
the environment. Finally, by EEMY KEYS, the environment may be provided with its
own private keys and with long-term keys shared with honesigpants. This gives
the possibility to the enemy to interact with the other gépants by pretending to be a
trusted principal.

B Semantics of Causal Graphs

The knowledge of the abstract environment is formalizedh®y judgements - G,
meaning that the environment can consti@diven the knowledge of the terms @
this judgement is defined by a deductive system similar t@tteeofp-spi calculus and
reported in Table 8. The environment knows every term seth@network (@T) and
the special namé& (ENv MsG), it can construct and destruct pairsa(R and RAIR
DEs) and encrypt and decrypt terms only knowing the requireds KBNCRYPTION
and DEcRYPTION). For reducing the number of terms known to the environmadt a
abstracting the same set @fspi terms, we prevent the environment from deriving la-
belled version of identities, public keys, enemy'’s keys @hdvhich abstract the same
p-spi terms ags’.

Functionbind, reported in Table 8, defines the pattern-matching amomggtefhis
function takes as input a terid and a ground ternt and, if the two terms match,
yields the the terné’ obtained by labelling; according to the variables M. If pattern-
matching failspind returns]. Functionbind is defined by cases on the structure of term
M: a name matches itself and, similarly, the nafheatches identities, public keys and
enemy’s keys; a variable can only be bound to an atomic ngnpattern-matching
of pairs and ciphertexts is defined component-wise: notie¢ decryptions must be
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performed by the correct decryption key. In all the otheresasind returns failuref.
Functionv yields the decryption key matching the encryption keyhis function is
smoothly extended to arbitrary abstract tei@isy inverting the encryption keys i@.

Table 8 Deduction System and Binding

ouT E PAIR PaIrR DES
Geg gN:g GFG1  GFG G (G1,Go)
GrG G (G1,G2) GFGL  GHG
ENC DEC
GG GhEv GH{G} GV inv(v,v")
GH{G} GG
Binding
bind(vi,v,) = (va,[]) if [va] = [vo] V
([Vl] =&N [Vz] S PN) V
([v2] = & A|v1] € PN)
bind(x,v) = (V(x)v [V(x) /X))
bind((M,M"), (G,G')) = if bind(M, G) = (Gy,07) A
((G1,G2),(01W02)) bind(M’, G') = (Gz, 02)
bind({M}y,{G}y) = ({G'}v,0) if bind(M,G) = (G',0) A
inv(v,v')
bind(M,G) =1 otherwise
Notation:

PN2 {a | 3k,|,E s.t.a € {l.k kg kig. ke, &1}
In OuT, PaIR DES, and Cec, G, Gy, andG; are not inPN.
inv(v,v') £ ([v/] # & = bind(v,[V]) #1) A

(V] # & = bind([v],V') #1)

C Proofs of Soundness and Safety

This section proves the main results of our static analgsisrtique. For proving sound-
ness results we need to refine the concretization functiotefms. In particular, the
definition in Table 4 says that the occurrences of the sameenaran abstract term
are instantiated by the sanpespi name. This definition can be soundly used for the
concretization of paths and causal graphs into traces amfigooations, respectively,
but it is too precise for the concretization of terms in thewfedge of the environment.
For instance, if the abstract environment knawk nl), wherej is an index, then this
means that the abstract namés leaked out. In th@-spi calculus, this means that the
environment may combine different protocol sessions, kimasving terms likg(ny, n2),
where{n;,nz2} C yum(n) and the same abstract name is concretized into two different
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Table 9 Result ofpathggraph(Prot),end}(A, B,m), 0)

a

new (ka) :: new(m) :: new(n) :: out({B,n,m}kX) in(n)
b

ne"\f(kA)11in({B~,n<x)-,m<z)}k;)11b99ifﬂ(x)(AﬂB,m(z)) OUteom(n(x),N's) ::iN(n)
c

a: Outcom({B,n,m}kX,{Bil,ni&),mE)}qu) £in({B,n (o.M ) - begith  (A,B,m() 5 OUteom(n(yn's) ::in(n)

a: out({B,n,m}kX) :in(n)

newr (ka) :: in({B,n(x),é?(Z)}kK) : begirﬂ(x) (A,B,&)) i OUleom(n(x),n'5) 12 in(n)
e

b2 outeom(n ) s
C:ie:lOUtom(n

5) in(n)

a: out({B,n,m}k+) :in(n)
d 2 outom(Nn(x) s n'5) :in(n)
f

"'( ) ({Bwn(x)ség(z)}k;) i begirﬁ(x) (A,B, &) i OUteom(n(x),n's) :in(n)
601!

new (ka) :in({&,ng.nio by ) begirﬁ(x>(A,B,n(z)) €:: OUlgom(N (), n's) ::in(n)

b :: OUteom(N ), N (x) n({B, n(x )}k;\)::begirﬁ(x)(A,B,n(Z>) e:: OUteom(n(),n'S) 12 in(n)

b: oukom(n(x),nié)) I in({B,nw,n(Z)}k;) :: begir’ﬂ;(x> (A,B,n() i € OUteom(n(x),n'5) 22 iN(n)
C:ge oltom(npy,n's) rin(n)
C:i e OUteom(N(x),N'3) ::in(n)

a:out({B,n, m}kX) in(n)
OUteom(N(x),n'3) ::iN(n)
g Outeom(N s n's) :in(n)

1 Ollfeom(n(y, n's) :in(n)

19 Ollkon(n(o). ') = ()
::outcom( N nis) :in(n)
€l gll OUleom(n(x), n'5) in(n)
e OUtom(n(x),n's) :in(n)
:rout({B,n, m}k+) rin(n)
2 OUteom(N(x) » n5) in(n)
:g OUteom(N (), ns) :zin(n)

i 2 OUteom(n (), n'5) 22 iN(n)
Oukom(n(x).n'5)_:: in(n)
2111 OUteom(n (), n'8) 1 in(n)

: outcom( N(x),n's) :in(n)
tiouteom(n (), n's) 1in(n)

a: out({B,n,m}k+) in(n) £
OUtgom(N ), nis) :2in(n) du
g OUteom(n(x),N's) :: in(n) d:
::oukom( N n5) in(n) b::
b
c
c

i OUteom(n (), ') 32 in(n)

fu
b::
b::
c
¢ i1 Outeom(n(g,'s) 1 in(n)

a: out({B,n,m}kX) :rin(n)

f 2 OUteom(n(x),n'5) 22 in(n)

d g OUteom(N ) n'5) in(n)
i OUteom(N (), nis) :in(n)

d

b1 i OUtoom(n (), 1) 12 in(n)
b: eng: outcom(n(x> n5) in(n)
C:li i OUteom(N(x), N n(n)
Ci el gl OUtom(N(), "'5) in(n)

OO0 oToTQaQ - Q2
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p-spi names. For tackling this problem, we relax the conzagitin of abstract (ground)
terms as follows so as to concretize different occurrenéesensame abstract name
into the samep-spi name only when they occur within an integer componehtckv
cannot be forged by the environment. Functjg : ¢,G — {Gq,...,Gn} is defined as
follows:

Yerm (V) if G=v
{(G17G2) | G e yem,(‘g,Gl) A Gy e yem,(‘g,Gg)} if G= (G17G2)
yenv((f7 G) £ {{Glv| G € Yenv(,G') A VE Yerv(E,v)} if G={G'}y
A outmsgnodes%)) - v
Yim(G) otherwise

The following lemma says that., (¢, G) containsyym (G).

Lemmal (Term Concretization). For every termG and causal grapl¥’, yum(G) C
yenv((faG)-

Proof. We reason by induction on the structureGof

Base CaseThe base case &= v, which is trivial since, by definition of.n,, we have
thatYeny (4,v) = Yirm(v) for any %’

Inductive Step Letus suppose th& = (G1,Gy), for someGy, G,. By definition ofyim,
for every(G1, G2) € yirm(G), there exist® such tha{ Gy, G2) = (G1,G2)o and thus
G1 = G10 andGy = G,0. Therefore, we have th@ € Yim(G1) andG; € Yim (Ga2).
By induction hypothesi<31 € Yenv (%, G1) andGs € yim (%', G2) for any% and, by
definition ofyeny, (G1,G2) € Yenv(%, G), thus getting the result.
The proof for pairs and ciphertex{&'},, whereoutmsgnode$%)) + v, follows
the same reasoning.®= {G'}, andoutmsgnode$%)) I# v then, by definition of
Yenvs Yerv(%, G) = Yum (G) for any €, as desired.

The next lemma says that if there exists a binding betweerptsjoi terms, then there
exists a binding between their abstractions.

Lemma 2 (Binding).Let% be a causal graph, G and lgspi termsG andM abstract
terms such that & Yen (¢, G), M € yem(M) and bindM, G) #1. Then3G’ such that
bind(M,G) = G, 0 = substG’) andG € Yym(Mo).

Proof. By induction on the structure ol.

Base CaseWe have two cases, depending on whetfldés a variable or a name:

— LetM = xandG = v. By definition ofyym andyen,, M = x andG = v, for some
x andv such thak € yim (x) andv € Yeny (€, v) = Yirm(v). By definition ofbind
andsubst bind(x,v) = v,y andsubstv(,)) = [[v])/x]. By definition of yim,
VE Yim([v](x)), as desired.

— Let M = a and G = a. By definition of yym, M = v, for somev such that
a € Yym(v). Similarly, by definition ofyeny, G = v/, for somev’ such that
A€ Yenv(€,V) =Y (V). If a¢¢ Mz UIDU KU Xz, then|v] = [V/] and,
by definition ofbind, bind(v,v') =V, as desired. la € Mz UITDU KU K,
thenv or v/ may be the messagéand the reasoning is similar.
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Inductive step We have two cases, depending on whetflds a pair or a ciphertext:
— LetM = (M1,M3) andG = (G;, Gp). By definition ofyym, there exisMy, M5, o’
such thatM = (M1, M3) andMao’ = M. By definition ofyeny, there exisGy, G2
such thatG = (G1,Gz), G1 € Yenv(%,G1) and Gy € Yenv (%, G2). By defini-
tion of functionbind, bind(M, G) = bind(M1,G1) W bind(M2,G,). By induc-
tion hypothesis there exisd] = bind(M1,G1) and G, = bind(M2,G2) such
thatG; € Yym(M101) andG; € Yym(M202), wherea; = substG)) ando, =
substG5). SinceMa’ = M and bind(M,G) #1, it turns out that for every
VAS dOI’T’(O]_) I’TdOI’T’(Oz), Ol(v) = Oz(v). Thuso =o1W 02 27 and(Gl,Gz) S
Yem ((M1,M2)0), as desired.

— LetM = {M'},, andG = {G'},, with ag = a,. By definition ofy,n, there ex-
istsM’,v1,0” such thaM = {M’},, andMac” = M. By definition ofyeny, there
existsG’, vo suchthatG = {G'},,. We have two cases: eithentmsgnode$¢’)) ¥
vo, and thus{G'}4, € Yum({G'}v,), Or outmsgnodes$?’)) F vo, and thusG’ €
Yerv(G') @andaz € yym(v2). In the former case the result is immediate. In the
latter case, the proof is similar to the one for pairs. Notie#t if a7 = a, then
eitherbind(vz,v2) #1 or bind(v1,v2) #1.

The following lemma states that causal graphs are a sourithatisn of p-spi con-
figurations as far as secrecy is concerned. In particular,nfessag& is known to
the environment associated with thespi configuration's, P), namelyst G, then an
abstractionG of G is known to the environment in the causal graph abstracsrig).

Furthermore, every integer componentGns associated with an output ;iand the
instantiation of messages occurring therein is consistent

Lemma 3 (Abstract Environment). Supposés, P) € yhet(4') and s- G. TherdG such
that the following statements hold:

1. outmsgnodes$?)) - G and GE Yeny (¢, G)

2. if bind(G,M) #7 and M € yym (M), then3Gjap such thatbind(G,M) = Gjgp, 0 =
substGap) andG € yym (MO)

3. VG €int(¥,Gjap), Jout(G”).P” € nodes®’) and G’ such that
(@) [G'] etermg|G"))

(b) s=ty:. ..ot out(GY) ntpr L ity
(c) Vie[1,n],3Qi € nodes?), S € pathg%,Qi,0),(S,0i) € Ypset(Si) S.L.S= S
ti, with j < i

(d) Qr € thread P")

(e) Leto be the least substitution such tf@t= (Mo)oy. If o1 (v) = n andy(©t(E")-PK) ¢

termgG'), theno, (T€(G”)) =n
Proof. By induction on the derivation of- G.

Base CaseWe have four cases depending on the derivation rule apglied,(PuBLIC
KEYS, ENEMY KEYS Or ENV):
OuT The judgemenst G is proved by @T ands=1t; ;... i t—1 1 0U(G)
cooitgr .t Since(s,P) € yhet (%), the first condition in the definition
of ynet proves item 3c. By definition of functigmaths we have thabut(G).P €
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node$%’) andQ € thread P), with G € y;m(G). Thereforeoutmsgnode$?’)) -
G and, by Lemma 1G € Yeny (%', G), thus proving item 1. By Lemma 2, item 2
holds as well. Finally, item 3 is trivially satisfied sincé iateger components
in G are output by the same process(G).P.

PusLic KEYS, ENEMY KEYS, ENV By ENV MSG outmsgnode$?)) - & and
a < Yenv(%¢,8), whenevera is a public key, an enemy key, an identity or a
message generated by the environment. Item 2 is proved byniaefn The
proof of the third item is trivial since, for anysuch thafv] = &, int(¢,v) = 0.

Inductive Step We have four cases according to the last derivation ruléeg iR,

PAIR DES, DECRYPTIONOr ENCRYPTION):

PAIR, PaIR DES, DECRYPTION The thesis is straightforwardly proved by induc-
tion hypothesis.

ENCRYPTION Let us suppose th& = {G'},, with sk G’ andst V. By induction
hypothesis, there exi&’ andv’ such thatG’ € Yeny(%,G'), V' € Yern (€, V'),
outmsgnode$?’)) - G’ and outmsgnode$%’)) - v'. By ENCRYPTION, we
have thabutmsgnodes$%’)) - {G'},» and, by definition ofeny, we get{G'}, €
Yerv(€¢,{G'}/), thus proving item 1. Item 2 is proved by Lemma 2. Ggf, =
{G1}.,: sinceoutmsgnode$?’)) - vy, int(€,{G1}.,) =Int(¥, G1) Uint(€,v1)
and item 3 is trivially proved by induction hypothesis.

The next definition introduces the notion of path set appnation, which is used in
Lemma 4 for proving that cycles may be soundly abstracted;amaycle-invariant
causal graphs.

Definition 10 (Path set approximation).We say thats’ is an approximation off,
written § < §’, if and only if

1. for everys' :: out(Gy) :: incom(Gz, G) € ' there exists € S such that:
— eithers =<'
— ors=¢" 1 out(Gy) i incom(Gs,G) 1 ", for somes” and Gz, ands’ - (v, j) =
(v',j") andv € msg$G) implys - (v,i) = (V/,}’), with |s| =iand|s'| = .
2. for everys' ::in(G) € 5/, there exists € § such that:
— eithers =+
—ors=s":in(G) s, for somes”, ands =’ :: out(Gy) :: iNcom(Gs,G) :: s”,
for somes”, ands’' F (v, j) = (V/, ') impliess + (v,i) = (V, j’), with |s| = i and
Is'l = J.

Lemma 4 (Cycle-invariant causal graphs)Let % be a cycle-invariant causal graph
andout(Gz).P1 G—l — Qandin(M).P — Q be edges ir¥’.

For everys € pathg %, out(Gy).P, 0) there exists’ € pathg%’, Q,0) such thats’ < .
For everyS € pathg¥%,in(M).P,0) there existss’ € pathg¥%’,Q,0) such thats’ < .

Proof. We prove the first item as the proof for the second one is sinhitt us suppose
that there exists a cycle in the causal graph containingdgeie(M).P—{ com(G) | — Q.
Otherwise, the thesis is trivially satisfied. More formallgere existsS € pathg ¥,
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out(Gz).P,0) such thats’ = {s € § | 3s1,52 S.t.s =51 :: U G1) :: iNcom(G], G) i s2} #
0.

By definition of functionpaths sy :: out(Gy) :: incom(G}, G) 1 s2 € ' if and only
if there existE,S” € path§%,Q, E) such thats; :: out(G1) :: incom(G, G) € S”. By
definition of functiorpaths §” € pathg%’, Q,0). Sinceg is cycle-invariant, there exists
s’ =sp:10ut(Gg,GY) :in(G) i1 s, € § such thas' - (v, j) = (v, j') andv € msg$G1)
imply st (v,i) = (v, j'), with |s| =i and|s'| = j, thus proving the thesis.

The next proposition states that if a configuration is arsims¢ of a causal graph guar-
anteeing authenticity, the trace in the configuration gui@es weak authenticity. In
the following, we writet; :: ... 1ty C s to say that there exist,...,Sy+1 such that

S=s t1. . ISty S

Lemma5 (Authenticity). If (s,P) € ynet(¢') and ¥ guarantees authenticity, then s
guarantees weak authenticity.

Proof. By condition(i) in the definition ofynet, if 3i suchthas=s; :: enc'b1 (A/B,Gy)

S then there exisQ € node$?’), S € pathg%’,Q,0) such that, for every € §, there
existss' C s; such thas' :: end (A, B,M) € ypan(s). Since the causal graph guarantees
authenticity, there exis1, Go such that' :: endGl(A, B, G2) € § guarantees authentic-

ity. Thus there exis€},G),s},s, such that’ =] :: begilt,l (A,B,G)) ::sh, G1 >~ j G}
andGy =~ j G,, where|s, :: begilj';,l(A, B,G,)| = j and|s' - end,, (A,B,Gz)| =i. By
definition ofy,an, the abstract messages occurring in the begin and endiassdrave
the same instantiation and thibsgirl (A,B,M) € s as desired.

Theorem 1 (Soundnesslf graph(P) = &, then(e,P) € ynet(%).

Proof. Trivial, by definition ofy,e and by observing that the trace in the configuration
is empty.

The preservation theorem states that the set of configneatibstracted by a causal
graph is closed under process reduction. This means thatlcgtaphs are a sound
model for statically reasoning on security propertiep-@pi processes.

Theorem 2 (Preservation)Let ¢ be a cycle-invariant graph. ks P) — (s,P’) and
(S,P) € Vet (%), then(S,P') € Ynet(%).

Proof. The proof proceeds by induction on the length of the dewafor (s,P) —
(¢,P'):if Pis a parallel composition or a process with identifier thig/rteke several
steps. The base cases are given by the remaining transitem Binces, P) € ynet(%€),
withs=t; i1 ... I th, we have that

1. Vi € [1,n],3Q; € nodes$?), S € pathg%,Qi,0),(S,0i) € Ypset(Si) s.t.§5 = §j
tj, with j <i
2. VQ e threadP), Ji € [1,n],0s5.t.Q=Qi0 A oWaC; #7 }
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‘ New (s,new(n).P) — (s:: new(n),P) ‘

For proving(s:: newn),P) € ynet(¥'), we have to prove the two conditions in the defi-
nition of yhet.

Condition(i) Since(new(n).P,s) € Yhet(%), there exist € [1,n] andQ; = new(n).P €
nodes$%’) such thamew(n).P = new(n).Pao, for someo such thato W g; #7. By
definition of causal graph, ifew(n).P € node$%), then there existQ € node$%)
such thaQ € threadP) andnew(n).P — Q € edge$%’). By definition of function
paths S :: new(n) € pathg%,Q,0). By functionypse, (S :: newn),o; U [n/n]) €
Ypset(Si = new(n)), thus proving conditiori).

Condition(ii) Sincenew(n).P = new(n).Pa, we getP = Po ando W (a; U [n/n]) #7,
as desired.

Thus (s:: newn),P) € yet(%), as desired. The reasoning for key-pair restrictions is
similar.

Struct (s,p.P) — (s p,P), '
with p € {out(G),beging, (A1,Gz),endg (A1,G2)}

As before, we prove distinctly the two conditions f@r.: p,P) € ynet(%).

Conditior(i) Since(s, p.P) € ynet(¥), there exisi € [1,n] andQ; = p.P € nodes$%)
such thap.P = p.Po, for someo such thabwao; #7. By definition of causal graph,
if p.P € nodeg%), then there exist € node$%’) such thatQ € threadP) and
p.P — Q € edge$?). By definition of functiorpaths S :: p € pathg %, Q, 0). Since
p.P = p.Pao, we have thap = pa: by definition of functionypset, (S :: p,oUG;) €
Yoset(Si 2 p), thus proving conditiotti).

Condition(ii) Sincep.P = p.Pa, we have thaP = Pag, as desired.

Thus(s:: p,P) € Ynet(%¢), as desired.

[In (sin(M).P) — (s::in(Ma), Po), with o = bind(M,G) |

Since(s,in(M).P) € vhet(€), by condition(ii) there existvl andP such thain(M).P €
node$%’) andM € yim (M). In the following, we reason on an arbitra@ye thread Po).
By Lemma 3, ifsi- G, then there exists a ter@such that

1. outmsgnodes$?)) - G and GE Yeny (¢, G)
2. 30, Ggp such thatbind(G, M) = Gjap, 0’ = substGjap) andG € yym (Ma’)
3. VG €int(€, Glap), Jout(G”).P” € node$?), G’ and Ssuch that

(a) |G| etermg|G"|)

(b) s=ty:. ..ot out(GY) ntpr L ity
(c) Vie[1,n],3Qi € nodes?), S € pathg%,Qi,0),(S,0i) € Ypset(Si) S.L.S=Sj
tj, with j <i

(d) Qr €threadP”) .
(e) Letay be the least substitution such th&= (Ma’)o;. If o1(v) = n and
v(eut(@)P.0) ¢ termgG'), thena; (T(G”)) =n
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By definition of causal graph, there exisse node$%’) such thatQ € thread Pd’),
in(M).P — Q € edge$%). As before, we have to prove the two conditions

for (s::iN(M0),P0) € Yhet(%).

Condition(i) Since(s,in(M).P) € ynet(%), by condition(ii) applied on the source con-
figuration, there exists; € path§%’,in(M).P,0), S such thatS € Ypset(Si) and
in(M).P = in(M).Po”, for somec” such thato” & o; #1. By definition of ypset,
(S in(Mo),01 W 0" WOi) € Ypset(Si 12 iIN(Ma’)), whereoy is the instantiation of
the received messag@gas defined in item 3e of Lemma 3.

We now reason on the arbitray € int(4,Gpap) of item 3 and we prove that
(S :1in(M0o),01W0") € Ypset(Sr i iNcom(G',Ma")). By definition ofynet, (S,0r) €
Yoset(Sr). By item 3e of Lemma 3, it is easy to verify that the equalitypsivaints
introduced by NTER-BIND are preserved by the instantiation of the received
message. The equality constraints introduced MyER-MATCH are satisfied as
well, since the pattern-matched naméas the same instantiation in bathand

01, the instantiation of the corresponding restriction is shene both inS; and S

and so, by definition o, the actions occurring in the same thread and preceeding
the restriction are instantiated in the same way.

Notice thats, € pathg¥%, out (G").Qr,0) does not necessarily mean tht €
pathg%’,out(G").Qr, {in(M PM . However, by Lemma 4, we can
take somes’ € pathg%,Q,0) such thats, < 5’ By Definition 10,$’ satisfies the
equality constraints i, as desired. By repeating the same reasoning for the other
integer components, we get the result.

Condition(ii) This condition is trivially satisfied by considering the stitution oy ¥
o’ waoj.

Thus(s::in(G),Pao) € ynet(¥), as desired.

The proof for the replication is straightforward sinsg P) — (s, P|!P) andthread P) =
thread P|!P). The proof for the inductive step follows straightforwarétom the induc-
tion hypothesis.

Finally, we give the theorems stating that causal graphstitate an abstract model
where secrecy and authenticity can be soundly verified. Bxétheorem says that if
% is the causal graph associated withand ¢ guarantees the secrecy gfthenP
guarantees the secrecy of any concretization of

Theorem 3 (Secrecy)Let P be a process and a cycle-invariant causal graph s.t.
¢ = graph(P). If € guarantees the secrecywthenP guarantees the secrecy of any

V E Yirm (V).

Proof. Straightforwardly by Lemma 3 and Theorem 2.

As mentioned in Section 2.3, we assume that each bound nahmeepinotocol specifica-
tion has a distinct canonical representative; this help$peg the secrecy of messages
as, fixed a protocol session, every message has a differsttaetion in the causal
graph. For instance, the causal graph of Example 3 guasatiteesecrecy ofr and,
consequently, the protocol of Example 1 guarantees thecsgaf the authenticated
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message in every protocol session. The next theorem shattssatiisal graphs are a safe
abstract interpretation of authenticity.

Theorem 4 (Authenticity) Let P be a process arid a cycle-invariant causal graph s.t.
¢ = graph(P).

— If ¥ guarantees authenticity, th@rguarantees weak authenticity.
— If ¥ guarantees authenticity aRds nonce linear, theR guarantees strong authen-
ticity.

Proof. Directly by Lemma 5 and Theorem 2. Notice that siftis nonce linear, then
for everyse T(P), end,(1,J,M) € sandend, (I',J',M’) € simply n # ', thus getting
the desired injectivity property.

This means that causal graphs, which express the causaldg@process events, are
a sound (and decidable) model for proving weak authentighife the freshness of

authentication requests, namely the condition distingngweak from strong authen-
ticity, may be directly verified on the syntax pfspi processes.

D Variable Instantiation with Ciphertexts

In this section we relax the assumption that variables alg iostantiated by names.
The reason for this assumption is preventing the number désa the causal graphs
from diverging, which happens if variables are instantiatith a possibly infinite num-
ber of ciphertexts. An effective solution to this problentdguarantee that the number
of ciphertexts generated by trusted principals is finitetarabstract away from the ones
generated by the environment. We introduce the new synteategory of ciphertext
variables, ranged over b, @, . These variables can only be instantiated by cipher-
texts: as mentioned in the paper, we assume that names dretteixts are tagged so
as to distiguish them. If ciphertext variables are not epiagt within the process, then
it is easy to see that the number of ciphertexts generatetébprocess is finite. We
do not find this over-approximation too inconvenient sinestad encryptions are ex-
pensive and typically avoided and, in fact, in most protegincipals simply forward
ciphertexts since the binding between different ciphdstésxgiven by some secret such
as a nonce or a key (e.g., Kerberos [28]). Furthermore, fpsoximation does not rule
out protocols where a principal generates a nested enoryihtat does not contain any
ciphertext (e.g., Needham Schroeder symmetric-key [27]).

In order to abstract away from the ciphertexts generatechéyehvironment, the
special messag€ now abstracts over all terms possibly known to the enviramtment
only the initially known ones.

D.1 p-spicalculus and causal graphs

We start by extending functiohind in order to allow for the instantiation gs-spi
variables with either names or ciphertexts.
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bind

a,a) =]
bind(x [

(a,a)
(x,a) = [a/X]
bind(&, {G}a) = {G'}a/E]
bind((M,M’),(G,G')) = bind(M, G) wbind(M’,G)
bind({M}z,{G}a) = bind(M,G)

bind(M,G) =1 otherwise
Second, we do the same for functibind:

bind(vi,vy) = v2 if either [v1] = [v2]
or (vi] =& A [va] € {Lk", kig, ker, kg, 63)
or ([VZ] =& A [Vl} € {I7k|+7k|E7kE|7kE7éa})

bind(x,a) = a,)
bind(§,{G}y) ={G}vo o maps each namein {G}y to a, for some fresf;
bind((M,M’), (G,G')) = (G1,G>) if bind(M,G) =Gy A bind(M',G') = G
bind({M}y,{G},) = {G1 }\, if bind(M,G) = Gy A

(bind(V,v") #1 Vbind(v,V/) #1)
bind(M,G) =1 otherwise

Notice that each namein the ciphertext replacing variabkeis mapped ta,), for
some fresh variabl&;. This allows for tracking session messages within the vecki
ciphertext. Functiosubstis extended accordingly so as to yield a substitution mappin
each ciphertext variable to the corresponding ciphertextpreventing the number of
nodes from diverging, we require in functigmaphthat ciphertext variables are only
instantiated by ciphertexts whose encryption key is unkntmthe environment. This
way we prevent variables from being instantiated by the iitgfinumber of ciphertexts
generated by the environment, yet allowing for their instdion by the finite number

of ciphertexts generated by trusted processes.

(i) threadP) C A

(i) p.Pe N A QethreadP) A p#in(-)
=QeNApP—-QecE
(i) in(M).P € AL A outmsdA) = G A bind(M,G) = (G',0)
A P ethreadPo) A (Gf,out(Gy).P1) €int(A[,G)
N{Gz}v, € ranggo) = outmsgN\() ¥ v,
=3IQeNst.Q=¢ P’ Ain(M).P—c]—>QeE
A out(Gl).PlG—,l—>Q€ E

(iv) V{new(n).P,new(m).Q} C AL,
[[new(n).P || = [ new(m).Q]] & n=m

Finally, we need to refine the concretization functiggs andyeny. Their definition is
the same as in Table 4, apart from the concretizatiofi.of

Vim(€,E) = IDUKT UMz U K U{G | G € Yerw (¥

,G) A outmsg@nodes?)) -G A G# &}
Yerv (€, &) = IDUKT UMz U Kz U{G| G € Yenv (€, G

) A outmsgnode$?é)) G A G#£ &}
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D.2 Proofs of soundness and safety

Lemma 1 is modified according to the definitionygf, .

Lemma 6 (Term Concretization).For every ternG and causal grapl¢, yum (%, G) C
yenv(%vc)-

Proof. The proof is similar to the one of Lemma 1.

In the following, we say that a terid is &-free if and only ifv € payload(M) implies
|v| # &, wherepayload is defined as follows:

{u} ifM=u
payload(M) £ { payload(M;) Upayload(M,) if M = (M1, M)
payload(M’) if M={M'},

Furthermore, we say that a tehis a&’-unfolding of G in ¢, writtenG’ € unfold (%', G),

if G’ is obtained fronmG by replacing some occurrences®fin G with some message
[G"] such thabutmsgnode$%’)) - G”. Lemma 7 is similar to Lemma 2: the only dif-
ference is that we require the abstract tévinto be&’-free. Notice that input patterns in
causal graph generated fronpa&pi process are always-free.

Lemma 7 (Binding).Let% be a causal graph, G and lgspi termsG andM abstract
terms such that & Yeny(%,G), M € Yym(M), bind(M,G) #1 and M is&-free. Then
3G’ € unfold(¢, G) such thabind(M,G") = G”, 0 = substG"), andG € yym(Mo).

Proof. By induction on the structure ofl.

Base CaseWe have two cases, depending on whetflas a variable or a name:

— Let M = x andG = v. By definition of functiony,y, M = x, for somex. We
have two cases, depending on whetBeis a name or a ciphertext. & is a
name, then eitheé = v, for somev such than € yen (%¢,v), or G = &. The
thesis derives directly from the definition of functibimd. If G is a ciphertext,
then the reasoning is similar.

— LetM =aandG = a. We have two cases, depending on whethet v, for
somev such tha@ € Yeny(%,v), or G = &. In the former case, the proof is as
in Lemma 2. Since € Yeny (¥, G), if G =&, then there existe € unfold(%, &)
such thanh € yim (%, v), as desired.

Inductive Step We show the proof for the case whevkis a ciphertext in that the
remaining cases are similar.

— LetM = {M'},, andG = {G'}4,, withaz = a,. SinceM is &-free, by definition
of yym there exist\’,v1,0” such thatM = {M'},, andM € yim (%, M). We
have two cases, depending on whetlieis a ciphertext or§’. Suppose that
there existG’, vz such thatG = {G'},, G’ € Yens(¢,G') andaz € yum (%, v2).
(If G= &, then there exist&’ # & such thaG € yen,(¢,G’) and thusG’ is a
ciphertext as well.) It is easy to see thatif= a then eithebind (v, v2) #1 or
bind(v1,Vz) #7. By induction hypothesis, there exisi§ € unfold(#’,G’) such
that bind(M",G") = G”, 0’ = subs{G”) and G € ym(%¢,M'0’). The thesis
follows directly from the definition obind andyyn,.
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Since processes do not encrypt ciphertexts received fremetwork, it is easy to prove
that if outmsgnode$?%’)) - G thenoutmsgnodes$%’)) - G’ for everyG’ € unfold(%,G).
The rest of the proof is similar to the one in Section C.
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