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Abstract. This paper presents a novel technique for analyzing sgquatocols
based on an abstraction of the program semantics. Thisitpehis based on a
novel structure called causal graph which captures theatisuamong program
events within a finite graph. A core property of causal grapltsat they abstract
away from the multiplicity of protocol sessions, hence titating a concise tool
for reasoning about an even infinite number of concurrenibpm sessions; de-
ciding security only requires a traversal of the causal lgréipus yielding a de-
cidable, and typically very efficient, approach for segupitotocol analysis. Ad-
ditionally, causal graphs allow for dealing with differesgtcurity properties such
as secrecy and authenticity in a uniform manner. Both thestcoction of the
causal graph from a given protocol description and the aimlyave been fully
automated and tested on several example protocols frontehatlire.

1 Introduction

Proofs of security protocols are known to be error-prone andhg to the distributed-
system aspects of multiple interleaved protocol runs, aavkvto make for humans.
In fact, vulnerabilities have accompanied the design ohqurotocols ever since early
authentication protocols like Needham-Schroeder [15,8@r carefully designed de-
facto standards like SSL and PKCS [31, 7], up to current wideployed products like
Microsoft Passport [20]. Formal methods, and in particldaguage-based techniques,
have proved to constitute important tools for dealing witktsflaws, by helping both
to securely design and to analyze security protocols. Arakimtricacy that these ap-
proaches have to tackle is how to concisely treat the patigntinbounded number of
concurrent protocol sessions. Techniques based on gtate-gxploration rely on the
inspection of (abstractions of) all the unbounded sequeatmessages exchanged by
honest principals, and although such approaches often &iloa careful detection and
reproduction of successful attacks, they are inherenthstained by only taking a fi-
nite number of sessions into account, or by restricting tieyais to certain classes of
protocols, or by giving up guaranteed termination. In casitto these approaches, static
analysis technigues based on type systems rely on thefidatitin of some syntactic
patterns that suffice for guaranteeing the property of @sefFurthermore, type systems
enjoy guaranteed termination since they work on the syntéxeoprotocol. The draw-
back of these techniques is that for analyzing differentisgcproperties one has to
identify multiple different patterns and, consequentydévelop different type systems
for these pattern. Furthermore, the aforementioned p&teme sometimes restrictive in



that, e.g., ensuring freshness of authentication reqpesssipposes that every authen-
tication session is based on a different nonce (an unguessaidom string) that is
used only in a single protocol session and then discarded 132This rules out some
interesting protocols relying on composing multiple aatieation sessions based on
the same nonce, e.g., see [25].

This paper presents a novel technique for analyzing sgquatocols based on ab-
stract interpretation of program semantics [13]. In paitc this technique abstracts
away from the multiplicity of protocol sessions while stiteserving the causality
among program events. More precisely, the unbounded nuailexecution traces of
a protocol generated by running an unbounded number of cardprotocol sessions
is concisely abstracted into a novel structure that we caliiesal graphi.e., a finite
graph in which nodes represent process events and edgessitpe causality among
events. Interestingly, causal graphs allow for soundlyratierizing which terms ab-
stract messages generated in the same protocol sessionhé&id omes may instead
abstract messages generated in different protocol sessios information turns out to
be crucial in order to determine the safety of protocol djgEtions. In contrast to state-
space exploration techniques, our analysis enjoys gusedméermination. Furthermore,
deciding security requires only a traversal of the causaplgrand causal graphs turn
out to be of decent size for commonly analyzed security mal Our work improves
on existing type-based approaches in that we do not retitgatlass of analyzable pro-
tocols to the ones adhering to some specific syntactic pattéhnis is possible since
our analysis is based on an abstraction of the program sesarinally, our approach
allows for a uniform treatment of different security projes such as secrecy and two
different variants of authenticity, namely agreement anjeiitive agreement [26].

We can summarize our technique as follows. We first spec#yptiotocol in a di-
alect of the spi-calculus [3]. We then construct the comesling causal graph, which
is proven to be unique for every protocol. The causal graph tilows for analyzing
the intended security properties. Since causal graphsfdigite size, the analysis is
assured to terminate. Finally, the safety of the causaltgiaplies the safety of the
protocol and, more precisely, the safety of the possiblyoumded number of protocol
execution traces. As usual for static analysis technigndsdae to the undecidability
of the original problem, failures in the verification may taised by either a flaw in the
protocol or a non-sufficient precision of the analysis rglaut safe protocols.

Finally, the analysis is amenable to full automation. Weehiamplemented a tool
for automating the analysis, and we have applied the to@nmescommon protocols in
the literature [18] (among others, the Needham-Schroedee public-key protocol,
its fixed version proposed by Lowe, the BAN modified versio€&fiTT X.509(3) and
SPLICE/AS). The analyses terminated within a few secondganvided safety proofs
for the correct versions of the protocols while failing tdidate the flawed versions.
Remarkably, attacks are often easily derivable by an ingpeof the path sets. The
only human effort required is to capture the protocol in theett of the spi-calculus
which is often straightforwardly derivable from the prodddescription.

Outline of the paper. Section 2 introduces a dialect of the spi-calculus used futet
ing security protocols. Section 3 introduces causal grapéstion 4 defines the abstract



Table 1 (Our Dialect of) thep-spi Calculus
Notation: uranges over names and variables.

Name Process
a:=1,J,AB,E (Id) P.Q::= new(n).P (Msg Reg
nmky (Msg) new™ (kj).P (Key Reg
k' (Puby in(M).P (In)
k- (Priv) out(M).P (Out)
Term beginy (A, 1,M).P (Begin)
M,N:=a (Name endy(A,1,M).P (End)
XY,z (Var) AP (Principal)
(M,N)  (Pain PlQ (Pap
{M}y  (Eng 'P (Repl)
0 (Stop

interpretation framework and states the soundness reSeitsion 5 presents the safety
results. Section 6 discusses further related work and@eétconcludes.

2 p-spi Calculus

Thep-spi calculus [11, 12] is derived from the spi calculus [3Y@amherits many of the
features olLysal[8], a dialect of the spi calculus specifically tailored te tnalysis of
authentication protocols. Thespi calculus differs from both calculiin several respects
it associates principal identities to processes; it sytittaity binds keys to their owners;
and it provides new authentication-specific constructthiBpaper, we consider a novel
dialect of p-spi in which encryptions and decryptions are performedraafly when
sending and receiving messages, respectively. This dialgmarticular links protocol
specifications more tightly to their informal “graphicalstriptions, which only depict
sent and received messages without giving a precise sarsamtihow messages are
parsed and constructed.

2.1 Syntax of our dialect of thep-spi calculus

The formal syntax of our dialect of thespi calculus is depicted in Table 1. We pre-
suppose a countable set mdmespartitioned into the set ahessages¥, the set of
identities D, the set of shared keyk and the set of public and private ke$s". The
setID, ranged over by andJ, is further partitioned into the two sets twfisted princi-
pals Dy, ranged over byA andB, andenemied Dz, ranged over b¥. The setX is
composed of keyk; shared betweehandJ. The setXT is partitioned into public and
private keys, noted{ ™ and & ~, respectivelyl’s key-pair is composed of a public key
k" and a private ke, related symbolically by . The setXz contains the keys of
malicious patrties, i.e., the ones where sdfmgccurs as subscript. For convenience, we
syntactically bind keys to their owners, thus assuming kg are already distributed
among protocol participants. Notice that this simplifioatis not restrictive since, if



needed, processes can exchange keys thus modelling skegidistribution. Finally,
terms can be paired or encrypted with other terfns.

Processesor protocolg, ranged over b¥? andQ, behave as followstiew(n).P gen-
erates a fresh namelocal to P while new™ (k| ) generates a fresh key-pair focom-
posed ofk” andk; . We presuppose a unique unnamed public channel, the network
from/to which all principals, including intruders, readdasend messages. Similarly to
Lysa our input primitive may atomically test part of the read sage, by employing
pattern-matching. If the input term matches the input pattinen the variables occur-
ring in the pattern are bound to the remaining sub-part oféhm; otherwise the term
is not read at all. This mechanism is also used to decrypivetenessages on-the-fly
and thus constitutes an important novelty compared t@thgi calculus; of course, in
order to immediately match a term encrypted with asymmetgptography, the cor-
rect decryption key has to be specified in the pattern. Fangithe intuition of the
semantics, which is formally defined in Section 2.2, the pssdn(n).P’ tries to read
a specific nama from the network and, if such a name can be read, no binding oc-
curs andP is executed. This is useful, e.g., to check protocols wherean is sent
encrypted as challenge and received back in clear as respAssanother example,
consider in({x}k;).P’. This process reads any ciphertext of the fo[m}kx, decrypts it

on the fly, and binds all the free occurrences td a in proces®. We remark that the
key specified in the input pattern is tHecryptionkey since for binding to a the pro-
cess has to perform a decryption and thus to know the coreecygtion key. For easing
the presentation, we only consider the instantiation ofbédes with names: as in [14,
24], we assume that messages are typed so as to distinguigs frtom the other terms
like pairs and ciphertexts. In the long version of this pap&r extend our approach to
additionally allow variables to be instantiated with ciptegts? The interesting com-
plication arising with such an extension is the capabilitgh® environment to forge
arbitrarily nested ciphertexts, thus potentially caugingnfinite number of branches in
the input. We tackle this problem in the abstract model by guigeing that the number
of ciphertexts generated by trusted principals is finite laypndbstracting away from the
ones generated by the environment.

Thebeginy (A, B,M) andendy(B,A,M) primitives express theorrespondence as-
sertions[33] in a nonce handshake betweandB. The index allows for specifying
which begin assertion should match a specific end assentiessume that the same
index is used for at most one begin assertion and one endiaasdhe former primi-
tive declares thaA is starting a protocol session wiB) while the latter declares thBt
is ending a protocol session in which he believes to haveectiyrauthenticateA: N is
the nonce used in the protocol session Ehid the authenticated message. FinallyP
represents princip@ executing procesB; P|Q is the parallel composition ¢ andQ;

P indicates an arbitrary number of parallel instanceB,&nd0 is the null process that
does nothing. In the rest of the paper, we will often odrfitom protocol specifications.

Example 1.To illustrate, let us consider the following protocol, inishB encrypts the
messagen, the noncen and his own identifier witl\'s public-key andA acknowledges

3 For the sake of readability, in the rest of the paper we ongitkets: for instance, the nested
pair ((a,b), k) is simplified ina, b, k.
For convenience, this is also shown in Appendix D.



the reception of the first message by sending back the norateanon the network.

B Init £ new(m).new(n).out({B,n, m}kx).in(n).end%(B,A, m)
Resp2 in({B,x. 2}, ).begin(A,B,2).out(x)
Prot £ newT (ka).(B> !Init | A IResp

%{Banam}kx
beginl(A,B,m)

n

end}(B,A,m)
The begin assertion says thatonfirms the reception frorB of the messagen in a
protocol session based on nontand, similarly, the end assertion says tBatuthen-
ticatesA receivingm in a protocol session based anThe goal of this protocol is to
guarantee the secrecywfand strong authenticity betweérandB.

2.2 Operational semantics of our dialect of thep-spi calculus

Following [9], the p-spi calculus comes with a trace-based semantics. Eacleggoc
primitive has an associated action and we denote Adtithe set of all possible actions.
The dynamics of the calculus is formalized by means of a ttiangrelation between
configurationsi.e., pairs(s, P), wheres € Act* is a trace andP is a closed process. In
the following, € denotes the empty trace. Each transitigiP) — (s::t,P’) simulates
one computation step ihand records the corresponding actiamthe trace. We denote
by —* a finite sequence of computation steps. In the followiBganges over ground
terms, namely terms containing no variable. Principalsatairectly synchronize with
each other. Instead, they may receive from the unique clhamarbitrary message
known to the environment, which models the Dolev-Yao ingud 7]: the knowledge
of the environment associated withpaspi trace, characterized by the judgemsht
G, is formalized by a set of deduction rules stating that th@renment knows all
the messages sent on the network, every message which isstiitted in the trace,
all public keys, and enemies’ keys. The environment can @sstruct/destruct pairs
and encrypt/decrypt ciphertexts if the appropriate keynievin. Formal definitions are
postponed to Appendix A.

Definition 1 (Traces).The set TP) £ {s| 3P’ s.t. (¢,P) —* (s,P')} is the set of all
the traces generated by a finite sequence of transitions thensonfiguration(e, P).

Secrecy and authenticity are defined in termp-gpi traces and processes.

Definition 2 (Secrecy)A trace s guarantees secrecy of G if and only4fG. A process
P guarantees secrecy of G if and only i & for all se T(P).

The weak authenticity property refines the standagtemenproperty of [26, 33] by
making explicit the nonce used in the handshake and the inideling the begin asser-
tion with the corresponding end one.

Definition 3 (Weak Authenticity). A trace s guarantees weak authenticity if and only
if s=s1::end;, (B,A Gz) :: sz implies begig, (A,B,G2) € s1. A process P guarantees
weak authenticity if and only if s guarantees weak authéwtior all s € T (P).

Intuitively, this guarantees that whenegauthenticateé\ and the messag@; in an
handshake with the noné&&, thenA engaged in a protocol session with no&efor
authenticatings, with B. Similarly to theinjective agreementroperty of [26, 33], the
notion of strong authenticity requires the freshness dientication requests.



Definition 4 (Strong Authenticity). A trace s guarantees strong authenticity if and
only if whenever s-s; - end; (B, A, Gy) i 2, we have thats=s, :: begiry, (A B,Gp) ::

s; and § :: 5/ :: s, guarantees strong authenticity. A process P guaranteesgtau-
thenticity if and only s guarantees strong authenticitydtis € T(P).

2.3 Notational conventions

For easing the presentation of the static analysis teckniga use a number of nota-
tional conventions. The message restrictiew(n).P is a binder for the messagethe
key-pair restrictiomew™ (k) ).P is a binder fork/™ andk;", namely the key-pair based
onk;, and the input primitive is a binder for the variables ocimgtin the input term
with the exception of the decryption keys. In all cases ttapsf the binders is the
continuation process. Similarlgew(n) is a binder for the messageandnew" (k) is a
binder for the key-pair based dnand their scope is the continuation trace. The names
and variables occurring free and bound in processes anestare defined as usual.
As in companion transition systems, e.g. [10], we imphcitlentify processes up to
renaming of bound variables and names, i.e., up-tmuivalence. To simplify the def-
inition of the static analysis and following [8], we disdip thea-renaming of bound
names. We stipulate that for each messatieere is acanonical representativand we
demand that two messages areonvertible only when they have the same canonical
representative. A similar assumption applies to key-gaisvariables. We writé n ||

to denote the set of messages with the same canonical ratatagean. The notation

is extended to key-pairs and variables as expected. Weedsiire that keys, both sym-
metric and asymmetric ones, having the same canonicalsemegive depend on the
same identifiers. We assume that thefgtof names generated by the environment (cf.
rule ENv in Table 7) has a canonical representative which is diffifrem the ones of
the names bound in the process. Finally, we assume that thelbames of a process
are renamed apart and that they do not clash with the freeg)amueh in the same way
variables are assumed to be all distinct. For conveniengevithout loss of generality,
we shall reason on protocol specifications in which everyndauame and variable has
a different canonical representative. Finally, we shaltevl P || to denote the set of
processes obtained froPhby a-conversion of bound names and variables.

3 Causal Graphs

A causal graph’ = (A, E) is a finite directed graph with nod@g and edge<. In the
following, we will often writenode$%’) to denote the set of nodes# andedge$%)

to denote the set of edges #. Nodes are divided intprocess nodegepresenting
abstraction ofp-spi processes, ancbmmunication nodesepresenting the synchro-
nization among a process performing an input and the presessiputting the terms
used by the environment to produce the input term. Edgek treccausality among
nodes. In the following, we discuss each of these components

3.1 Nodes and edges

Nodes also referred to as abstract processes and ranged overaby Q, are p-spi
processes built upoprspi names and the following new name categories:



— the special namé’: it arises in the terms forged by the environment and alistrac
the names generated by the environment, identities, plblis and attackers’ keys;

— labelled names,): they are semantically equivalent to names but they allaw fo
tracking variable instantiation. As an example, the inion in P of the variable
x by the namen yieldsP[n(,) /x]. In fact, labelling is local to sequential processes
and does not propagate through concurrent threads.

— indexed names ©*(G)-P1) ' whereout(G).P is the node outputting andi the po-
sitional index ofa in G: they only occur in the environment’s knowledge and give
a precise characterization of which names have been usdietgnvironment to
construct a certain term and, notably, the place (i.e., rmdkposition) in which
they are sent on the network.

For distinguishingp-spi terms from the ones used in causal graphs, we write ttez la
by sanserif fonts. In the following, we refer to the set of possibly ldbdland indexed
names as abstract names. Furthermore, wé letnge over ground term&4, N over
terms possibly containing variablespver abstract names,over abstract names and
variables and;j over ground term sets.

Edgesconnect two nodes, representing the causality among sutdsndVe discern
two kinds of causality, namelyptra-threadandinter-thread causality

Intra-thread causality links nodes within the same thread and is represented bysedge
of the formP — Q, directly linking P to the procesf obtained by reducing.

Inter-thread causality is due to the synchronization among a prodesaputting G
and reducing t&Q and the nodesut(G;).P; outputting the terms used by the en-
vironment to construct the input tera We call such terms integer components
since they are not forged by the environment but simply fodeed. They are cru-
cial for the soundness of our abstraction, which identifiesaunded protocol ses-
sions into a finite model: the soundness of the security ptigseproved on the
top of this abstraction requires to determine when diffepeatocol sessions may
be interleaved. This may happen when the environment dgpi@ms output in
different protocol sessions to construct a term that is st principal engag-
ing in another protocol session: in fact, messages withénsiame integer com-
ponent prove to abstract messages belonging to the sameprrgession, while
messages in different integer components may abstracegesbelonging to dif-
ferent protocol sessions. This kind of causality is repmese by (i) input edges

of the formin(M).P — Q, connecting the input process with the pro-
cess obtained by performing the input via the synchroramgtiointcom(G); and
(i) output edges of the formout(G;) &m — Q, one for each integer com-

ponentG] of the input term. These edges are labelled by the integepoaent
and connect the process outputting such a component to tltegs obtained by
performing the input via the synchronization paiotn(G).

Example 2.Let ¢ be a causal graph containing the noden).Q, out({m, n}kK ).Q2
a”di“({xa{%z}k;}kg)-Q& Let us define the following indexes; = (out(n).Q,1),
i>= out({m,n}k;).Qz,l), i3 = out({m,n}k;).Qg,Z), andiz = out({m,n}k;).Qg,S).

7



The environment may combine the two output terms ffite, {m'2,n's} _i,}¢, which
A
matches the input pattefx, {y,z}kX}ké with substitutiono = [, /x,m(,)/y, n(z)/z]:

the substitutioro is used to instantiate the free variables in the pro€esfllowing
the input pattern. Thu® contains the following nodes and edges:

i1
<—"(x)

[COm({"(xflﬁ{m(y>i27“<z>i3}k;i4}£)

) a :l
Q30 Q2 I\ A OUt({mvn}k;)'Q2

Notice that the terms in the communication node track bothpibsitional indexes of
the names occurring therein and the variable assignmeuntéttby the input pattern.

3.2 Causal graphs as abstraction of-spi processes

Before formalizing the causal graph generation, we intcedsome useful notations.
We write | M| to denote the term obtained froluh by label erasure anfiM] to denote
the term obtained frorv by index erasure.

Functionoutputout(G).P) yields the term obtained fro by (i) erasing the labels
in G and(ii) indexing each name in G with the pair composed of processt(G).P
and the positional index afin G. This function is naturally extended to node sets, thus
characterizing the set of output terms: more formaliyiput A’) = {outputout(G).P) |
out(G).P € A’}. We writeindeXG) to denote the set of processes occurring in the
indexes ofG. Notice that labels are local and do not propagate into the@mment'’s
knowledge.

The knowledge of the abstract environment is formalizedhayjudgement; + G
(cf. Table 8 of Appendix B), meaning that the environment canstructG given the
knowledge of the terms if. The environment knows every term gnand the special
names’, it can construct and destruct pairs and encrypt and detayps provided that
it knows the encryption and decryption keys, respectivaty.reducing the number of
terms known to the environment, we prevent the environnrent deriving identities,
public keys and enemies’ keys, which abstract the spusigi terms ag’. The function
bind,us : (M, G) — G/, reported in Table 8 of Appendix B, defines the pattern-nmiatch
among terms. This function takes as input a t&frand a ground terrg and, if the two
terms maitch, yields the ter@f obtained by labellings according to the variables M.
The substitutio expressing the variable instantiation induced by the patteatching
of M with G is returned by the functiosubs{G’), with G’ = bind,,s(M, G): the function
subst G+ o yields the least substitutiamsuch that for every(,, € namesG), o(x) =
[V] - If pattern-matching failshind.,s and consequentigubstreturnt. For example,
bind,ps(x,n%) = n?x> andsubs(n?x)) = [n(x)/x]. Functionthreads defined below, yields
the set of threads iR, abstracting away from identifiers and replications.

threadgP1) UthreadgPs) if P = P1|P2
threadgP) £ {threads{Q) if Pe{ArQ,!Q}
{P} otherwise



Finally, functionint(A/, G) defines the set of integer terms @& these are defined as
the largest subterms & that have not been generated by the environment, i.e. reithe
names or ciphertexts whose encryption key is unknown tortkig@nment.

{v} fG=vAV#£E
0 fG=vAv=~¢&
int(AL,G) £ ¢ int(A,Gy) Uint(A(, Gy) if G = (Gy,Gy)
{G} if G={G'}» A outputA\)) ¥ v/

int(AL, G Uint(A,V') if G={G'}, A outpu(A) FV
The next definition characterizes the causal graph asedcigth an abstract process.
Here and throughout this paper, we ||eP || denote the set of processes obtained from
P by a-renaming of bound names afj® || ~ denote the set of processes obtained from
P by a-renaming of bound namesdby applying substitutions of the forfn,) /m,],
for somem € || n]|.

Definition 5 (Causal Graph).The causal grapli\’, £) associated with P, written as
(A, E) = graph(P), is given by the leasi(/, £ satisfying the following conditions:

threadgP) C A (Initial)

p.P e A A QethreadgP) A p#in() (Intra-thread)
=QeN ApP—-QcE

in(M).P € AL A outpu{A) - G A bind,,s(M,G) =G’ A 0 =substG’) A (Inter-thread)
P’ € threadgPa) A G} €int(A[,G’) A {out(G1).P1} =indexG)

=3QE|[P'] stQeA A {in(M).P—{com(G') | — Q,0ut(G1).P1 Z{com(G) ] » Q} C &
V{new(n).P,new(m).Q} C A/, new(n).P € |[new(m).Q|/~ < n=m (Unigueness)

Functiongraph: P — (A(, ) is in fact a closure operator on causal graphs ordered by
inclusion. In particular, the threadsfhare part of the sel( of nodes [nitial); if p.P is

a node in the causal graph, with# in(-), then the processes thread¢P), which are
connected t@.P by direct edges, belong to the set of nodesré-thread; if in(M).P

is a node and the environment knows a té€smatchingM with substitutiono, then the

set of nodes contains also the processahi@adg¢Po) and the communication node
linking the output processes used by the environment totaats to the processes in
thread$Po) (Inter-thread. Intuitively, the input of a term is preceded by the outplut o
all messages required by the environment to construct suclna Téxis point will be
clarified later on, when formalizing the causality relatexpressed by causal graphs.
Finally, notice that conditionliter-thread allows fora-renaming the bound names in
the processes following an inp&Q € || P’ || ...). Thisa-renaming allows the abstract
domain to distinguish the names generated in differenattsgthus making the analysis
more precise. Unfortunately, this might introduce an inéimiumber of nodes in the
causal graph, which only differ becausewfenaming. The solution is ta-rename
bound names whenever the input term is different from thes @heady considered,
where the difference among input terms is upatoenaming of the names bound to
variables: conditionniqueneskstates that the causal graph does not contain copies of
the same node differing only becauseefenaming of bound names, thus guaranteeing
the finiteness of the causal graph.



1. This has to be verified!

We say that two graphs are isomorphic when they are obtaimedrenaming of
bound names. As stated by the following proposition, evéstract process admits a
unique causal graph up to isomorphism. In the following, wigedength(P) to denote
the number of primitives if® andlength(\) to denote the maximal length of the pro-
cesses i\, namely the numbaer such thatengthQ) = n, for someQ € A, and, for
everyQ' € A/, length Q') <n.

Proposition 1 (Uniqueness)For every process P, there exists a unique gi@)hup
to isomorphism.

Proof. Consider the functio®p(A/, E) yielding the least\(’, £’ satisfying the three
conditions of Definition 5. For proving the thesis, we prokatt for everyAl and £,
there exists a unique least fixpoint®p (A, E): this trivially implies the thesis. Notice
that®p is monotonous over node and edge sets ordered by inclusion.

It is easy to see that p(A[,E) = A, E/, thenlengthH A) = length A). The
set of variables occurring in the processes\dfis contained into the set of variables
occurring in the processes @f. The situation for names is different, since some vari-
able might be instantiated wit§ and, notably, new names might be introduced by
a-renaming (conditionnter-thread. However, because of conditiobifliqguenesk the
number ofu-renamed copies of nanmés bound byN*, whereN andX are the number
of restrictions and variables i, respectively. The set of processes of finite length and
composed of a finite set of names and variables is finite, dsawéhe set of edges. By
Knaster-Tarski theoren®p has a unique least fixpoint. a

The following corollary says that the size of the graph gr@xponentially with the
protocol specification which is however fixed in advance, regardless of the number
of considered sessions and the protocol run-time behalerremark that this result
refers to the worst case: in practice, the number of nodethfoiprotocols we have
considered so far does not exceed 100 nodes and the an&lyays derminates in less
than 1 second.

Corollary 1 (Size of causal graphs).Let ¥ be a causal net and P a process such
that € = graph(P). Let N and X be the number of restrictions and variables in P,

respectively. Thefnode$%)| = O(length(P) + N¥?).

Example 3.To illustrate, the causal graph associated with prot&rot of Example
1 is depicted in Table 2. The rounded boxes represent conuation nodes while
the other ones denote process nodes. The analysis of thal gmaph gives us some
interesting information about the run-time behavior oftpowml participants. Even if
the protocol is simple, it turns out to be interesting sirtoe attackers know both the
public-key used for encrypting the first message and, aftersecond message, the
nonce used in the protocol session. This increases the murhbetions at their dis-
posal and, consequently, the number of nodes and edges tatisal graph. In gen-
eral, fixed the number of message exchanges, the causalfgrgpbtocols preserving
the secrecy of messages and relying on digital signaturgrometric-key cryptogra-
phy is typically simpler than the one of protocols based ohliptkey cryptography
and possibly exposing some messages to the attackers\'Lis¢ the set of nodes
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Table 2 Causal graplgraph(Prot)

new(m).
. new(n).
beging  (A,B.&y). new™ (k). out(B o
out(E) 1 com({&" &), &) &) (Bs!Init | A>IResp) ({B,mmpo).
) in(n).
end}(B,A,m)
¥
Nin({B.x,z}, ). OUt({nBev:](r:T)‘»} :
PALS) +)-
out(&y) beginl(A,B.z). in(n) kA
out(x) 1 \
) end; (B,A,m)
i1 2 '3 )
(B0 M hria ¥
/ £ out({B,n,m}, +).
begink (A,B,n)). v ,n,m},
eglng(x (g ey com({gﬁg(x)ﬁnl(g)}g) Com({Bllv“I&)va)}ﬁu)J in(n). A
outl&o) o end(B,A,m)
| T
begin%“(A.B,é“(z)). I RY ni(s) beginﬁ()m.s,m(z)). in(n).
x com N> Eg) L z x
out(n) N x> %@ . out(n(y) end}(B,A,m)
") v
n.( ) out(n() nis com(nis)
beginl (A,B,n(). e i i5
:)(lj)t(n()) ? com({&:ng)n b "6 end(B,A,m)
0

Legend: for everyj € [1,4],ij= (out({B,n,m}kx)Ain(n)Aend%(B,A,m),j); is=(out(n(y)),1)

in the causal graph: we can see toatpuf{A() ¥ m' for any indexi and this intu-

itively means that the authenticated message is kept sesrekpected. Furthermore,
the only process asserting an end eveshit (B, A, m). This is preceded by the output
of n,) (inter-thread causality), which is in turn preceded (ifttreead causality) by node

begin%m (A,B,m,)).out(n(,)). Note that the output of ) may be also preceded (intra-

thread causality) bjbegin%(x) (A,B, &) )-out(ny)) and begini(x) (A,B,n()). out(n(y))
These events are enabled by the environment forging theagm@é”‘,n‘ié’}g and
{&,nls nis} ¢ , respectively, and sending them to the responder. This rayagen only if
the environment knows and these processes are thus preceded (inter-threadigusal
by the output oh,). This cycle in the graph tells us that the environment caivelgt
interact with the responder only after the responder hasived the message generated
by the initiator and “asserted’Seginﬁ(X) (A,B,m,)), according to the intended proto-
col run. Intuitively, this means that the causal graph got@@s authenticity. Finally,
the portion of the graph in the upper-left corner shows thatenvironment can forge
messages in which the messafjeeplaces the nonce, but the resulting processes do
not increase the environment’s knowledge as they evegtoatputé’, which is always
known to the environment.
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3.3 Paths

Edges describe the causality among process events and égehmay be naturally
associated with an action: for instance, if a causal grapitedes the edgeut(n).P —
P, then the procesRis causally preceded by the reduction of the prooes&).P with
actionout(n). In general, we express the causality dependency amongsyr@vents
throughpaths which are sequences attionsexpressing process events:

t = new(n) | newt (k) | in(G) | out(G) | incom(G, G) | begirl; (A,1,G) | end; (A, 1,G)

si=¢]sit

Abstract actions exteng-spi ones with the new actioimeom(G1, G2), which is used
for tracking inputs involved in inter-thread causalify; is the integer component and
G, is the input term. We now argue on the number of paths assadcisith a node.
We have mentioned that the input of a term is causally pretegiehe outputs oéll
the integer components needed by the environment to cahstioh a term. Thus an
input is preceded by a set of paths. However, the same protagde generated by
the input of different terms, saly; andG,. Then such a process is preceded by either
all the outputs needed by the environment to constéijcor all the outputs needed
to constructG,. This is the reason why the paths associated with a node arallgc
a set of path sets, meaning that the node is causally pre¢sdaiti the paths irone
of its path sets. Notice that, as result of our abstractioithvhssentially collapses an
unbounded number of instances of each principal into adgtwanodes related by intra-
thread causality, causal graphs may contain cycles. Forghson, when evaluating the
paths preceding a node, we need to avoid loops: this is aathiey traversing edges
connecting an input node with a communication one only otiees abstracting away
from cycles in the causal graph which, in fact, do not alter¢husality among nodes.

We write {sy,...,sn} ;i Tto denote{s; i T,...,s, i T} andoutedgefG, Q, %) to de-
note the set of output edges#incoming inQ via the synchronization poirbm(G).
The functionpaths: €,P,E — ., defined below, yields the set of paths sets that
are associated with the nodeand do not traverse the edges4n We often write
pathg%, P) to denotepathg %, P, 0).

Definition 6 (Paths).Let% be a causal graph an@ € node$%’). The paths preceding
Q in ¥ and not traversing the edges ), written path$%’, Q, £), are given by the least
- such that

Q has no incoming edge> .7 = {0} (Initial)
p.P — Qecedge$?) A S epathf¢,p.P,E) = Sipes (Intra)
in(M).P— com(G) | — Q € edge$%’) \ E A 0 =subs{G) A (Inter)

{out(G1).P1 %{com(G) ] — Q... ,0ut(Gn).Pn %2 com(G) | — Q} = outedgesG, Q, %) A
S € pathg%,in(M).P, ZU{in(M).P—{ com(G) | — Q}) A
Si € pathg %, out(Gj).Pi, EU {in(M).P— com(G) | — Q})

= Suin(Mo) U U ]5i::out(Gi) iHincom(Gf,Mo) € &7

ie[l,n
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If the nodeQ is preceded by intra-thread causality@¥, then the path sets associated
with Q are the ones associated wittP, each of them extended with the actipn

If Q is obtained by the reduction of a process recel\,@gn
Q € edges$?) \ £, 0 = substG)), where the input edga(M Q is

not in £, then the paths associated withare the ones assouated |tc(M ).P (s €
pathg%,in(M).P, EU {in(M). m — Q})), each of them extended with the
actionin(Mao), plus the ones associated with the processes outputtirlg:rtms used

to construct ternG ({out(G1).P1 G - Q,. out( ) P, <o com(G) —

Q} =outedge&G, ) andS; € paths{%,out( i).Pi, EU{in(M —Q}),
extended wittout(G';) :: in(Gj,Ma). Notice that the edge- . com(G) —Qis
inspected only once, thus avoiding loops due to cycles irgtaph.

Example 4.For instancepathggraphProt),end}(B, A, m),0), wheregraph(Prot) is
the causal graph in Table 2, yields the path sets reporteakite P of Appendix B. The
number of possible paths depends on the environment’s digpabforging challenges
and thus interacting with the responder. Notice that evatly pet contains a path whose
prefix is as follows:

c 2 new(ka) :znewn) :: newm) :: out({B n,mj:)
incom({B",n(x)"2, Mz}, s, {B,nx }kA) begirg, , (A,B,m(;))

Notice also that this path represents the intended protoebavior. Intuitively, this
means that the environment can play a number of actions baéthecessarily follow
the intended protocol run and thus they do not affect thesafehe protocol as far as
authenticity is concerned.

3.4 Names and sessions

Since a causal graph abstracts an unbounded number of plre&ssions, an interest-
ing issue related to our abstraction is that different o@mees in a path of the same
namen might actually abstract differeptspi names, one for each protocol session. The
problem is that the environment may exploit messages geteia different protocol
sessions so as to forge a message which is then used to inmétraanother session: in
fact, this kind of interleaving may break the protocol ségugoals. According to the
definition of causal graphs, the labels of the edges incommimpmmunication nodes
express the integer components in the input term. This fimddion can be used for
soundly characterizing which hames abstract over the saoteqol session and, in
particular, which names abstract the sgmagpi name. Indeed, it is sufficient to check
for every pair of output and input actions related by inteead causality which mes-
sages belong to the integer component and which do not: theefaabstract over the
same protocol session while the latter may have been gederadifferent protocol
sessions. Here and throughout this paper, we wngg$M) to denote the set of mes-
sages irM, including those labelled. We also writ&{ G) to denote the name occurring
in thei-th position ofG andTt(s) to denote the-th action ins. Remember that a path
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Table 3 Equality among abstract terms

INTRA INTER-BIND )
pres,v) =j s =i VP emsgsGy) (G =V [s|=i
sk (v,i) = (v,]) s::0Ut(Gy) = ingom(G2,G) = (v,i+2) = (V/,i+1)

INTER-MATCH
siit=s1::0Ut(Gy) :iNcom(G2,G) ii'sp

iNcom(+++,-++) & s2 n € msg$G) s1=sp:newn) i sh
Isl=i  |sil=j Isif=J" sE(nj+2)=(nj'+1)  prev(s;,v) =k
sk (v,i) = (v,k)
TRANS SYm PREFIX

sk (v,i)=(V,i") sk(V,i") = (",i") sk (v,i)=(V,i") sk (v,i)=
sk (v,i) = (V",i") sk (V,i") = (v,i") stk (v,i)

(V")
= (Vi)

may “cross” different threads: in the following, we say thataction in a pathbelongs
to the last thread of if it occurs within a suffix ofs that does not contain any action of
the formingom(G1, G2). Finally, functionprev: (s,v) — i takes as input a pathand a
possibly labelled messageand yields either the positiarof the last action in the last
thread ofs containing messageor 7, if such an action does not exists.

Table 3 introduces the deduction system for judgemeéntv,i) = (V/, j), meaning
that names andv, occurring in thd-th andj-th action ofs respectively, abstract over
the samep-spi name. Intuitively, the concretization of a path cotssia instantiating
the abstract names occurring thereins if (v,i) = (v, j), then the occurrences of
andv’ in thei-th andj-th action ofs, respectively, are instantiated with the sapaspi
name (see Section 4 for more detail). RulaRA says that the occurrences of a mes-
sage within actions related by intra-thread causalityrabsbver the samp-spi name:
actions related by intra-thread causality clearly abstozer the same protocol ses-
sion. Rule NTER-BIND says that messages received within an integer componant, th
is messages not manipulated by the attacker, abstractloesame protocol session.
Rule INTER-MATCH says that the pattern-matching of namallows for recovering a
protocol session described in the previous part of the padhraore precisely, it allows
to inherit the equality constraints holding at the timentsfrestriction. Finally, RANS
and S'M make the relation transitive and symmetric arREPIX makes it closed by
prefixes.

Example 5.Let us consider the following path, obtained by completing pathc of
Example 4 so as to get the intended protocol behavior:
d £ newf(ka)::newm): newn): out({B,n,m}k+) ::
II"ICOm({B1 n(X)'Z m(z) 3}k+'4’{B N(x)>sM(z) }k ) begirﬁ(x)(A,B,m(z))
out(ny)) = iNcom(n's,n) :: endn B,A,m)

The messages occurring in the begin and end assertiongcthster the same pro-
tocol session. In particular, we can pro¥eé- (n(,),6) = (n,9) via INTER-BIND and
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dF (m),6) = (m,9) via INTER-MATCH (d - (m,2) = (m,9)), INTER-BIND (d -
(m(,),6) = (m,2)) and TRANS.

In Section 3.3, we have defined the paths associated witha&inadcausal graph and,
for avoiding loops due to cycles in the graph, we have reguaetsiat edges connecting
an input node with a communication one are inspected onlg.ohis approximation
does not affect the causality among nodes but it might affecequality constraints.
For this reason, we only consider a class of causal grapled cgcle-invarianigraphs,
for which cycles do not affect the equality constraints of path.

Definition 7 (Cycle-invariance).We say tha® is cycle-invariant if and only if when-

ever{in(M).P—m — Q,out(Gyp).P’ G—2 — Q} C edges$?), the fol-
lowing conditions hold:

— for everys ::in(G') € pathg%,Q,0), S’ € pathg%,in(M).P,0) ands; :: in(G’) ::
sp € 5, there exists = s1 11 in(G') :: s, € §' such thaky - (v, j) = (V, }’) implies
() F (v,i) = (V,j), with |s| =iand|s;| = |.

— foreverysS :: out(Gy) i incom(G2, G') € pathg %, Q,0), 5’ € pathg %, out(Gy).P’,0)
andss ::out(Gy) :: incom(Gz2, G') ::s2 € 5, there exists = s :: 0ut(G1) =2 iNcom(G5, G') ::
s, € 8" such thaky - (v, j) = (V/, ') andv € msg$G1) impliess - (v,i) = (V/, ),
with [s| =iand|s1| = |.

For examplegraph(Prot) is cycle-invariant in that input nodes do not belong to cy-

cles, the only output node within cyclesdst(n(,), and cycles in the causal graph
preserven(,, do not affect the equality constraints. In our experimengsdid not find

any protocol whose specification is not cycle-invariant. 2. To be checked

4 Abstract Interpretation

In this section we illustrate the relation between causaplygs andp-spi semantics.
This is formalized by a concretization function, defined bsteact terms, paths, path
sets and causal graphs.

4.1 Concretization of causal graphs

Terms The relation betweep-spi terms and abstract terms is formally defined in Table
4 by the concretization functiofm : M +— {My,...,Mp}. Abstract identities are instan-
tiated by the correspondirgrspi identity. The concretization of an abstract message
yields the set of messages having the same canonical refatge. Similar reasoning
applies to variables, public and private keys. The speciale¥’ abstracts over identi-
ties, public keys, messages possibly generated by theommrant and attackers’ keys.
Finally, the concretization of the remaining terms is gii®ninstantiating the names
and the variables occurring therein.

Paths The concretization functiofam : s — {(S1,01),...,(Sh,0n)} takes as input a
path and yields a set of pairs composed @-spi traces and a substitutiomw; from
abstract names -spi names. More preciself, each trace is obtained by instantiating
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3. To be said somewhere

Table 4 Concretization of paths, processes and causal graphs

{I} if M=
{n|ne|m]} if M=m
e 2 Ty -
A S ] | =
V(M) £ 9 00 1K e [k ]} M=k
IDUKTUMgU K if M=&
Yirm (2) if M e {a(x),ai,ai(x)}
{Mo | Yu € dom(0),0(u) € Yym(u)} otherwise

Yoatn(s) = {(s,0) |[s| =Is|=kn _
(i) Vie[1,K,3o0ist.mi(s) =T (s)0i A sk (v,j)=(V,]') = gj(v)=0j(V)
(i) sk (v,k)=(,K) A op(V)=aso(v)=a}

Yoset(S) £ { ({s1,..-,5},0) | S = {s1,...,5n} A Vi €[L,N],(S,0i) € Yparn(si) A czignci #1}

Vnet(€) £ {(ty ... :itn,P) |
(i) vie[Ln],3Qi € nodes?),Si € pathg %, Qi,0),(S,0i) € Ypset(Si) S.t.§ = S i1 tj, with j <i
(ii) vQ e threadgP), Ji € [1,n],0s.t.Q=Qj0 A oW0; #] }

Notation:

1t (s) yields thei-th action ins
Syields the trace obtained frosby replacing each occurrenceingom(Gi,Gz2) by in(Gy)

01W 02 =01U0> if 01 #7 A 02 #T Auedomor)Nndomoy) = 01(u) = 02(u)
o160 =7 otherwise

the names occurring in each action of the path so as to s#tisfgquality constraints
associated to the path atidl) the substitution tracks the instantiation of the abstract
messages occurring in the actions of the last thread. Wd teata path may “cross”
different threads and+ (v,k) = (v/,k'), with k being the length o§, only if v is an
abstract name occurring the last thréad.

Example 6 (Path Concretizationo illustrate, a concretization of the pathreported
in Example 5 is as follows:

newr (ka) :: new(m) :: new(n) :: out({B,n, m}kK) i
in({B,n,m) begir} (A, B,m) :: out(n) ::
in(n) :: endi(B, A, m)
o:n—nN, n—m
Sinced - (n(,6) = (n,9), ) andn are instantiated with the same nameSimilarly,

sinced I- (m,),6) = (m,9), m andm,) are instantiated with the same nameNotice
also that the path guarantees authenticity and the tracamgfeas strong authenticity.
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Path setsThe concretization of a path set is given by the concretinaif the paths oc-
curring therein and by the union of the corresponding irt&#ons. It is worth to men-

tion that the instantiation of the messages in last threaddbe the same |y o; #7):
i=1n

the uniono W o2 succeeds only when the abstract names substituted bybathdo,
are bound to the sanpespi name.

Configurations The concretization functiophe; : € — {(s1,P1), ..., (S, Pn)} takes as
input a causal graph and yields a sepedpi configurations satisfying two constraints,
the former concerning traces and the latter concerninggss®s. In the following, we
let Srange ovep-spi trace sets.

i for every actiorm; in the trace there exists a no@g in the causal graph, a path
setS; associated witlQj and a trace se§ such thatS is an instantiation ofS
((S,0) € ypset(Si)), where§ is a trace set associated with a preceding action in the
trace extended with.

i for every thread) of the process in thp-spi configuration, there exists a noQe
in the causal graph, a path s§t a trace se§ and an instantiatiow; such that
Q = Q;o0, whereo is compatible with the instantiationy of the names in the last
thread.

Intuitively, condition(i) requires that the actions in the trace respect the caugalibs
induced by the causal graph and condit{@n requires that every process has an ab-
straction in the causal graph and the trace respects thalttgymaths associated with
such a node.

Finally, we state the soundness results of the abstracpietation. The following
theorem says that the causal graph generated from a pracassabstraction of the
configuration composed of such a process and the empty trace.

Theorem 1 (Soundness)f graph(P) = %, then(g,P) € ynet(%).
Due to space constraints, we postpone the proofs to Appéhdike following theorem
says that the set of configurations abstracted by a cauga gg@losed under process

reduction, i.e., causal graphs are a sound abstractiore pf$ipi semantics.

Theorem 2 (Preservation).If (s,P) — (3,P’) and (s,P) € Vnet(%), then (s,P') €
Ynet(%).

5 Safety Results

In this section we state the safety results of our staticyaiskechnique. As stated
by the following definition, a causal graph guarantees tloeesy of a name, if the
abstract environment cannot deduce any term which is equalp to index erasure.

Definition 8 (Abstract secrecy).A causal graph¢” guarantees the secrecy wff and
only if outputnode$?®’)) - v/ implies[v] # [V'].
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As stated below, a path guarantees authenticity iévery end assertion is preceded by
a corresponding begin assertion; diigl begin and end assertions contain only session
messages. This guarantees that authenticity carriestwvaction sequences abstracted
by the path. A causal graph guarantees authenticity if fer)e@,hd'cl (A,B,G>).P and

Se pathi%,endgl(A,B,Gz).P), there exists a path ii§ containing a suitable begin
assertion. In the following, we writ€é ~; ; G’, read asG is equivalent toG’ in s,

if |G] = |G| (i.e., the two terms are equal up to labelling) and for edesych that
T¥(G) = v, T(G') = v/ andv, V' are possibly labelled messages, we havesha, i) =

(v, ) (i.e., the two terms abstract the sapepi term).

Definition 9 (Abstract Authenticity). A paths guarantees authenticity if and only if
for every i such thatt (s) = end; (A, B, Gz), the following conditions hold:

i there existG), Gy,i < j s.t.T0 (s1) = begirt,l(B,A,G’z), G1 i, Gp andGy ~ j G,

A causal graphg guarantees authenticity iff for eveeyidicl(A, B,G2).P € nodes?)
and$ € path§%, endg, (A,B,Gz).P), there exists € § s.t.s :: end;, (A, B, G2) guar-
antees authenticity.

For example, the patl in Example 5 guarantees authenticity as the end assertion is
preceded by a corresponding begin assertion and the messegerring therein are
equivalent. By an inspection of Table 9, evefye paths{grapr(Prot),end%(B,A,m))
contains a path guaranteeing authenticity. Thtepph(Prot) guarantees authenticity.
The following theorems state that causal graphs constitstauind model for the static
verification of secrecy and authenticity. In particulag thext theorem says that if the
causal graph associated wikhguarantees the secrecy\fthenP guarantees the se-
crecy of any concretization of

Theorem 3 (Secrecy)Let P be a process arid = graph(P) a cycle-invariant causal
graph. If¢ guarantees the secrecywfthen P guarantees the secrecy of argy/ym(v).

For instance, the causal graph of Example 3 guarantees ¢thecgeofm and, conse-
quently, the protocol of Example 1 guarantees the secrethyeafuthenticated message
in every protocol session. In the following we say that a pescisnonce lineariff

(i) every end assertion has the fosmd,,(1,J,M) and is preceded byew(n) andii)

if end;,(1,J,M) occurs inside the scope of a replication them (n) occurs inside the
scope of the same replication. In fact, this syntactic cionisuffices to prove that au-
thenticity on causal graphs implies strong authenticityhap-spi processes abstracted
by such causal graphs.

Theorem 4 (Authenticity). Let P be a process arfd = graph(P) be cycle-invariant.
If € guarantees authenticity, then P guarantees weak authntit ¥ guarantees
authenticity and P is nonce linear, then P guarantees stauntenticity.

This means that causal graphs, which express the causalityg process events,
are a sound (and decidable) model for proving weak authigntihile the freshness
of authentication requests, namely the condition dististjng weak from strong au-
thenticity, may be directly verified on the syntax pfspi processes. For example,
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sincegraph(Prot) guarantees authenticity aRtot is nonce-linear, theRrot guarantees
strong authenticity. Notice th&trot describes an unbounded number of instances of
acting as claimant in protocol sessions wittand an unbounded number of instances
of B acting as verifier in protocol sessions wihWe can easily extend the protocol
specification with the parallel composition AfandB running protocol sessions with
an arbitrary malicious partf. Even in this scenario, the protocol turns out to be safe.

6 Related Work

Causality-based modelling of concurrency is a widely stddesearch topic and several
important results have been proposed. Event structur@saf82a general and expres-
sive framework for modelling the causality among eventsinatirrent and distributed
systems. This model captures the dependency among evehtheainterleaving of
concurrent events by a partial order. A tricky problem whistieacting away from the
multiplicity of protocol sessions is that an event may cliygaecede itself, thus loos-
ing the antisymmetry property and, consequently, the gdeotder. This is easily seen
by thinking of a process inputting a message and then serdihgnother message,
which is used by the environment to construct a messagesameplication of the for-
mer process and so on. In this scenario, since we abstragtfeava the multiplicity of
protocol sessions, the input is causally preceded by ifEk# safety of this kind of ab-
straction requires to determine which events abstracttbeesame protocol session and
which ones may instead abstract over different protocaises. Thus a more specific
structure was needed, containing some additional infdomatbout message integrity,
and relying on paths representing computational flows &ust# a partial order among
events. Crazzolara and Winskel have applied Petri nets f@jell-known causality-
based model for distributed systems, to the analysis oftegypphic protocols [14] but
their work does not abstract away from the multiplicity ofsiens. However, Petri nets
might constitute a suitable alternative foundation for work.

Type systems proved successful in analyzing differentrigqoroperties of cryp-
tographic protocols, e.g., [1, 2] for secrecy and [22, 1t]dothenticity. As mentioned
in the introduction, they exploit syntactic patterns of.e#y protocols while provid-
ing guaranteed compositionality, but they constrain tles<lof analyzable protocols
and are typically specific to individual security propesti©n the one hand, the type
system in [22] is very general and applies to several settingluding authorization
policies [21] and key-compromise [23], but type definitiangckly get cumbersome
and no type-inference algorithm is currently availablee Type system in [11] is com-
positional, modular, and allows for automatic type infe@rbut this generality is paid
by restricting the form of protocols to some specific taggeitguns.

As a simple example, to the best of our knowledge, the préinctable 5 can be
analyzed by neither the type system from [22] nor the one fibh This protocol is a
variation of the Needham-Schroeder-Lowe public-key anifbation protocol, in which
B sends a messageto A in the first message exchange. Frééa point of view, the
authentication of this message is guaranteed by the hakels¥ith nonceng (second
and third message). The problem is thabccurs within neither the second nor the
third message, thus resulting free in the correspondingdginitions and not enabling
the end assertion based on nomge Another remarkable difference with respect to
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existing type-based approaches, which in case of failuraal@ive any information
on possibly attacks, is that the analysis of computatiooaldldoes yield insights on
possible attacks and, in fact, their derivation is often idmte.

The work by Bodeiet al. on control-
flow analysis for message authentication
in Lysa[8] is closely related to our ap-Table 5 Variant of NSL
proach. The motivations and goals are dif-
ferent though, since the analysis only ap-
plies to message authenticity, namely the
origin of a message, without addressing
freshness of authentication requests and begingg (A.B,m)
the willingness of the claimant to authen- {neht
ticate with the verifier. Another interest-
ing work is an abstract interpretation for
mobile systems and, as an instance, for spi-calculus [183. analysis deals with the
origin of messages but does not address freshness.

Strand spaces [24, 25] constitute an effective framewaorlstiodying secrecy and
authenticity. While some effective patterns for derivitg proofs of safety are pro-
vided, these are in general written by hand. Interestirsgigh proofs often rely on the
causality among events and it would be interesting to exfiorv our analysis could be
applied in such a framework to provide mechanical proofaidty. A recent paper [16]
investigates how to automatically detect those specificsi@ns, among the infinitely
many possible, that should be considered for analysis,dmntifying causality between
nodes in graphs and describing execution of protocol rofedifferent processes. Al-
though this method does not enjoy guaranteed terminatiemplan to exploit the ideas
underlying this result to further refine the expressivityaf analysis.

Proverif [4, 5] constitutes a powerful tool that takes asuingpi-like protocol de-
scriptions and, by Horn clause resolution, verifies a vamétdifferent security prop-
erties such as secrecy, perfect secrecy and authenti¢igy.ahalysis is general and
fully automated but guarantees termination only for proteevhere every ciphertext is
tagged differently [6].

endy (B,A,m)

7 Conclusion and Future Work

We have proposed a novel technique for analyzing securitippols based on abstract
interpretation of the causality among process events.isrpper, we have specifically
shown that secrecy and authenticity can be soundly chaizaden terms of causality,
but we remark that the analysis is not tailored to these #gquoperties but may as
well be applicable to verify properties formulated in teraisausality among the ac-
tions of execution traces; we are currently extending cchi@&ue to analyze more so-
phisticated security properties emerging in modern appos such as e-voting proto-
cols. The analysis enjoys guaranteed termination sincgizkeof causal graphs is finite,
the generation of paths terminates since communicatioasficg., edges connecting
an input node with a communication one) are inspected ordg aihus avoiding loops
due to cycles in the graph, and the analysis is linear on thaeu of paths. We have
implemented a tool for automating the analysis, and we hppéet the tool to some
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common protocols in the literature [18] (among others, tieedham-Schroeder-Lowe
public-key protocol, its fixed version proposed by Lowe, BfeN modified version of
CCITT X.509(3) and SPLICE/AS). The analyses terminatethiwia few seconds and
provided safety proofs for the correct versions of the prot®while failing to validate
the flawed ones. Remarkably, attacks are often easily déemy an inspection of the
path sets. The only human effort required is to capture thopol in the dialect of the
spi-calculus which is often straightforwardly derivahierfi the protocol description.

As future work, we plan to investigate a more sophisticatestraction allowing us
to relax some of the constraints that are currently impogesli analysis: for instance,
our experiments show that some false positives occur whewidrenticated term, e.g.,
a session key, has to be kept secret until authenticatiamests| are accepted and is
then leaked out. This may be exploited for modeling sesseyndorruption. The rea-
son for such false positives is that the check on the fresholesonces is used so far
as sufficient condition for proving that weak authenticityplies strong authenticity:
more generally, nonce checks guarantee that differenbpobsessions rely on differ-
ent nonces and we believe that this information can be usedefiming the analysis
and, more precisely, for excluding those paths in causaltgvehere a check on the
same nonce is performed more than once, thus ruling outitdsd{ false positives.

We remark that, for the sake of readability, we have not amrsid operators such
as tags and hashes. Their insertion in our framework doesdiote any complication
but is left as future work. Finally, we plan to investigatenqaositionality properties
on causal graphs and to apply the principles underlying echirtique to the applied
pi-calculus, whose flexible and general equational theorytdrms will give rise to
interesting issues concerning the convergence of the sinaly
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END PRINCIPAL
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Semantics ofp-spi

The dynamics op-spi is formalized by means of a transition relation, whighaported
in Table 6, betweeronfigurationsi.e., pairs(s,P), wheres € Act* is a trace and®

is a closed process. Each transitigrP) — (s::t,P’) simulates one computation step
in P and records the corresponding action in the trace. The st pbssible actions,
notedAct, includes the actionew(n) generated by name restriction anew™ (k) by
key-pair restrictionjn(G) generated by inpubut(G) by output,begir;(A,1,Gy1; Gy)
andend;(A,1,G1;Gy) by ‘begin’ and ‘end’, respectively. Some transitions apgiyp-
stitutions to processes: formally, a substitutmnx — G is a function from variables
to run-time messages. Often substitutions are writteni@xplby [G1/X,...,Gn/Xn)-.
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Table 7 Deductive system and binding

Message Manipulation Rules

out ENV PAIR PaIrR DES
out(G)es a¢bn(s) skG; sk Gy sk (G1,G2)
skG ska sk (G1,Gy) skGj,ie[1,2

ENCRYPTION ~ DECRYPTION
skG sta sk{G}a ska

sk {G}a skG

PuBLIC KEYS ENEMY KEYS

SFlir sk kg skkg SFkE
Binding
bind(a,a) = ]
bind(x,a) = [a/X]
bind((M,M’),(G,G')) = bind(M, G) wbind(M’,G')
bind({M}a, {G}a) = bind(M,G)
bind(M,G) =1 otherwise

The application of the substitutianto the procesP is denoted byPo and applies only
to free occurrences of the variabledAnNAME RES generates a new namdy check-
ing that it differs from all the names already used in thedmdt is possible to force
this condition by applyingi-conversion tan, i.e., by substitutingy and all of its free
occurrences if? with a different name having the same canonical represeat&im-
ilar reasoning applies to the restriction of key-pairgPUT requires messag®, read
from the network, to be computable by the environment: therenment knowledge
is defined by the message manipulation rules reported ireTabhd discussed below.
The run-time messag8 is read only if it can be pattern-matched with the input term
M via the functionbind, which is defined in Table 7 and discussed below. We write
a to denote the decryption key correspondingatdVe haven = n, ky = ki3, T =1,
kt =k~ andk = k". OuTPuT, BEGIN and END are self-explanatory. Finally,FN-
CIPAL adds the principal name to the performed actioxr khterleaves two different
protocol executions ande®LICATION arbitrarily replicates a principal.

Functionbind takes as input a static terlh and a run-time messaggand, in case
it exists, yields the substitutiom which makedM equal toG, up to the different no-
tation for encryption. If pattern-matching failsind returnsf. This function is defined
by cases on the structure of teivh a name matches a name with empty substitution; a
variable can be bound to either an atomic naanpairs match pairs yielding a substi-
tution which is the uniorw of the ones achieved for the subterms; finally, decryptions
must be performed with the correct decryption key. In alldkieer casedyind returns
failure 7.

The knowledge of the environment is formalized by the deadacystem reported
in Table 7. Rule @T says that every message sent on the network is known by the
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environment. BV allows the environment to know any name which is not boured, (i.
restricted) in the trace. ByAPR and RAIR DES, the environment may construct and
destruct pairs. By ECRYPTION, and DECRYPTION the environment can encrypt and
decrypt messages only knowing the required keys. BgLlRPc KEYS, all the public
keys are known by the environment. Finally, byEvy KEYS, the environment may
be provided with its own private keys and with long-term kefiared with honest par-
ticipants. This gives the possibility to the enemy to stathantication sessions and,
generally speaking, to interact with the other particigdoyt pretending to be a trusted
principal.

A.1 Process well-formedness

We remark that th@-spi syntax is quite liberal, giving the possibility of wrigg non-
sense processes like- B> P, where an identity declaration nests within another one, or
A begin,(B,1,M), whereA asserts a begin-event in placeBfFurthermore, it makes
sense to require that a shared kgyshould only be used blyandJ and a private key

k;” should only be used by Although this is not required by the analysis, thepi cal-
culus comes with a notion of process well-formedness ruinigthe above mentioned
undesired process behaviors and enforcing the correctfusagterm keys. It is for-
malized through the standard notion of scope: we say thaddbpeof A> in process
A> P, is proces®.

Definition 10 (Process Well-Formednessh process P is well-formed if the following
conditions hold:

All the occurrences oftAin P are not in the scope of some other,B
Everybeginy (A,I,M) in P is in the scope of A

Everyendy(B,J,M) in P is in the scope of B

Every symmetric keyjkoccurring in P is in the scope of eithes br J»;
Every private key,koccurring in P is in the scope ofl

agrwbdE

Well-formedness is trivially verifiable by a simple syniadhspection.

B Semantics of Causal Graphs

The knowledge of the abstract environment is formalizedH®y judgement; - G,
meaning that the environment can consti@diven the knowledge of the terms @
this judgement is defined by a deductive system similar totteeofp-spi calculus and
reported in Table 8. The environment knows every term seth®network (@T) and
the special namé& (ENv MsG), it can construct and destruct pairsa(R and RAIR
DEs) and encrypt and decrypt terms only knowing the requireds KENCRYPTION
and DEcRYPTION). For reducing the number of terms known to the environmadt a
abstracting the same set @fspi terms, we prevent the environment from deriving la-
belled version of identities, public keys, enemy'’s keys #@hdvhich abstract the same
p-spiterms ag’.

Functionbind,s, reported in Table 8, defines the pattern-matching amomgster
This function takes as input a tersh and a ground terr and, if the two terms match,
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Table 8 Deductive System and Binding
Notation: In OuT, PaIR DES, DECRYPTloniLIs.t. [G] e {Lk*,kg,k.E,kEbé"}.

visdefinedasi=n,1=1,& =&, k" =k andk, =k;".

OuTt ENV M PAIR PAaIR DES

Geg gNFVg SG GFGL  GFGy G+ (G1,Gp)

GrG G F(G1.Gz) GFG  vie L2
ENCRYPTION DECRYPTION B
G-G Ghv GF{G} GV bind,ps (V',¥) #7 Vbind,ps(V/,v) #71

GH{G} GHG
Binding
bind,ps(vi,vy) = vo if either [vq] = [vo]

or ([Vﬂ =& N [Vg] € {|,k|+,k|E,kE|,kE,g})
or ([Vz} =& N [Vl] € {|,k|+,k|E,kE|,kE,éa})
bindabs(x,v) =V(x)
bind,pe (M, M), (G,G')) = (G1,Go) if bindyps(M, G) = G A bindaps(M’, G') = Go

bindabs({M}V?{G}v’) {G }V’ if blndabs M G) =G'A
(blndabs( v,V ) #T \ bindabs(vvy) #T)
bind,ps(M,G) =1 otherwise

yields the the tern&’ obtained by labelling: according to the variables M. If pattern-
matching failspind,,s returnsf. Functionbind,ys is defined by cases on the structure of
termM: a name matches itself and, similarly, the nafivmatches identities, public keys
and enemy’s keys; a variable can only be bound to an atomiergpattern-matching
of pairs and ciphertexts is defined component-wise: notie¢ decryptions must be
performed by the correct decryption key. In all the otheesdsind,ps returns failure

1. Functionv yields the decryption key matching the encryption kethis function is
smoothly extended to arbitrary abstract tet@isy inverting the encryption keys i@.

C Proofs of Soundness and Safety

This section proves the main results of our static analgsisriique. For proving sound-
ness results we need to refine the concretization functiotefans. In particular, the
definition in Table 4 says that the occurrences of the sameenaran abstract term
are instantiated by the sanpespi name. This definition can be soundly used for the
concretization of paths and causal graphs into traces amficoations, respectively,
but it is too precise for the concretization of terms in thewfedge of the environment.
For instance, if the abstract environment kngws n!), wherej is an index, then this
means that the abstract namés leaked out. In th@-spi calculus, this means that the
environment may combine different protocol sessions, kimasving terms likg(ny, n2),
where{ng,n2} C yym(n) and the same abstract name is concretized into two different
p-spi names. For tackling this problem, we relax the conzagitin of abstract (ground)
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Table 9 Result ofpathggraph(Prot),end}(A,B,m),0)

a

new (ka) :: new(m) :: new(n) :: out({Bﬁnﬁm}kX) in(n)
b

newr (k) :: in({B,n(x).m(Z)}k;) : begirﬂ(x) (A,B,m(,) 12 OUteom(n(x,n's ) 2 in(n)

c

a:: outeom({B,n, m}k+,{Bl "'zx)’ml(3)} XM n({B,n, m(z)}k ) :begirﬂ(x) (A,B,m()) i: OUteom(n(x),n's) =2 in(n)

a: out({B,n,m}kX) in(n)
d

new (ka) :: in({B.n(x),é"(Z)}k;) i begirﬂ(x) (A,B, &) i OUteom(n(x),n's) 22 in(n)
e

b :: OUteom(n x)n %) Hin({B, nx),é"(z)}k;)::begirﬁ(x)(A.B,é"(Z)) OUteom(Nn(x), n'5 ) :: in(n)
C el Olteom(n(x), NS ) in(n)
a:out({B,n m}kX in(n)
d :: 0Uom(n(yn's) i in(n)
f

news (ka) ::in({&,ny }k :begirﬁ(x)(A,B.n(z) e:: OUeom(n (), n'5) 32 in(n)
g

b:: OUEOm(n(X, &) in({B, n(x }k :begirﬁ(x)(AﬁB,n(z)) €:: OUtgom(N (), n's) 2 in(n)

b:: OUEOm(n(X),ni(sz)) i in({Bﬁn(x),n(Z)}k;) i begirﬁ(x) (A,B,n() i €1 OUteom(n(x),n'5) 2 in(n)
c:g:ier Outom(ng), n'5) zin(n)
el oulom(niy,n's) iin(n)

a:out({B,n, m}k+) :in(n)
OUteom(n(x), ”5> in(n)

g OUteom(Ny x) n's) iin(n)
oukom( n's):in(n)
OU'Q:om( (x)» ,n’s) in( )
::oufcom( x) n'5) ( )
- g OU'com( n's)::in(n)
el Outgem(n x)n5) |n()

:rout({B,n, m}“X> rin(n)

I OUtom(n, 'S ) 22 in(n)

:g OUteom(N (), n's) :in(n)

i 2 OUteom(n (), N5 ) i in(n)
ouQUm(n(x),n'S)_:: in(n)

i 1 OUtom(n (), n's) :2in(n)
: oufcom( ) n'5) in(n)
212 OUteom(n(x),n'5) 1rin(n)

a:out({B,n m}kX)::in(n) £
OUtn (s 's) = in(n) d:
g: OUteom(N(x),n'5 ) 22 in(n) d::
::oukom( (x):n'8) zin(n) b::
b

c

c

: OUtgom(n( x) n'5) tin(n)

f
b::
b::
c:
C:li i OUteom(n(x),n's) i1 in(n)

a: out({B,n,m}kX) :rin(n)

f 2 OUteom(n(x),n'5) 22 in(n)

d 11 g2 OUleom(n,n'S) 2 iN(n)
d::i i outeom(n( x) n'5) 1in(n)

b i outeom(n,n's) :2in(n)
b:re:g: outmm(n(x)ﬁni.%) in(n)
el
c:

1 OUteom(n(x),n's) 12 iN(n)
€19 OUtom(n(x),n's) in(n)

OO0 oToToTaQ - 9
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terms as follows so as to concretize different occurrenéésensame abstract name
into the samep-spi name only when they occur within an integer componehtckv
cannot be forged by the environment. Functygn : ¢,G — {G,...,Gn} is defined as
follows:

Yirm (V) if G=v
{(G1,G2) [ G1 € Yenv(%,G1) A G2 € Yeny(%,G2)} if G = (G1,G2)
Yerv (€, G) = ¢ {{G}v | G € Yeny(€,G) A VE Yeny(%,v)} if G={G},
A outputnodeg?)) F v
Virm (G) otherwise

The following lemma says thatn, (¢, G) containsyym(G).

Lemmal (Term Concretization). For every termG and causal grapl¥’, yum(G) C
yenv(cgv G)

Proof. We reason by induction on the structuretf

Base CaseThe base case 8= v, which is trivial since, by definition ofen,, we have
thatYeny (4,v) = Yirm(v) for any%.

Inductive Step Letus suppose th& = (G1,Gy), for someGs, Gy. By definition ofyim,
for every(G1,G2) € Vum(G), there exist® such tha{G1,Gz) = (G1, G2)o and thus
G1 = G10 andG; = G,0. Therefore, we have th& € yim(G1) andG; € Yim (G2).
By induction hypothesigz1 € Yen (%, G1) andGs € yim (%', G2) for any® and, by
definition ofYeny, (G1,G2) € Yenv (%', G), thus getting the result.
The proof for pairs and ciphertex{§’},, whereoutpu{node$%)) I- v, follows the
same reasoning. § = {G’}, andoutpui{nodes$%’)) I/ v then, by definition ofeny,
Yenv(%,G) = Yrm (G) for any ¥, as desired.

The next lemma says that if there exists a binding betweerptajoi terms, then there
exists a binding between their abstractions.

Lemma 2 (Binding).Let% be a causal graph, G and lg-spi termsG andM abstract
terms such that G Ven (%,G), M € yem(M) and bindM, G) #1. Then3G' such that
bind.ps(M,G) = G/, 0 = substG’) andG € yym(Mo).

Proof. By induction on the structure df.

Base CaseWe have two cases, depending on whetfldés a variable or a name:

— LetM = xandG = v. By definition ofyym, andyeny, M =x andG = v, for somex
andv such thak € Yim(x) andv € Yeny(%,v) = Yim(v). By definition ofbind,ps
andsubst bind,ps (x, v) = v(,) andsubstv,) ) = [[v]x)/x]. By definition ofyim,
V€ Yim([V](x)), s desired.

— Let M = a and G = a. By definition of yym, M = v, for somev such that
a € Yym(v). Similarly, by definition ofyen,, G = v/, for somev’ such thata €
Yerv (€,V') = Yem (V). If @ Mz U IDU K U Kz, then|v] = [V'] and, by def-
inition of bind,ps, bind,ps(v,v') =V, as desired. lae Mz UTDU K U XKz,
thenv or v/ may be the messag@and the reasoning is similar.
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Inductive step We have two cases, depending on whetflds a pair or a ciphertext:
— LetM = (M1,M3) andG = (G;, Gy). By definition ofyyn, there exisMy, M, ¢’
such thatM = (M1, M3) andMac’ = M. By definition ofyeny, there exisGy, G2
such thatG = (G1,G2), G1 € Yenv(%,G1) and G2 € Yeny (€, Gz). By defini-
tion of functionbind, bind(M, G) = bind(M1,G1) W bind(M2,G;). By induc-
tion hypothesis there exi€i; = bind,,s(M1,G1) and G5 = bind,ps(M2, G2)
such thatG; € Yum(M101) andG; € yym(M202), Whereo; = substG)) and
02 = substG)). SinceMa’ = M andbind(M, G) #1, it turns out that for every
v e domo1) Ndom(02), 01(v) = 02(v). Thuso = 01 W02 #1 and(G1,Gy) €
Yim ((M1,M2)0), as desired.

— LetM = {M'},, andG = {G'}4,, with @ = ay. By definition ofyim, there ex-
istsM’,v1,0” such thaM = {M'},, andMa” = M. By definition ofyen,, there
existsG’,v2 such thatG = {G'},,. We have two cases: eithentpu{node$?)) ¥
vo, and thus{G'}a, € Yrm({G'}v,), or outpu{nodes$?’)) - vo, and thusG’ €
Yenv(G') andaz € yym(v2). In the former case the result is immediate. In the
latter case, the proof is similar to the one for pairs. Notie if a7 = a, then
eitherbind,ps (V1,v2) #1 or bind,ps (v1,v2) #7.

The following lemma states that causal graphs are a sourithatisn of p-spi con-
figurations as far as secrecy is concerned. In particula,nfessag& is known to
the environment associated with thespi configuration's, P), namelyst G, then an
abstractionG of G is known to the environment in the causal graph abstragsrig).

Furthermore, every integer componentGris associated with an output mand the
instantiation of messages occurring therein is consistent

Lemma 3 (Abstract Environment). Supposés, P) € yhet(%') and s- G. TherdG such
that the following statements hold:

1. outputnodes$?’)) F G and G€ Yeny (%€, G)

2. if bind(G,M) #1 and M € yym(M), then3Gjap such that bing,s(G,M) = Gjap,
0 = substGjap) andG € yym(Mo)

3. VG €int(%,Gjap), Jout(G”).P” € node$%’) and G’ such that
(a) [G] € termg|G" )

(b) s=ty:...utr_p i out(GY) ity L ity
(c) Vie[1,n],3Qi € nodes?), S € pathg%,Qi,0),(S,0i) € Ypset(Si) SL.S=Sj
tj, with j <i

(d) Qr € threadgP”)

(e) Leto be the least substitution such tf@t= (Mo)oy. If o1 (v) = n andy(©t(E")-PK) ¢
termgG'), theno, (T€(G”)) =n

Proof. By induction on the derivation af- G.

Base CaseWe have four cases depending on the derivation rule applied,(PuBLIC
KEYS, ENEMY KEYS Or ENV):
OuT The judgemenst G is proved by @T ands=1t; ::... i t—1 1 OUYG)
~oitpr L D tn. Since(s,P) € Yoe(€), the first condition in the definition
of ynet proves item 3c. By definition of functigmaths we have thabut(G).P €
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node$%’) andQ; € thread$P), with G € yum (G). Thereforeoutpu{nodes$?’)) -
G and, by Lemma 1G € Veny (%', G), thus proving item 1. By Lemma 2, item 2
holds as well. Finally, item 3 is trivially satisfied sincé iateger components
in G are output by the same process(G).P.

PusLiC KEYS, ENEMY KEYS, ENV By ENV MsGoutpu{node$?)) - & anda e
Yenv (%', &), whenever is a public key, an enemy key, an identity or a message
generated by the environment. Item 2 is proved by Lemma 2 prbef of the
third item is trivial since, for any such thafv] = &, int(%,v) = 0.

Inductive Step We have four cases according to the last derivation ruleeg iR,

PAIR DES, DECRYPTIONOr ENCRYPTION):

PAIR, PAIR DES, DECRYPTION The thesis is straightforwardly proved by induc-
tion hypothesis.

ENCRYPTION Let us suppose th& = {G'},,, with s+ G’ andst V. By induc-
tion hypothesis, there exi§t andv’ such thats’ € Yeny (¢, G'), V € Yenv (€,V),
outpuinode$?’)) - G’ andoutpu{nodes$%’)) - v'. By ENCRYPTION, we have
that outpu{nodes$%’)) - {G'},, and, by definition ofyen,, we get{G'}, €
Yenv(%,{G'}/), thus proving item 1. ltem 2 is proved by Lemma 2. Ggf, =
{G1}y,: sinceoutputnodes$®’)) - vi, int(€,{G1 },) =int(€,G1) Uint(€,v1)
and item 3 is trivially proved by induction hypothesis.

The next definition introduces the notion of path set appnation, which is used in
Lemma 4 for proving that cycles may be soundly abstracted;awaycle-invariant
causal graphs.

Definition 11 (Path set approximation).We say thats’ is an approximation ofs,
written § < &', if and only if

1. for everys' :: out(Gy) :: incom(Gz, G) € ' there exists € § such that:
— eithers=+¢
—ors=s"0ut(Gy) :: incom(Gs,G) 1 s”, for somes” and Gz, ands’ - (v, j) =
(V/,j") andv € msg$G1) implys = (v,i) = (v, ), with |s| =iand|s'| = j.
2. foreverys' :1in(G) € §', there exists € § such that:
— eithers=+¢
—ors=5":in(G) s, for somes”, ands = s’ :: out(Gy) :: iNcom(Gs, G) :: ",
for somes”, ands’ - (v, j) = (v, J') impliess - (v,i) = (V/, }'), with|s| =i and
Is'l = I

Lemma 4 (Cycle-invariant causal graphs)Let % be a cycle-invariant causal graph
andout(G1).P1 G—l — Q andin(M).P— com(G) | — Q be edges ir¥.

For everys € pathg%,out(G;).P,0) there exists’ € path§%’, Q, 0) such thats’ < S.
For everysS € pathg%,in(M).P,0) there existss’ € pathg%’,Q,0) such thats’ < 5.

Proof. We prove the first item as the proof for the second one is sinhiét us suppose
that there exists a cycle in the causal graph containingdgeie(M).P—m —
Q. Otherwise, the thesis is trivially satisfied. More forrgathere existsS € pathg%,
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out(G1).P,0) suchthats’ = {s € 5 | Is1,s2 S.t.s =51 :: OUL(G1) :: iNcom(GY, G) i s2} #
0.

By definition of functionpaths sy :: out(Gy) :: iNcom(G}, G) 1 's2 € ' if and only
if there existE,S” € path§%,Q, E) such thats; :: out(Gz) :: incom(G, G) € S”. By
definition of functionpaths S € pathg%’, Q,0). Sinceg is cycle-invariant, there exists
s’ =s1 1 0ut(Gy,GY) :1in(G) i1 s, € §' such thas' + (v, j) = (V,j’) andv € msg$G1)
imply st (v,i) = (v, J'), with |s| =i and|s’| = j, thus proving the thesis.

The next proposition states that if a configuration is areims¢ of a causal graph guar-
anteeing authenticity, the trace in the configuration gui@es weak authenticity. In
the following, we writet; :: ... :: t, C s to say that there exist,...,S,+1 such that

S=sS it US It St

Lemma5 (Authenticity). If (s,P) € yhet(¢) and € guarantees authenticity, then s
guarantees weak authenticity.

Proof. By condition(i) in the definition ofyet, if 3i suchthas=s; :: end'Gl (A/B,Gy)

$ then there exisQ € node$?’), S € pathg%’,Q,0) such that, for every € §, there
existss' C s; such thas' :: end (A, B,M) € Ypan(s). Since the causal graph guarantees
authenticity, there exigb;, Gz such thas’ :: end; (A, B,Gz) € § guarantees authentic-
ity. Thus there exisG}, G,,s],s, such that’ = :: begirh,l (A,B,G)) ::sh, G1 >~ j G}
andGy =~ j G,, where|s, :: begirg,l(A, B,Gb)| = j and|s' - end; (A,B,Gz)| =i. By
definition ofy,an, the abstract messages occurring in the begin and endiassdrave
the same instantiation and thisgirl (A,B,M) € s as desired.

Theorem 1 (Soundnesslf graph(P) = %, then(g,P) € Ynet(€).

Proof. Trivial, by definition ofy,e: and by observing that the trace in the configuration
is empty.

The preservation theorem states that the set of configneatibstracted by a causal
graph is closed under process reduction. This means thatlcgtaphs are a sound
model for statically reasoning on security propertiep-@pi processes.

Theorem 2 (Preservation)Let ¢ be a cycle-invariant graph. Is,P) — (s,P’) and
(S,P) € Ynet(%), then(s,P’) € Ynet(%).

Proof. The proof proceeds by induction on the length of the dewafor (s,P) —
(¢,P'):if Pis a parallel composition or a process with identifier thig/rteke several
steps. The base cases are given by the remaining transitem Binces, P) € ynet(€),
withs=1t; ;... I th, we have that

1. Vi € [1,n],3Q; € nodes$?), S € pathg%,Qi,0),(S,0i) € Ypset(Si) s.t.§5 = §j
ti, with j <i
2. ¥Q e threadgP), Ji € [1,n],0s.t.Q=Qi0 A oWGC; #7] }
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‘ New (s,new(n).P) — (s:: new(n),P) ‘

For proving(s:: new(n),P) € yhet(%), we have to prove the two conditions in the defi-
nition of yet.

Condition(i) Since(new(n).P,s) € Ynet(%), there exist € [1,n] andQ; = new(n).P €
nodes$%’) such thamew(n).P = new(n).Pao, for someco such thato w g; #7. By
definition of causal graph, ifew(n).P € node$%), then there exist € nodes$%)
such thaQ € thread$P) andnew(n).P — Q € edge$%’). By definition of function
paths S :: new(n) € pathg%,Q,0). By functionypse, (S :: newn),o; U [n/n]) €
Ypset(Si = new(n)), thus proving conditiori).

Condition(ii) Sincenew(n).P = new(n).Pa, we getP = Po ando W (a; U [n/n]) #7,
as desired.

Thus (s:: newn),P) € y,et(%), as desired. The reasoning for key-pair restrictions is
similar.

Struct (s,p.P) — (s p,P), '
with p € {out(G), beging (A1,Gp),endg, (A,1,G2)}

As before, we prove distinctly the two conditions f@r: p,P) € Yhet(%).

Conditior(i) Since(s, p.P) € ynet(¢), there exisi € [1,n] andQ; = p.P € nodes$%)
such thap.P = p.Pag, for someo such thabwa; #7. By definition of causal graph,
if p.P € node$%), then there existQ € node$%’) such thaiQ € thread¢P) and
p.P — Q € edge$?). By definition of functiorpaths S :: p € pathg %, Q, 0). Since
p.P = p.Pao, we have thap = po: by definition of functionypset, (S :: p,oUG;) €
Yoset(Si 2 p), thus proving conditioti).

Condition(ii) Sincep.P = p.Pa, we have thaP = Pag, as desired.

Thus(s:: p,P) € Ynet(€), as desired.

‘ In (s,in(M).P) — (s::in(Ma),Pao), with o = bind(M, G) ‘

Since(s,in(M).P) € vhet(¥), by condition(ii) there existl andP such thain(M).P €
node$%’) andM € yym(M). In the following, we reason on an arbitra@y thread¢Po).
By Lemma 3, ifsk G, then there exists a tersuch that

1. outputnodes$?’)) F G and G€ Yeny (%€, G)
2. 30, Gjap such that bingys(G, M) = Gjap, o = substGiap) andG e ytrm(MO")
3. VG €int(%,Gjap), Jout(G”).P” € nodes?’), G’ and Ssuch that

(a) |G'| etermq|G"|)

(b) s=ty:...utr_pout(GY) it L ity
(c) Vie[1,n],3Qi € nodes?), S € pathg%,Qi,0),(S,0i) € Ypset(Si) SL.S=Sj
tj, with j <i

(d) Qr € threadgP”) _
(e) Letoy be the least substitution such th& = (Ma’)o;. If o1(v) = n and
v(eut(&")-P.) ¢ termgG'), thena, (Td(G”)) =n
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By definition of causal graph, there exifsc node$%) such thatQ € threadgPd’),
in(M).P — Q € edge$?’). As before, we prove the two conditions for
(s:1iN(M0),P0) € Ynet(€).

Condition(i) Since(s,in(M).P) € ynet(¢), by condition(ii ) applied on the source con-
figuration, there exists; € path§%’,in(M).P,0), S such that§ € Ypset(Si) and
in(M).P = in(M).Po”, for someco” such thato” & o; #1. By definition of ypset,
(§ :1in(M0o),01 W0” W0j) € Ypset(Si i iIN(Ma’)), whereo is the instantiation of
the received messag@gas defined in item 3e of Lemma 3.

We now reason on the arbitray € int(¢,Gjap) of item 3 and we prove that
(S :1in(M0o),01W0") € Ypset(Sr i iNcom(G',Ma")). By definition ofynet, (S,0r) €
Yoset(Sr). By item 3e of Lemma 3, it is easy to verify that the equalitpsivaints
introduced by NTER-BIND are preserved by the instantiation of the received
message. The equality constraints introduced WyER-MATCH are satisfied as
well, since the pattern-matched naméas the same instantiation in bathand

01, the instantiation of the corresponding restriction is shene both inS; and S

and so, by definition of,et, the actions occurring in the same thread and preceeding
the restriction are instantiated in the same way.

Notice thats, € pathg%,out(G”).Qr,0) does not necessarily mean th§t €
pathg%,out(G").Qr, {in(M).P — Q}). However, by Lemma 4, we can
take somes’ € pathg%’,Q,0) such thatS,, < 5. By Definition 11,5’ satisfies the
equality constraints i/, as desired. By repeating the same reasoning for the other
integer components, we get the result.

Condition(ii) This condition is trivially satisfied by considering the stitution o1 W
o’ waoi.

Thus(s::in(G),Pa) € ynet(¥), as desired.

The proof for the replication is straightforward sineg P) — (s, P|!P) andthreadgP) =
threadgP|!P). The proof for the inductive step follows straightforwardom the in-
duction hypothesis.

Finally, we give the theorems stating that causal graphstitate an abstract model
where secrecy and authenticity can be soundly verified. Bxétheorem says that if
% is the causal graph associated withand ¢’ guarantees the secrecy afthenP
guarantees the secrecy of any concretization of

Theorem 3 (Secrecy)Let P be a process and a cycle-invariant causal graph s.t.
¢ = graph(P). If ¥ guarantees the secrecywthenP guarantees the secrecy of any

V E Vtrm (V).

Proof. Straightforwardly by Lemma 3 and Theorem 2.

As mentioned in Section 2.3, we assume that each bound naheepinotocol specifica-
tion has a distinct canonical representative; this helpi§peg the secrecy of messages
as, fixed a protocol session, every message has a differstrtaetion in the causal
graph. For instance, the causal graph of Example 3 guasatiteesecrecy ofr and,
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consequently, the protocol of Example 1 guarantees thesgaf the authenticated
message in every protocol session. The next theorem sthattssatiisal graphs are a safe
abstract interpretation of authenticity.

Theorem 4 (Authenticity) Let P be a process ar@ a cycle-invariant causal graph s.t.
% = graph(P).

— If ¥ guarantees authenticity, th@guarantees weak authenticity.
— If ¥ guarantees authenticity aRds nonce linear, theR guarantees strong authen-

ticity.

Proof. Directly by Lemma 5 and Theorem 2. Notice that sifitis nonce linear, then
for everyse T(P), end,(l,J,M) € sandend, (I’,J’,M’) € simply n # ', thus getting
the desired injectivity property.

This means that causal graphs, which express the causadg@process events, are
a sound (and decidable) model for proving weak authentighife the freshness of

authentication requests, namely the condition distingogweak from strong authen-
ticity, may be directly verified on the syntax pfspi processes.

D Variable Instantiation with Ciphertexts

In this section we relax the assumption that variables alg instantiated by names.
The reason for this assumption is preventing the number déson the causal graphs
from diverging, which happens if variables are instantatith a possibly infinite num-
ber of ciphertexts. An effective solution to this problentddguarantee that the number
of ciphertexts generated by trusted principals is finitetarabstract away from the ones
generated by the environment. We introduce the new synteategory of ciphertext
variables, ranged over b @, . These variables can only be instantiated by cipher-
texts: as mentioned in the paper, we assume that names dretteigts are tagged so
as to distiguish them. If ciphertext variables are not epieg within the process, then
it is easy to see that the number of ciphertexts generatetéprocess is finite. We
do not find this over-approximation too inconvenient sinestad encryptions are ex-
pensive and typically avoided and, in fact, in most protegoincipals simply forward
ciphertexts since the binding between different ciphéstésxgiven by some secret such
as a nonce or a key (e.g., Kerberos [28]). Furthermore, fpsoximation does not rule
out protocols where a principal generates a nested enorytitat does not contain any
ciphertext (e.g., Needham Schroeder symmetric-key [27]).

In order to abstract away from the ciphertexts generatechéyehvironment, the
special messag€ now abstracts over all terms possibly known to the envirammet
only the initially known ones.

D.1 p-spicalculus and causal graphs

We start by extending functiohind in order to allow for the instantiation gf-spi
variables with either names or ciphertexts.
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bind(a,a) =[]

bind(x,a) = [a/X]

bindg }) [{G'}a/E]
(

9)

9

g,
bind((M,M’),(G,G')) = bind(M, G) wbind(M’,G’)
bind({ }a,{G}a bind(M, G)
bind(M,G) =1 otherwise

Second, we do the same for functibimd,ps:

ZZHH

bindabs(vl,vz) =V if either [Vﬂ = [Vz]
or ([Vll =& N [Vﬂ € {I7k|+vk|E7kE|akEvg})
or ([VZ] =& N [Vl} € {I7k|+vk|E7kE|akEvg})

bind,ps(x,a) =

bind,ps(E,{G}v ) {G}V o maps each namein {G}, to ag,) for some fresfg;

bind,ps((M, M), (G,G")) = (G1,G2) if bind,ps(M,G) = G1 A bind,ps(M’,G') = Gy

bindabs({M}W{G}v’) {Gl}vz if bindabs(MvG) =G1 A _
(bind,ps(V,v') #1 Vbind,ps(v,v') #1)

bind,ps(M, G) =1 otherwise

Notice that each namein the ciphertext replacing variabkeis mapped tas,), for
some fresh variabl&;. This allows for tracking session messages within the vecki
ciphertext. Functiosubstis extended accordingly so as to yield a substitution mappin
each ciphertext variable to the corresponding ciphertextpreventing the number of
nodes from diverging, we require in functigmaphthat ciphertext variables are only
instantiated by ciphertexts whose encryption key is unkntmthe environment. This
way we prevent variables from being instantiated by the itginumber of ciphertexts
generated by the environment, yet allowing for their instdion by the finite number
of ciphertexts generated by trusted processes.

threadgP) C A

p.P € AL A Q€ threadgP) A p #in(-)
=QeN ApP—-QcE

in(M).P € AL A outpu{A)) = G A bind,ps(M,G) =G’ A 0 =subs{G') A Q € threadgPo) A
Gy €int(A,,G") A {P1} =indexG1) A {Gz}y, € range(c) = outpuiA() ¥ v

= {Q,com(G)} C AL A {in(M).P — com(G), Py & com(G), com(G') - Q} C E

Finally, we need to refine the concretization functiggs andyeny. Their definition is
the same as in Table 4, apart from the concretizatiofi.of

Yim (€, &) = IDUKT UMz U Kz U{G | G € Yerv(€,G) A outpunodeg?)) -G A G#£ &}
Yerv(€,8) = IDU KT UMgU K U{G | G € Yern(€',G) A outputnodes?)) -G A G# &}

D.2 Proofs of soundness and safety

Lemma 1 is modified according to the definitionygf, .
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Lemma 6 (Term Concretization).For every ternG and causal grapl¢’, yum (%, G) C
yenv(cva>-

Proof. The proof is similar to the one of Lemma 1.

In the following, we say that a terid is &-free if and only ifv € payload(M) implies
|v] # &, wherepayload is defined as follows:

{u} if M=u
payload(M) £ { payload(M;) U payload(M,) if M = (M1, M)
payload(M’) if M={M'}

Furthermore, we say that a teighis a&’-unfolding ofG in ¢, writtenG’ € unfold(¢’, G),

if G’ is obtained fronG by replacing some occurrences®fin G with some message
[G"] such thabutpu{node$%’)) - G”. Lemma 7 is similar to Lemma 2: the only dif-
ference is that we require the abstract téfino be&-free. Notice that input patterns in
causal graph generated fronpapi process are always-free.

Lemma 7 (Binding).Let% be a causal graph, G and lg-spi termsG andM abstract
terms such that & Yeny(%,G), M € Yym(M), bind(M,G) #1 and M is&-free. Then
3G’ € unfold(¢, G) such that binghs(M,G') = G”, 0 = substG"), andG € Yym(M0).

Proof. By induction on the structure df.

Base CaseWe have two cases, depending on whetfldés a variable or a name:

— LetM =xandG = v. By definition of functionym, M = x, for somex. We have
two cases, depending on whetl@@is a name or a ciphertext. @ is a hame,
then eitherG = v, for somev such thatn € Yen, (%, v), or G = &. The thesis
derives directly from the definition of functiobpind,,s. If G is a ciphertext,
then the reasoning is similar.

— LetM = aandG = a. We have two cases, depending on whethet v, for
somev such tha@ € Yeny(%,v), or G = &. In the former case, the proof is as
in Lemma 2. Sinc@ € Yeny (%, G), if G = &, then there existg € unfold(%, &)
such than € yym (%, v), as desired.

Inductive Step We show the proof for the case whevkis a ciphertext in that the
remaining cases are similar.

— LetM = {M'},, andG = {G'},,, withag = ay. SinceM is &-free, by definition
of Vum there existM’,v1,0” such thatM = {M'},; andM € y;m(%,M). We
have two cases, depending on whetlieis a ciphertext or8’. Suppose that
there existG’, vz such thatG = {G'},, G’ € Yen (¢, G') andaz € Yim (€, v2).
(If G= &, then there exist&’ # & such thaG € yen (¢,G’) and thusG’ is a
ciphertextas well.) Itis easy to see thatif= a, then eithebind,ps (v, v2) #7T
or bind,ps(v1,vz) #1. By induction hypothesis, there exist§ € unfold(¢, G')
such thabind.ps(M’,G"”) = G"”, 0’ = substG”) andG € yym(¢,M'0’). The
thesis follows directly from the definition dfind,,s andym.

Since processes do not encrypt ciphertexts received fremetwork, it is easy to prove
that if outpu{node$?’)) - G thenoutpuinodes$®’)) - G’ for everyG’ € unfold(%,G).
The rest of the proof is similar to the one in Section C.
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