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Abstract Information flow and non-interference are popular concepts for ex-
pressing confidentiality and integrity properties. We present the first general def-
inition of probabilistic non-interference in reactive systems that includes a com-
putational case. This case is essential to cope with real cryptography, since non-
interference properties can usually only be guaranteed if the underlying crypto-
graphic primitives have not been broken. This might happen, but only with negli-
gible probability. We show that our non-interference definition is maintained under
simulatability, the notion of secure implementation of modern cryptography. This
allows secure composition of systems and yields a general strategy for including
cryptographic primitives in information-flow proofs. As an example we study a
cryptographic firewall guarding two honest users from their environment.

1 Introduction

Information flow and non-interference are powerful concepts for expressing the
confidentiality and integrity requirements that a program or a cryptographic pro-
tocol should fulfill. The term “absence of information flow” illustrates the confi-
dentiality view: One requires that no information flows from a secret system part
or data item into a less secure system part or data item, or from users with high
confidentiality needs to less trusted users. The term “non-interference” illustrates
the integrity view: One requires that no untrusted information should interfere with
data items with higher correctness needs, or that highly trusted users are not mis-
informed or bothered by such information.

The concept of information flow was first investigated for secure operating
systems by Bell and LaPadula [8] and by Denning [17]. Subsequently, various
definitions have been proposed that rigorously specify when information flow is

* A preliminary version of this paper appeared at ESORICS 2002.



considered to occur. The first, named non-interference, was introduced by Goguen
and Meseguer [22,23] to analyze the security of computer systems. Their work
was limited to deterministic systems; nevertheless, subsequent work is still based
on their ideas. Afterwards, research focused on non-deterministic systems. The
main distinction is between probabilistic and possibilistic behaviors. Beginning
with Sutherland [64], the possibilistic case was treated in [45,69,49,71,40], while
definitions handling probabilistic and information-theoretic behaviors were pro-
posed by Gray [29,30] and McLean [47]. Clark et. al. showed in [14] that possi-
bilistic information-flow analysis can be used to check for probabilistic interfer-
ence in certain cases.

For reasoning about real cryptographic systems, we need probabilistic be-
haviors. On this probabilistic side, Gray’s definition of “Probabilistic Non-
Interference” of reactive systems stands out. It is closely related to the perfect case
of our definition, but it does not cover computational aspects, which are essential
for reasoning about systems using real cryptographic primitives. As an example,
consider an arbitrary public-key encryption scheme. Obviously, an adversary with
unlimited computing power can break the scheme by computing all possible en-
cryptions of every plaintext and comparing the results with a given ciphertext.
Moreover, even polynomially bounded adversaries may have a very small, so-
called negligible probability of success, e.g., by trying just a few encryptions of a
few plaintexts. Thus, cryptographic definitions usually state that every polynomi-
ally bounded adversary can only achieve its goal with a negligible probability. We
present the first general definition of non-interference for this computational case.
Thus, non-interference properties can be expressed for reactive systems contain-
ing arbitrary cryptographic primitives, which is of great importance for extensible
systems like applets, kernel extensions, mobile agents, virtual private networks,
etc.

In contrast to other definitions, we do not abstract from cryptographic details
and probabilism a priori, e.g., by using the common Dolev-Yao abstraction [19]
or special type systems, but include the computational variant in our definition.
This enables sound reduction proofs with respect to the security definitions of the
included cryptographic primitives, such as an underlying public-key encryption
scheme. This means that every possibility to break the non-interference properties
of the system can be used to break the underlying cryptography. Moreover, we
show that our definition behaves well under simulatability, which is the common
concept in modern cryptography for defining a notion of secure implementation.
We show that non-interference properties proved for an abstract specification auto-
matically carry over to a concrete implementation if that implementation is correct
in the sense of simulatability. This theorem is essential since it enables modu-
lar proofs of large systems, i.e., proofs done for ideal systems not containing any
probabilism simply carry over to their real cryptographic counterparts. Moreover,
properties of these ideal systems could quite easily be proved with machine as-
sistance, so our theorem provides a link between cryptography and formal proof
tools for non-interference.



As an example, we present a cryptographic firewall which enables two honest
users to communicate with each other, but guards them from their environment,
and prove its desired non-interference property.

Further related literature. An important application of information flow is the
static analysis of program code with respect to certain privacy requirements. This
problem was first treated by Denning [18] using flow graphs on I/O variables. Re-
cently, type-based systems have been proposed [66,63,67,62] for detecting and
eliminating information flow in different kinds of languages. Some of these type
systems were proven correct by Sabelfeld and Sands [59,60], who presented a
semantic characterization of probabilistic bisimulation and used it to express non-
interference for multi-threaded and sequential programs. Formal soundness proofs
of security type systems in general have been pioneered by Volpano et al. [68].
Mantel and Sabelfeld [44] investigated the integration of security properties of
programming languages and abstract-level properties of information flow, provid-
ing an interesting overview of how models of different security properties can be
combined to increase the relative power of their analysis. Moreover, a tool for
automatically checking the information flow in concurrent languages has been de-
veloped by Focardi and Gorrieri [20] for a variety of information-flow models.

Today, there is no general definition of the absence of information flow, but
several of them coexist. Every definition has advantages and disadvantages, and
which one to take depends on the application area. Many of these definitions
have the shortcoming that they are not preserved under refinement, cf. [47,33,42];
moreover, special care must be taken concerning the composition of secure sys-
tem when reasoning about non-interference, see [45, 34,46, 48,50, 43, 16]. Further-
more, many definitions of non-interference were overly restrictive, so that many
useful systems did not fulfill them. This problem is often tackled by downgrad-
ing certain information, so that it may then leak from the system, see [53,72].
In some cases, the amount of leaked information can be rigorously defined using
information-theoretic techniques [52, 35].

Some recent research also investigated non-interference properties involving
real cryptographic primitives. Laud [36] presented a sequential language for which
he expressed real computational secrecy. Besides our work, this paper contains the
only definition of non-interference including a computational case. However, the
definition is non-reactive, i.e., it does not comprise continuous interaction between
users, an adversary, and the system. This is a severe restriction on the set of secu-
rity systems that can be handled. Further, encryption is the only primitive covered
there so far, i.e., other important primitives like authentication, pseudo-number
generators, etc. are not considered. Our definition is reactive and comprises ar-
bitrary cryptographic primitives. Volpano [65] investigated conditions for safely
using one-way functions in a programming language, but his underlying definition
does not express non-interference, but the secrecy of a specific secret. Abadi and
Blanchet [1] introduced type systems where asymmetric communication primi-
tives, especially public-key encryption, can be handled, but these primitives are
only relative to a Dolev-Yao abstraction [19], i.e., the primitives are idealized so



that no computational non-interference definition is needed. For a discussion why
the Dolev-Yao abstraction is not justified by current cryptography, see [54].

Outline of the paper. In Section 2 we briefly review the underlying model of
asynchronous reactive system. The original contributions are presented in Sec-
tions 3 to 5. In Section 3 we present our definition of non-interference. This in-
cludes extending the underlying model to multiple users. In Section 4 we show
that our definition behaves well under simulatability, i.e., secure implementation
does not change the non-interference properties. In Section 5 we present an ab-
stract specification and an implementation of a cryptographic firewall guarding
two honest users from their environment, and we prove that they fulfill our defi-
nition of non-interference. We conclude with a summary of our results and open
issues for future research.

2 General System Model for Reactive Systems

In this section we recapitulate the model for probabilistic reactive systems in-
troduced by Pfitzmann and Waidner in [55,6]. Several definitions will only be
sketched, whereas those that are important for understanding our new definitions
and proofs are given in full detail. All other details can be looked up in the original
paper.

In particular, we repeat the scheduling model in full detail because scheduling
is important for achieving non-interference: We cannot let the adversary schedule
everything and hence need special schedulers below. Cryptographic asynchronous
systems need two specific scheduling aspects compared with other asynchronous
system models: Schedulers are “normal” system machines, so that they schedule
with realistic knowledge, and different channels may be scheduled by different
machines, e.g., so that local submachines can be represented.

2.1 General System Model

Systems mainly consist of several interacting machines. Usually we consider real
systems containing a set M of machines {My,...,M,}, one for each user u from
aset M = {1,...,n}, and ideal systems containing only one machine {TH}.
Communication between different machines is done via ports. Inspired by the
CSP-notation [32], we write input and output ports as p? and p!, respectively. The
input and output ports in a port set P are written in(P) and out(P), respectively.
Connections are defined by naming convention: port p! sends messages to p?. To
achieve asynchronous timing, a message is not immediately delivered to its recip-
ient, but first stored in a special machine p called a buffer, where it waits to be
scheduled. This can be done by the machine with the unique clock-out port p<!. To
schedule the i-th message of buffer p, it outputs ¢ at p?!, see Figure 1. The buffer
then delivers the i-th message and removes it from its internal list. Most buffers
are scheduled either by a specific master scheduler or by the adversary, i.e., one of
those has the clock-out port. Ports p! and p?, in contrast to the other four port types
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Fig. 1 Naming of ports around a buffer. Later one can often abstract from the buffer and
simply regard q! and q7 as asynchronously connected.

occurring at the buffers, are called simple, and a simple machine has only simple
ports and clock-out ports.

The precise definition of machines is a variant of probabilistic state-transition
machines, similar to probabilistic I/0O automata as sketched by Lynch [39]. If a
machine is switched, it reads an input tuple at its input ports and performs its
transition function. This yields a new state and an output tuple. A probabilistic
transition function actually describes a finite distribution over the pairs of a new
state and an output tuple. Furthermore, each machine has bounds on the length of
considered inputs. This allows time bounds independent of the environment.

Definition 1 (Machines) A machine (for an alphabet %) is a tuple
M = (namewm, Portswm, Statesm, om, v, Inim, Finm)

of a machine name namey € X, a finite sequence Portsy of ports, a set
Statesy C X of states, a probabilistic state-transition function dy, a length func-
tion Iy : Statesy — (N U {oo})“"(P""tsM”, and sets Iniy, Finy C Statesm
of initial and final states. Its input set is Zy := (X*)lin(Portswl: the 4-th el-
ement of an input tuple denotes the input at the i-th in-port. Its output set is
O = (Z*)leut(Portsm)| The empty word, ¢, denotes no in- or output at a port. dy
maps each pair (s, I) € Statesm x I to a finite distribution over Statesp x Owm.

If s € Finmor I = (e,...,¢€), then dm(s,I) = (s, (e, ..., €)) deterministi-
cally. Inputs are ignored beyond the length bounds, i.e., om(s, I) = dm(s, I [, (s))
forall I € Zi, where (I[;,(s))i := Li[1,,(s), Torall i.

In the text, we often write “M” also for namey. In the following, the initial states
of all machines are a security parameter k£ € N in unary representation.

We only briefly state here that these machines have a natural realization as
probabilistic Turing machines, which is used to define runtimes [6].

A collection C' of machines is a finite set of machines with pairwise different
machine names and disjoint sets of ports. All machines start with the same security
parameter k. Let further ports(C') denote the set of all ports of all machines in
C. The completion [C] of a collection C' consists of all machines of C' and the
buffers needed for all the ports in . The free ports free(C) in a collection are
those to which no other port in the collection connects. A collection (' is closed
if its completion [C‘] has no free ports except a special master clock-in port clk?.



The machine with this port is the master scheduler, to which control returns as a
default.

For a closed collection, a probability space of runs (sometimes called traces
or executions) is defined. The machines switch sequentially, i.e., there is exactly
one active machine M at any time, called the current scheduler. If this machine
has clock-out ports, it can select the next message to be scheduled as explained
above. If that message exists, it is delivered by the buffer and the recipient is the
next active machine. If M tries to schedule multiple messages, only one is taken. If
it schedules none or the message does not exist, the master scheduler is activated.

Formally, runs are sequences of steps defined as follows (where the state-
transition function of buffers is as explained above).

Definition 2 (Runs) Given a closed collection ' with master scheduler X and a
security parameter k, the probability space of runs is defined inductively by the
following algorithm. It has variables r for the run under construction and Mcs
for the current scheduler, and treats each port as a variable over X*. Here r is an
initially empty list, Mcs a machine name initialized with X, and all port variables
are initially e except for clk“? := 1. Probabilistic choices only occur in Phase 1.

1. Switch current scheduler: Switch machine Mcs, i.e., set (s, 0) «— dmcs (s, I)
for its current state s and in-port values I. Then assign e to all in-ports of Mcs.

2. Termination: If X is in a final state, the run stops.

3. Buffer new messages: For each simple out-port q! of M¢s, switch buffer g with
input g7 := q!, cf. Figure 1. Then assign e to all these ports q! and q 7.

4. Clean up scheduling: If at least one clock out-port of Mg has a value # e, let
q¥! denote the first such port and assign ¢ to the others. Otherwise let clk*? := 1
and M¢s := X and go back to Phase 1.

5. Deliver scheduled message: Switch buffer g with input q9? := q9! (see Fig-
ure 1), set q? := q“! and then assign e to all ports of q and to q!. Let
Mcs := M’ for the unique machine M’ with q7 € ports(M’). Go back to
Phase 1.

Whenever a machine (this may be a buffer) with name namey is switched from
(s,I) to (s',0), we append a step (namewm,s,I’,s’,0) to the run r for I’ :=
Iy, (s), except if s is final or I’ = (e,...,¢). This gives a family of random
variables

rung = (Tun g )ken.

For a number [ € N, the [-step prefix of a run r is the list of the first [ steps.

Next we define what a machine (e.g., an untrusted user in a non-interference defi-
nition) sees in a run and what events happen at a set of ports, and the probabilities
of such views and events.

Definition 3 (Views and Restrictions to Ports) The view of a set of machines M in
a run r is the subsequence of all steps (namewm, s, I, s’, O) where namey is the
name of a machine M € M. The restriction r[s of arunto aset S of ports is a
sequence derived as follows: First only retain the inputs and outputs, (I, O), from



each step, and further restrict 7 and O to the ports in .S. Then delete pairs where
both I and O have become empty.

The corresponding families of random variables (in the probability space over
the runs) are denoted by

A ~

view (M) = (view 4 ;. (M))ken and

run gl s= (runé_’k [s)ken.

With an additional index I, we denote the I(k)-step prefixes of the views and re-
strictions.

For a one-element set M = {H} we write view & (H) for view 4 ({H}).

2.2 Security-specific System Model

For security purposes, we have to define how adversaries and honest users connect
to specified machines of a collection. First, an adversary may take over parts of the
initially intended machines. These machines are then absorbed into the adversary,
and the remaining machines form a structure. Formally, a structure is a collection
of machines in which one additionally distinguishes at which free ports honest
users can connect and expect some reasonable service (e.g., message transport in
a cryptographic firewall), and which ports are only used by adversaries. The for-
mer are the specified ports in the following definition. A valid honest user should
neither try to connect to the remaining free ports of a structure, nor, for unique
naming, have ports that already occur inside the structure. This is expressed by
forbidden ports.

Depending on which machines the adversary has taken control of, we obtain
different structures, and we call the set of all structures a system. Typically, a sys-
tem is defined by means of a so-called intended structure and a trust model. The
intended structure represents a benign world where each machine behaves as spec-
ified, and the trust model is then used to designate the potential sets of machines
which are considered to be under control of the adversary. An example of the typ-
ical derivation of these structures from an intended structure and a trust model
occurs in Section 5.

The ports connecting to a given port set P are expressed by the complement
notation P¢, e.g.,q! = q~7?, q91° = q97, q!° = q7 in Figure 1, and vice versa.

Definition 4 (Structures and Systems)

a) A structure is a pair (M, S) where M is a collection of simple machines called
correct machines, and S C free([M]) is called specified ports.

b) If M is clear from the context, let S := free([M]) \ S. We call forb(M, S) :=
ports(M) U S¢ the forbidden ports.

c) A system Sys is a set of structures. It is polynomial-time iff all machines in all

its collections M are polynomial-time.



A structure is completed to a configuration by adding machines H and A, modeling
the joint honest users and the adversary. As explained above, H does not have cer-
tain ports. A connects to the remaining free ports of the structure. Both machines
can interact, e.g., in order to model chosen-message attacks.

Definition 5 (Configurations)

a) A configuration of a system Sys is a tuple conf = (M,S,H,A) where
(M, S) € Sys is a structure, H is a simple machine without forbidden ports,
i.e., ports(H) Nforb(M, S) = (), and C := M U {H, A} is a closed collection.
For simplicity, we often write run cons and view C(mf(]\?[) instead of run 4 and
viewé(M)

b) The set of configurations is written Conf(Sys). The subset of configurations
with polynomial-time user H and adversary A is called Confpoly(Sys). The
index o1y is omitted if it is clear from the context.

3 Expressing Non-Interference

In this section we define non-interference for reactive systems as introduced in
Section 2. Information flow properties consist of two components: a flow policy
and a definition of information flow. Flow policies specify restrictions on the infor-
mation flow within a system. They presuppose the existence of security domains
S, between which information flow is either permitted or forbidden. Roughly, our
flow policies are graphs with the users as nodes. In the definition of information
flow, we want to express that there is no information flow from a user H z to a user
H, iff the view of H, does not allow to distinguish (perfectly or computationally)
any behaviors of Hy.

3.1 Multi-Party Configurations

In Definition 5, all honest users were modeled by a single machine H. For express-
ing non-interference between two users based on their individual views, we must
model different users as different user machines. Hence we first define multi-party
configurations. The only difference to normal configurations is that we have a set
U of user machines instead of the joint machine H.

Definition 6 (Multi-Party Configurations) A multi-party configuration of a system
Sys is a tuple (M, S, U,A) where (M,S) € Sys is a structure, U is a set of
machines called users without forbidden ports, i.e., ports(U) N forb(M, S) =0,
and the completion C' := [M U U U {A}] is a closed collection. The set of these
configurations is denoted by Conf™P(Sys), those with polynomial-time users and
a polynomial-time adversary by Confg‘oﬁy(Sys). We omit the indices mp and poly
if they are clear from the context.

Runs and views are automatically defined for multi-party configurations because
they are defined for all closed collections, here C.
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Fig. 2 A Typical Flow-Policy Graph Consisting of High and Low Users.

3.2 Flow Policies

We start by defining flow policy graphs independent of our model.

Definition 7 (General Flow Policy) A general flow policy is a graph F = (S,~)
with a non-empty set S and ~ C S x S. We use infix notation, i.e., we write
s1 ~> 8o for (s1,s2) € ~, and s; % so for the negation. We demand s ~» s for
all s € S.

A general flow policy is transitive if the relation ~» is transitive.

Intuitively, s; ~ s means that information may flow from s; to so, and sy 7 s
means that it must not. Transitivity means that whenever indirect flow is possible
from s; to so via some other elements, direct flow from s; to so is also permitted.
In this paper, we only consider transitive flow policies.

Example 1 The set S often has only two elements S = {L, H}, called low and
high users. The typical flow policy for this case is that information flow from high
to low users is forbidden, i.e., H -4 L, while L ~» L, L ~» H,and H ~ H; see
Figure 2.

This definition is quite general since it uses an arbitrary set S. We now refine it to
our model of reactive systems. The intuition is to define a graph on the users and
the adversary. However, a definition over the machine set U’ U {A} would depend
on internal details of the user and adversary machines. Instead, we designate each
user by the set of specified ports it connects to, and the adversary, who connects to
the remaining free ports of each structure, by a symbol adv.

Thus our flow policies only depend on the specified ports of the structures of a
system Sys.

Definition 8 (Flow Policy) A flow policy for a port set S is a general flow policy
(A,~)where A = I'U{adv} and I" = {S; | i € Z} is a partition of S for a finite
index set Z.

A flow policy for a system Sys is a mapping F that assigns each structure
(M, S) € Sys a flow policy ‘7:(]\7[,5’) for the set .S of specified ports. We require
that F i) only depends on S, and also write F.

Note that the adversary is explicitly included in the flow policy. This will be es-
sential to capture that, e.g., the adversary does not learn any information from an
honest user.

Some abbreviations will be useful.

Definition 9 (Additional Flow-Policy Notation) Given a flow policy F for a sys-
tem Sys, we write Ay oy, ~ (57 5)0 L 51,5y, aNd Z 5 g for the components of
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Fig. 3 Sketch of our Non-Interference Definition: Hy, tries to guess a bit that Hy tries to
transfer.

the flow policies Fit,s) and similarly Ag etc. If the structure or at least S is clear
from the context, we even just write A etc.

We assume without loss of generality that adv ¢ Z for every occurring index
set 7 and always define 72" := 7 U {adv}. Given a structure (M, S), we further
write S,q, := S and sometimes identify adv with S,q,. Then the node set A of a
flow policy 7y o, is identified with a partition of free([M]) with index set 729",

Given a structure (1, S) and a flow policy (A,~>) for S, the relation Sy % S
for two port sets Sy, Sp, € A intuitively means that no information must flow from
the user machines connected to Sy to the user machines connected to Sy, in any
configuration of this structure. With the identification we made, this also holds for
the adversary, who is connected to the port set S,y = S.

3.3 Definition of Non-Interference

We now define the semantics of the non-interference relation 4. Usually, express-
ing this semantics is the most difficult part of an information-flow definition. Given
our underlying model, it is a bit easier because we already have definitions of runs,
views, and indistinguishability. We first present the intuitive idea of the semantics
and give the formal definition afterwards.

Figure 3 contains a sketch of our definition of non-interference between two
users Hy and Hy ; one of them may be the adversary. Intuitively, H ;; should not be
able to transfer a bit, or even part of one, to the user H,. This is modeled as follows.
At the start of the run, abit b € {0, 1} is chosen at random and input to H ;. Perfect
non-interference means that Hy should not be able to change the view of H, at
all, so Hy, should be unable to output the bit b with a probability better than %
For statistical non-interference, we allow Hj, a small advantage in guessing the bit
b, modeled by a class SMALL of small functions in the security parameter k. For
computational non-interference, we only consider polynomial-time configurations,
and the advantage should be negligible; this is a special class of small functions.
The approach of guessing a bit is essential to extend the notion of non-interference
to the computational case. It is a fundamental concept in cryptography, so our
definition serves as a link between prior work in non-interference and security
definitions of real cryptographic primitives.
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Fig. 4 Main Parts of a Non-Interference Configuration. The ports of the master scheduler
X" and the two emphasized users Hz and Hy, are sketched.

Formally, to close the configurations, we add machines BIT ; and OUT , that
produce and consume the bit, respectively. They do this at ports pgi! and pg;,?
connected to special ports of Hy and Hy,.

The configurations with these bit machines will be called non-interference con-
figurations. Another characteristic of non-interference configurations is that the
different user machines and the adversary have no direct connections, because oth-
erwise they could trivially transmit the bit. Moreover, these configurations contain
a master scheduler X™-". It mainly schedules the users. Where correct machines
schedule each other is fixed in the structures, and which inputs to correct machines
are scheduled by the adversary must be taken as given after the trust model. How-
ever, some way is needed to transfer control between different user (and adversary)
groups even if they cannot interfere with each other. Here the master scheduler is
needed. Our specific master scheduler essentially performs round-robin schedul-
ing of users, when users get the control in the configuration at all, but lets the users
choose certain subsequent system inputs.*

The ports where the users get these master scheduling signals are called
master; 7. For the master scheduler to get control once a user was scheduled (to
prevent loops among a small user group and some correct machines), the users
have no clock-out ports. Each port p?! that a user H; would have according to its
set S; of specified ports is taken over by the master scheduler. Instead, H; gets an
output p®! to the master scheduler. When it is H;’s turn, the master scheduler reads
there whether H,; wants to schedule p next. This is shown in Figure 4 for a port
pl e S§.

! Instead of considering round-robin scheduling only, it is probably also sufficient for
most applications to consider schedulers with the following two properties: They are poly-
nomially fair [4], i.e., they ensure that each user is always scheduled after a fixed polynomial
number of steps, and their scheduling cannot be affected by previous inputs from the users
and the adversary so that it is not possible to transmit information by interfering with the
scheduler.



Definition 10 (Non-Interference Configuration) Let a system Sys be given and a
structure (M, S) € Sys. Let A be a permitted node set for a flow policy for S
with index set Z, and let H, L € 7°% with H # L. Let conf = (M, S, U™ A)
be a multi-party configuration with U™ = U U {BITg,0UT, X"} and U =
{H, | i € 7}, and let H,q, := A. We call it a non-interference configuration for A,
H, and L if the following holds.

a) Ports of Special Machines: The ports of BIT i are {mastergiT,, 7, pbit! p.?if‘!}.
The machine OUT , has only one port p;,,?. The master scheduler X"'" has
the following ports:

— {clk®?}: The master clock-in port.

— {master;!, master;! | i € 724 U {BIT 4 }}: The ports for fair scheduling
of the users, the adversary and BIT g.

= {p!| p € S}U{p;;,“!}: The clock-out ports that the honest users would
have had.

—{p°?,p°" | p! € SYU{p®L.?, p°ri 1 }: The ports for receiving scheduling
proposals from the users for the previous set of ports.?

b) Ports of Normal Users: The ports of H; withi € Z\ {H, L} are {master;?} U
(SE\ AP | p® € S7}) u{p®! | p?! € 57}, as explained above. Additionally,
H g has a port pyi:?, and Hy, has ports pg;,! and pohi!.3

c) Behavior of BITy and OUT : If BITy receives an input at mastergt,,?, it
chooses a bit b € {0,1} at random, outputs b at pyi;!, and schedules it by
outputting 1 at pyit“!. The machine OUT ;, does nothing on inputs at pf;, 7. (It
just “catches” the inputs to close the collection.)

d) Behavior of X"": The machine X"" maintains two flags start and
sched_demand over {0,1}, initialized with 0, and a counter cnt over the
index set 724", initialized with adv. Without loss of generality we assume
T := {1,...,n} and adv := 0, so the counter is defined over {0,...,n}.
Additionally, to allow for polynomial-time versions of X"-", it has a counter
steps and a bound P. (Formally this gives a family of master schedulers X%,
one for each polynomial P and for P = co.) If X" is scheduled, it behaves
as follows:

Case 1: Start of the run. If start = 0: Set start := 1 and output 1 at
masterg T, ! and at mastergT,, <.

Case 2: Schedule users. If start = 1 and sched_demand = 0, increment steps
if cnt = n and stop forever if steps > P(k). Set c¢nt := ent + 1 mod (n +
1) and output 1 at master.,:! and master.,; . If ecnt # 0, i.e., the clocked
machine is an honest user, additionally set sched _demand := 1 to handle the
scheduling demands of this user next.

Case 3: Handle scheduling demands. If start = 1 and sched _demand = 1,
output 1 at every port p*°! with p9! € S¢,, and for ent = L also at

cnt?

p*% i 1. Then test whether there was a non-empty input i at exactly one port

2 \We assume without loss of generality that there is a systematic naming scheme for such
new ports that does not clash with prior names.

3 The adversary always closes the collection; hence if H = adv or L = adv this also
holds for H.gy = A. The adversary always has the ports {master;?} U 5°.



p*?.4 If yes, output i at p?!, i.e., follow the user’s proposal. In both cases set
sched_demand := 0.

We denote the set of non-interference configurations of a structure (M ,S) for
given A, H, and L by Conf’y"; (M, S) and the subset of polynomial-time ones

n_in

by Con A,H,L,poly(Mv S). All non-interference configurations of a system Sys are

written Conf"-""(Sys) and Confps\" (Sys), respectively.

Now we can define the probability that the low user correctly guesses the bit that
the high user tries to transmit.

Definition 11 (Guessing Probability) For a non-interference configuration conf €
Conf’s"sr (M, S) of a structure (M, S), the guessing probability Pyess, cons 1S
defined as

Pyuess,conf = P(b= 0" | r  runconf k; b := r[p,1; 0" := T[Pffit?)'
This is a function of the security parameter k.

Several times we need notions that functions are small, e.g., the advantage of
the guessing probability over one half. Hence we define corresponding function
classes.

Definition 12 (Small functions)

a) The class NEGL of negligible functions contains all functions s : N — R>q
that decrease faster than the inverse of every polynomial, i.e., for all positive
polynomials @ 3ng Vn > ng : s(n) < ﬁ.

b) Aset SMALL of functions N — R is a class of small functions if it is closed
under addition, and with a function g also contains every function ¢’ < g. Typ-
ical classes of small functions are EXPSMA LL, which contains all functions
bounded by Q(k) - 2~* for a polynomial ), and the larger class NEGL.

Now we are ready to give the non-interference definition, i.e., the definition of the
semantics of a flow policy for a reactive system.

Definition 13 (Non-Interference) Let a system Sys, a structure (M, S) € Sys, and
aflow policy F = (A,~») with index set Z for (M, S) be given. For two elements
H,L ¢ 7°% with Sy & Sp, we say that (M, S) fulfills the non-interference
requirement NIReq r |,

a) perfectly, written (M ,S) Epert NIReqx p 1, iff for every non-interference
configuration conf € Conf’gf}f}yL(M, S) we have

1
Pguess,conf < 5

* More formally, X" first sends 1 at the first of these ports. The buffer either delivers a
message to X" or does nothing. In both cases X" is scheduled again, so it can send 1 at
the second clock-out port, etc. It stores all received messages in an internal array.



b) statistically for a class SMALL of small functions, written (1, S5)
Fsmvarr NIReqr p 1, iff for every non-interference configuration conf €

Conf’gf}}’L(M, S) there exists a function s € SMALL such that
1
Pguess,conf < 5 + S(k)

c) computationally, written (M, S) Epoly NIReqr p 1, iff for every

polynomial-time nc_)n—interference configuration conf € Conf’jf}}ﬁLﬁpoly(M, S)
there exists a function s € NEGL such that

1
Pguess,conf < 5 + S(k)

We write “=" if we want to treat all cases together. If a structure fulfills all non-
interference requirements NIReq z p ;, With Sy~ S, for a flow policy F, we

say it fulfills the requirement NIReq », written (M, S) | NIReqx. A system Sys
fulfills a flow policy F for this system if every structure (M, S) € Sys fulfills the
requirement NIReqf(M o We then write Sys = F.

4 Preservation of Non-Interference under Simulatability

The cryptographic variety of the notion that one system securely implements an-
other one is based on the concept of reactive simulatability [55]. Reactive sim-
ulatability essentially means that whatever might happen to an honest user of a
concrete system Sys,., can also happen to this user with a given ideal system
Sys;q. More precisely, for every configuration conf, € Conf(Sys,..), there exists
a configuration conf, € Conf(Sys;4) that yields an indistinguishable view for the
same user. We abbreviate this by Sys .. >sec Sys;q and say that Sys,., is at least
as secure as the system Sys,4. A typical situation is shown in Figure 5.

The notion of reactive simulatability serves as the culmination of a long line
of research done on (non-reactive) simulatability: Simulatability was first sketched
for secure multi-party function evaluation, i.e., for the computation of one output
tuple from one tuple of secret inputs from each participant in [70] and defined
(with different degrees of generality and rigorosity) in [26,27,7,51,11]. The idea
of simulatability was subsequently also used for specific reactive problems, e.g.,
[21,9,37,38,13], without a detailed or general definition. In a similar way it was
used for the construction of generic solutions for large classes of reactive problems
[26,24,31] (usually yielding inefficient solutions and assuming that all parties take
part in all subprotocols). The first fully reactive definition of simulatability was
presented in [54] for a synchronous version of a general reactive model, and has
been extended to an asynchronous setting in [55] and later but independently in
[12].

We do not want to compare a structure (M, S;) € Sys,.,; With arbitrary struc-
tures of Sys,y, but only with certain “suitable” ones. This is specified by a mapping
f from Sys,.,, to the powerset of Sys,4. The mapping f is called valid if f(]\?ll, Sy)
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Fig. 5 Example of simulatability. For every user H of the real structure and every adversary
A1, there must exist an adversary A; on a corresponding ideal structure such that the view
of H is indistinguishable.

is non-empty and only contains structures (M, S5) with S, = Sy, i.e., with the
same user interface, for all (M, S1) € Sys,.;.

The simulatability definition is based on the indistinguishability of views. In-
distinguishability is a notion defined for arbitrary random variables.

Definition 14 (Indistinguishability) Two families (vary)xen and (var},)gen Of ran-
dom variables (or probability distributions) on common domains Dy, are

a) perfectly indistinguishable (“=") if for each &, the two distributions var; and
var’;, are identical.

b) statistically indistinguishable (“~gsp411”) for a class SMALL of small func-
tions if the distributions are discrete and their statistical distances

1
Agat (vary, vary,) := 3 Z |P(vary = d) — P(varj, = d)| € SMALL
de Dy,

(as a function of k).
c) computationally indistinguishable (“~1,”) if for every algorithm Dis (the dis-
tinguisher) that is probabilistic polynomial-time in its first input,

|P(Dis(1%, vary,) = 1) — P(Dis(1¥,var}) = 1)| € NEGL.

Intuitively, given the security parameter and an element chosen according to
either vary, or varj, Dis tries to guess which distribution the element came
from.

We write = if we want to treat all three cases together.

We are now ready to present the reactive simulatability definition, i.e., a notion
of cryptographically secure implementation.

Definition 15 (Reactive Simulatability) Let systems Sys, and Sys, with a valid
mapping f be given.

a) We say Sys, >LPef Sys, (perfectly at least as secure as) if for every con-
figuration conf, = (M, S, H,A;) € Conf(Sys, ), there exists a configuration
confy = (Ma, S,H,As) € Conf(Sys,) with (M, S) € f(M,S) (and the
same H) such that

View cong, (H) = view cong, (H).



b) We say Sys, >LSMALL gys, (statistically at least as secure as) for a class
SMALL of small functions if the same as in a) holds with view cons, 1(H)
RSMALL View conf,,1(H) for all polynomials /, i.e., statistical indistinguisha-
bility of all families of [-step prefixes of the views.

¢) We say Sys, >LP°Y Sys, (computationally at least as secure as) if the same

as in a) holds with configurations from Confpoly (Sys; ) and Confyary (Sys,) and
computational indistinguishability of the families of views.

In all cases, we call conf, an indistinguishable configuration for conf,. Where
the difference between the types of security is irrelevant, we simply write >/,
and we omit the indices f and sec if they are clear from the context.

Below we want to prove that non-interference properties are preserved under
reactive simulatability. As flow policies are defined per system, we first have to
define how a flow policy from one system, typically a specification, is applied to
another system, typically an implementation. We do this based on a valid mapping
between the system, i.e., based on the information which real structures implement
which ideal structures. As valid mappings retain the specified ports (the user inter-
faces) and our flow policies for systems depend only on these specified ports, this
is a canonical transformation.

Definition 16 (Corresponding Flow Policies) Let systems Sys, and Sys, with a
valid mapping f be given, and a flow policy F for Sys,. The corresponding
flow policy F() for Sys, is defined as follows: For every (M, S) € Sys;, let

1 2 . v y
}—((1\?31,5) = ]-"((A;LS) for an arbitrary structure (M-, S) € f(M, S).

This is well-defined because f(Ml, S) is non-empty and only contains struc-

tures with the same set .S, and ]-‘((]2%) $) is equal for all these structures. Further,
2,

every ]-"((le) $) is a valid flow policy for S by definition. We often call such corre-
1,
sponding flow policies F on both systems.
Our following preservation theorem states that non-interference properties are
preserved under the reactive simulatability relation >, as the name “at least as
secure as” suggests.

Theorem 1 (Preservation of Non-Interference) Let a system Sys; be as secure as
Sys,, i.e., Sys, >/ Sys, for a valid mapping f. Let Sys, fulfill a flow policy
F,ie., Sys, = F, and let F also denote the corresponding flow policy for Sys;
according to Definition 16. Then also Sys, = F. This holds for the perfect, sta-
tistical, and computational case.

Proof We have to show that every structure (M, S) € Sys, fulfills its flow policy
F(in,,)- We fix suchastructure (M, §) € Sys, and its flow policy Fg = (A, %)
with index set Z. For all H, L € 7% with Sy 4 S;, we have to show that (17, S)
fulfills the non-interference requirement NIReq r, 4 .-

Let a nqn-interference configuration conf, = (1\?[1, S, un-in Ay) €
Conf'y'lr (M, S) be given. Because of Sys, >/ Sys, there exists a configu-
ration conf, = (Ma, S, U™ Ay) € Conf(Sys,) with (M, S) € f(M,S)



and view cons, (U™") ~  view coan“(U"-i”). As the user set U™ is
equal in both configurations, conf, is also a non-interference configuration in
Confs' (Mo, S). By precondition, (Mo, S) fulfills NIReqr, ;.

Now we distinguish the perfect, statistical, and the computational case (for the
reactive simulatability type and the non-interference type together). In the compu-
tational case, both configurations are polynomial-time.

In the perfect case, we have view cons, (U™") = view cons, (U™™). Both
b = 7[p, and b* := r[y: > are part of the view of U"-", so we obtain
Pyuess,conf, = Pguess,conf, < % With our arbitrary choice of conf, this implies
that (M, S) also fulfills NIReqz, ;; ;.

In the statistical and the computational case we have a given class SMALL of
small functions, where SMALL = NEGL in the computational case. We assume
for contradiction that Pyyess,conf, = % + ns(k) for a function ns ¢ SMALL,
whereas we know that s(k) := Pyyess,conf, — 5 € SMALL.

We then define a distinguisher D as follows. Given the view of U"-*" in one of
the configurations, D knows both the bit b and the guess b*. It outputs 1 if b = b*
and 0 otherwise. Its advantage in distinguishing the configurations by this is

b 2= [PD(IE, vitneng, o(077) = 1)
—P(D(1*, view cong, 5 (U"™)) = 1)

= |% + ns(k) — (% + s(k))| = ns(k) — s(k)
¢ SMALL.

The last line holds because SMALL is closed under addition. For the poly-
nomial case, this immediately contradicts the indistinguishability of the views,
View cong, ( Un=im) R poly view conf, ( yn-iny,

For the statistical case, the results of the distinguisher D are a function on the
random variables of the views. As the results are Boolean, their statistical distance
is easily computed as

Ostat,D = Astat (D(1¥, view cong, 1(U™"™)), D(1*, view cong, 1 (U"™)))
1
= —(20p) = dp.
5(200) = dp

By a well-known lemma, the statistical distance between a function of two random
variables is at most the statistical distance of the original random variables; a proof
can be found in [25]. This implies

dview 1= Astat(View conf, i ( Um™-iny, view conf .k U"‘i"))
> dstat,D = 0D
¢ SMALL.
The last line holds because SMALL is closed under making functions
smaller. This contradicts the statistical indistinguishability of the views,
View cong, (U™") RgnaLL view cons, (U™").

With our arbitrary choice of conf, this implies that (1, S) also fulfills
NIReqx, p 1, in the computational and statistical case. This finishes the proof.
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Fig. 6 Sketch of the flow policy for the firewall. The port sets of the protected users a and
b, an outsider H, and the adversary are shown. Missing edges in the graph are of the form
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5 A Cryptographic Firewall

We now present a cryptographic firewall as an example of a system that must ful-
fill a non-interference property and uses cryptographic primitives. The goal is to
allow communication between certain participants, while ensuring that these par-
ticipants cannot be affected by their environment. This goal corresponds to a flow
policy. Most firewalls distinguish users mainly by IP addresses. For high security,
however, different external users should rather be distinguished by cryptographic
authentication.

5.1 Introduction to the Cryptographic Firewall

We build the firewall systems in two layers. The lower layer provides secure mes-
sage transmission, the higher layer the filtering function. In particular, the secure
message-transmission layer provides cryptographic authentication, so that the fil-
tering layer can filter by name.

For the lower layer, we would like to reuse the secure message-transmission
system with ordered channels from [2]. Ordered channels are one step beyond a
related system with unordered channels from [55] towards non-interference. How-
ever, we have to go slightly further, because an adversary could also interfere with
the protected users by scheduling all their messages either immediately or never,
which gives different views. Recall that the explicit master scheduler only en-
sures that each user can send messages from time to time, while the adversary still
schedules the network. Hence we need a new type of reliable, non-authenticated
channels.

For simplicity, we only define and prove one particular information flow policy
and corresponding filtering rule set. The policy is sketched in Figure 6: Two users
a and b should be able to communicate, but should not be disturbed by the other
users and the adversary. As this is an integrity view of information flow, it makes a
and b the low users, and all others the high users. As usual, the users are represented
in the flow policies by the sets .S; of specified ports they connect to.

We start the detailed description with a review of how systems are commonly
derived from an intended structure with a trust model, and of the composition
theorem needed to prove a two-layer system in a modular way (Section 5.2). In
Section 5.3 we present the specification of the lower layer, i.e., an ideal system
for secure and reliable message transmission. In Section 5.4, we define the higher



layer, the filtering system. As it is built on the ideal lower layer and uses no addi-
tional cryptography, we need not distinguish a real and ideal version here.

In Section 5.5, we sketch the real lower-layer system and define the new reli-
able channel type. We also sketch why the security proof from [2] still applies to
the modified secure message-transmission system. Finally, in Section 5.6 we prove
that the two-layer firewall fulfills its non-interference requirement. We mainly do
this for the combination — a well-defined notion introduced in [55] — of the ideal
lower layer and the filtering system, and use our theorems to show that the result
also applies to the fully real firewall system.

5.2 Preliminaries

The lower layer of the firewall system is of a class called standard cryptographic
systems in [55]. In the intended structure of such a system, users are numbered
1,...,n. Every user u has one machine M,,, which is correct if and only if the
user is honest. The machine M,, has ports in, 7 and out,! for connecting to its
user. A real system Sys,.,, is derived from such an intended structure by a trust
model consisting of an access structure ACC and a channel model . An access
structure ACC is a set of subsets H of {1,...,n}. Intuitively, it denotes the possi-
ble sets of honest users, and thus of correct machines. The channel model classifies
every connection as secure (private and authentic), authenticated or insecure. For
achieving non-interference with the firewall, we need a fourth channel type called
reliable non-authenticated.

The resulting system contains one structure for every set H € ACC, consist-
ing of the remaining correct machines from the intended structure with modified
channels according to the channel model. For the three predefined channel types,
this modification is a well-defined port renaming scheme [55]. The correspond-
ing scheme for the new channel type is given in Definition 17. We denote such
a set of remaining modified machines by Mz, := {M, 3 | u € H}, and the re-
maining set of specified ports by S3. Thus the resulting system is of the form
Sysiea = {(My, Si) | H € ACC}. A corresponding standard ideal system is
of the form Sys;y = {{THx}, Sx) | H € ACC} with the same sets Sy;. The
machines THy, are called trusted hosts.

As we construct the firewall system as a composition of two layers, we briefly
review the composition theorem of [55]. It states that the relation “at least as secure
as” is consistent with such compositions. Assume we have already proven that a
system Sys,, is at least as secure as a specification Sys, and we build a system
Sys, on top of the specification Sys;,. Then we want to replace Sys;, by the real
system Sys,. We call the former, partially abstract composition Sys* and the latter,
real composition Sys?. The composition theorem states that this replacement is
secure, i.e., Sys™ is at least as secure as Sys*; see [55] for the precise theorem and
its proof. This is illustrated in Figure 7.
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Fig. 7 Composition of Systems

5.3 Lower Layer: Ideal System for Secure and Reliable Message Transmission

In this section, we present the specification of the lower layer of the firewall, se-
cure and reliable message transmission. We first sketch the original ideal system
from [2], more precisely its perfectly ordered variant where no gaps in the mes-
sage sequence are accepted. Then we describe the modifications needed to include
reliable communication between the protected users. The resulting ideal system is
defined in detail in Appendix A.

5.3.1 Sketch of the original system. The secure message-transmission system
with ordered channels from [2] is a standard cryptographic system as described
in Section 5.2, and its access structure ACC contains all subsets of the user indices
{1,...,n}. Thus the ideal system is of the form Sysg i, = {({THx}, S1)[H C
{1,...,n}}.

The ideal machine TH;; models initialization and sending and receiving of
messages. Initialization corresponds to key generation and authenticated key ex-
change in real system. Besides the specified ports, TH; has ports to_adv,,! and
from_adv,,? where it informs the adversary, and accepts adversary inputs, regard-
ing the service to user u. This is necessary because in efficient implementations,
the adversary gets certain information and has certain influence, in particular by
network scheduling.

A user u initializes communication with other users by inputting a command
(snd_init) at the port in,? of THy. To reflect the asynchronous timing model,
THy, waits for a command (rec_init, u) from the adversary at a port from_adv,,?
before regarding communication between « and v as initialized.

A user u sends a message to user v by inputting (send, m, v). If v is dishon-
est, THy, immediately outputs (send, m, v) to the adversary. If v is honest, THy
stores the message in an array deliver;’; together with a counter that indicates
the number of messages sent from w to v, and outputs (send_blindly, 7, , v) to the
adversary, where [ and ¢ denote the length of m and its position in the array, re-
spectively. This models that the adversary learns that a message of a certain length
is being sent.

For delivering this message to v, the machine TH4, waits for a command
(receive_blindly, u, 7) from the adversary at a port from_adv, ?. Then TH4; reads
(m, j) = deliver3 s [i] and checks whether msg_out;Ps® = j holds for the num-

u,v

ber msg_out;Ps" of the next expected message.



If yes, it outputs (receive, u, m) to v and sets the expected number to j + 1.
This last condition ensures that messages can only be delivered in the order as they
were input to THyy.

The adversary can send a message m to a user u by inputting (receive, v, m)
at the port from_adv,,? of THy, for a corrupted user v; this message is output to u
immediately.

The adversary can also stop the service for user « by inputting (stop) at port
from_adv,,?. This models that an adversary may achieve that the runtime bound of
u’s machine is exceeded in the real system.

Note that this ideal system is completely deterministic and without cryptogra-

phy.

5.3.2 Adding reliable message transmission. We want to build a firewall by
adding a filtering policy on top of this ideal message-transmission system, and
the firewall should fulfill the flow policy shown in Figure 6. However, as long as
the adversary can schedule the messages between the protected users a and b (re-
call that TH4, waits for a command (receive_blindly, b, %) for that, where without
loss of generality we always consider a as the sender), it can achieve two distin-
guishable behaviors by either immediately scheduling each such message, or never
scheduling them. This problem cannot be solved by the filtering system on top.®
This corresponds to a small covert channel. To close it, we need to specify reliable
communication for the two protected users a and b in this section, and later define
suitable implementations of reliable channels in the real system.

The modified trusted host for the modified system Sysg,, still called TH, be-
haves identically for inputs from and outputs to users « ¢ {a, b}. For communica-
tion from a to b, it is modified as follows (and vice versa):

— If a inputs an initialization command (snd_init) at in,?, THy immediately
initializes communication with b. In particular, it outputs (rec_init,a) to H,
and schedules this output.

— If a sends a message to b, i.e., inputs (send, m, b) at in,? then TH4, immedi-
ately outputs (receive, m, a) at port out,! and schedules it.

In both cases, THy informs the adversary of the event as above. The complete
resulting definition of the ideal system Sys;, is given in Appendix A.

5.4 The Filtering System

We now present the filtering system, the upper layer of the firewall. It is called
Sys; as in Figure 7. We only need filters for the protected users a and b, and
filtering only works if the machines of these users are correct, i.e., a,b € H.
Hence the system has only one structure, which contains only two machines Mfilter
and Mfi'ter. The composition of these filtering machines with the secure message-
transmission system is shown in Figure 8 with individual user machines H,,, but

5 The filter at user b can only delete messages from other senders, but has to let messages
from user a pass, while it cannot let them pass if they do not arrive.



H, H, H, H,
ingiI outafiI
| T N T
| Sys, | filter ¢ filter i
PSS M, M, A
]

Sys*| ! 7 Pma 7 i
| L B | S — =1
| in, out,
| A A P
! Sys’, TH,,

Fig. 8 Firewall system consisting of filtering machines and the specification of secure reli-
able message transmission. Clock-out ports are omitted; every machine has the correspond-
ing clock-out port for each of its output ports.

without the special machines of the non-interference configurations and that X"-"
takes over the clock-in ports.

The inputs and outputs to the filters from above and below are as in the mes-
sage transmission system, because the goal is to filter such messages. Recall that
even the ideal secure message-transmission system with reliable channels allows
the adversary to stop the service to a user at any time, modeling that an adver-
sary overpowers a correct machine in the real system. If an adversary either stops
the service to user a at the start of the run, or never stops it, we obtain differ-
ent views for the user a. To avoid this problem, we provide additional reliable
channels py, and pw, to close a covert channel based on stopping a service. The
reliable channels py, and pm, are only used if the underlying service for secure
message transmission has been stopped, and they should hence only be regarded
as a remedy against denial-of-service attacks. In the real world, this means that if
the commonly used communication method falls prey to a denial-of-service attack,
the users will look for an alternative way to communicate.

Scheme 1 (Filtering System) Letn € N, a,b € M := {1,...,n} witha # b,
and polynomials L, s, s € N[z] be given. Here n denotes the number of intended
users and a and b the users to be protected from the others. L(k) bounds the mes-
sage length and s(k), s’ (k) bound the number of messages each user can send and
receive respectively for a security parameter k.8 Then

Sy51 — {(Mﬁlter, Sfilter)}

with N7fiter — {Mfiter wMfter} and fiter .~ {outf1?, infil, infl°1 in,?, out,!,
out,“! | u € {a,b}}. We only define the machine Mfier; we obtain Mfiter py
exchanging the variables a and b.

Ports of a filter. The ports of machine Mfler are {infl? outfl outfl™1} U
{out,?,ing!in, 1Y U {pm, 7, pm, !, pm, !}

® These bounds ensure that Sys, is polynomial-time. This is essential for applying the
composition theorem to replace Sys,, with Sys, in the overall system.



States of a filter. Mfite" maintains a counter s, € {0,...,s(k)} and an array
(56.u)uer Over {0, ..., s'(k)} counting the messages that a sends and receives
from w, respectively. Further, it contains a variable stopped, € {0,1} denoting
whether the lower-layer service to a has stopped. All variables are initialized with
0 everywhere.

Filter transitions. ~ The state-transition function of Mfiter is defined by the follow-
ing rules:

- Send initialization: On input (snd_init) atinfl?: If s, < s(k), set s, := s, +1,
else stop.”

If stopped, = 0, output (snd_init) at in,! and 1 at in,“!. Else output
(rec_init, a) at pm,!and 1 at pm, !, i.e., use the special reliable channel.

- Receive initialization: On input (rec_init, u) at out,? withu € M: If 5], , <
s'(k), set s, := s, + 1, else stop. If stopped, = 0 and v = b (this is the
filtering), output (rec_init, b) at outf!! and 1 at outfi™!.

- Receive initialization, extra channel: On input (rec.init,b) at pm,?, output
(rec_init, b) at out’!! and 1 at outf! ™!,

— Send: On input (send, m, v) at infl'? with m € X+ and len(m) < L(k), where
len(m) denotes the message length: If s, < s(k), set s, := s, + 1, else stop.
If stopped, = 0, output (send, m,v) atin,! and 1 at in,“!. If stopped, = 0
and v = b, output (receive, a, m) at py,! and 1 at pm, !

— Receive: On input (receive, u,m) at out,? with u € M: If s, , < s'(k), set
St i= Shy + 1, else stop. If u = b, output (receive, b, m) at outfil and 1 at
outfil™!,

— Receive, extra channel: On input (receive,b,m) at pm,?, output
(receive, b,m) at outfl and 1 at outf!™!.

— Stop: On input (stop) at out,?: If s, < s(k), set s, := s, + 1, else stop. If
stopped, = 0, set stopped, := 1 and output (stop) at pm,! and 1 at pm, .
(This ensures that machine Mfi'*er also uses the special channel from now on.)

— Stop, extra channel: On input (stop) at pwm, ?: Set stopped, :=1. O

Remark 1 The filtering system Sys, can easily be modified to an arbitrary set of
protected users instead of L = {a, b}. Moreover we can treat multiple disjoint sets
of users where each user can communicate with other users of its own set without
outside interference.

Lemma 1 The system Sys; is polynomial-time.

Proof The machine Mf'™" has counters s, and s/, , foreach u € {1,...,n}. At
least one counter is increased whenever Mfite" receives an input at port infl'? or
out,?, and once a counter reaches a polynomial bound s(k) or s’(k), the machine
stops. Every output at py, ! is a direct consequence of an input at infi'? or out,?
by construction of Mfite", Hence the number of messages sent over py, ! is at most

" This means that this machine stops forever. It has nothing to do with the variable
stopped,,.



s(k)+n-s' (k). This holds analogously for the machine M{i'*e". Thus the steps of the
whole system Sys; (not counting buffers) are bounded by 4n max{s(k), s'(k)}.
Since each transition can clearly be realized in polynomial time, we conclude that
the collection {Mfilter Mfilter} s polynomial-time.

5.5 The Real Lower Layer: Secure and Reliable Message Transmission

In the real firewall system, the ideal system for secure reliable message trans-
mission is replaced with its concrete implementation Sys,. We only need a brief
description of the original concrete implementation Sys, .., here to show how we
modify it to include reliable channels, and to sketch a proof why this modified real
system Sys,, is as secure as the modified ideal system Sys;, from Section 5.3. Oth-
erwise, the benefit of the modular approach enabled by the composition theorem
is exactly that the higher-layer systems work with all correct implementations of
lower-layer systems.

The original system Sys, ..., described in detail in [2], is a standard cryp-
tographic system Sys, = {(My, Sx) | H C {1,...,n}} with the same access
structure, specified ports, and in- and output types at the specified ports as in the
ideal system Sysg,.

It uses asymmetric encryption and digital signatures, which must fulfill the ac-
cepted cryptographic definition, i.e., security against adaptive chosen-ciphertext
attack for encryption and security against existential forgery under adaptive
chosen-message attacks for digital signatures [10,28]. Efficient cryptographic
primitives exist for both cases under reasonable assumptions, e.g., [15,28].

On input of the command (snd_init), a machine M,, creates signature and en-
cryption keys and sends it to the other machines M,, over authenticated channels.
On input (send, m, v), machine M,, signs and encrypts the message m with certain
additional parameters and sends it to M,, over an insecure channel, representing a
real network. If M,, obtains such a message with correct syntax and the next ex-
pected message number, it outputs (receive, u, m) to user v. The adversary sched-
ules the communication between correct machines; otherwise its capabilities arise
from what machines and channels it has replaced in the actual structures according
to the trust model.

We now describe the modification to this system by reliable channels. For-
mally, reliable channels are a new type in the channel model of standard crypto-
graphic system, see Section 5.2.

Definition 17 (Reliable, Non-authenticated Channels) Let an intended structure
(M, S8) with M := {M, | u € H} be given, and a channel defined by ports
p!,p?! € ports(M,,) and p? € ports(M,). If the channel model x classifies this
channel as reliable non-authenticated, then in the derivation of the actual structure
(Z\ZIH, Sy ) for an index set H, the channel is modified as follows: If only one of u, v
lies in 7, it is treated like an authenticated channel. If u,v € H, then a specific,
buffer-style machine is inserted as shown in Figure 9.

— M., 7 gets a new port pd!, where it duplicates outputs made at p!. (As pd! is
free, the adversary can connect to it.)
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Fig. 9 Modeling Reliable, Non-Authenticated Channels

— The input port p? of M,, 4, is renamed into pg 7.

— A machine p is defined as follows: Its ports are {p?, p!,,?, phu.!s Phue 1} Given
an input at p? or p!,?, it forwards this input to pg ! and schedules it by out-
putting 1 at p, ..

We assume without loss of generality that there is a systematic naming scheme
for such new ports (e.g., appending ¢, ..., I ) that does not clash with prior names.
Reliable, authenticated channels are defined similarly, simply by omitting the port
Pin? Of p.

Now the modified system Sys, is derived from the original one Sysg g
by classifying the initialization channels between the machines M, and M, of
Syso.org @S reliable and authenticated, whereas the network channels between
these machines are classified as reliable, but non-authenticated.

In the following, we only briefly sketch that the relation “at least as secure as”
still holds for the modified system Sys, and Sys;,, because we would have to redo
the whole original proof of [55] with only small changes.

Theorem 2 Let Sys, and Sys; be the modified real and ideal systems for reli-
able secure message transmission as introduced in the previous sections. Then

Syso =14, Syst, with the mapping £ defined as in [55].

Proof (sketch) Both the ideal and the real system Sys, and Sys;, have been
changed for initialization and sending of messages. We now briefly sketch that
these changes are consistent for both systems.

In case of initialization, the only difference between the original and the mod-
ified ideal system is that initialization between a and b is done immediately by
THy, so the adversary is not able to initialize a connection between these two hon-
est users by himself because initialization commands are filtered out by construc-
tion of TH4. In the real system Sys,, this implicit initialization of TH4; exactly
corresponds to a reliable authenticated channel between a and b. In both systems,
an initialization message is output to the user and immediately scheduled, along
with the usual output to the adversary. This gives consistent changes from sysgyorig
and Sys orig 10 Sysg and Sys, respectively, which yields indistinguishable behav-
iors of Sys;, and Sys, since Sys oig > SYSo.orig as already been shown in [55,
2].

In case of sending of messages, the difference to the original ideal scheme only
affects sending messages between the two distinguished low users. In this case



TH4, immediately schedules the message to the corresponding user and outputs a
message of the form (send_blindly, i, [, v) to the adversary. In the real system, reli-
able non-authenticated channels do exactly the same: they schedule the message to
the corresponding user and send a blinded copy to the adversary. Hence we have
consistent changes and, Using Sysg oig > SYSo orig: We Obtain indistinguishable
behaviors.

5.6 Non-Interference Proof

We now show that the overall firewall system fulfills the flow policy sketched in
Figure 6. First we formally define the ideal and real composed firewall systems.
Next we formalize the flow policy. We then prove that the ideal firewall (consisting
of the filtering system and the ideal secure message-transmission system) fulfills
the flow policy. With the composition theorem and the non-interference preserva-
tion theorem, we finally obtain the result for the real firewall.

The ports of the lower- and higher-layer systems were named so that a com-
position of Sys(, and Sys, connects the structures in the desired way according to
Figure 8. Thus we get a natural composition by composing every structure of Sys;,
with the only structure of Sys,. We only restrict Sys, to the structures where the
two protected users a and b are honest.

Definition 18 (Ideal Firewall System) Let Sys;,, := {({THx},S%) €
Sysg | {a,b} € H }. Then the ideal firewall system is defined as

Sys* = {(M3;,55) | {a,b} CH C {1,...,n}}
with M}, = {THy, Mflter Mfitert and g2 ¢ .= {outfl? infll infl™1 | 4 €
{a,b}} U{out,?,in, ! in, ! [u e {1,...,n}\ {a,b}}.
The definition for the real firewall system is analogous:

Definition 19 (Real Firewall System) Let Sysq,, = {(Mp,Sn) €
Syso | {a,b} C H }. Then the real firewall system is defined as

Sys* = {(M], S3) [ {a,b} CH C {1,...,n}}
with 57, as in the ideal firewall system and M;; := Mz U {Mfilter Mfilter}

These compositions fulfill the preconditions of the composition theorem
from [55].

Given the composition, we can formally present the flow policy for the ideal
firewall system Sys™; recall Figure 6.

Definition 20 (Flow Policy of the Firewall) We define a flow policy F* for Sys*
as follows: For all (M, S3,) € Sys™, let T 1= (Asy, ,~sz,) with the index set
Is;, := M be defined as follows: For u € {a, b}, let ¢ := {out?,inf, infi®1},
and for u ¢ {a,b}, let S5 := {out,?,in,!,in,"1}. We define S, s S, iff
v € {a,b}and u & {a,b}.



We can now prove that the ideal firewall system fulfills its flow policy.

Theorem 3 (Non-Interference Property of the Ideal Firewall) Let F* be the flow
policy of Definition 20. Then the system Sys™ fulfills 7* perfectly.

In the proof of Theorem 3, we use the following lemma.

Lemma 2 Let (M;;,S;;) € Sys™ arbitrary, and let Fay = (Asy ,~s;) be
the flow policy of Definition 20 for this structure. Then the following invari-
ants hold for all possible runs of all non-interference configurations conf €
Coan‘;g,HL(M;f{, Sz) for H € H\ {a,b}and L € {a,b}.

1. If H, receives an input at outf!'?, it is of the form (rec_init, b) or (receive, b, m)
with m € X7T. If H, receives an input at master,?, it is sent by the master
scheduler and equals 1.

2. No output of X"-" at master,! depends on inputs from other machines. Each
machine is clocked equally often by X" using a rotating clocking scheme.
Furthermore, each output at a port p<! for p9! € S¢ and the scheduled message
only depends on prior outputs of H,, at port ps! and p!.

3. If H, receives a term of the form (rec_init, b) at outf!?, it is a direct conse-
quence of the input (snd.init) sent by H; (i.e., the scheduling sequence must
have been Hy, X", Mfitter, THy,, Mffter H, or Hy, X", Mfter Mfilter H, ),

4.1f H, receives a term of the form (receive,b,m) at outfl?, it is a direct
consequence (in the sense of Part 3) of the message (send,a,m) sent by
Hy, so the scheduling sequence has been Hy, X", Mfilter TH,, Mfiter H,, or
Hb7 xn_in7 Mglter, lelilter7 H,.

The invariants also hold if we exchange the variables a and b.

Part 3 means that the adversary cannot initialize the communication between
H, and H,,. Part 4 ensures that the adversary cannot pretend to be user Hy, and that
the number of received messages from H; equals the number of messages sent by
Hp.

Proof Part 1 follows by construction of Mfier and X"-", In the initialization tran-
sition the only possible output at outfl'! is of the form (rec_init, v). The test v = b
of Mfiter ensures that it is (rec_init, b). The only remaining step in which Mfilter
may output something to H,, is the receive-message step. Outputs are of the form
(receive, u, m). Again, Mfi*e" checks u = b first so we can only have outputs of
the form (receive, b, m). Thus, every output at port outf!! has the desired form.
The port master, 7 is connected to the master scheduler, and outputs there are of
the form 1 by definition of the master scheduler X"-".

Part 2 is proved by inspection of the definition of X", At the start of the run,
Xn-n schedules BIT i and switches between “Case 2: Schedule users” and “Case
3: Handle scheduling demands”, cf. Definition 10, afterwards. In case 2, only the
internal counter is checked and maybe the counter steps of Definition 10 is in-
creased, so no outputs from outside are taken into account. Now assume that X"-



outputs anything at p<! for p<! € S¢. This can only happen in case 3 if X"" re-
ceives exactly one input at one of the ports p*? for p! € ports(H,). In this case
it schedules the unique output port p<!. Because of p! € ports(H,) only messages
sent by H, are scheduled. This finishes this sub-part of the proof.

Furthermore, note that no honest user can perform a clocked self-loop by def-
inition. Moreover, the control will automatically come back to X"-" after an arbi-
trary user is clocked by the system because users are forbidden to have any clock-
out ports by definition. If the adversary is scheduled it either has to do nothing or it
has to schedule a machine of the system. In the first case the control immediately
goes to the master scheduler, in the second one the machine of the system will
either output nothing if one of its internal tests fails, or it finally schedules one of
the honest users. In both cases X"-" is clocked again. This ensures that the mas-
ter scheduler will always be scheduled after a constant number of steps. Hence it
can indeed perform its round-robin clocking scheme, which clocks every machine
equally often.

Part 3 holds by construction of Mfiter and TH;, and the previous part. First note
that H,, can only receive a term (rec_init, b) if it has been output by TH+, at out,!
or by Mfilter at py, ! in the previous step. The second case fulfills our requirements
by construction of MFter, because a message (snd-init) must have been output by
H, and scheduled by X", so we can turn our attention to the first case. There
are only two cases in which TH;; may have output this term. The first case is
initialization of user Hy, the second case is “Receive initialization”. In the first
case H; outputs (snd_init), the master scheduler X"-" schedules it (if H, tells him
what port to schedule, otherwise nothing is scheduled), and TH4, directly outputs
this term to Mfilter and schedules it immediately. This fulfills our requirements. We
will now show that TH4, does not output anything in the other case.

On input (rec_init, b) at port from_adv, ?, THy first checks stopped:"* = 0,

spec

doing nothing at failure. After a successful test it checks init;’;" = 0. By our
modification of TH, this can only hold if H;, has not initialized itself, so it} =
0 must hold. Because of b € H, THy will not outputs anything. This finishes the

proof of this part.

Part 4 is proved similar to the previous part. First note that H, can only receive
a term (receive, b, m) if it has been output by THy at out,! or by Mfitter at py,, !
in the previous step. An input by Mfiter fulfills our requirements by construction
of Mfilter Note that there are only two cases in which TH4, may have output this
term. The first case is sending messages of user H;, to user H,, the second case is
“Receive messages from user b”. In the first case, H; sends (send, m, a), which is
again scheduled by X", TH5, directly outputs this term to Mfi'er and schedules it
immediately. This fulfills our requirements. Furthermore, it increases the internal
counter msg-outy’, . We finally show that TH4, does not output anything in the
second case. On input (receive_blindly, b, 7) at port from_adv, ?, TH first does its
usual initialization checks. We assume them to be successful, otherwise it outputs

spec

nothing anyway. It then checks msg-outy’;" = 3, if (m, j) = delivery’s[i] # |.

spec spec

However, the message counter msg_out,’, is set to msg_in, . + 1 after every

spec

sent message from b to a and j < msg.i’nb . always holds by construction of



spec spec

THy, for every (m, j) = deliver;,“[i] # |. Hence, we have j < msg_out;’,
and THy will not output anything. This finishes the proof of this part.

Proof (Theorem 3) We have to show that Sys™ fulfills the flow policy F*. Let a
structure (M, S7) € Sys™ be given, and F5. := (As;,~s;,) the flow policy
for this structure. Let two port sets S,, &+ S, be given. Because of the symmetry
of the flow policy, we can assume v = a, while u ¢ {a,b}. We have to show
(M'H; S’H) ':perf NIR@(]]:;* RTRTE

H

Let a non-interference configuration conf = (MH, S, Un-in Aqgy) for this
structure and high and low user » and v be given. We denote the two families
of views of H, for the initial bit b by view cons 5(Ha), and assume a fixed security
parameter k. Assume for contradiction that Pgyess, cons 1S greater than % This im-
plies view conf,0({Ha,Hp}) # view cons,1({Ha, Hp}). This means that there has
to be a first input to {H,, Hs} with different probability in both cases. We use
Lemma 2 to show that this cannot happen.

By Part 1 of Lemma 2, this input can only be of the form (rec.init, ¢) or
(receive, ¢, m) at out’'?, or 1 at master,.? for ¢ € {a, b}. We write  for the other
protected user, i.e., {¢,¢} = {a,b}. If the input is (rec_init, ¢) Part 3 implies that
this input is a direct consequence of an input (snd_init) by user Hz. Hence, there
had to be an input to H; with different probability in both cases. This contradicts
our assumption of the first different input.

Now assume this first different input is of the form (receive, ¢, m). By Part 4
the corresponding input (send, ¢, m) must have been sent directly by H. with the
same message m. Furthermore, the underlying trusted host TH+ for secure reliable
message transmission ensures that the message has been sent exactly as often as
H: receives this input, so there cannot be any influence from outside for the same
reason as in the first case. This implies that there already had to be an input to H,
with different probability in both cases, contradicting our assumption of the first
different input again.

Finally, assume this input is at port master.?. By Part 2 this input does not
depend on any behaviors of other machines. Analogous to the previous cases, we
obtain a contradiction again.

Therefore, we obtain Pguess, conf = % This finishes the proof for conf, and
thus the overall proof.

Given that the ideal firewall fulfills its flow policy it follows easily that the real
firewall fulfills the corresponding flow policy. However, this only holds compu-
tationally because the real firewall is only computationally as secure as the ideal
one.

Theorem 4 (Non-Interference Property of the Real Firewall) The real system
Sys™ for the cryptographic firewall fulfills the flow policy F# computationally,
where F7# is the corresponding flow policy for 7* according to Definition 16. In
formulas, Sys™ oty F7.

Proof According to Theorem 2, the real secure reliable message-transmission sys-
tem Sys, is computationally at least as secure as its specification Sys. By Part 1



of Lemma 2 the system Sys, is polynomial-time. The other, more technical pre-
conditions for the composition theorem can easily be seen to be fulfilled. Hence we
have Sys?™ >, Sys*. Since perfect fulfillment of non-interference requirements
implies computational fulfillment, we obtain Sys™ =01, F# using Theorem 1.

6 Conclusion

We have presented the first general definition of probabilistic non-interference
in reactive systems that includes a computational case (Section 3). We have es-
tablished a preservation theorem stating that our definition behaves well under
simulatability (Section 4); this enables modular proofs of cryptographic systems
and step-wise refinement without destroying the non-interference properties. This
is particularly important because non-interference properties of abstract specifi-
cations of cryptographic systems can often be validated by formal proof tools,
whereas real cryptographic systems are much more difficult to validate. As an
example, we have presented a cryptographic firewall system and proved a non-
interference property via the preservation theorem (Section 5).

Actually using formal proof tools for similar proofs is one possibility for future
research. Furthermore, we only considered transitive flow policies so far. However,
there are several interesting examples of intransitive flow policies, and several def-
initions were made for deterministic and non-deterministic system models [58,
56,57,61,41]. We extended these notions to probabilistic and computational mod-
els in [3]. Another possible direction is to consider different master schedulers in
non-interference configurations and to study to what extent the resulting seman-
tics depends on the scheduling strategy. Finally, the preservation theorem paves the
way towards treating cryptographic primitives similar to the Dolev-Yao abstraction
again, as in some articles mentioned in the introduction. A first suitable, compos-
able library of cryptographic primitives with a simulatability proof between the
ideal and the real version was presented in [5]. This may eventually lead again to
a type-based analysis of larger systems that only use well-defined cryptographic
primitives as black boxes. Note, however, that the computational non-interference
definition and the preservation theorem were necessary to put such an approach on
a sound basis.
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A ldeal Secure Message Transmission with Reliable Channels

This appendix contains the full definition of the ideal lower layer of the fire-
wall system, the secure message-transmission system with reliable channels, as
sketched in Section 5.3.

Scheme 2 (Secure, Reliable Message Transmission with Ordered Channels)
Let n € N and polynomials L, s1,s2 € N[z| be given that bound the length
of each message and the number of messages a user can send and receive,
respectively, from another user. Let M := {1,...,n}, and fix two elements
a,be M.

The system is a standard ideal system (see Section 5.3) with the access struc-
ture ACC := {H C M| a,b € H}. Thus it is of the form

Sysy = {({THx}, Sn) | H € ACC}.

Specified ports.  We define the specified ports by their complements, i.e., the ports
the honest users should have: S5, := {in,!, out,?,in, ! | u € H}.

Ports of the trusted hosts. The ports of THy; are {in,?, out,!, out,*! | u € H}
U {from_adv,,?, to_adv,!, to_adv, ! | u € H}.



State of the trusted hosts. Internally, TH, maintains seven arrays:

= (init3P5 ) u,ver OVer {0, 1} models the initialization state of the users,

- (stoppedSpec)ueH over {0,1} denotes whether the service to user u has
stopped,

— (scisPe)uervem OVer {0,...,s1(k)} counts the inputs of user  intended
for user v,

= (8¢9 5% ) uem ver OVer {0,. .., s2(k)} counts the outputs for user v origi-
nating from user u,

= (msg-in3 o )uer vem OVer {0,...,s1(k)} counts the valid sent messages
from user w to user v,

— (msg-outiPsS)u ver OVer{0,. .., s2(k)} denotes the next message number ex-

pected from w at v, and
pec : . .
u,v .
= (deliver;Ps ) u, ver OVer lists holds the messages in transit from u to v

u,v

The first five arrays are initialized with 0 everywhere, the sixth one with 1 every-
where, and the lists in the seventh are initially empty.

Transition function.  The state-transition function of TH4, is defined by the fol-
lowing rules for the individual inputs. X' denotes the message alphabet, len(m) the
length of a message and size(!) the length of a list. The value | denotes an error.
“Abort” means finishing a state transition.

We give explanations in the first transition; the other transitions should then be
understood similarly.

- Send initialization: On input (snd_init) at in, ?: If scil:sPec < s, (k) for all
v € M, set scimspec = sc'“ spec + 1 for all v € M, otherW|se abort. This
ensures that the number of mputs remains polynomial. Verify stopped P =0
and init3 7 = 0, i.e., the service for user v is still alive and u has not initialized
before. If not, abort. Set init3’7 := 1 and output (snd-init) at to_adv,!, i.e.,
the adversary learns of the initialization.

If w = a, immediately set init}”)" = 1 because for this user pair we model
reliable communication, and output (rec_init, a) at out,! and 1 at out, <!, and
similarly with a and b exchanged. Otherwise output 1 at to_adv,,“!.

— Receive initialization: On input (rec_init, u) at from_adv,? withu € M, v €
H: NF stoppedy™ = 0, ity = 0, and [u € H = initys = 1], set
initye = 1, else abort. If sc°“t P < sp(k) set sy 1= sc°‘_’t sPec 1
and output (rec_init, u) at out, Tand 1 at out,“!. '

— Send: On input (send,m,v) at in,?: If scilsPee < 1 (k), set scilsPee =
sc'“ spec 1 1, otherwise abort. Verify that stoppedSpec =0,m € E+ l:
Ien( ) < L(k), v € M\ {u}, init;P7 = 1 and init;’y = 1, else abort. Set
msg-ing g = msg-ing ey + 1.

| ¢ H, output (send (m, msg_in3P57),v) atto_adv,,! and 1 at to_adv,, .
-Ifv € H, seti = sme(delwers"ec) + 1 and deliveri?7[i] =
(m, msg_in3"5"). Further, output (send_bllndly,i,l,u) at to_adv,,!.
o If {u,v} # {a,b}, output 1 at to_adv,!.



o If {u,v} = {a,b} set msg_outPs = msg-ini s + 1 and output
(receive, u, m) at out,! and 1 at out,, 1.8

— Receive from honest party «: On input (receive_blindly, u, 7) at from_adv,,?
with u,v € H: Verify that stopped’* = 0, init;’s" = 1, inityy = 1,
sCoyPeC < sa(k) and (m, j) := deliver37li] # |, else abort.
Further verify msg_out3Ps = j. If this holds set sco';% := sco'psPe + 1
and msg_outsPs’ := j + 1 and output (receive, u, m) at out,! and 1 at out, “!.

— Receive from dishonest party u: On input (receive, u, m) at from_adv, 7 with
u € M\ H,m € X% len(m) < L(k) and v € H: If stopped;?* = 0,
indty e = 1, indtyy = 1and sco P < so(k), set scl P 1= sc P41
and output (receive, u, m) at out,! and 1 at out, “!.

— Stop: On input (stop) at from_adv,,? with u € H: If stoppedP* = 0, set
stopped:P*° := 1 and output (stop) at out,,! and 1 at out,,“!.

8 Increasing the out-message counter is essential for avoiding replay attacks because the
message m is directly delivered to v using a reliable channel.



