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Abstract. This paper presents a novel approach for concisely ahisigaatithentication protocols and for subse-
quently analyzing those abstractions in a sound mannerdeeiving authentication guarantees for protocol ab-
stractions suffices for proving these guarantees for theabptotocols. The abstractions are formalized in a novel
calculus which constitutes a higher-level abstractiorhefg-spi calculus and is specifically tailored towards rea-
soning about challenge-response mechanisms within aighgon protocols. Furthermore, it allows for expressing
protocols without having to include details on the spectfiocture of exchanged messages. This in particular entails
that many authentication protocols share a common ahistneszt that a single validation of this abstraction already
gives rise to security guarantees for all these protocotgelver, such an abstract validation can be automatically
performed using static analysis techniques based on act sffetem proposed in this paper. Finally, extensions to
abstractions of additional protocol classes immediatajgyea soundness theorem provided that these extensions
satisfy certain explicit, easily checkable conditions.

1 Introduction

Language-based security has proved to be a salient teehfiguformally analyzing security protocols,
dating back to Abadi's seminal work on secrecy by typing Ripce then, a variety of language-based
techniques have been developed and successfully applatalgzing an increasingly large class of security
protocols (a far from being comprehensive list includes 2113, 4,12, 5, 10, 14, 8]). The ability to reason
about security at the language level often allowed for c@lgiclarifying why certain message components
are included in a protocol, how their entirety suffices faablshing desired security guarantees, and for
identifying ambiguities in protocol messages that coulekgoited by an adversary to mount a successful
attack against the protocol.

Authentication protocols are known to require very subdlasoning about encrypting and decrypting
various related messages in the presence of a powerful styemwith each of these encryptions being
meant to contribute some part of the overall authenticagiasrantee. Thus they are strongly vulnerable to
attacks originating by a certain degree of ambiguity in ttetqrol message, e.g., man-in-the-middle attacks
or attacks where certain encryptions are re-used by thesatyein another protocol execution where they
suddenly get a different semantics. This turns autheititgirotocols into particularly suitable targets of
language-based security, and several current languasgetistatic analysis techniques [5, 14, 8] for tackling
this problem have been proposed, e.g., based on protocoltions formalized in the spi-calculus [3],
or in variants thereof such as Lysa [4] and thapi calculus [10]. Roughly speaking, these techniques
typically rely on some static patterns, defined on the synfake calculus, which suffice for showing that
the run-time protocol execution respects certain interatedlenge-response schemes which in turn imply
the desired authentication guarantees. For instanceypkesystem by Gordon and Jeffrey [8, 14] relies on
some type information provided by the user, which sufficesdentifying nonces and formalizing in which
extent their exchange contributes to achieve authenditafihe generality of the analysis is sometimes
paid by sophisticated type definitions that have to be defmadually and thus require a certain degree
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of expertise from the programmers. The type system by Bsiglieocardi and Maffei [8] relies on some

dynamic information attached to ciphertexts, in the formtags, which univocally determines the role
of messages in the authentication task. A great advantatijgtitag and type definitions are inferred in
polynomial time [16]. This analysis is general enough toeczcseveral existing protocols but its scope is
strictly constraint by the set of tagged ciphertexts.

This paper tackles the problem of analyzing authenticatimtocols from a novel and conceptually
more abstract perspective. Starting from protocol namatiexpressed in a variation of thespi calculus,
we abstract from the specific structure of messages by sfelyssing on the challenge-response compo-
nents that are inherent in the protocols. The resulting rmbstract protocols are formalized in a new process
calculus, thelCR calculus which is specifically tailored to reasoning about chalkngsponse mechanisms
within authentication protocols. THeR calculus hence grants a conceptually more abstract viewtbéa-
tication protocols, enables more abstract and generaffggrand enjoys several nice properties, most of
which constitute a significant advantage over existing @ages.

— Foremost, we prove a soundness theorem stating that alsieapreserve authentication properties,
i.e., proving authentication for an abstraction of a protan the CR calculus suffices for obtaining an
authentication proof for the actual protocol in hespi calculus.

— The abstraction induces a uniform representation of varibffierent authentication protocols as it does
not have to reflect details on the specific structure of exgbdmnmessages. The way the abstraction is
defined furthermore ensures that many authentication @oistcshare a common abstraction so that a
single validation of this abstraction gives rise to segugitarantees for all these protocols.

— The analysis is modular and compositional since each panhaivolved in the protocol is independently
validated and the parallel composition of successfullydeaéd protocols yields a secure protocol again.
This fits very well the analysis of multi-protocol systems.

— The analysis can be automated by means of a static analghisiqee based on the effect system pro-
posed in this paper. We stress that the abstraction frapi to CR calculus protocol descriptions and the
effect system used for verifying the safety of the latter@mpletely independent. This independence
constitutes a key feature of our approach since it entaglsrefining the abstraction does not affect the
soundness of the analysis and, conversely, refining theteffistem presented in this paper or even the
use of a different analysis technique does not affect thadiwess of the abstraction.

— The abstraction is extensible in that extensions to additiprotocol classes immediately enjoy a sound-
ness theorem provided that these extensions satisfy westplicit, easily checkable conditions. This is
a key difference with respect to other type-based appreafhe, 13, 14], where an extension of the
analysis requires re-proving the soundness and the sdftitg analysis from scratch.

Outline. Section 2 reviews thg-spi calculus and introduces a small novel dialect thei®@ettion 3 presents
the newCR calculus, which is specifically tailored to expressing Eraje-response protocols by abstract-
ing away from the specific structure of messages. Sectiorirddinces the abstraction pfspi protocol
descriptions into th€R calculus. Section 5 proposes an effect system for checkimgafety of protocols
expressed in th€R calculus. Section 6 concludes and outlines future work.

2 Review of thep-spi Calculus, and a Novel Dialect Thereof

Thep-spi calculus [8, 10] is derived from the spi calculus [3] amderits many of the features bfsa[4], a
dialect of the spi calculus specifically tailored to the gn& of authentication protocols. Tipespi calculus
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Table 1 (Our Dialect of) thep-spi Calculus
Notation: M andN denote terms with no encryption and no tags.

Names Terms Processes
a:i=nm (Msg9 C:i=a (Names P,Q::= new(n).P (Res
1,J,A,B,E (Identitieg X,Y,Z (Variableg in(C).P (In)
Keys Tag(C) (Tagged Term out(C).P (Ouy)
ko= ki (Shared Keys) (C1,C2)  (Pain beginy (A, 1,M1;M3).P (Begin)
kl+vk|_ (Asymmetric Keys) {Clk (Encryption endy (A, J,M1;M2).P (End) _
AP (Principal)
PIQ (Pay
P (Repl))
0 (Stop

differs from both calculi in several respects: it incorgesathe notion of tagged message exchange from [9],
associates principal identities to processes and sycddlgtbinds keys to their owners.

In this paper, we consider a novel dialectpagpi in which encryptions and decryptions are performed
on-the-fly when sending and receiving messages, respigciifes dialect in particular links protocol spec-
ifications more tightly to their informal “graphical” deggtions, which only depict sent and received mes-
sages without giving a precise semantics on how messageai@ed and constructed.

2.1 Syntax of our Dialect of thep-spi Calculus

The formal syntax of our dialect of th@spi calculus is depicted in Table 1. We presuppose a colensaib
AL of namegartitioned into two distinct categoriesisgsandidentities The set of identitiegD, ranged over
by I andJ, are further partitioned inttrusted principals/?Dp, ranged over byA andB, andenemies/ D¢,
ranged over bye. Keysare partitioned into symmetric keys, shared betweehandJ, and asymmetric
keysk',k~ representing corresponding public and private keys béabgn |. Notice that keys are never
transmitted on the network, thus modelling long-term eption keys. We also presuppose a ‘getf tags.
Terms can be tagged usingay € 7, thus determining their role in the authentication taskrédwer, terms
can be composed in pairs or encrypted using Relse special name, used to denote the empty message,
will be always omitted, e.g., the primitiveegin, (A, B, My; €) will be written asbegin (A, B,My; ).

Processegor protocol9, ranged over by andQ, behave as followsiew(n).P generates a fresh name
n local toP. We presuppose a uniqgue anonymous public channel, the retinam/to which all principals,
including intruders, read and send messages. Similatlyse our input primitive may atomically test part
of the read message, by employing pattern-matching. Ifrthetimessage matches the input term, then the
variables occurring in the term are bound to the remainifigart of the message; otherwise the message is
not read at all. This mechanism is also used to decrypt redenessages on-the-fly, cf. more details below,
and thus constitutes an important novelty compared tpibjgi calculus; of course, in order to immediately
match a message encrypted with asymmetric cryptograplycdhrect decryption key has to be specified
in the term. For giving the intuition of the semantics, whisliormally defined in Section 2.2, the process
‘in(n).P’ tries to read a specific noneegfrom the network and, if such a name can be read, no bindingrscc
andP is executed. This is useful, e.g., to check protocols whereen is sent encrypted as challenge and
received back in clear as response. As another exampleideori({ x[},).P". This process reads any

1 For the sake of readability, in the rest of the paper we onaickets: for instance, the nested @, b), k) is simplified ina, b, k.
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message encrypted witkis public keyk!, i.e., messages of the for{nG}kX, decrypts them on the fly, and
binds all the free occurrencesfo G in processP.

Note that we distinguish between thatic cryptographic termg& of the calculus, and the actual sent
and receivednessages (Encryption for terms is notedC [}k while encrypted messages are nofél.
This is crucial in the calculus semantics to distinguishwaen the simple reception and the reception-
with-decryption of an encrypted message. For instaimge).P andin({y[k,)-Q can both read message
{G}kys but the first process just reads it, note{ G}, ), while the second one reads and decrypts it, noted
iN({ Gltkyg)- In particular,x is bound to the whole messa&}y,, while y is bound to the plaintexs. The
beginy (A,B,M1; M) andendy (B, A, M1; M2) primitives are used to check tlmrrespondence assertions
[18] in a nonce handshake betwe®andB based on nondd. The former primitive declares thatis starting
a protocol session witB, while the latter declares th&tis ending a protocol session in which he believes
to have correctly authenticatedl MessagedM; and M,, when specified, represent messages exchanged
respectively fronB to A and fromA to B during the protocol session. Finally> P represents principah
executing procesB; processP|Q is the parallel composition d? andQ; process P indicates an arbitrary
number of parallel instances & andO is the null process that does nothing. We will often othftom
protocol specifications. Finally, we remark that fhepi calculus comes with a notion of well-formedness
checking that(i) identity declarations do not nesij) the first identity in begin and end assertions refers
to the principal running the process; afiiil) principals only use their own keys. In the following, we $hal
always consider well-formed processes. We refer to AppeAdor more details.

Example 1.To illustrate the calculus, let us consider a simple chgkeresponse protocol in which a nonce
is sent in clear and received back encrypted with a long-sdraned key. Following [8, 10], we call this kind
of handshakéC, meaningPlaintextchallenge aniphertextresponse:

1A B
new(n)

in(x) —nN— OUt(n)

new(m)

begin, (A, B;m)

out({ B, m7X|}kAB) —{B,m, n}kAB — in({ B?y?nl}kAB)
end,(B,Ay)

Notice the use of variablesandy to receive the nonce and the message, respectively. Reaalhames
are checked for equality, when specified in a term. So, fomgne, in({ B,y,n }k,;) receives and decrypts
the message only if the key kgg and the first and third components &endn, respectively. The idea
of the protocol is that onl, who shares the long term kéyg with B, is able to send the correct reply.
The identity labeB is used for specifying the intended receiver of the cipx¢rtbus preventing reflection
attacks. Throughvegin, (A, B;m), principal A declares the beginning of the protocol based on norfoe
authenticatingn. On the other sideB ends up the protocol after checking timahas been encrypted with
kag and, througkend, (B, A;y), he declares to have authenticated, based on ngridesending message
to B". Notice that the above protocol specification models arounbled number of sessions betweeand
B, thanks to the replication operator. O



2.2 Operational Semantics of our Dialect of thep-spi Calculus

We define the operational semantics of our dialecp-api in terms oftraces following [6]. A trace is a
possible sequence aftionsperformed by a process. Each process primitive has an asstcction and
we denote withAct the set of all possible actions. The dynamics of the calcglé@malized by means of a
transition relation betweesonfigurationsi.e., pairs(s, P), wherese Act* is a trace an® is a closed process.
Each transitior{s, P) — (s:: a,P’) simulates one computation stegHand records the corresponding action
a in the trace. We denote by* a finite non-empty sequence of computation steps.

Principals do not directly synchronize with each othertdad, they may receive from the unique channel
an arbitrary message known by the environment, which mabel®olev-Yao intruder [11]: the knowledge
of the environment is formalized by a set of deduction ruledirsy that the environment knows all the
messages sent on the network, every name which is not tedtiit the trace, all public keys, and every
shared and private key with in the subscript, e.gkg; andkz. Moreover, the environment can tag and
untag messages, construct or destruct pairs, and enagptfid messages if the appropriate key is known.
Due to space constraints, the formal definition of the ttarsrelation and the deductive system formalizing
the knowledge of the environment is postponed to Appendix B.

Definition 1 (Traces). The set TP) of traces of process P is the set of all the traces generateal finjite
sequence of transitions from the configurati@nP): T (P) = {s| 3P’ s.t. (¢,P) —* (s,P')}

The notion of safety extends the standamirespondenceroperty of [15, 18] by distinguishing between
received and sent messages and pointing out the nonce \ilgittahdshake is based on.

Definition 2 (Safety).A trace s is safe iff wheneverss; :: end,(B,A,G1;Gy) :: S, then we have;s=¢s ::
begin,(A,B,G1;Gy) 1 s{, such that:: ] :: s is safe. A process P is safe if s is safe for al §(P).

A trace is thus safe if evergnd, (B, A,Gy; Gy) is preceded by a distinbiegin, (A, B,G1; Gy). Intuitively, this
guarantees that whenevBrauthenticateg\ receivingG; and sendings,, thenA has receiveds; and has
sentG; in a handshake witB based on nonce.

3 CR Calculus

In the previous section, we presented a calculus for sgagifnd reasoning on cryptographic authentication
protocols. Now, we want to abstract away from the specifiecttire of messages, and in particular from
symbolic cryptography, and to reason on authenticatiotopais just in terms of challenges and responses.
To illustrate, let us consider again the protocol of ExandplB challengedA to encrypt a freshly generated
noncen, together with identifieB and message, using a shared key. Intuitively, the first message is a publi
challenge and the second one is a private response, ditecBedNotice that the identifieB is important

to disambiguate the sender of the message: By recefvimg}y,,, B would not be able to tell whether the
message was sent Byor by B itself, given that there is nothing indicating the “direct? of the message. In
the protocol above, insteadl,andB agree that the identifier in the message represents thelertegceiver,
which can be directly checked by the receiver before comatuthe protocol.

An abstract view of the protocol is depicted in Table 2. Th‘%lbleZSimpIeCR protocol
idea is that cryptographic challenges or responses are ab-

stracted into two special messages, namely ﬁ;‘f/h(ﬁl,A,Ml) and —Ch aﬁub,priv (B,A) —
Respﬁ;” (A,B,My). The former may be read as "challenge senBby 7

b.Pri
to A for authenticating messad#; with nonceN". Similarly, the = — Resg'>"™(A,B,m) —

B

5



latter may be read as "response senidyp B for authenticating
messagél, with nonceN". Labels?, ¢’ € {Pub, Taint, Int, Priv} specify the security level of the challenge
and the response, respectively, with the following inteitineaning:

Pub : readable and modifiable by everyone; cleartexts fall indlass;

Taint : modifiable by everyone but readable only by the intenderivecepublic key cryptography is an
example of this kind;

Int : readable by everyone but modifiable only by the sender; famgte, digital signatures;

Priv : readable only by the intender receiver and modifiable onlthieysender; this is achievable through,
e.g., “authenticated symmetric encryption” as soon as thection” is made explicit as previously
explained.

In the example above, the labdtab, Priv specify that the challenge is public, i.e., sent as plaintend
the response is private, i.e., encrypted with a symmetnic Kee possibility of reading or modifying chal-
lenges/responses induces the following partial orden security labels,

00
chal")(A,B,m Priv(B readsA modifies

Res{&é,.l) (A7 B’ / \

Taint(B reads, all modify Int(all read, A modifie$

— -

Pub(all read, all modify

33

Messages witlf < Taint may be modified by everyone, while messages Withint may be read by every-
one. Moreover, onl\B can read messages with> Taint and onlyA can generate messages Witk Int.
There are two ways in which a princip@ican authenticate himselfi) by sending a response which oty
can generate, i.elnt or Priv ; and(ii) by replying to a challenge which onB can read, i.e.Taint or Priv .
(cf. Remark 2.)

For example, Regp®!" (A B, m)

represents an integer re-

sponse to a public challengelable 3 Protocol concretizations

Chaf“>!"t(B,A), which might

. . (protocol a) (protocol b) (protocol c)
be concretized throu_gh symbolic A B A B A B
cryptography as in protocol —n— —{An M}, — —{B.mn}, —
a (cf. Table 3): A proves her —{Bmn} — —{B,nmp}ys — — {B,m.n}y,, —

identity by signing the nonce

together with B' and message

m. As another example, consider

Resg®" Tt (A B,mp) representing a tainted response to a tainted challenge!¥h&" (B, A my),
which might be concretized as protocol b: A proves her identity by decrypting the tainted challenge
using her private key. Attention should be payed when tharggdabel of the challenge and the response
is the same and symmetric key cryptography is used. For deaRpsp"'P"V(A,B,m,) with challenge
Chaf"v-Prv(B, A my) should never be concretized using messages that might esedn For example,
consider the worst case in which challenge and responsé@saine, as iprotocol c. Here the enemy can
trivially attack the protocol by replaying the received idrage back tdB, authenticating aé. This is why
the CR calculus explicitly distinguishes between challengesrasgonses and the abstraction frprapi to
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Table 4 CR Calculus Names and Terms
Notation: ¢ € {Pub, Taint, Priv, Int}. M# andN* denote terms with no challenges and responses.

CR Names CR Terms
a* = n? nt (Msg9 Cti=a (Name$
I#, 7% A B¥ E* (Identities xt y# 7 (Variableg
T (Any) (Gfey (Pain
Chaf;") (1%, 3% M#)  (Chal)
Resp,, (I, 3, M%) (Resp

the CR calculus guarantees that they remain distinguishable exwn concretized through symbolic
cryptography (see Section 4).

3.1 Syntax

The calculus of Challenges and Responses, célldalculus, has the same syntax as our dialeqt-of
spi calculus apart from names and terms, reported in Tall® 41ames, noted”, correspond to the names
in p-spi plus T, used for abstracting an arbitrgpyspi term. Terms, instead, have neither tags nor symbolic
cryptography, but include challenges and resporGRsgrocesses, ranged over BY, have the same syntax
asp-spi processes but use th& names and terms described above.

Example 2.We show theCR calculus specification corresponding to Example 1. We onaist notation
for the sake of readability.

| PC HANDSHAKE IN CR cALcuLUS |

IA> \ 'Bo

new(n)
in(Chaf“>F"v(B,A)) — Chaf"®P™V(B,A)— out(Chah">"™(B,A))
new(m)

begin, (A, B;m) _ _
out(Resgg">F™V (A B,m)) — Resp">F™V (A B,m) — in(Resih "> ™V (A,B,y))
endn(Bv Av y)

A reads a public challenge on nonceoming (apparently) fronB. She generates a new messagestarts
the protocol session, and send$ta private reply containingr and based on the received nonc®©n the
other sideB generates the nonee sends the public challenge £ waits for the private reply containing
the same nonce, and commits. Authentication & is guaranteed by the fact that omycan generate such
a response and the nonce is fresh and used only once. O

As for the p-spi calculus, we have a notion of process well-formednkas rules out undesired process

behaviors and enforces the scope of challenges and resptntiee principals that can actually generate
and receive them. In the following, we shall always consiglell-formed processes. For more detail, please
refer to Appendix A.



Table 5 Abstraction

Terms Processes
_ a(0) =0
o
a(C,Cz) = (a(Cy),a(Cy)) alin(C)-P) = in(a(C)) atP
_ a(out(C).P) = out(a(C)).a(P)
a(Tag(C)) = a(C) a(beging (A1, M1; Mp).P) =
agichy = { fUCK)  if {Cl e donth) beging ) (a(A), (1), a(My); at(Mz)).t(P)
K a(C) otherwise a(endy (A 1,M1;M2).P) =
_ _ endg ) a(A),a(l),a(My);a(Mz)).a(P)
Notice that: . a(AP) = a(A)>a(P)
- £ : {Cl — Chal/Resy; (1*,%,M*) aPlQ) = a(P)a(Q)
- C replaces each encryption key with the corresponding déorypne. a(!P) =la(P)

- GivenC € dont f) ando : Vars— NamesJ Ciphertexts f (Co) = f(C)o”
- o' is defined as follows: (i) o : Abstract Vars— Abstract Terms

(ii) x#edonto#)ﬁxedon(o)
(il) o* () = {a# if a(x) =a

T otherwise

3.2 Operational Semantics

As for p-spi, we defineCR calculus operational semantics in termgraces Recall that principals do not
directly synchronize with each other. Instead, they magiuecdrom the unique channel an arbitrary message
known by the environment, which models the Dolev-Yao ingtutiere, instead of symbolic representations
of cryptographic terms, the intruder can manipulate chglis and responses but we assume that security
labels are respected: the intruder can forge messagesabilslless than or equal Taint; moreover, the
intruder can read messages with labels less than or eql@l. tm the following, we write—, and—} to
denote one-step and multi-step reduction of abstract psese respectively. For more detail on the transition
relation and the deductive system for the knowledge of t@@mment, please refer to Appendix B.

4  Abstraction from p-spi to CR

In this section, we define the abstraction of protocol nemnatfrom thep-spi into theCR calculus. The idea

is to abstract away from the specific structure of messagessing instead on their role in the authenti-
cation task. More precisely, the abstraction tells whetheiphertext is used as challenge or response. The
abstraction is fully automated and, givemp-&pi protocol narration, yields @R protocol that is proved to

be a faithful abstraction of the former.

4.1 Abstraction Function

The abstraction is defined gmspi terms and processes and is depicted in Table 5. Theaatistr of
names and variables is straightforward and amounts to neap tb their correspondin§GR counterparts.
The abstraction of a pair yields the pair composed of theatttins of each component. Finally, tags are
abstracted away.

The abstraction of encryptions performed by trusted pplsi is parameterized and ruled by a partial
function f from encryptions to abstract challenge-response messaes function works on syntactic
terms. At run time, variables may be replaced by ground tetimesabstraction of the resulting encryption is

8



ruled by the closure of, denoted byf, which behaves a$ apart from abstract variables that are replaced
by either abstract names ar, depending on whether the corresponding concrete varighbtestantiated

to a name or a different term, i.e., a ciphertext. This siteslahe semantics of théR calculus, which
instantiates variables only to abstract names. (For mdeel delease cf. Table 15 in Appendix B.)

Table 6 Encryption Abstraction

A partial functionf : {C[y — Chal/Res;ﬁﬁ/(l#,J#, M#) is anencryption abstractiorif the following conditions hold:

Format - name¢C) C ID andname$N*) = namegM*) = 0;
- x € varg(C) if and only if x* € vargN*) Uvarg M#);
- C does not contain encryptions
Unique Abstraction if 3C,C’ € don(f) s.t.Co = C'd’ with 0,0" : x— a|{G}, thenC = C’ (the closuref of f is a partial function);
Encryption If {C[}x € dom(f) then B
— k=K implies f({C[) € {Chaf\iﬁl (I 1%, M#),Resgﬂ;l(J#,l#,M#)}, with | < Taint; noticel” in the receiver place;
— k=k impliesf({Cl) € {Chaff/ 1%, 3% M¥) Res;ﬂ‘ # J* M)}, with | < Int; noticel in the sender place;

4

— k =k implies f({CJx) € {Chal/Reséf 1%, 3% M¥) Chal/Res;ﬂ (I 1% M#)}; notice thatl*, J* correspond to key
owners;

Instead of fixing functionf, we let the programmer define, and extend when needed, sugictioh.
The abstraction is proved to be safe as faf @sanencryption abstractionnamely it respects the conditions
reported in Table 6 and discussed below:

Format The only names occurring i@ are identitiesN* andM* are abstract terms only composed of the
(abstraction of) variables occurring @ It is important that abstractions preserve all of the epiey
variables so that, when decryption is performed, we carvegdbose (abstract) values from the corre-
sponding challenge-response. For the sake of simplibigyglefinition of encryption abstraction does not
cover ciphertexts with nested encryptions and throughusatgaper we only consider processes where
nested encryptions do not occur. The extension to nestegmions is addressed in Appendix E.

Unique Abstraction We require that, whef is closed by substitution of variables to names and cipkisite
it remains a function. This means that given a ground rum-timessagés, it has a unique possible
abstractionf (G); without this constraint, abstracti@nin Table 5 would not be a function. This condition
may be easily verified by applying a standard most generéieuni

Encryption We require that encrypted messages are abstracted at ntbst same security level of the
concrete messages. Public key encryption is at maisit, digital signature is at mosht, symmetric
key has no constraints as it is at the higher le¥el\). Identities are placed in the correct positions: a
public key specifies the intender receiver, a signaturegwélve identity of the sender and a symmetric
key can be only used by the respective owners. Notice thabitawed to abstract a message to a lower
level of security. In fact, this is not a problem for the sonesk of the abstraction but could, on the other
hand, make the abstract protocol insecure even if the cenore is safe, thus loosing precision in the
abstraction.

Finally, the abstraction gi-spi traces and processes simply amounts to abstract evarptcurring therein.
Notice that terms of the forn{C [}« occurring in input actually specify decryptions: since #iestraction
works on encryptions, we subtitute each decryption key Withcorresponding encryption one. The full
definition is given in Table 17 of Appendix C.



Example 3.To illustrate, let us consider again the protocol of Exanthldet us define the encryption
abstraction as .
f = {B,z X |k — Respr 2P (A B, 7%

The abstract narration resulting from the protocol abstrads depicted below.

| ABSTRACTPC HANDSHAKE |

1A B>
new(n*)

in(>) —nf— out(n*)

new(n")

begin,, (A*, BY; )

out(Resp>F™V(AF B mf)) — Resp PPV (A¥ B m) — in(Res%”b’P'i"(A#, B y¥))
end (B 7A#;y#)

This process is the same as the one in Example 2 apart fronotiee rsent in clear that is abstracted in
n* instead of Ch “b’P“"(B#,A#). Indeed, the name does not contain enough information fiarhéning
whether it is a challenge or a response. This issue is addt@ssSection 5.1. Suppose now that we want to
abstract a second protocol, similar to the previous one libttthe claimant instead of the verifier's identifier
inside the ciphertext. The protocol and the abstractiowtfan for the ciphertext is reported below:

A B
—n— g={B,z X}, — Resp->F™(B* A¥ 7)
— {Ba m, n}kAB -
Unfortunately, f and g cannot be combined together as they map the same encryptitwotdifferent
abstract messages({ B,z X i) = Resp> ™ (A¥, B, ) andg({ B,z X}, ) = Resp>F ™ (B¥ A#, 7%,
thus violating propertynique Abstractionn Table 6. As a matter of fact, the two protocols are safe ias fa
as they are not put in parallel composition. Indeed, thefrcaorent execution gives rise to the following
standardeflectionattack depicted on the left side of TableAvs running both the first{-+) and the second
(—) protocol, as responder and initiator respectively, amdha end of the session, she authenticd3es
even if B is not present at all in the protocol session. The problerhdsA generates in the first protocol
a ciphertext that the enemy may replyApby impersonatind running the second protocol. The problem
can be fixed, and the attack prevented, by the use of tagsgtéiie claimant from the verifier, as shown in
Table 7.

Table 7 Attack on the multi-protocol system and fix

Attack Fixed protocols
A E(B) A B A B
- . . n . n
— —{Bmnlge— > {Verif (B),mn}y,g—= ~<—{Claim(B),mn}y,g;——

<——{Bmn}k,g

The use of tags makes the two ciphertexts syntacticallemifft and, consequently, the union of the two
“fixed” functions f¢jx andgsix below
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ffIX = {Verlf(B)’Z’ X}kAB = Res Ubian(A#) B#) z’#)
G1ix = {Claim(B), 2. X}, — ResE ™" (8%, A%, 2)

is still a function and, in fact, it is an encryption abstraat

4.2 Soundness Result

The main result states that every concrete computation éi@sa counterpart in the abstract model. Indeed,
we abstract away from the structure of terms, while everyctdn rule in the concrete semantics has a
representative in the abstract one.

Theorem 1 (Soundness)f (s,P) —* (s,P), then(a(s),a(P)) —; (a(s),a(P)).

a

5 Effect System

In this section, we introduce an effect system for detemgjrthe safety ofCR processes. The analysis is
modular as the safety of@R protocol can be determined by checking the code of eachipahindividually
and this can be achieved in an independent manner. Furtherthe analysis is also compositional in that
the parallel composition of two safe protocols is alway®sé&iur use of effects for locally checking the
correct behavior of principals is inspired from [8]. Sumeli®g [8] however, we do not need any typing
environment a§R syntax makes explicit the role of terms, which considerayplifies the analysis. The
effect system checks the safety of nonce handshakes bygedyi the following intuitive principles:

Verifier's side The verifier should assert an end assertion only after theesstul completion of a suitable
nonce handshake based on a fresh nonce.

Claimant'’s side The claimant should respond to a received challenge ondy tfe assertion of a suitable
begin assertion.

5.1 Prevalidation

This kind of reasoning appears conceptually simple ancheldgut requires to solve some technical issues
first: (i) nonces should be used only as subscripts of challengengspomponents as they might otherwise
be unintentionally leaked; and ) nonces sent or received in clear on the network do not coetaidugh
information for predicting whether they represent chajlesmor responses. We solve both of these problems
by relying on a processing diR protocol descriptions, reported in Table 8. The idea is spétt the
code for(i) identifying nonces and messages used in the correspondseegions and checking that they
are distinct and(ii) replacing every occurrence of a nonce as plaintext (i.¢.poand in a challenge or
response component) in input or output with either ﬁﬁaﬂ(A#,l#) or Resmf”b(A#, I#). The new symbol

e constitutes a place-holder for an arbitrary security leveleed, &ub challenge does not force the security
level of the response, which might be eitlieiv or Int. Similarly, aPub response does not force the security
level of the challenge, which might be eithBriv or Taint. Notice that an inspection of the begin-end
assertions in the abstract process suffices for determihi@grincipals running the handshake and for
classifying a nonce as challenge or response. For instereeutput of a nonce” used inend (A%, B¥; M)
represents a challenge froff to B¥. Finally, we avoid undesired failures in the first part of #igorithm
due to clashes in bound names/variablesifyonverting processes to make all of them distinct.

11



Table 8 Prevalidation algorithm
prevalP¥) behaves as follows:
— check thahonce$P”) "nmsg$P*) = @, otherwise fail.
— for everybeginy: (A%, 1%, M¥; M%) € assertionsP*) replaces
¢ each occurrence ®i* as plaintext in input (resp. output) with Cﬁé‘i’"(l#,A#) (resp. Respf“b(A#, 1))
— for everyend,; (A%, 1#, M¥; M%) € assertionsP”) label
e each occurrence &§# as plaintext in output (resp. input) with Cﬁé‘l’"(A#, 1#) (resp. Respf”b(l#,A#) )

Notice that: -assertiongP*) yields the multiset of begin-end assertion$th
- nonces$P*) = {N#|begin(A*,1#, M¥; M) or end,(A¥, 1%, M¥; M5) € assertionsP¥)}
- msggP¥) = {V¥|beginy, (A¥, 1%, M¥; M%) or end (A%, I¥,M¥; M5) € assertiongP*) andv* € termgM¥,M3)},
wherev” ranges ove€R names and variables.

Example 4.Let us consider th€R process discussed in Example 3, which we B&ll We report below the
process yielded by the prevalidation algorithm, nanpeval PC).

prevalPC) £ |A* >in(Chaf">* (B¥, A%)).new(n").begin,, (A%, BY; m*).out(Resp, > "™ (A%, B¥, nT*))
| 1B* >new(n*).out(Chaf*®* (B A¥)).in(Resp, ™™ (A, B¥,y¥)).end , (BY, A%;y*)

Notice that the noncer* sent by A* constitutes a challenge froB* to A* and is thus replaced by
Chaﬁ#“b"(B#,A#). The same reasoning appliesis code where'” is replaced by*.

Finally, we remark that replacinly” by either Chaﬂﬁb"(B#,A#) or Resmf“b(B#,A#) does not affect the
semantic behavior ofR processes. This is formalized by the following lemma, whetedenotes the
process obtained fro” by replacing some of the plainteX’ occurring in input or output with messages
of the form Chaﬁﬁb”(l#,\]#) or Resh’{l’f”b(l#,\l#); the same manipulation on the abstract trsicis denoted

by .
Lemma 1 (Equivalence)lf (s*, P#) — (s¥# P#), then(s,P?) — (% P¥)

Proof (Sketch)The proof relies on the fact that”, Chaﬁﬁb”(l#,\l#) and Respf“b(l#,J#) are equivalent
from the environment’s point of view. Formally, they can kedced from each other by ruleORGEABLE
and READABLE, cf. Table 16 in Appendix B containing tieR manipulation rules of the environment.

Remark 1 (Process Well-Formednesh). the following, we shall only consider abstract processes
which nonces do not occur as plaintexts or authenticatedsages, namelyonce$P*) N (msggP¥) U
plaintextgP*)) = 0, whereplaintextgP*)) = {N* | in(...,N* ...) € P orout(...,N¥ ...) € P*}.

5.2 Effects and their Usefulness for Proving Safety

Table 9 Effects
f 1= fresh (n¥) (fresh nonce)
[!|?]Chaff/(l# J# M¥) (challenge)
P g if £ =Pub, thenM* =¢
(17 Res@; (1%, 3% M#) (response)
if = Pub, thenM” = ¢ en=[fy....f]  (effect)
e = [fy,..., fn] (effect)
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The link between correspondence assertions and the nommsheke followed by principals can be
achieved by tracking the generation-reception of chatlerand responses and the freshness of nonces. Ef-
fects are used for tracking the freshness of nonces and teeag@n-reception of challenges and responses.
This tracking can be conducted by mean®fiécts Formally, effects are multisets of atomic effects; their
syntax is reported in Table 9. The semantics of each atorfécta$ as follows:

— The atomic effecfresh(n¥) tracks the freshness of nono#, allowing the occurrence of a successive
end ,(---) assertion on the same nonce. Indeed, a new name is freslitistilsed for justifying an
end ,(---) assertion.

— The atomic effectQhaIf\’,ﬁ/(I#,J#, M#) (resp. Chalf\iﬁl(l#,\]#, M#)) tracks the reception (resp. generation)
of a challenge with nonch* sent byl# to J# for authenticatingv”, thus allowing the occurrence of a
successivedeginy: (3%, 1%, M*; ) (resp.end(1*,J%,M*;.)) assertion. The security levedsand ¢’ have
the same semantics as in Section 3.

— The atomic effect Respﬁl’ﬁ (1#,J%, M¥) tracks the reception of a response with noNéesent byl to J#
for authenticatingv”, thus allowing the occurrence of a successive,+ (3%, 1%, -; M¥) assertion.

— The atomic effect Respf\;ﬁ/(l#,J#,M#) has different semantics asdhables ¥ to generate a response
for J* with nonceN” for authenticating\”. This atomic effect is justified by Beginy.(17*,J%,-;M*)
assertion. This asymmetry in the use of effects is disculsskxiv.

Effects for the PC handshake For giving the intuition on how effects are used for validgtprocesses, let
us consider the abstract protocol of Example 4. The effectthe protocolare depicted in Table 10.

B* generates a nonce®, whose freshness is tracked

by the atomic effecfresh(n*), and sends it in a chal-
lenge toA*: IChal/®*(B*,A*) tracks on the verifier's Table 10PC handshake with effects

code the generation of the challenge. The reception &f B*
this message is tracked by ?Cj;ﬁl’(B#,A#). The fol- new(ri") o
lowing begin »(A*, B¥;n) requires the reception of a fresh ()

challenge generated b (effect ?Chd]:">*(B* A*))
and justifies the generation of a response for a 2chal b (8%, A¥)
thenticatingn (effect IResf,™"™ (A# B¥,m")). This Y begin.. (A" B#_r’n#)

is the reason why effects of the form !Rééfp...) ﬂ !Rej ub,7Priv’(A# B* )
are used forenabling rather than tracking the gen- 7 Re; ’
eration of responses, as mentioned above. Hence B
!Res;ﬁ#“b’P”V(A#, B, m¥) enablesA” to generate the cor- | ChaP“b’f'rFI;Z (X#;
responding response, which is eventually receiveBhy 2Res .ubﬁPrivln?A# B#’m#)
and is tracked by ?ReSP"™ (A%, B, ). Since the .
nonce handshake has been successfully completed (ef
fects IChal,”*(B¥,A*) and ?Resp™"™ (A¥, B*,nf))

and the nonce is fresh (effefresh (n*)), B* can safely
asserend (B*, A%; ).

ChaE#Ub’.(B#,A#)— o

fresh (n*)
IChal;">* (BY, A*)

Ub'P”V(A#,B#A,nf*)

endn#(B#,A#; i) e

5.3 Determining the Safety of Processes

For simplifying the presentation of processes, in the failhgy we introduce some additional conventions.
We write [fq,..., fo] and ?f1,..., fy] to denotd! f1,... ! fy] and[?f4, ..., ?f,], respectively. Furthermore;
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Table 11 Validation Rules

Terms
ATOM CHAL REsP
a () chafis (1,3, M*) : ([Chafj} (1%, 3%, M) []) Resp, (1%, 3%, M*) - ([J; [Resp;: (1%, 3%, M¥)))
PAIR
C*:(ecier)  C":(eieh)
(C*.C%): (ec+eier+eR)
Processes
R P | NEwW
’(;I-IL PI’E*F:L[} P/;R: e Qe DP# e P?:e ¢ bn(P*)Unamesge— [fresh (n")])
0 P* P¥Q*: ep +eg AP e new (n).P*: e— [fresh (n")]
IN ouTt
P*:et?%c+?2r  C*:(ecier) Pf:etlec  C*:(ec;er)
in(C*).P*:e out(C*).P¥ : etleg
BEGIN

(oo lroli, ly PP e+ [RespS®(A% 1", M5)] M ground
beginy (A%, 1¥,M¥; M%).P* : e+ [2Chal (1%, A¥, M¥)]

END
lc,lrole,ly  P*:e M ground

end, (A%, 1% M¥; M5).P¥ : e+ [IChal’S = (A%, I*, M), 2Resff = (17, A, M), fresh ()]

Notice that: - An abstract term is ground if it contains neitkiariables nof™
- lc, lro Ui, IR holds if:
(i) either (c = (¢ # o and(r = (R # o) or (Pub = (c = ¢ and(r = e) Or ({. = ¢ and/r = {; = Pub); and
(i) £c € {Taint, Priv} or ¢ € {Int,Priv}; and
(iii ) c = Taint implies /g # Int

and— are the usual union and subtraction operators on multi-egtse, yields the effect composed of all
the atomic effects im plus the ones i, while e; — e, yields the effect obtained by removing, if present,
an occurrence of each atomic effectanfrom e;. If an atomic effect ofe, does not occur ire; then the
subtraction of that atomic effect leavesunchanged.

The binding between abstract messages and their effectsnlfized in Table 11 by the judgement
M¥: (ec;er), read as M# has challenge effeet and response effeek”. The main judgement used in our
analysis isP* : e, read as P* has effece”, meaning that process” is safe under the conditions expressed
by effecte. For instancepP” : [fresh(n*)] means thaP” is safe ifn* is fresh. In the following we shall
give informal explanations on the process judgements ofeTab. The validation of a process is defined
by induction on its structure and the null process is the ltase: Since each validation rule univocally
determines an effect from the one of the continuation pmdée effect assigned to processes is unique.
NiL validates proces8 under empty effect since validating the null process doégeguire any specific
assumption on the process’ behavioerR validates the replication of a process under empty effect []
if that process is in turn validated under empty effect. Raéum the effect to be empty is necessary in
order to preserve the safety, e.g. replicating a processeffiectfresh (n*) may generate an infinite number
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of processes exploiting the freshness of the same nohde complete authentication sessions; this, of
course, is not safe as a nonce should be used only onacev#tidates the parallel composition of two
processes under the union of their effects, stating thapémneallel composition of two processes is safe
if both of the processes are saf®. $kips identity declarations as they are not relevant in tayais.
NEw justifies, through the atomic effeﬁtesh(n#), at most one use af* as fresh nonce in the continuation
process. Indeed, the deletion of one occurrendeesii (n) in the thesis allows the continuation process to
exploit the nonce for asserting one end assertion (cf. rolB)EIN justifies in the continuation process the
reception of the challenges and responses composing #higedanessage. @ justifies in the continuation
process the reception of the challenges and requires tieigsion to generate the responses composing
the message sent on the network. As discussed in SectiothB.assertiorbegin,: (A%, 1%, M¥; M%) (rule

BEGIN) requires the reception of Crf@fR(I#,A#,M’f) and justifies the generation of R%%(A#, 1%, M35).
Similarly, the assertiorend »(A*,1%,M¥;M3) (rule END) requires the freshness af, the generation of

Cha[S®R(A# 1%, M%) and the reception of Re%p”R(I#,A#, M3). Notice that we check on the syntax of begin
and end assertions that messages sent in the response lgirtient are ground and so are the ones sent
in a challenge by the verifier. This suffices for proving thiahever occurs within authenticated messages
at run time. This is crucial for carrying over safety propestfrom the abstract to the concrete semantics
since T might otherwise be instantiated differently in the matghbegin and end assertions. Finally, the
relation (c,(r < (¢, (r checks that the security levels of challenges and resparsesonsistent and safe,
namely either the challenge security level igifaint, Priv} or the response security level isfint, Priv},

as discussed in Section 3.

Remark 2.Notice that we prevent the combination of tainted challsngih integer responses. The reason
is that such handshakes are flawed with respect to our aidhion property. To illustrate, let us consider
the following CR protocol:

A _ B
~— Cha nt’Tamt(B#.A#,rTé)

begin,. (A¥, B¥, m§; mi})
ReSd—;mt"lnt(A#ﬁB#,ﬁﬁ)%
end . (B*, A% mf; ni})

B* sends toA* a tainted challenge with nong& and message¥, and B* answers by an integer response
with messagen:. At a first sight, this protocol seems safefdgroves her identity by decrypting the tainted
challenge and signing the response. Unfortunately, thopobis affected by the following attack:

A E* B*

Cha nt"Tamt(B#.A#,rTé)

begin . (A*, B*, mf; m})

Res ;mt’lnt(A#ﬁB#ﬁnﬁ)%

<— — — —Chaly" T @ At — — — —

begin . (A*, B*, m; mif)

end (B, A%, mi; mf)
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A* engages in two protocol sessions: the forme) (s started byB* by sending a challenge with nonce
n* and messagat, the latter (-») is initiated by the enemy impersonatiff. Indeed, the response by
A% is integer, thus readabl&” gets the knowledge of the nono& and can send it back & in a tainted
challenge with the new message. HenceA” outputs an integer response B3 for authenticating the
new messageny. Eventually,B¥ authenticates\* receiving messagevi and sending message¥ in the
same protocol sessiotUnfortunately, this happened in two different protocadsens and thus the corre-
spondence assertions do not match. If we considered a waattemntication property where challenge and
response messages are authenticated separately, nafitghgsipegin (A%, B¥, mf; mf}) into the two asser-
tionsbegin (A%, B*,n;) andbegin (A*, B¥, mj) and similarly for the end assertion, we would obtain a safe
execution trace.

5.4 Safety Result

The following theorem states th@R processes with empty effect are safe.
Theorem 2 (Effect Safety)If P#: [], then P is safe.

The following theorem constitutes the main result of ounfeavork: if the abstraction of a process is safe,
then such a process is safe as well, i.e., a proof of autlaioticin theCR calculus automatically entails
authentication in the-spi calculus. The proof follows from the previous theorems

Theorem 3 (Safety).If preval(a(P)) : [], then P is safe.

Proof (Sketch)Assume by contradiction th&is not safe. Then there exists an unsafe taeéracegP).
By Theorem 10(s) € tracega(P)). By Theorem 2q(s) is safe. Thus alsa(s)~ is safe. By an inspection
of rules BEGIN and END, begin-end assertions @r(s)~. do not contain the top element. Thais safe, giving
a contradiction. O

Finally, the effect system is modular and the analysis caitipnal, as stated by the following theorem.

Theorem 4 (Modularity and Compositionality). Let P be an abstract process of the for#| ... |!P.
Then P : [] if and only if'P*: [],Vi € [1,m)].

Depending on whether one reads the proé&sas a protocol, executed by different principals, or a multi-
protocol system, composed of different protocols, thietbm states thdi) a protocol is safe if all partici-
pants are successfully, and independently, cheakediglarity), and(ii ) a multi-protocol system composed
of safe protocols is safedmpositionality.

6 Conclusion

We have presented a novel approach for concisely abstyaatithentication protocols and for subsequently
analyzing those abstractions in a sound manner, i.e.idgrauthentication guarantees for protocol abstrac-
tions suffices for proving these guarantees for the actudbpols. The approach enjoys compositionality
guarantees, allows for a modular analysis of abstractiang,ensures that many authentication protocols
share a common abstraction so that validating it entailarggguarantees for all these protocols and all
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compositions thereof. Moreover, such a validation can llwpaed automatically using static analysis tech-
nigues based on the effect system proposed in this papeeMérk that our approach is extensible in that
extensions to abstractions of additional protocol clagsesediately enjoy a soundness theorem provided
that these extensions satisfy the conditions on the erorypbstraction. Finally, we tested our technique
on several existing protocols; some examples are in Apgehdi

As future work, we plan to further reduce the complexity @& groofs conducted within our abstraction
and enhance its expressiveness by an abstract interpresatitably reflecting different protocol sessions
into one abstract session so that authentication becomegigidecidable in the abstract domain, without
the need of further approximating it as done in the effectesysgpresented in this paper. Furthermore, we
plan to exploit recent results on linking symbolic cryptaginy with actual cryptographic algorithms to
verify truly abstract authentication protocols in a waytthasures strong authentication guarantees even for
concrete, cryptographic implementations.
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A Calculi Well-Formedness

p-spi calculus The p-spi syntax is quite liberal, giving the possibility of wrig nonsense processes like
Ar-BrP, where an identity declaration nests within another onéasegin, (B,1,M1,M>), whereA asserts

a begin-event in place @. Moreover, a shared kdy; should only be used blyandJ and a private key
ki should only be used by. Process well-formedness rules out the above mentionedsired process
behaviors and enforces the correct use of long-term keys.ftrmalized through the standard notion of
scope: we say that theeopeof A> in processAr P, is process?.

Definition 3 (Process Well-Formedness) process P is well-formed if the following conditions hold:

All the occurrences oftAin P are not in the scope of some other; B
Everybeginy (A, 1,M1,M3) in P is in the scope of A

Everyendy (B,J,M1,M3) in P is in the scope of B

Every symmetric keyskoccurring in P is in the scope of eithes br J>;
Every private key,koccurring in P is in the scope obl

arwONPE

Well-formedness is trivially verifiable by a simple synfadghspection.

CR calculus As for p-spi calculus, we have a notion of process well-formedniesasrules out undesired
process behaviors and enforces the correct use of chadlemgieresponses. In the following, we shall always
consider well-formed processes.

Definition 4 (Abstract Process Well-Formedness)A CR process P is well-formed if the following con-
ditions hold:

All the occurrences of in P* are not in the scope of some otheB
Everybeginy: (A%, 1%, M¥, M%) in P* is in the scope of &;

Everyend,:(B*, 3%, M¥, M%) in P* is in the scope of B;

Everyout(.. .,Chal/Res;ﬁfl)(l#,J#, M#),...)in P, with £ > Int, is in the scope ofl
Everyin(.. .,ChaI/Respﬁf/)(l#,J#, M#),...)in P, with¢' > Taint, is in the scope of*]

a bk~ wnpE

Notice that the notion of well-formedness includes comesisy checks between challenges and re-
sponses generated and received by a principal and theirityedevel. Specifically, only1# can

generate ChaResfo/)(l#,J#,M#), if ¢ > Int (tem 4), and onlyJ* may read the content of

Chal/Res;ﬁfl)(l#,J#,M#), if ¢ > Taint (item 5). As forp-spi, well-formedness conditions are trivially
verifiable by a simple syntactic inspection.

B Calculi Semantics

p —spi calculus semanticsThe dynamics op-spi is formalized by means of a transition relation between
configurations i.e., pairs(s,P), wheres € Act® is a traceP is a (closed) process. Each transiti®P) +
(s::a,P’) simulates one computation stepRrand records the corresponding action in the trace.

We distinguish between the static terms of the calculus,th@dun-time messageshich are actually
sent and received. The latter are ground, i.e., they do ntbizovariables, and have the same syntax as
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Table 12 Transition System fop-spi

Transition rules: We omit the symmetric rule ofAR.

RES INPUT

a¢ bn(s)Ufn(s) sFG  0=hind(C,G) % ouTPUT )
{s,new(n).P)—(s:: new(n), P) (s,in(C).P) — (s::in(Ca),Pa) (5, 0ut(R).P) — (s:: oul(R), P)
BEGIN END
(s,beging(A,1,G1;Gp).P) — (s:: beging(A1,G1;G2),P) (s,endg(A,1,G1;G2).P) — (s endz(Al,G1;Gp),P)
PRIN?IPQL ( P PA<R P) — (¢,P) REPLICATION
s,P) — (s::q, S,P) — (s,
(s,A>P) — (s:: Ava,AsP) (s,P|Q)—(5,P'|Q) (s1P~(sP[!P)
Table 13Binding terms and run-time messages
bind(a, a) I
bind(x,a) = [a/X]
bind(x, {G}K) [{G}k /X
bind(Tag(C), Tag(G)) = bind(M, G)
bind((C,C’), (G,G’)) = bind(C,G) wbind(C',G')
bind(ﬂc|}k,{G}k) bind(C,G)
bind(C, otherwise

o1W0o, =01U0y  if xedomop) Nndom(ay) = 01(X) = a2(X)
o150 =7 otherwise

static terms apart from cryptography which is denofed}y instead of{ ... }x. We will useG to denote
run-time messageét run-time, term variables can be bound to run-time messg@goducing special terms
containing a mixture of...}x and{...[}x. We call these extended termsn-time termsranged over by
R. Run-time terms can occur in input and output primitivesypgiven that calculus syntax forbids the
use of cryptography in the other primitives. For this reasairrun-time,begin andend will only contain
run-time message6. The set of all possible actions, notédt, includes the actiomn(R) generated by
input, out(R) by output,begin;(A,1,G1;G,) andend;(A,1,G1;Gz) by ‘begin’ and ‘end’, andhew(n) by
restriction. Actions are prefixed bd when executed by a princip&. We show the intuition behind run-
time terms through simple examples: Consider actigfj {n},g [}, ). It represents the input of message
{{n}kss }i; of which only the outermost encryption has been decryptetiq@that the innermost encryption
is a run-time message). This may be achieved using prini'rhi@@x[}k;), which will boundx to {n}yyg-
Through primitivein({{ Y [fkag [}k;), instead, both encryptions would be decrypted bindirtg n. Thus,
run-time terms allows us to trace what is encrypted or deed/pnd what is just sent or received.

Some transitions apply substitutions to processes: fdyneabubstitutiono : x — G is a function from
variables to run-time messages. Often substitutions ateewexplicitly by [G1/X4,...,Gn/Xa]. The appli-
cation of the substitutiow to the proces$is denoted byPc and applies only to free occurrences of the
variables inP. We use a number of notation conventions. The restricti@raiprnew(n).Sis a binder for
namen, the input primitive is a binder for the variables that ocoutermC. In all cases the scope of the
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Table 14Message Manipulation Rules

[R] takes a ground run-time terRand returns the corresponding run-time message, i.e.gelaall the occurrences §f... [}«
into {...}x.

OuTt ENvV PAIR PaIR DES TAG TAG DES
out(R) € s a¢ bn(s) skG; sk Gy sk (G1,Gy) ie1,2 skG Sk Tag(G)
sk [R] ska st (G1,G2) sk G st Tag(G) skG

ENCRYPTION DECRYPTION p K E K

SFG sk k sk {G}x sEK usgc EYS NEMY KEYS B

_ e —— skk sk kg sk ke skkg
sk {G}k skG

binders is the continuation process. Similarigw(n) is a binder for names and its scope is the continuation
trace. The notions of free/bound names and variables, botrbcesses and traces, arise as expected.

Table 12 collects transition rules:ER generates a new nammeby checking that it differs from all
the names already used in the tracdt is possible to force this condition by applyimgconversion tm,
i.e., by substitutingh and all of its free occurrences Biwith a different name. Indeed, as in companion
transition systems, see, e.g. [7], we implicitly identifsopesses up to renaming of bound variables and
names, i.e., up to-equivalence. NPUT requires message, read from the network, to be computable by
the environment: the environment knowledge is defined byrteesage manipulation rules reported in Table
14 and discussed below. The run-time mesdagds read only if it can be pattern-matched with the input
term C via the functionbind of Table 13 and discussed below. In such a case, all the lesiahC are
bound to the respective submessage® pfoducing the run-time teri@c. OuTPuUT, BEGIN and END are
self-explanatory. Finally, RINCIPAL adds the principal name to the performed actioxr ihterleaves two
different protocol executions andeRLICATION arbitrarily replicates a principal.

Pattern-matching is formalized through the functimnd, defined in Table 13. We writieto denote the
decryption key corresponding ko For symmetric cryptography we hakgs = kag, for asymmetric it holds
ki =k, andk, = ki . Functionbind takes as input a static tef@®and a run-time messag&and, in case
it exists, yields the substitutioo which makesC equal toG, up to the different notation for encryption. If
pattern-matching failshind returns?. It is defined by cases on the structure of t€€ma name matches a
name with empty substitution; a variable can be bound teedh atomic nama or to a ciphertext; tagged
terms require the same tag, and pairs match pairs yieldindpstitition which is the uniow of the ones
achieved for the subterms; the unioaw o, succeeds only when variables substituted by tmtland o,
are bound to the same run-time message; finally, decryptiuss be performed with the correct decryption
key. In all the other casebind returns failuref.

The message manipulation rules, in Table 14, formalize tive@ament actions. Rule @r says that
every message sent on the network is known by the environriat allows the environment to know
any name which is not bound (i.e., restricted) in the tragePBIR and RAIR DES, the environment may
construct and destruct pairsa@ and TaG DEs allow the environment to tag and untag messages. By
ENCRYPTION, and DECRYPTION the environment can encrypt and decrypt messages only kgothie
required keys. By BeLIC KEYS, all the public keys are known by the environment. Finally, BENEMY
KEYs, the environment may be provided with its own private keys afith long-term keys shared with
honest participants. This gives the possibility to the epdémnstart authentication sessions and, generally
speaking, to interact with the other participants by préiteg to be a trusted principal. As an example, let
us consider the following transitions :
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(€ , Avin({x [ ).out(x).0 )
— (Avin({nf) , Aout(n).0)
— (Arin({n}.) :: Asout(n) 0)

A reads the messag[@}kx, which can be generated by the environment using ruleg, PuBLIC KEYS
and ENCRYPTION. Functionbind({x[,,{n}; ) succeeds returning = [n/x]. Hence the process performs
ain({ x[}k; o)=in({n [}k;) moving toout(X)o = out(n). This action represents a reception with decryption
of message{n}kx. Then, the output is performed and the process terminates.

Table 15CR calculus: Binding abstract terms and run-time messages

bind®(a”,a*) = ||
bind®(x* &) = [ /%]
bind*((C#,C%), (G¥,G4)) = bind*(C¥#, G¥) w bind*(C§, G5)

bind*
bind*
bind*(C

Chaf;” (A% B, M), Chall;") (A%, B¥, Gf)) = bind*(N*,Gf) wbind*(M*, Gf)
Res;ﬁ ) (A B M) ,Resé%“(A#, B* G#)) = bind*(N¥, G¥) wbind* (M*, Gf)
G*) =1 otherwise

/_\A —~ o~~~

Table 16 CR calculus: Abstract Message Manipulation Rules

ouTt ENV PAIR PAIR DES T
out(G*) e s a” ¢ bn(s) skGf s-Gj sk(G},Gh) ie1,2 SEF"F
s+ G* st a* st (G},Gh) sk G/
READABLI/E )
FORGEABLE sk Chag 1*.J*.G4) v st Res;ﬁ;‘ 1*, 3% G4)
sFGi, Gy (<TaintvI*=E*vJ* = U< intvIf—EFvIF =
sk Chafyf (1*,9%,G§)  siResfy/ |#,J#,G§) skGf, G5
1 1

CR calculus semanticsThe semantics dER calculus is based on the same transition rulgs-spi calculus
presented in previous section (Table 12). The only diffeeeis the way terms are bound and deducted
by the intruder. Table 15 defines the functibimd” used for the input primitive o€R calculus. Table 16
describes message manipulation rules for abstract mesddgtice that security labels are not violated by
the intruder, similarly to what is done with cryptographytlie concrete calculus. Here and throughout this
paper,G* andR* range over ground abstract messages.

C Abstraction of Run-Time Terms, Traces and Processes

The abstraction of run-time terms, reported in Table 17eig gimilar to the one of syntactic terms presented
in Table 5. The main difference is that ciphertexts may oetutun-time as result of variable instantiation.
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The abstraction of ciphertexts occurring within processédsas they are proved to be already known by the
environment and their input-output does not affect therabgbn. A more precise abstraction of ciphertexts
is required for abstracting environment's knowledge, asuised in the long version of this paper. The
abstraction of traces is obtained by abstracting every taearring therein. The abstraction of processes is
similar and is thus omitted from Table 5.

Table 17 Abstraction of run-time terms

Traces
Run Time Terms ae)
o a[Ao] new(n) 1) = [a (A newa(n) - a(t)
a@ = a a([A] m() >:[a<A>>] n(a(R)) = alt)
a(Ry,Rp) = (a(Ry),a(Ry)) a([A>] out(R) ::t) = [a(A)p] out( (R) :a(t)
a(Tag(R)) = a(R) _ a([Ap]beglrb(A,I, ;Gy) &
a({Rp = { FARK) T (Rl < dom(f) [()}begln,g(a(A),a() a(Gy);a(Gz) ()
a(R) otherwise a (A (Al G( _
Gh) =T ( ]e”"G”l AL )
a({ >] end, g, (a(A),a(l),a(Gy);a(G))  aft)

D Proofs of Soundness and Safety

In this section we formulate the proofs of the main theorelmgarticular, in Section D.1 we prove the
soundness of the abstraction and in Section D.2 the saf¢heatnalysis.

D.1 Soundness of the Abstraction

We use a special abstractiog(G) of run-time messagés, defined in table 18. As proved by the following
lemma, this abstraction is more precise than the usuyas we need to consider all the potential challenges
and responses, independently from the fact that procesiasput them.

Lemma 2 (Environment Abstraction). s* - ae([R]) implies § - a(R).
Proof. The proof is by induction on the structure Rf

Base CaseThe base case R= a, i.e.,Ris a name. The proof is immediate @g(a) = a(a) = a*.

Inductive Cases If R= {Gl, thena(R) = T ands*I- T by Top; if R= (Ry,Rz), then by induction hypoth-
esiss’ - a(R), for everyi € [1,2], and, by the message manipulation rukar s (a(Ry),a(Rp));
the other cases follow immediately by definitionogf

The next lemma states that abstract names occurring assiandemessages in an abstraction of an en-
cryption are derivable from an abstract tratéf and only if the abstraction of the ciphertext content isoal
derivable froms”.

Lemma 3. Let {G}« € dom(f_) and ae({G}x) = Chal/Reséﬁ/(l#,J#, Gj). Then & a(G) if and only if
- 1
s+GiGh
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Table 18 Abstraction for the environment

Run Time Messages

ag(a) = a'
0e(G1,Gz) = (0e(G1),0e(G2))
ae(Tag(G)) = Ue(G(){ . . )
f ({G if {G}k e dom(f
de({Ghd = {62(6) - othervt(/ise -
wheref ([R]) £ f(R)

Proof. This result derives from the definition df and from conditionFormatin Table 6. In fact,f is a
closure off in which variables on the left (concrete) are bound to namesphertexts, and variables on
the right (abstract) are bound to namesiorespectively. For this reasar(G) is a tuple of atomic abstract
names and™’s which also occur irG}, G5 and vice-versa. O

The following definition introduces a notion of well-formaeks forp-spi traces, requiring that run-time
ciphertexts sent as output, and not generated therein,demrereceived before. It is easy to see that every
trace generated by@spi process is well-formed. For this reason, in the follogvive shall only consider
well-formed traces.

Definition 5 (Trace Well-Formedness)A trace s is well-formed if the following conditions hold:

— ifs=9¢:out(R) and{G}« € termgR), then3dG' s.t. ING') € s and{G}« € termgG') (every ciphertext,
which is not generated in the output, has been received defor

The next lemma states that the environment knows every itgtieeven if nested, circulating on the net-
work.

Lemma 4 (Nesting and Environment's Knowledge)!f s G and{G'}« € termgG), then s~ {G'}«

Proof. By induction on the length of and on the derivation length ef- G.

Base Cases = ¢ We start by considering an empty trace, which is the basefoasiee external induction:
Base CaseWe only have one possible derivation of length one, narBely sinceOut has no effect on
an empty trace. The proof is trivial as names, of course, daamtain nested ciphertexts.
Inductive Cases The rules for pairs, tags, encryptions and decryptiongathfollow from the induc-
tion hypothesis.

Inductive Cases+# € We now consider a non-empty trage
Base CasesThe only interesting case Gut:

Out The judgemenst [R] derives byout(R) € s. Let us suppose thdiG}x € termg[R]). By
PaIr DESs, sderives the top-level ciphertexts [iR] . Let us consider the nested ones: since, by
syntactic restrictionR does not contain nested encryptions, we have{iBak € termgR). Since
the trace is well-formed (cf. Definition 5), we have tH&}x has been previously received as
input, possibly nested. The thesis follows from the inductiypothesis on the length sf

Inductive Cases The proof derives straightforwardly from the induction byigesis on the deriva-
tion length ofst G. O
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The following proposition states that if a messdgés known to the environment after the tragethen
0e(G) is known aftera(s).

Proposition 1 (Knowledge Abstraction).If sk G, thena(s) F ae(G);

Proof. By induction on the length of and on the derivation length st G.

Base Cases = ¢ We start by considering an empty trace, which is the basefoasiee external induction:
Base CasesWe only have one possible derivation of length oBev, sinceOut has no effect on an
empty trace:
Env for everya we havee I- a ande - a(a) = a*. Of course, an empty trace does not have any
bound name so every name and every abstract name is deffiraile.
Inductive Case Since the rules for pairs and tags trivially follow from theduction hypothesis, we
focus on the two relevant cases of encryption and decryption
Encryption In the following, we discuss public-key encryption: the girdor encryptions via
enemy-keys is similar. Fromi- G we may derivee - {G},+. By induction,e i- a¢(G). We now
have two cases: i{G},+ ¢ dom(f ) we have thatie({G},+) = ae(G) thus trivially obtaining
the thesis. Otherwiseie({G}+ ) = f_({G}). By conditionEncryptionof Table 6, we know

thatf _({G}+) can be either Chég (%1% Gb) or Resé;;lf(J#, I#.G%), with £ < Taint. Moreover,

by Lemma 2, we have that- ae(G) impliese - a(G). By Lemma 3 we obtain that- Gf, Gj.
By rule Forgeable, we obtain that - f ({G},+), i.e..e - 0e({G}y ).

Decryption Since, with an empty trace, encryptions can only be gerdrdayethe environment
itself, e = { G} has been for sure obtained using the encryption rule by thethgsis - G. By
applying the induction hypothesis we directly obtain ae(G).

Inductive Cases## € We now consider a non-empty trage
Base CasesWe have two possible derivations of length one, nan@alyandEnv:

Out Thejudgemenst [R] derives frompout(R) € s. By trace abstraction we know thatit(a(R)) €
a(s) and, byout, a(s) - a(R). Notice, now, thati(R) andae([R]) may only differ for some
{G}k € termgR) which is abstracted intd in a(R). However, by Definition 5, a messag&}x
can be present iR only if it has been previously read from the environment. Helbe the
prefix of swhere such an input occurs. By Lemmas4;- {G}« and, by induction hypothesis,
a(s) - ae({G}k) from which the thesis.

Env The judgemenst a requiresa ¢ bn(s). By the rule for abstractingew (which is the only
binder for names) we obtain thata) ¢ bn(a(s)). Sinceae(a) = a(a), we have thabi(s) -
Oe(a), as desired.

Inductive Case Rules for pairs and tags are trivial. We focus on the two mlecases of encryption
and decryption

Encryption This case is exactly the same as the one we have seen with anteace.

Decryption This case is new, since with empty trace we had no encryptgast from the ones
generated by the environment itself. We discuss privatedkeyyption. Frons+ {G}kr we may
derivest G. Assume tha{G}kr has not been generated by the environment, otherwise thie the
is trivially achieved as for the case with empty trace ab@seinduction, a(s) - O(e({G}k;)-
We now have two cases: {iG},- ¢ dom(f ) we have thatie({G},-) = 0e(G) thus trivially
obtaining the thesis. Otherwisae({G}-) = f_({G},-). By conditionEncryptionof Table 6,

we know thatf ({G}-) can be either Ché.f(l#,\]#, Gj) or Resé;f(l#,\]#, Gj), with ¢ < Int.
- 1 1
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By rule Readable, we obtain thati(s) - G}, Gj. By Lemma 3 we obtain that(s) - a(G).
We need to show that this implie(s) - ae(G). Recall that we have assumed tH&}, - has
not been generated by the environment. Thus it must have s$m@nas output by a process,
namelyout(R) € s with either {G},- € termgR) or {G},- € termg[R]). The former case is
trivial as, by the well-formedness sfand Lemma 4, we have thst- {G}y, for some prefix

s of s, from which the result by induction hypothesis. The lattaseis more interesting as it
represents an encryption performed by a process. Notitelth&ormat of Table 6, we know
thatR cannot contain encryptions, thus, by the well-formednéssaod Lemma 4, every nested
run-time ciphertex{ G'}¢ possibly occurring irG has been previously received. By induction
on the length o§, we have thati(s) - {G'}« and, since these nested ciphertexts are the only part
of G approximated by into T, we obtain the thesis, i.ax(s) - ae(G). 0

The next corollary is useful for the final theorem:
Corollary 1. s+ [C]o impliesa(s) - a(Co).

Proof. By the previous proposition we know that- [C] o implies a(s) - ae([C] o). By observing that
C does not contain run-time messages, i.e., messages ofrthg @}y, we easily obtain thate([C]0) =
a(Co).

The following lemma says that the abstraction of termsgsamnd processes is closed under the substitution
of variables with either names or ciphertexts. Here andutinout this paper, we writ® to denote an
arbitrary pattern, namely either a term or a trace or a psy@®lP” to denote an abstract pattern.

Lemma5 (Substitution). For everyo : x— a | {G}x and P, a(Pa) = a(P)c”.
Proof. We proceed by cases, accordingio

Terms By induction on the structure @f.
? = a The proof is straightforward as the domain @fis composed of variables and thagac) =
a(a) = a(a)o”.
P =x If xa = a, thena(xa) = a(a) = a* = x*o* = a(x)a”, as desired. Iko = {G}, thena(xo) =
a({Gl) = T = x*o* = a(x)a”.
? = (Ry,R2) The result is obtained directly by the induction hypothesis
? = R}k If {R}x € dom(f), then{R[}xo € dom(f) as f is the closure off under variable substi-
tution. Thusa ({ R}ko) = f({R}ko) = f({R[k)o” = a({ R}k)o”, as desired. If| R}k ¢ dom(f),
then the result is obtained by the induction hypothesis. B
P = {G}k The proof is trivial ag G}« does not contain variables and{G}x) = T.
Traces and ProcesseBy trivial induction on the length of the trace and the pracesspectively, and by
the previous item.
0

The next lemma states that the abstraction of processesserped under reduction.

Theorem 1 (Soundnesslf (s,P) — (s,P’), then(a(s),a(P)) — (a(s),a(P’))
Proof. By induction on the length of the derivation ¢ P) — (s, P’).
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Base By cases, according to the semantic rule applied. We onbudisthe most interesting case, namely
INPUT, as the other ones follow straightforwardly from an insppecof the concrete reduction rules and
the corresponding abstract ones. THgfin(C).P) — (s::in(C)o,Pa), with o : x— a | {G}k. By the
p-spi rule NPUT, sk [C]o. By Corollary 1,a(s) + a(Co). By Lemma 5a(Co) = o(C)o”. By theCR
semantic ruleMipuT, (a(s),a(P)) — (a(s) ::in(a(C)a*),a(P)c*). By Lemma 50(Pa) = a(P)a”, as
desired.

Induction The proof straightforwardly derives from the induction byfpesis.

D.2 Safety of the Analysis

Intuitively, the following lemma states that if a process ledfecte, thene cannot contain more than one
challenge atomic effect for every nonce.

Lemma 6 (Uniqueness of Challenges).et P* be a process and e an effect s.t.

1. P*:e+ [IChaf$ R (- ), fresh ()]
2. fresh(n*) ¢ e and if ¢ bn(P¥)

Thenflg, (k s.t. !Chali/i’%‘(- --)€eorout(... ,Chafj%’()’/R(- -),...)eP?

Proof. It is easy to see that in the derivation Bf : e+ [\Chal§®(---),fresh(n*)], the atomic effects
!Chalfl#’ZR(---) andfresh (n*) are removed by the validation rulenB. Let us assume by contradiction that
!Chalfl;’ék(-) € e, for somef¢, ¢k. Thus either two occurrences Bsh (n¥) are ine, or at least one of them
is inserted along the derivation byeR The contradiction arises by condition 2 in the hypotheBise rea-
soning for provingd/;, (g s.t.out(... ,Chaﬁi’”% --),...) € P*is the same. O

We introduce some notational conventiofi§e denotes the number of occurrences of the atomic efféct
the effecte and, similarly,|a|s denotes the number of occurrences of the aatian the traces. We write
noncesge) andmsge) to denote the nonces and messages, respectively, in tHendekesponse atomic
effects ine. Finally, plaintextgP#) denotes the names-variables that are sent or receiv&tlda plaintexts,
namely not as subscripts of challenge-response messdgeflibwing definition provides some invariants
on traces, processes and effects. Theorem 5 (Effect Patiserproves that the reduction of successfully
validated processes preserves these invariants and Tinéb(8afety) exploits this result for proving the
safety of processes with empty effect.

Definition 6 (Balanced Configuration).Let P* be a process and e an effect such thét B. We say that a
trace ¢, P* and e are balanced iff the following conditions hold:

1. nameée) C fn(s¥) Ubn(s?)
2. if n* € bn(s*) and i € fn(P¥), then ¥ ¢ bn(P¥)
3. ifsk Chal/Res;ﬁ;f/(A#, B¥ M¥) and & ¥ n”, then 1f ¢ msgg$P*) U plaintextg P¥)

4. |fresh(n)]e+[end, ()¢ < [new(n*)|¢ <1
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5. if P* = P¥|P§ thende;,e; s.t. @ + & = e and §,P* g are balancedYi € [1,2]

6. ifout(...,Chal (A BY,M*),...) € P*
then(i) s - M* = n* ¢ namegM*) and (ii) n ¢ plaintextgP*) U msggP¥)

7. if ]! |’?]Chaﬁ;f/ (A* B M¥) ce (resp.?Resﬁf/(A#, B*, M#) c e),
then § + Chaﬁf/(A#, B* M#) c e (resp. &I Res;ﬁ];f/ (A¥ B*, M#))

8. if IResgS R (A* B, M%) c e,
then begin, (A, B*, M#; M#) € s and & - ChalS R (B, A¥, M¥), with ¢4, (ko (e, (r

9. if new(n*) € §* and ¢ - Chal/Respi¢ "F(A*,B*, M¥) , with (¢, (g > Taint,
then & ¥ n*

10. ifout(...,Resps (B, A* M5),...) € &,
then begip, (B, A*, M¥; M%) € 5%, and € - Cha[SR (A%, B¥, M#), with (L, (ko (e, (r

11. ifIChaly"*"(B*, A*, M¥) € e and & - n*, with £ > Taint,
then begin, (A?, B*, M¥) € s

12. iffresh(n*) € e and out. .. ,Chafl;f' (A* B* M#),..) e &,
then!Chal}’ (A*,B*, M¥) € e

The intuitive reading is as follows:

1. The names in the effect occur in the trace.

2. Processes are-converted so as to avoid clashes in bound names

3. The nonces, which circulate on the network within chajeenesponse messages and are not known to
the enemy, do not occur within plaintexts or authenticategsages.

4. If a bound name” is a nonce, then eithe is fresh or oneend,(-) has been asserted.

5. Balancing is propagated through parallel composition.

6. If a nonce is sent as challenge, then it is unknown to thengraad it does not occur as either plaintext
or authenticated message in any following output.

7. The presence of effecteacking the reception-generation of challenge-response mesgapéiss the
presence of such messages in the knowledge of the envirenmen

8. The presence of effedisstifyingthe generation of a response implies that a suitable begertasn has
been asserted and the corresponding challenge is knowa mtlironment.

9. The nonces sent inRriv or Taint challenge (resp. response) requiringrav or Taint response (resp.
challenge) are not known to the environment.

10. If B* sends a response with nongéand messagii (out(...,Res;ﬁ#’ZR(B#,A#,Mg),...) e §%, then

B* has assertetegin,, (B, A*, M{;M3) and the environment knows the corresponding challestje (

ChafS R (A% B*, M¥)).
11. If the nonce is sent in a challenge requiringud response (!Chéf”b(B#,A#, M¥) € €) and it is known
to the environments{ - n), thenA” has asserteblegiry, (A", B*, M*).
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12. This condition says that if the nonc is fresh (resh(n”) € €) and a challenge with nona# and
messagéVl” is sent on the networlo(,lt(...,Chaﬁf (A¥, B* M#),...) € §), thenA* has not completed
the handshake yet (!Ctﬁéll(A#, B*, M#) c ).

The next theorem states that successfully validated psesegreserve under reduction the invariants of
Definition 6.

Theorem 5 (Preservation).Let P* and ' be processes?s trace and e an effect s.t.

- <S#’ Q#> - <S,#a P#>
- Q%:e

— §*,Q% e are balanced

then it is possible to find an effectsuch that

- P#: €
— % P# ¢ are balanced

Proof. We reason by induction on the length of the derivation (&t Q*) — (s* P#) (if Q¥ is a parallel
composition or a process with an identifier, then the seroatgrivation is composed of more steps). The
proof of the base case proceeds by cases, according to tlasenule applied.

REPLICATION [IP*:[] — [IP¥P*:]]

By REPLICATION, !P*: [] only if P#: []. Notice that since the type and effect system is syntax widec
typing rules can be read upside-down: thus, fréh:![] we deriveP” : [|. By PaR, !P#|P*: [].

NEW |new(n¥).P#:e—[fresh(n¥)] — P#*:.e

The reduction above is proved by the validation ruleM We need to prove that the target configuration
composed o8 :: newn*), P# eis still balanced.

Condition 2 By the validation rule w, n* ¢ bn(P¥), as desired.

Condition 4 By Res, n* ¢ fn(s") Ubn(s"): thus new(n”)|¢ = 0, |end.,(-)|¢ = 0 and, by condition 1,
|fresh (n*)]e = 0. Henceffresh (n) e+ [end,: (-)[snewr#) < [N@WN)|¢tnewr), @s desired.

Condition 12 Let us suppose by contradiction that condition 12 does ndd lom the target
configuration. Henceout(...,Chafl;f’(A#,B#,M#),...) e s and !Chai;f/(A#, B* M¥) ¢ e. Thus
n* € fn(s*) ubn(s¥). By the semantic rule Bs, n* ¢ fn(s¥) ubn(s*), giving a contradiction.

BEGIN | beginy(A%, 1%, M M#).P# : e+ [2ChafSR(1* A* M#)]  —  P*:e+ [IRespS R(A%, 1%, M5)]

The reduction above is proved by the validation ruledN. The only interesting condition for
the balancing of the target configuration is 8, which immes§jafollows by an inspection of the
target configuration. The proof for the other ones derivesctly from the balancing of the source
configuration.
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INPUT |in(C*).P*:e — P :et?c+2gr0, where s* - C#o andC*: (ec;er)

The validation rule WPUT provesin(C*).P* : g, if the judgementP” : e+?ec+?er holds, where
C*: (ec;er). By the semantic ruleNpuT, s* - C*0. By Lemma 5 (Substitution)pc : e+ ec + ero.
The target configuration is trivially balanced.

OuTPUT |out(R¥).P*:etler — P#:etlec, whereR?: (ec;er)

The reduction above is proved byu®puT. In the following, we discuss the interesting cases for the

balancing of the target configuration:

Condition 6 Let us suppose by contradiction tha;nt(...,Chaf:i’ElR(A#, B*,M#),...) € P# for
some /¢, /g, and the output ofR* reveals a term containing®, namely s :: out(R¥) - M#
with n ¢ namegM#). Since the source configuration is balanced, by condition 6
n* ¢ msg$P*) U plalntexts{P#) Let us suppose that Crﬁ%fR ) € termgR¥), for some/c, (.
Since Ch# R ) € ec, and the process is successfully valldah’eelsh(n#) € e. By condition 4,
new(n*) ¢ §*. By condmon 2n* ¢ bn(P*). The contradiction arises by Lemma 6. The reasoning is
similar for Res@ R ) € termgR¥) and relies on the balancing conditions 8 and 12.

Condition 9 Let us assume by contradictiorew(n) € s, § :: out(R¥) - Chal/Resé;f’(A#, B, M#),
with £,¢' > Taint ands” :: out(R¥) - n. Since the source configuration is balanced, by condition 9
at least one betweanf and Chal Res;ﬁ;f/ (A* B* M¥) is unknown to the environment. We proceed
by cases according to what is revealed by the outp&of
st Chal/Resé;fl (A%, B*, M#) ands” ¥ n* We proceed by cases on the formRijt

Rf=...n% ...
By condition 3,n* ¢ plaintextgout(R¥).P¥), thus giving a contradiction.

Rf =....ChalG"R(1*, 3%, M™),..., with n € name$N*, M) and/c < Int
Since the source configuration is balanced ghtt Chal/Res;ﬁ;f/(A#, B*,M#), by condi-
tion 3, n* ¢ name¢M#). Thusn* € name$N?) and Chq’;F*fR J* M™#) € er. Since the
process is successfully validated, it is easy to seeftasti(n*) ¢ e andn® = N¥. Let us
suppose thas” Chaﬁf (A* B M¥): sinces’ ¥ n¥, out(...,Chaflf (A B M¥),...) e &
By condition 12, !ChaARes;ﬁ*f/(A#, B¥,M¥) € e. The contradiction arises by Lemma 6. If
st Resé;f’ (A#, B M¥), then the reasoning is similar and relies on the balancingitions
8 and 12.

R = ... RespSR (1%, 3% M), ..., with n € name$N* M"#) and/c < Int
By OUTPUT, Res;ﬁc’gR ,J¥.M"*) € eg and, by condition Ss#FChaﬁ R (J#, 1% . M"#), with

e, lrole, lr. By the message manipulation ruleRABLE, s* - N# M*# and, consequently,
Sl n# This contradicts the hypothesié¥ n'.
sk n* ands® ¥ Chal/Resyﬁ;f/(A#, B* M*) Thus either Chéf/(A#, B* M¥) ¢ termgR¥) or
Resﬁ’f (A¥, B M#) c termgR¥). In the former case, the contradiction arises by Lemma
6; in the latter case, by condition 8.
s¥ n* ands? ¥ Chal/Res;ﬁ;f/(A#, B* M#) The reasoning is similar to the one in the previous items.
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Condition 10 The proof follows directly from condition 8.
Condition 11 Let us assume by contradiction that Cﬁpfa(lA#, B* M¥) ¢ termgR¥) and s - n”. The

END

contradiction arises by condition 6. If, instead, Cﬁltﬁ/ah#, B¥ M¥) c eands:: out(R) I- n, namely
the output reveals”, then the reasoning is similar to the one for condition 9.

end + (A 1% M#; M%).P* : e+ [fresh(n*), IChalS /R (A% 1% M%), 2ResiE R (1#, A" ME)]  — P*:e
1 2 n#* 1 2

The reduction above is proved bywB. We need to check that the target configuration is still bzddn
Condition 4 Trivial, by the balancing of the source configuration andrepéction of the target one.
Condition 12 This condition might fail iffresh (n*) € e. However, by condition 4fresh (n¥) ¢ e.

The inductive step concerns processes associated to difieteand processes in parallel composition:

IDENTITY |A*sP* e — AfsP¥:¢d|

If A#>P*#: e, then, by bENTITY, P#: e. If (s, P*) — (% P#), then, by induction hypothesiSg' such
that P# : €. The result follows from bENTITY and the balancing of the target configuration from the
induction hypothesis.

PAR

PlIPf:e+e, — PPé+e

By PaR, P#: g, withi € [1,2]. Let us suppose thdt*, Pf) — (s# Pj): the symmetric case is analogous.
By induction hypothesis, we can find an effegts.t. P : €]. By PAR, P[P : €] + €.

By hypothesis the source configuration is balanced and, igition 5,s*, P¥. e are balancedyi € [1,2].

By induction hypothesis, evesf’, P;*, €| are balanced. It remains to prove tisdt P*|P5, €, + e, are
balanced. We only discuss the interesting cases.

Condition 4 The only interesting cases a8 = s :: a, with a € {new(n*),end,,(-)}.

a = new(n”) By the semantic rule Bs, n* ¢ namegs’) and, by condition 1n* ¢ namese;) U
namese,) and the inequality trivially holds.

o =end,(-) By the typing rule D, fresh(n*) € e1. By condition 4,end.,(-) ¢ s* andfresh(n*) ¢
€. By induction hypothesis:: end,(-), Pj#, €| are balanced: by condition 4 and the typing rule
END, fresh(n) ¢ €. Hencelfresh ()¢, 1, = 0 and]en%(-)\szen%(.) =1, getting 0+1< 1

as desired.

Condition 12 Let us suppose by contradiction that condition 12 does niot he.,fresh (n#) €€ +e,

out(... ,Chaﬁ’f/(A#, B* M#),...) e ¢ - a* and !Chai;f/(A#, B*,M#¥) ¢ €| +e,. The only interesting
case isu = end,,(A?,B*,M{; M%) with fresh(n") € e; as !Chaﬁf/ (A* B¥ M¥) is removed by ED,
i.e., e1 = €, + [fresh(n*), IChal’y (A" B¥, M), ?Resff:* (B*, A*,M)]. Since the source configura-
tion is balanced anftesh (n*) € ey, by condition 4fresh (n¥) ¢ €, + e, giving a contradiction.

The Safety Theorem exploits the preservation of the batgnconditions under process reduction for
proving the safety of processes with empty effect. As stat@&kmark 1, we only consider processes where
nonce$P?) N (msggP?) U plaintextgP*)) = 0 so that condition 6 holds. Notice that this is always true for
processes yielded by the prevalidation algorithm.

THEOREM 3 (SAFETY) If P#: [], then P is safe.
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Proof. We need to show that every trace generatedPbis safe. We reason by induction on the length of
the derivation of(e, P*) —* (s*,Q%). The base case is the null derivation which trivially holdsttae null
tracee is safe.

Let (g, P*) —* (s*, A"bend, (A, BY,M{; M5) .R¥|Q*) — (s* :: A">end , (A7, BY,MT; M5), A”> R¥|Q¥) be
a semantic derivation leading to andassertion.

The proof is divided in two steps. First, we prove thagin., (B*, A", M#;M3) € s*, thus showing that
every end,.(A*, B*, M{;M3) in s* is preceded by ®egin,. (B*, A*, M{;M3) (Non-Injective Agreement).
Next, we also prove thas* does not contain actions having the foend,(-), thus proving that every
end., (A", B*,M¥;M3) in s is preceded by distinct begin, (B*, A*, M¥; M3) (Agreement).

Non-Injective Agreement By Theorem 5,3e s.t. A > end (A*, B¥, M¥; M%).R¥|Q” : e. By an inspec-
tion of the validation rules, that judgement is proved byrPand END. Hence, fresh(n*) ¢
e, !Chalﬁi’ER(A#, B* M%) € eand ?Resﬁﬁ’()’R(B#,A#, M%) € e. We proceed by cases according/to

L = Priv By the balancing condition & |- Resmfi:f//R

/

by the environmentout(...,Res;ﬁ#’%(B#,A#,Mg),...) ¢ s and, by the balancing condition 10 we
getbegin,. (B*, A* M{;M3) € s* ands” - Chafl;f' (A* B* M), with ¢,¢' o (., (k. We have to show
thatM¥ = M. If ¢ = Pub, thenM¥ = M} = ¢, as desired. If;. # Pub then the challenge is not
forgeable by the environment: indeed{if= Taint, then, by the balancing condition &,/ n¥. By
the balancing condition 12, !CHdi(A*, B, M) € e. By Lemma 6Mf = M, as desired.

& = Int By the balancing condition & - Res;ﬁ%’%(B#,A#, M3). Since the ciphertext is not forgeable

(B*, A¥ M3). Since the ciphertext is not forgeable

by the environmentout(...,Res;ﬁ%’%(B#,A#,Mg),...) e §¥ and, by the balancing condition 10, we
getbegin,. (B*, A*, M;M3) € s* ands” - Chafl;f' (A* B* M), with ¢,¢' o (., (5. We have to show
thatM¥ = M7 If ¢ = Pub, thenM¥ = M{¥ = ¢, as desired. Let us suppose tiat£ Pub. By the
constraints on security levels imposed bytk /- € {Priv, Int}. Thus the ciphertext is not forgeable
by the environment and, by the balancing condition 12, !ﬁff(ax#, B, M) € e. By Lemma 6,
M# = M, as desired.

r = Taint By the constraints on security levels imposed bybE(. € {Priv, Taint}. By the balancing
condition 9,s* ¥ n*. By the balancing condition & I Resﬁi/i’%(B#,A#,Mg). Since the ciphertext
is not forgeable by the environmemiut(...,Res;ﬁﬁ’%(B#,A#,Mg),...) € §* and, by the balancing
condition 10, we gebegin,. (B, A*, Mf*;M3) € s* ands’ - Chaf]*f/(A#, B, M), with ¢,¢' o (., l.

We have to show thatlf = M. Sinces” ¥ n*, the challenge is not forgeable by the environment
and, by the balancing condition 12, !Cﬁ)ﬁ\[A#, B, M) € e. By Lemma 6M¥ = M7, as desired.

& = Pub The proof straightforwardly derives from the balancingdition 11 and Lemma 6.

Agreement The balancing condition 4 proves thetd,, (-) ¢ s*, as desired. 0

E Extensions

In this section we extend the class of protocols analyzeddmgidering(i) nested encryptions an(i)
ciphertexts representing both a challenge and a respgsealty employed in mutual authentication pro-
tocols where principals authenticate with each other.

31



Table 19Encryption abstraction with nesting

A partial functionf : {C[yx — Chal/Res;f\"lﬁ/(l#,J#, M#) is anencryption abstractiorif the following conditions hold:

Format - name¢C) C ID andname$N*) = namegM*) = 0;
-x € varg(C) if and only if x* € varg(N¥) Uvarg M#);
Unique Abstraction if 3C,C’ € dom(f) s.t.[C]o = [C'] 0’ with 0,0’ : x— a|{G}k, thenC=C;
Nesting if 3C" € dom(f) and{C [}k s.t. {C[}k € termgC/),
theno s.t.{C[lxo € dom(f), with o : x— a|{G}k (nested encryptions do not belong to the domaifi)of
Encryption as in Table 6 - -

E.1 Nesting of Encryptions

Extending the analysis to nested encryptions requireskbetahe following problem: since encryptions and
decryptions performed by principals may disclose cipkstevhich were formerly nested and unknown to
the environment, we have to guarantee that the abstractiench ciphertexts gets known to the abstract
environment as well.

We address this issue by constraining the form of nested cpems. In particular, we require that
nested components represent neither challenges nor sespon

This is technically achieved by refining the definition of Bution abstraction as reported in Table 19.
Notice thatFormatdoes not prevent nested encryptions, which are insteadraored by conditioNesting
This requires that nested encryptions represent neithratedges nor responses, i.e., they do not belong
to the domain off, namely the closure of. Finally, notice thatJnique Abstractioris modified so as to
check that every run-time message, possibly containingdeiphertexts, can be generated by at most one
encryption in the domain of. The abstraction of encryptions is modified as follows:

f({Chk) if {C[k € dom(f)
a({Cho = {I k otherwkise -

We introduce the new failure symbadl, symbolizing encryptions that do not belong to the domairf of
and, consequently, are not correctly handled by the alistnacSoundness and safety theorems hold only
for processes where the symhbldoes not occur.

Example 5.To illustrate the use of nested encryptions, let us congiaefollowing protocol:

A B

n

_{n,{m}kg }k;%

The noncenis sent as plaintext in the challenge while the responsegieesdi withA's private key, thus being
integer. The authenticated messagés encrypted withB’s public-key, thus simultaneously protecting the
privacy of mand specifying the intended verifier. We can define the emiony@bstraction as follows:

o dx yhg b — Resg™ ™ (A" B,y

Notice that conditiorNestingis trivially satisfied andf is an encryption abstraction. TK&R protocol nar-
ration is depicted below:
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A B

i

—Res;i#“b"”t(A#,B#,n#)»
Notice that thisCR protocol actually abstracts seveiaispi protocols, besides the one previously re-

ported. For instance, some other possible instances aietelbfelow along with the corresponding
encryption abstraction:

A B A B b,
Resp, ™" (A¥ BY y#) if C = { B XY,
n " F(C) = { Resg ™™ (A% B y¥) if C={ {x,ylhi: biy
{B,n.m}k;_> {{n,m}kg}k;—> 1 otherwise

We leave to the interested reader the definition of the cporeding p-spi processes and the validation of
their CR abstraction.

Proofs Since the effect system has not been modified, we have onlyoi@ ghe soundness of the ab-
straction. We shall discuss the changes with respect torttwfgin Section D. We intentionally preserve
the names of lemmas and theorems so as to facilitate the cmmpalhe lemma on the abstraction of the
environment is mostly the same, apart from the requirentexitthe term abstraction is nat

Lemma 7 (Environment Abstraction). s* - ae([R]) implies - a(R), if a(R) #.L.
Proof. The proof is the same as the one of Lemma 2.

The next lemma says that if the environment knows an enanypti the domain off, then it knows also
every nested run-time ciphertext occurring therein.

Lemma 8 (Nesting and Environment’s Knowledge)Let s a trace s.tL ¢ termga(s)). Thenvo,G,G’ s.t.

-skG
— G etermgG)
— G =][C]o, for some C= dom(f)

we have thav{G"} € rang€(0), st {G" }«

Proof. By induction on the length of and on the derivation length st G.

Base Cases=¢ AsinLemma4.
Inductive Cases+# € We now consider a non-empty trage
Base CasesThe only interesting case Gut:
Out The judgemenst- [R] derives byout(R) € s. Let us suppose th&' € termg[R]) andG' =

[C] o, for someC € dom(f). If G’ is not generated by an encryptionRathen, since the trace
is well-formed (cf. Definition 5), it turns out thad’ has been previously received as input,
possibly nested: since we assume thatoes not occur i (s), the thesis derives directly from
the induction hypothesis. Let us suppose fBais generated by an encryption i Recall that
G' = [C] o: by conditionUnique AbstractionC is unique. Sincer(R) £ and the trace is well-
formed,v{G" } € rangg(0), {G" }« has been previously received as input, possibly nested: The
thesis derives directly from the induction hypothesis.
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Inductive Cases The proof derives straightforwardly from the induction byipesis. O
Finally, we discuss the proof of the main proposition.
Proposition 2 (Knowledge Preservation)If s G, thena(s) - ae(G);

Proof. By induction on the length of and on the derivation length sf- G.

Base Cases=¢ We start by considering an empty trace, which is the basefoatiee external induction:
Base CasesAs in Proposition 1.
Inductive Cases Since the rules for pairs and tags trivially follow from theduction hypothesis, we
focus on the two relevant cases of encryption and decryption
Encryption In the following, we discuss public-key encryption: the @irdor encryptions via
enemy-keys is similar. Fromi- G we may derivee - {G},+. By induction,e i- ae(G). We now
have two cases: G}, ¢ dom(f ) we have thatie({G} ) = ae(G) thus trivially obtaining the
thesis. Otherwiseqe(?G}kr) = f({G}). By conditionEncryptionof Table 6, we know that
f({G}y+) can be either Ché,g (%1% Gb) or Resé;;(\]#, I#,G%), with £ < Taint. Moreover, by
Lemma 7, we have that- ae(G) impliese - a(G). Notice thato (G) #_L as run-time messages
are never abstracted into. By Lemma 3 we obtain that- Gf, G3. By rule Forgeable, we obtain
thate - f_({G}y: ), i.e.. et de({Glyr).
Decryption Since, with an empty trace, encryptions can only be gergrayethe environment
itself, e = { G}« has been for sure obtained using the encryption rule by thethgsis - G. By
applying the induction hypothesis we directly obtain ae(G).

Inductive Cases## € We now consider a non-empty trage
Base CasesWe have two possible derivations of length one, nan@alyandEnv:

Out The judgemenst- [R] derives byout(R) € s. By trace abstraction we know thatit(a(R)) €
a(s) and, byout, a(s) - a(R). Since we assunmee(R) #_L, a(R) andae([R] ) may only differ for
some{G}k € termgR) which is abstracted intd in a(R). However, by Definition 5, a message
{G}k can be present iR only if it has been previously read from the environment. £ &te the
prefix of swhere such an input occurs. It is easy to see shat{ G}: if {G} is nested, this is
proved by Lemma 8. By induction hypothesigs) - ae({G}«) from which the thesis.

Env As in Proposition 1.

Inductive Case Rules for pairs and tags are trivial. We focus on the two mlecases of encryption
and decryption

Encryption This case is exactly the same as the one we have seen with &y teace.

Decryption This case is new, since with empty trace we had no encryptpast the ones gen-
erated by the environment itself. We discuss private keyygtion. FromsH {G}k; we may
derivest- G. Assume tha{G},- has not been generated by the environment, otherwise the the
sis is trivially achieved as for the case with empty tracevab8y induction,a(s) - ae({G}- ).
We now have two cases: {iG},- ¢ dom(f ) we have thatie({G},-) = 0e(G) thus trivially
obtaining the thesis. Otherwisae({G},-) = f,({G},-). By conditionEncryptionof Table 6,

we know thatf ({G},-) can be either Chéf(l#,\]#, Gj) or Resé/;f(l#,\]#, Gj), with ¢ < Int.
- 1 1

By rule Readable, we obtain thati(s) - Gf, G. By Lemma 3 we obtain that(s) - a(G). We
need to show that this implies(s) - ae(G). Recall that we have assumed tH&}, - has not
been generated by the environment. Thus it must have beeasentput by a process, hamely
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out(R) € s with either {G},- € termgs) or {G},- € termg[R] ). The former case is trivial as,
by the well-formedness afand Lemma 8, we have thsit- {G}kr’ for some prefixs’ of s, from
which the result by induction hypothesis. The latter caseadse interesting as it represents an
encryption performed by a process. By conditlmmmatof Table 6, all terms, apart from nested
run-time ciphertexts, are preserved by the abstractiorth€umore, by conditioiNestingf Ta-
ble 6, nested encryption$R[}x do not belong to the domain &, andae({R[}k) is thus by
definition ae(R). Run time ciphertexts are abstracted iftohowever, by induction hypothesis
this have been previously received from the network and, éyma 8, are already known to
the environment. Hence, possibly applying the inductiopdilyesis on run-time ciphertexts, we
obtain the thesis, i.eq(s) F ae(G). 0

E.2 Mutual Authentication

Table 20 extends the encryption abstraction by consideripgertexts that are both challenges and re-
sponses. The modifications affect conditidGiesmat andNestingand simply amount to propagate the orig-
inal condition to all the challenge-response messagesialtistraction of the ciphertext. The modification
required in the proof are marginal and harmless. We leava thehe interested reader.

Example 6.To illustrate, let us consider the well-known Needham-8eter-Lowe public-key authentica-
tion protocol.

A B

<—{Bﬁn5}k;r

—{AsnBsnA}k‘BF%

{nA}kX

The encryption abstraction for the three ciphertexts magdfmed as follows:

Chal["" ™" (B A¥) if C={B,x}
fc)— J (Res T (A%, B), Chai ™ P (A% BH) ) if C = {Ax Y g

Resg/ "™ (B, A) if C = {x[y;

1 otherwise

Notice that the third ciphertext is abstracted into an wstéd response: this respects conditiémcryption
which required < Taint. Indeed, this ciphertext does not convey any authenticatessage and might be
sent in clear, thus simplifying the protocol. We remark tinat structure of the three ciphertexts is different
and thus the use of tags is not required: in fdcis an encryption abstraction. We leave to the interested
reader the definition of the-spi process narration and the validation of its abstractio
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Table 20Encryption abstraction with nesting and mutual authetitica

A partial functionf : {C[}x — C¥,...,CE, withC* € {Chaf\iﬁ, (1%, 3% M), Res;ﬁ}ﬁ/(l#,‘]#, M#)} is anencryption abstractiorif the
following conditions hold: ' '

Format -names$C) C I andname$N?) = name$M¥) = 0;

-x € vargC) if and only if x* € varg(N¥) Uvars(M#), for somei € [1,n];
Unique Abstraction As in Table 19
Nesting As in Table 19

Encryption If f({Clx) =C¥,...,Cf, withCf € {Chaf\iﬁ/(l#,J#,Mf),Res;ﬁ/‘;f(l#,J#, M#)1 then
— eitherk=kj andl < Taint;
— ork=k~ andl <Int

— orke {ky,ku}
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