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Abstract. Recently we showed how to justify a Dolev-Yao type model gper
tography as used in virtually all automated protocol prevarder active attacks
and in arbitrary protocol environments. The justificatioasndone by defining
an ideal system handling Dolev-Yao-style terms and a cgrajghic realization
with the same user interface, and by showing that the re&lizes as secure as the
ideal system in the sense of reactive simulatability. Thigfthe standard model
of cryptography and under standard assumptions of ad&pseeure primitives.
While treating a term algebra is the point of that paper, ainahtquestion is
whether the proof could be more modular, e.g., by using aléwst idealization
of signature schemes similar to the treatment of encryption

We present a low-level ideal signature system that we tredse as a lower
layer in prior versions of the library proof. It may be of inmmdent interest
for cryptography because idealizing signature schemepifmagd surprisingly
error-prone. However, we also explain why using it make®trezall proof of the
justification of the Dolev-Yao type model more complicatestéad of simpler.
We further present a technique, integrity idealizationni@chanically construct-
ing composable low-level ideal systems for other cryptpbi@ primitives that
have “normal” cryptographic integrity definitions.

1 Introduction

Automated proofs of security protocols with model checl@rtheorem provers typ-
ically abstract from cryptography by deterministic op&nas on abstract terms and
by simple cancellation rules. An example ternkis.c, (Epke, (signgs, (m, N1), N2)),
wherem denotes an arbitrary message and N» two nonces. A typical cancellation
rule isD ke (Epke (m)) = m for corresponding keys. The proof tools handle these terms
symbolically, i.e., they never evaluate them to bitstringsother words, they perform
abstract algebraic manipulations on trees consisting efaiprs and base messages,
using the cancellation rules, the transition rules of aipaldr protocol, and abstract
models of networks and adversaries. Such abstractiotmugh different in details,
are called the Dolev-Yao model after the first authors [17].

For many years there was no cryptographic justification fimhsabstractions. The
problem lies in the assumption, implicit in the adversarydelpthat actions that can-
not be expressed with the abstract operations are impesaiid that no relations hold
between terms unless derivable by the cancellation rulés niot hard to make artifi-
cial counterexamples to these assumptions. Neverthelessyunterexamples against



the method for protocols proved in the literature were fosadar. Further, the overall
approach of abstracting from cryptographic primitivesength rigorous hand-proofs,
and then using tools for proving protocols using such pimd, is highly attractive:
Besides the cryptographic aspects, protocol proofs hawey distributed-systems as-
pects, which make proofs tedious and error-prone evenyfweren't interlinked with
the cryptographic aspects. To use existing efficient autedhproof tools for security
protocols, cryptography must indeed be abstracted intplsindeterministic ideal sys-
tems. The closer one can stay to the Dolev-Yao model, theretdqs adaptation of the
proof tools will be?

Cryptographic underpinnings of a Dolev-Yao model were iddressed by Abadi
and Rogaway in [2]. However, they only handled passive aress and symmetric
encryption. The protocol language and security propeh#eslled where extended in
[1, 23], but still only for passive adversaries. This ex@adnost of the typical ways of
attacking protocols, e.g., man-in-the-middle attacks aitacks by reusing a message
part in a different place or concurrent protocol run. A fulyjgtographic justification
for a Dolev-Yao model, i.e., for arbitrary active attackslamithin the context of ar-
bitrary surrounding interactive protocols, was first givenently in [5]. Based on the
specific Dolev-Yao model whose soundness was proven in [$]cafied thecrypto-
graphic library there, the well-known Needham-Schroeder-Lowe protocal praved
in [3]. This shows that in spite of adding certain operatord aules compared with
simpler Dolev-Yao models (in order to be able to use arhjtcayptographically secure
primitives without too many changes in the cryptographaieation), such a proof is
possible in the style already used in automated tools, ooly with a sound crypto-
graphic basis. It was also shown how the cryptographictihia other words the term
algebra and rules, can be modularly extended by additiagat@graphic primitives,
using the example of symmetric authentication [8] and sytnmencryption [4]. Sub-
sequent to the work of [5], several papers presented crygpbic underpinnings of
Dolev-Yao models under active attacks for specific prireiive.g., [24] for symmetric
encryption and [20, 21, 27] for public-key encryption.

The full version of [5] with its rigorous proofs is of considéle length. This is
not too surprising compared with, e.g., the length of [2]véttheless, it seems an
interesting question whether the cryptographic librargther words the precise Dolev-
Yao model used, as well as its proof could not be presentedhiora modular way.
There are several aspects to this question. We will disassanes first and then come
to the question of a more modular proof, which is the main wagiton for this paper.

The trivial answer is that we could have left out some opesaind then added them
again in a separate paper as in [8]. Clearly the text wouldiehrehorter if only encryp-
tion, application data, and lists would be retained as amuimi repertoire for building
nested encryption terms of the Dolev-Yao style, or simjléot signatures. This would

! Efforts are also under way to formulate syntactic calculi dealing with probabilism and
polynomial-time considerations, in particular [28, 25,28] and, as a second step, to encode
them into proof tools. However, this approach can not yetlfeprotocols with any degree
of automation. Generally this approach should be seen apleamntary to the approach of
getting simple deterministic abstractions of cryptogsapghd working with those wherever
cryptography is only used in a blackbox way.



be a simple textual deletion of the subsections dealing thighother operators in the
ideal system, the real system, the simulator, and the pHmfever, the scientific cred-
ibility of the overall framework is indeed much clearer iflagst two really different
cryptographic systems are present. The reason is that threpomt of such term al-
gebras is to define the grammar of correct nested terms ameltion rules, and to
guarantee that terms that cannot be transformed into e&ehn by cancellation rules
are always unequal in reality. The facts that terms are pgie-across different cryp-
tographic systems and that no unwanted cancellation camr awast be established
by the overall framework, e.g., by defining how the simulagiarses received nested
abstract messages from the ideal system and received roesierkte terms received
from the adversary (including that it cannot always parseticompletely). One could
also define and name sublibraries of [5], in other termin@egub-algebras or sub-
functionalities, corresponding to textual subsets asrid@=tin the previous paragraph.
However, this is not much use, because a protocol desigeeimgonly a subset of the
operators is not bothered by the presence of additionabgret

However, another version of the modularization questioof is1ore interest. This
question is why the proof would not become simpler by usirayalevel ideal signature
system similar to the low-level ideal encryption systent ihased. In the following, we
show the functionality that we used in prior versions of theg and why we removed
it again, although it was correct in itself. By “low-level’eumean that the interface of
the ideal system is not yet abstract in the sense neededrf@n¢automatic tools, and
as in Dolev-Yao models. For encryption, such low-level Ideactionalities were intro-
duced in [33, Section 5.3.1] and [10]. For signatures, fdizitey and proving an ideal
version is actually easier because their security propgmy integrity property. Their
established cryptographic definition is from [19]. It waium since [30, 31] that such
properties can be formulated abstractly, e.g., in temdogat. A similar formulation
for authentication is known from [35], but without cryptaghic proofs with respect to
it. In essence, a low-level ideal system for signatures dnesithe real signature func-
tionality with a system-internal verification whether thestted integrity property is
still fulfilled. We will call this the integrity idealizatip paradigm. Such an idealization
was first made in [26] for symmetric authentication. A somatdimilar ideal signature
system was presented in [10], with variations in [13, 14]wdeer, the precise approach
taken there cannot be used to construct nested Dolev-Yaotetyns, because while a
term E ke (sign,,, (m)) in reality keepsn secret from the adversary even if sent over
an insecure connection, its mere construction by an horestipant would given to
the adversary in these ideal functionalities.

In the following, we present an ideal low-level signatursteyn that could be used
as a submodule in the cryptographic implementation of thraty from [5]. However,
we also show that using it would make the overall proof of thatry (or of the ad-
dition of signature schemes to that library if one first rietdd it to encryption) more
complicated instead of simpler. While this argument nem@gsdepends on the proof
technique used in [5], an important aspect depends solefjesimulator, and not on
the details of the cryptographic bisimulation, so that ieslmot seem easy to circum-
vent. A low-level signature system similar to the one présghere was also developed
in [11] based on initial joint discussions.



2 A Low-Level Ideal Signature System and its Realization

In this section, we present an ideal system which, at a loel lef/abstraction, offers
the functionality of a secure signature scheme in a reaetidecomposable fashion.
Essentially, it stores which keys belong to honest usersmmnch messages the users
signed with these keys, and it never accepts signatureatbaupposedly made with
one of these keys on different messages, i.e., forgeries.

2.1 Underlying Cryptographic Definition

As cryptographic primitive, we use a signature system seagainst adaptive chosen-
message attacks [19]. Further, we assume that it uses mexinouy previously signed
messages only in the form of a counter. Besides memory-igsatsre schemes, this
class comprises important provably secure signature sehieuonch as [19, 34, 18, 15,
16]. While efficient implementations of such signature sohs also store a path in a
tree at any time, in theory such a path or any other functioraoflom values chosen
during earlier applications afgn,, is equivalent to just a counter, because the random
values can be regarded as part of the secretkeynd thus as chosen during key gener-
ation. At the same time, this class of signature schemesi@gslpathologic cases that
could not be used safely in a normal Dolev-Yao style librarg,., if every signature
divulges the history of all previous signatures with the sdmy. A proof that secure
signature systems with this pathologic property exist dvad they can make applica-
tions insecure is given in [7]. We summarize the GMR definifior this subclass in the
following two definitions.

Definition 1. (Signature Schemes) gignature schemis a triple (gen, sign, test) of
polynomial-time algorithms, wheggen andsign are probabilistic.gen takes an input
(1%,1%) with k, s € N, wherek denotes a security parameter asdhe desired max-
imum number of signatures, and outputs a paf, pk) of a secret signing key and a
public test key iff0, 1} 7. sign takes such a secret key, a countee {1, ..., s}, and

a messagen € {0,1}* as inputs and produces a signature{i,, 1}*. We write this
sig < signg, .(m). Similarly, we write verification aé := test,(m, sig) withb € {
true, false}. If the result istrue, we say that the signaturevalid for m. For a correctly
generated key pair, a correctly generated signature for @sagem must always be
valid for m. <&

Security of a signature scheme is defined against existdatigery under adaptive
chosen-message attacks:

Definition 2. (Signature Security) Given a signature schefgen, sign,test) and a
polynomials € N[z|, a signature oracl®; is defined as follows: It has variables
sk, pk and a counter initialized with0, and the following transition rules:

— First generate a key paifsk, pk) «— gen(1*,1°()) and outputpk.
— On input(sign,m) withm € {0,1}*, and ifc < s(k), setc := ¢ + 1 and return
sig  sign .. (m).



The signature scheme is calleskistentially unforgeable under adaptive chosen-
message attadk for every polynomiak and every probabilistic polynomial-time ma-
chineA; that interacts withO, the following holds: The probability is negligible (k)
that A finally outputs two values: and sig (meant as a forged signature for the mes-
sagem) with test,; (m, sig) = true and wheren is not among the messages previously
signed by the signature oracle. O

2.2 The Low-level Ideal System

We now present an ideal signature system that, at a low |éadlstraction, summarizes
the functionality guaranteed by the cryptographic definitilt uses a liskeys of key
tuples belonging to honest users and adighed of message tuples honestly signed
with these keys. Using lookup in these lists, it never accépigeries, i.e., signatures
on other messages that are supposedly made with one of tigse k

We define this by an ideal machine whose honest users arewltiss of general-
ity, numbered(1, ..., n}. Its ports from and to user areingig ., ? andoutsigyu!.2

Definition 3 (Low-level Ideal Signature Machine).Let a signature schemggen,
sign, test) and parameters € N ands € N[z] be given. A corresponding ideal signa-
ture machinesig,,, ;4 , s iS defined as follows:

It maintains two initially empty list&eys and signed. The transition function is
given by the following rules. Let be the index of the poitg ,,” Where the current
input occurs; the resulting output goesdotsig ,,!.

— On input(generate): Set(sk, pk) «— gen(1*, 1)), add the tupldu, sk, pk,0) to
the list keys, and outputpk.

— Oninput(sign, pk, m): Retrieve a tupldu, sk, pk, c¢) € keys with the giveru and
pk. If none or more than one exist ordf= s(k), return the error symbo]. Else set
c:=c+ 1, i.e., increase the signature counter for this keyds. Then setig «
signg; .(m), add the pair(pk, m) to the listsigned, and outputsig.

— On input(test, pk,m, sig): Retrieve a tuplgv, sk, pk, ¢) € keys with the given
pk. If none or more than one exist, outpabt, i (m, sig). Else if the pair(pk, m)
exists insigned, then outputest, (m, sig), elsefalse.

Other inputs are ignored. We omit the indices; of Sig,,,, 4., s Where they are irrele-
vant. <

The low-level ideal machine never outputs secret keys. gmirgy, useru inputs the
public key to designate the desired private key, and the maacikerifies internally that
the key tuple belongs ta. The test function is a normal signature test for unknown
public keys (typically keys generated by the adversary}.krmwn public keys, the
low-level ideal machine first verifies that the message wadged signed with this

2 The representation of the Dolev-Yao-style library in [Sbased on the system model from
[33], containing details of the state-transition modelduf® abstract functionalities and its re-
alization by interacting Turing machines. Ports correspmindividual input or output tapes
in the Turing machine realization. We use the same model, heteomit some notation al-
though it would allow a more compact presentation.



key, and then it additionally verifies that the signaturespreeed is valid. In the long
version of this paper [6], we consider several variants eflttw-level ideal machine
for capturing, e.g., memory-less signature schemes, sehevith fixed-length keys,
schemes containing explicit polynomial bounds, or schiadulariants to model local
sub-routine behavior.

The main difference to the signature functionality in [19{hat the adversary learns
nothing about what honest users sign. In the notation frodh §i8ed here, this would
show up as outputs at an adversary ot ,! during individual transitions, e.g., an
output(m, sig) during signing.

The low-level ideal machine formally depends on the realesyslike the first in-
stantiation of this paradigm in [26]. This could be alleeidtby the technique from
[12] of letting the adversary choose the algorithms, so thatoverall low-level ideal
functionality comprises all possible instantiations. Hwer, in all use cases known to
us it is not necessary: One can either assume given algaritierause the low-level
idealization is only used to prove a larger system, e.ge, file algorithm-dependent
low-level encryption idealization is used to prove the aiipm-independent crypto-
graphic library in [5]. Or a really abstract idealizatiorsfiietter because arguing about
the evaluation of an arbitrary algorithm input by an adverss far beyond the kind
of theories implemented in current automated proof toeigdrticular, cryptographic
objects that would be output by such arbitrary algorithmsloaaddressed by handles
(names, pointers) in such an abstraction, as in [5].

2.3 Cryptographic Realization and Security

The claimed cryptographic realization of the low-leveladisignature functionality is
the natural use of digital signatures in a distributed sysiee., it consists of a separate
machineSig,, for each usemw, and each machine signs and tests in the normal way.
Together, these machines offer the same ports and acceparie inputs as the ideal
machine.

Definition 4 (Real Signature Machines)Let a signature schen{gen, sign, test) and
parametersu < n € N ands € N[z] be given. Then the low-level ideal signature
machineSig, . is defined as follows. It has porits;g, .7 andoutsig .,! and maintains an
initially empty listkeys,,. The transition function is given by the following rules.

— On input(generate): Set(sk, pk) «— gen(1*,1°%), add the tuple(sk, pk,0) to
keys,,, and outpuipk.

— On input(sign, pk, m): Retrieve a tuplgsk, pk,c) € keys,, with the givenpk. If
none or more than one exist ordf= s(k), return |. Else set := ¢+ 1 and output
sig < sign, .(m).

— On input(test, pk, m, sig), outputtest, (m, sig).

Other inputs are ignored. We denote the set of these machingg,., ,, ;, and omit
the indicesy, s (also forSig,, ) where they are irrelevant. O

We now claim that the real signature system is as secure d@wHevel ideal system.
In slight abuse of notation of [33], we can write this as falfo
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Fig. 1. Overview of a potential proof of the Dolev-Yao-style libyawith signature machines

Theorem 1. Given a secure signature system according to Definitionsil2amwe have

Vn € NVs € N[Z] : Sigreal,n,s >po|y Siglow_id,n,s'

This holds with blackbox simulatability; actually no siratdr is necessary which cor-
responds to the notion of observational equivalence asdiuiced in [25]. |

We omit the proof due to space constraints and refer to thrgeMersion of this paper [6].

3 Using the Low-level Ideal Signature System in a Dolev-Yaetyle
Cryptographic Library

We now discuss why the use of low-level idealized signatuaehimes in the proof of
the Dolev-Yao style cryptographic library in [9] does notrlwauite as expected and
actually makes the proof more complicated.

The proof of the Dolev-Yao-style library is based on a sintmidor all polynomial-
time honest users and adversaries on the real system, thlagimachieves essentially
the same effect in the ideal system. More precisely, it aesi¢hat the views of the
honest users in both systems are indistinguishable. Thieistandard blackbox tech-
nique for showing that a system is as secure as another ongeinsa that guarantees
composability, as first formalized in detail for reactive, j multi-step systems in [32].

A possible use of low-level ideal signature machines in therall proof is shown
in Figure 1. First the real cryptographic library is reweiitto use the real signature ma-



chinesSig,, (Step 1 in Figure 1). This happens after the step of rewritiitg encryp-
tion machines from [9], which we omit in Figure>INext, the real signature machines
Sig,, can jointly be replaced by their low-level ideal countetsag,,,, ;4 according to a
composition theorem, in this case of [33] (Step 2 in Figurdhp simulator can imme-
diately be defined with the signature machtig,,, ;4 (Upper right system in Figure 1).

The major part of the proof shows that the simulator is cdyreath in general
aspects like parsing, type determination, and handlingipfsable terms, and in han-
dling the individual cryptographic operations. For thig first define a combined sys-
tem C that essentially has the combined ideal and real state §8&=e 3 in Figure 1).
Now it would also get the signature submachine. Then s@daltyptographic bisimu-
lations are shown between the combined system and the itahsyvith the signature
and encryption machines, and with the ideal system with itinellator (Steps 4a and
4b in Figure 1). These bisimulations include a definition wbesets, containing runs
where the simulation does not work. They also include an elaéd information-flow
analysis whose necessity will become clear in Section 3ralll, cryptographic re-
duction proofs show that the error sets are negligible, dasethe information-flow
analysis. This yields that the rewritten real system is aargeas the ideal system (Step
5 in Figure 1), and by transitivity of “as secure as” this ateids for the original real
system (Step 6 in Figure 1).

3.1 More Complicated Bisimulation by Diverging States

Our main argument for deciding to delete the signature nmeshagain was that, sur-
prisingly to us grown up with the idea that modularizatiangiifies things, they make
the bisimulation more complicated. A long part of the pragH] is the standard aspects
of the bisimulations. This comprises the definition of mauggifrom combined states to
real and ideal states, respectively, as well as invaridrd!l three systems (combined,
real and ideal). It is then shown that, given mapped statéflifig the invariants, ev-
ery input from the adversary or honest users leads to eqtalitsuiand to mapped next
states with equal probability distributions, and that thvariants are retained (except
for the error sets).

Usually, the more machines one has in a bisimulation, theemmomplicated the
state spaces and invariants get, i.e., modularizatiompisally not useful. Nevertheless,
one might hope that introducing low-level ideal signaturachines is useful because
their states would simply be mapped identically, and thaitestransitions would triv-
ially retain this mapping.However, this is not so. The individual signatures are not
made in the same order in the simulator as in the real systeningtance, honest user
u might make a signatureig on a message:, encrypt it ask, . (sig) with a key pk
of another honest user, and send it over an insecure chamelthe signature exists
in Sig,, i IN the real system, i.e., a counter has been updated and tEage: is
stored insigned. However, the simulator only gets an abstract ciphertexhfthe ideal

% Both these steps are obsolete if one defines the real libisgtly with these functionalities,
but we first presented an entirely real version in [5] for ceteness.

4 However, even in this case one would need invariants abeutdhsistency between the state
of the overall “term machines” and the signature machines.



system and simulates it By, (m,) for a fixed messagen,;,, (using its low-level
ideal encryption system). There is no way for the simulaidatow at this point that it
should simulate a signature. The signature will only be &itedl if it is ever sent in a
form readable for the adversary.

Hence although the signature subsystems in the overadiregdio be compared are
functionally equal, they are usually in different stateenkle they are just an additional
burden on the bisimulation.

3.2 Other Error Sets and Information-Flow Analysis Remain

The low-level idealization of signatures certainly avaike error set corresponding to
signature forgeries in the bisimulations, and the redagtimof showing that this set is
negligible. However, this is a short and simple part of therail proof.

Avoiding error sets would mainly be useful if one could getaf all of them, and
thus have “classical” probabilistic bisimulations. Todsthis goal, one could introduce
a low-level ideal nonce system that excludes nonce cafissiavhile still outputting real
nonces. This system falls under the integrity-idealizaiaradigm: Equip a real nonce
system with a virtual, global non-repetition test over toaces of all honest parties.

However, one also has to demonstrate that the adversargtoguess certain values.
Here the low-level ideal systems do not help. For instandth, both real nonces and
the low-level ideal nonce system, it is trivial that the acbegy cannot guess a nonce of
an honest participant if he obtained no information abo(etept with exponentially
small probability). But whether or not he obtained such iinfation depends on all
potential nested terms that were sent containing this ndree this belongs to the
overall proof and not to the proof of the subsystem. Contyetas proof aspect is the
static information-flow analysis embedded in the cryptpbia bisimulation, a novel
proof technique in [9].

In other words, idealizing signatures and nonces only elatgs the easier parts of
the final reduction proofs and of the non-standard aspectsedfisimulations.

3.3 Simulator Needs Reordered Signatures

The example in Section 3.1 also shows that the simple loetlgleal system from
Section 2.2, derived from the GMR definition by integrity &ieation, is not quite the
functionality we need in a reactive scenario.

If one only considers the real system, the following addiiloproperty is needed:
If the adversary only sees a subset (adaptively chosen)eo$itinatures made by a
signer, this divulges nothing about other signatures. EBhdready discussed in [7]. It
is shown there that this property follows from the GMR defaritas restricted in our
Definition 1, but that the concrete security can be improweddiditional randomiza-
tion. In the cryptographic library of [5], such an additibr@ndomization is present in
the real system anyway.

5 Comparing Figure 1 with the corresponding figure in [5], ogessthat encryption machines
were not used in the simulator and the combined system. 3 fos the same reason of diverg-
ing states.



For proceeding as in Section 3, one also has to considenthdator. The example
in Section 3.1 shows that the simulator has to make sigratuith an arbitrary non-
repeating sequence of counter values. Thus, to define thdagon with a low-level
ideal signature system, that system must take the couritex @8 an input, instead of
incrementing it internally as done in reality (this probldmappears for memory-less
underlying signature systems). Hence for the overall pteohnique with signature
submachines, we must prove that the underlying signatimenses are secure for this
behavior. (The proof in [5] does not need this aspect of aadige scheme.) We are not
aware that this follows from Definition 2, although we beédkat it holds for all known
systems (because the tree constructions are essentialiyealyic if one considers all
randomness as chosen in advance, e.g., the third leaf dodgpend on the first leaf
any more than vice versa). Nevertheless, this is not easgit put in, say, the proof
in [19].

4 Outlook on Integrity Idealization Paradigm

We have repeatedly mentioned integrity idealization asmaraon concept for defining
certain low-level ideal functionalities. In the long vesiof this paper, we show that
this concept can be formalized and used to mechanicallytearisnany simple ideal
systems and the corresponding proofs. Due to space conistraie only give the ba-
sic ideas of this formulation here: Typically, a cryptognapprimitive is defined as a
tuple of algorithmg(A44, ..., A;), such aqgen, sign, test) for signatures, with certain
parameter domains. The security definition is typicallyegiby an “oracle” (such as the
signature oracl®;) interacting with an adversary, where an oracle call cpoads to
an algorithm invocation. A typical integrity property ca@ re-)written as a property of
the trace of in- and outputs of the oracle, where the firstatioh can only occur by an
output of the oracle. This makes sense particularly for<éike signatures where the
adversary only wins if he can successfully cheat an honettipant with a forgery.
Other examples of such integrity properties are all othénentication properties, the
collision-freeness of a nonce system, and the correctmegepies of a payment sys-
tem. For a system defined by such integrity requirements,efiaelthe corresponding
ideal system by one joint machine, corresponding closeljn¢ooracle, that interacts
with the honest users and the adversary and that, beforg eugsut, verifies that the
output does not violate the integrity properties. Thus lfilfa the integrity properties
perfectly by definition. This gives a general underpinniogdising integrity proper-
ties in proofs that otherwise use a composition theorensesam arbitrary real system
fulfilling an arbitrary integrity property is automaticglas secure as a mechanically
derivable low-level idealization.

5 Conclusion

We have presented a low-level ideal signature functiontiiiat can be realized by ev-
ery secure signature scheme that uses memory only for aeroamd random values,
without additional techniques like padding or randomizati



However, we also showed multiple pitfalls when using sucbve-level idealiza-
tion for proving a larger protocol. While we showed this foe specific example of our
cryptographic library, we believe that the problems are@éneral nature. For instance,
every protocol where some signatures are only sent in etemhfprm has the problem
from Section 3.1, and if such signatures become known todkeraary later in a dif-
ferent order than they were made, the problems from Sect®arg added. (Recall that
prior low-level ideal signature systems cannot handledage at all.) In many cases, it
will be simpler to work either with a real abstraction, susttlae cryptographic library
from [5], or directly with the integrity properties.
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