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Abstract. We consider machine-aided verification of suitably corc&d ab-
stractions of security protocols, such that the verifiegprties are valid for the
concrete implementation of the protocol with respect tgptagraphic definitions.
In order to link formal methods and cryptography, we showt theegrity prop-
erties are preserved under step-wise refinement in asymaisonetworks with
respect to cryptographic definitions, so formal verificasimf our abstractions
carry over to the concrete counterparts. As an example, esthesheorem prover
PVS to formally verify a system for ordered secure messagesinission, which
yields the first example ever of a formally verified but nekeléss cryptograph-
ically sound proof of a security protocol. We believe thaeagral methodology
for verifying cryptographic protocols cryptographicaigund can be derived by
following the ideas of this example.
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1 Introduction

Nowadays, formal analysis and verification of security pecots is getting more and
more attention in both theory and practice. One main goalrofagol verification
is to consider the cryptographic aspects of protocols ireotd obtain complete and
mathematically rigorous proofs with respect to cryptotiiaplefinitions. We speak of
(cryptographically) sound proofs in this case. Ideallgsth proofs should be performed
machine-aided in order to eliminate (or at least minimiaghhan inaccuracies. As for-
mally verifying cryptographic protocols presupposes i@rtions of them, which are
suitable for formal methods, it has to be ensured that pt@seproved for these ab-
stract specifications carry over to the concrete implentiems.

Both formal verification and cryptographically sound pmbéve been investigated
very well from their respective communities during the kgestirs. Especially the formal
verification has been subject of lots of papers in the litegte.g., [20,13, 21,1, 16].
The underlying abstraction is almost always based on the\Ddho model [7]. Here
cryptographic operations, e.dv, for encryption andD for decryption, are considered
as operators in a free algebra where only certain predefiaedetiation rules hold,
i.e., twofold encryption of a messagedoes not yield another message from the basic
message space but the teB(F (m)). A typical cancellation rule iD(E(m)) = m.
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This abstraction simplifies proofs of larger protocols ¢desably. Unfortunately,
these formal proofs lack a link to the rigorous security dééins in cryptography.
The main problem is that the abstraction requires timatquations hold except those
that can be derived within the algebra. Cryptographic d@fim$ do not aim at such
statements. For example, encryption is only required tp kdsartexts secret, but there
is no restriction on structure in the ciphertexts. Henceaaqumol that is secure in the
Dolev-Yao framework is not necessarily secure in the realdveven if implemented
with provably secure cryptographic primitives, cf. [17} foconcrete counterexample.
Thus, the appropriateness of this approach is at leastatabat

On the other hand, we have the computational view whose tlefisiare based on
complexity theory, e.g., [8,9, 5]. Here, protocols can lgerously proven with respect
to cryptographic definitions, but these proofs are not f@adior formal verification
because of the occurrence of probabilities and compléakigpretic restrictions, so they
are both prone to errors and simply too complex for largetesys.

Unfortunately, achieving both points at the same time saenb& a very difficult
task. To the best of our knowledge, no cryptographic prdtoas been formally verified
such that this verification is valid for the concrete implenagion with respect to the
strongest possible cryptographic definitions, cf. the Rellditerature for more details.

Our goal is to link both approaches to get the best overallltesroofs of cryp-
tographic protocols that allow abstraction and the use wh&b methods, but retain a
sound cryptographic semantics. Moreover, these proofsidiie valid for completely
asynchronous networks and the strongest cryptographititifis possible, e.g., secu-
rity against adaptive chosen ciphertext attack [5] in cdsespmmetric encryption.

In this paper, we address the verification of integrity prtips such that these prop-
erties automatically carry over from the abstract spedifioao the concrete implemen-
tation. Our work is motivated by the work of Pfitzmann and VWs&idwhich have already
shown in [18] that integrity properties are preserved unegnement for a synchronous
timing model. However, a synchronous definition of time ficlilt to justify in the real
world since no notion of rounds is naturally given there arsgtééms to be very difficult
to establish them for the Internet, for example. In conttaghat, asynchronous sce-
narios are attractive, because no assumptions are maderstawrk delays and the
relative execution speed of the parties. Moreover, [18Igatomprises the theoretical
background, since they neither investigated the use of ctoally used formal proof
tools for the verification of a concrete example.

Technically, the first part of our work can be seen as an exterd the results
of [18] to asynchronous scenarios as presented in [19]. &kiisnsion is not trivial
since synchronous time is much easier to handle; moreowtr,mhodels do not only
differ in the definition of time but also in subtle, but impant details. The second part
of this paper is dedicated to the actual verification of a ceteccryptographic protocol:
secure message transmission with ordered channels [4]yiidls the first example of
a machine-aided proof of a cryptographic protocol in asyoicbus networks such that
the proven security is equivalent to the strongest cryptokic definition possible.

Related Literature.An extended version of this work is available as an IBM Redear
Report [3]. The goal of retaining a sound cryptographic saina and nevertheless
provide abstract interfaces for formal methods is pursueddveral researchers: our



approach is based on the model for reactive systems in agymains networks recently
introduced in [19], which we believe to be really close tostigoal. As we already
mentioned above, Pfitzmann and Waidner have shown in [18]rtegrity properties

are preserved for reactive systems, but only under a synobstiming model and they
have neither investigated the use of formal methods nor é¢nifcation of a concrete
example. Other possible ways to achieve this goal have bexsemted in [20, 21,13,
16,12, 1], e.g., but these either do not provide abstrasfimnusing formal methods, or
they are based on unfaithful abstractions — following thgrapch of Dolev and Yao [7]

—in the sense that no secure cryptographic implementatithrem is known.

In [2], Abadi and Rogaway have shown that a slight variatiérthe standard
Dolev-Yao abstraction is cryptographically faithful sg@ally for symmetric encryp-
tion. However, their results hold only for passive advdesaand for a synchronous
timing model, but the authors already state that active @advies and an asynchronous
definition of time are important goals to strive for. Anotheteresting approach has
been presented by Guttman et. al. [11], which starts adafitmstrand space theory to
concrete cryptographic definitions. However, their resate specific for the Wegman-
Carter system so far. Moreover, as this system is informatieoretically secure, its
security proof is much easier to handle than asymmetricipivies since no reduction
proofs against underlying number-theoretic assumptiane o be made.

2 Reactive Systems in Asynchronous Networks

In this section we briefly sketch the model for reactive systén asynchronous net-
works from [19]. All details not necessary for understaigdare omitted. Machines
are represented by probabilistic state-transition mashigimilar to probabilistic 1/0
automata [14]. For complexity we consider every automatobe implemented as a
probabilistic Turing machine; complexity is measured ia tangth of its initial state,
i.e., the initial worktape content (often a security pargenk in unary representation).

2.1 General System Model and Simulatability

A systenconsists of several possibéructures A structure is a pait}/, S) of a set

M of connected correct machines and a sulssef the free port§ calledspecified
ports. Roughly, specified ports provide certain services to theekbusers. In atan-
dard cryptographic systenthe structures are derived from one intended structur@and
trust model. The trust model consists of an access strugtdéeand a channel model
x. Here ACC contains the possible sets of indices of uncorrupted machines (among
the intended ones), anddesignates whether each channel is secure, reliable authe
tic but not private) or insecure. Each structure can be cetaglto aconfigurationby
adding an arbitrarysermachineH andadversarymachineA. H connects only to ports

in S andA to the rest, and they may interact. The general schedulingetrin [19]
gives each connectiona buffer, and the machine with the corresponding clock port

L A port is calledfreeif its corresponding port does not belong to a machin&/inThese ports
are connected to the users and the adversary.



c¥! can schedule a message when it makes a transition. In reatagyous crypto-
graphic systems, all connections are typically schedwedl. T hus a configuration is a
runnable system, i.e., one gets a probability spacermd andviewsof individual ma-
chines in these runs. For a configuratian/f, we denote the random variables over this
probability space byun conf 1 @ndview cons 1, respectively. For a polynomiglwe fur-
ther obtain random variables féistep prefixes of the runs, denotedfy .oy .1(k) -
Moreover, a runr can be restricted to a s8tof ports which is denoted by/[ s.
Simulatability essentially means that whatever can happeertain users in the real
system can also happen to the same users in the ideal (dpsystem: For every struc-
ture strucy = (Ml, S1) of the real system, every usdr and every adversary; there
exists an adversary, on a corresponding ideal structwucy = (Mg, S2), such that
the view ofH in the two configurations is indistinguishable, cf. Figuréntistinguisha-
bility is a well-defined cryptographic notion from [22]. Werite thiS.Sys .. >sec SUSiq
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Fig. 1. Overview of the simulatability definition. The view &f must be indistinguishable in the
two configurations. In this examplé{ = {1, 2}.

and say thabys,., is at least as secure aSys;y. In general, a mapping may denote
the correspondence between ideal and real structures andrides>/._, but with the
further restriction thatf maps identical sets of specified ports. An important feature
of the system model is transitivity of., i.e., the preconditionSys; > Sys, and
SYSqy >sec SYs5 together implySys; >cec Syss [19].

In a typical ideal system, each structure contains only oaehimeTH called
trusted hostwhereas structures of real systems typically consist wérs¢ machines

M;, one for each honest user.

3 Integrity Properties

In this section, we show how the relation “at least as secatadates to integrity
properties a system should fulfill, e.g., safety propertigsressed in temporal logic.
As a rather general version of integrity properties, inaejeant of the concrete formal
language, we consider those that have a linear-time setsand., that correspond to a
set of allowed traces of in- and outputs. We allow differemigerties for different sets
of specified ports, since different requirements of varipagies in cryptography are
often made for different trust assumptions.

Definition 1 (Integrity Properties). An integrity propertyReq for a systemSys is a
function that assigns a set of valid traces at the porfsio each sef with (M, S) €



Sys. More precisely such a trace is a sequefigg;cy of values over port names and
2’*, so thatv; is of the formv; = Upes{p tvpi} andu,; € X*. We say thatSys
fulfills Req

a) perfectly(written Sys =P Req) if for any configurationconf = (M ,9,H,A) €
Conf(Sys), the restrictions-[¢ of all runs of this configuration to the specified
ports S lie in Req(.S). In formulas,[(runcons.x[s)] € Req(S) for all k, where[-]
denotes the carrier set of a probability distribution.

b) statistically for a classSMALL (Sys =°MALL Req) if for any configuration
conf = (M,S,H,A) e Conf(Sys), the probability thatReq(S) is not fulfilled
is small, i.e., for all polynomials(and as a function of),

P(runcons kx| s & Req(S)) € SMALL.

The classSMALL must be closed under addition and contain any fungjidess
than or equal to any functiopne SMALL.

c) computationally(Sys =P°Y Req) if for any polynomial configuratiorconf =
(M, S,H,A) € Confyey(Sys), the probability thatkeg(S) is not fulfilled is negli-
gible, i.e.,

P(runcons ix[s & Req(S)) € NEGL.

For the computational and statistical case, the trace hae tiinite. Note that a) is
normal fulfillment. We write =" if we want to treat all three cases together. <

Obviously, perfect fulfillment implies statistical fulfiient for every non-empty class
SMALL and statistical fulfillment for a clasSMA LL implies fulfillment in the com-
putational case isMALL C NEGL.

We now prove that integrity properties of abstract spedifices carry over to their
concrete counterparts in the sense of simulatability,if.the properties are valid for a
specification, the concrete implementation also fulfilleaete versions of these goals.
As specifications are usually built by only one idealizededwministic machinel'H,
they are quite easy to verify using formal proof systems, €9¢S. Now, our result im-
plies that these verified properties automatically cargraow the (usually probabilistic)
implementation without any further work.

The actual proof will be done by contradiction, i.e., we wgitlow that if the real
system does not fulfill its goals, the two systems can bendjatshed. However, in order
to exploit simulatability, we have to consider an honest tisgt connects tall specified
ports. Otherwise, the contradiction might stem from thgsecgied ports which are
connected to the adversary, but those ports are not coasidgr simulatability. The
following lemma will help us to circumvent this problem:

Lemma 1. Let a systenSys be given. For every configuratiomnf = (M, S, H,A) €
Conf(Sys), there is a configurationonf, = (M, S,Hs, As) € Conf(Sys) with § C
ports(Hs), such thatrun conf [ = runcont, | s, i.€., the probability of the runs restricted
to the setS of specified ports is identical in both configurationscd.f is polynomial-
time, thenconf; is also polynomial-time. ]

We omit the proof due to space constraints and refer to [3].



Lemma 2. The statistical distance\(¢(vary), ¢(var},)) between a functiow of two
random variables is at mogA(vary, var},). O

This is a well-known fact, hence we omit the easy proof.

Theorem 1 (Conservation of Integrity Properties).Let a systemSys, be given that
fulfills an integrity propertyReq, i.e., Sys, = Req, and letSys, >I._ Sys, for an
arbitrary mappingf. Then alsoSys, = Req. This holds in the perfect and statistical
sense, and in the computational sense if membership in theegéS) is decidable in

polynomial time for allS. m]

Proof. Req is well-defined onSys,, since simulatability implies that for each
(M;,S1) € Sys, there exists(M,, Sy) € f(Mi,S)) with §; = S,. We will now
prove that if Sys, does not fulfill the property, the two systems can be disiistyed
yielding a contradiction.

Assume that a configuratiatenf, = (Ml, S1,H, Aq) of Sys; contradicts the theo-
rem. As already described above, we need an honest useptiraas to all specified
ports. This is precisely what Lemma 1 does, i.e., there isrdigaration conf, ; in
which the user connects to all specified ports, Wit .ons_ | [5,= Tuncong, [51', o)
conf 1 also contradicts the theorem. Note that all specified pagsiaw connected
to the honest user; thus, we can exploit simulatatiliBecause of our precondition
Sys, >L. Sys,, there exists an indistinguishable configuratiomf, , = (M, S,
Hs, A2) of Sys,, i.e.,’l}’L‘chonf&l(Hs) ~ Uie’wconf&z(HS). By assumption, the property
is fulfilled for this configuration (perfectly, statistidal or computationally). Further-
more, the view oH, in both configurations contains the tracesat= S; = 5s, i.e., the
trace is a functiori s of the view.

In the perfect case, the distribution of the views is ideitid@ his contradicts the
assumption tha(run cons, , k[ s)] € Req(S) while [(runcons, , k[s)] € Req(S).

In the statistical case, let any polynomialbe given. The statistical distance
A(view cong, , ki(k) (Hs), viewconfm,k’l(k)(Hs)) is a functiong(k) € SMALL. We ap-
ply Lemma 2 to the characteristic functidp, ¢z.q(sy On such views. This gives
|P(runconfswl,k,l(k) |—5' ¢ Req(S’)) - P(runconfsg,k,l(k) ’—S ¢ R@q(S))| < g(k) As
SMALL is closed under addition and under making functions smahés gives the
desired contradiction.

In the computational case, we define a distinguidbier Given the view of ma-
chine Hg, it extracts the run restricted t§ and verifies whether the result lies in
Req(S). If yes, it outputs), otherwisel. This distinguisher is polynomial-time (in the
security parametet) because the view dfls is of polynomial length, and member-
ship in Reg(S) was required to be polynomial-time decidable. Its advamtagdis-
tinguishing iS|P(Dis(1k,vz’ewwnf“,k) =1) - P(Dis(lk,viewconfsmk) = 1) =
|P(T”U/ﬂconf5717k [s & Req(S)) — P(runconfsmk[s ¢ Req(9))|. Since the second term
is negligible by assumption, amdEGL is closed under addition, the first term also has
to be negligible, yielding the desired contradiction. [

2 |n the proof for the synchronous timing model, this problemsvavoided by combining the
honest user and the adversary to the new honest user. Howdgezrombination would yield
an invalid configuration in the asynchronous model.



In order to apply this theorem to integrity properties fotated in a logic, e.g., temporal
logic, we have to show that abstract derivations in the lagécvalid with respect to the
cryptographic sense. This can be proven similar to the sensith synchronous time,
we only include it for reasons of completeness (without proo

Theorem 2.

a) If Sys = Req, andReq, C Req,, then alsaSys = Reqs,.
b) If Sys = Req; andSys |= Reqs,, then alsaSys = Reg, N Regs.

Here “C” and “N" are interpreted pointwise, i.e., for eadh This holds in the perfect
and statistical sense, and in the computational senseaf) fimembership itkReg,(5) is
decidable in polynomial time for alf . ]

If we now want to apply this theorem to concrete logics, weehtty show that the
common deduction rules hold. For modus ponens, e.g., if asederived that. and

a — b are valid in a given model, thenis also valid in this model. IReq, etc. denote
the semantics of the formulas, i.e., the trace sets thegsept, we have to show that

(Sys = Req, andSys = Req,—.) implies Sys |= Regy.

From Theorem 2b we conclud®s = Req, N Req,—.. Obviously,Req, N Reqq—p =
Reqqnp € Reqy holds, so the claim follows from Theorem 2a.

4 Verification of the Ordered Channel Specification

In this section we review the specification for secure mesgamsmission with ordered
channels [4], and we formally verify that message reordgsrin fact prevented.

4.1 Secure Message Transmission with Ordered Channels

Letn and M := {1,...,n} denote the number of participants and the set of indices
respectively. The specification is of the typical foldps*** = {({THx}, Sx)|H C
My}, i.e., there is one structure for every subset of the mashigenoting the honest
users. The remaining machines are corrupted, i.e., thestm@rbed into the adversary.
The ideal machind Hs, models initialization, sending and receiving of messages.
A userwu can initialize communications with other users by inptancommand of
the form(snd_init) to the portin,,? of TH4. In real systems, initialization corresponds
to key generation and authenticated key exchange. Sendinmgssages to a user
is triggered by a commangend, m,v). If v is honest, the message is stored in an
internal arraydeliver;’s” of THs, together with a counter indicating the number of the
message. After that, a commatednd_blindly, i, [, v) is output to the adversaryand
1 denote the length of the messageand its position in the array, respectively. This
models that the adversary will notice in the real world thatessage has been sent and
he might also be able to know the length of that message. Beaafuthe underlying
asynchronous timing modélH;; has to wait for a special terfreceive_blindly, u, i) or
(rec.init, u) sent by the adversary, signaling, that the message stotledi#h position



of deliverss should be delivered te, or that a connection betweenandw should
be initialized. In the first cas@,Hy reads(m, j) := deliver;’5’[i] and checks whether
msg-outsrss < j holds for a message countesg-outiPs . If the test is successful the
message is delivered aiit,! and the counter is set tpb+ 1, otherwiseTHy, outputs
nothing. The conditionnsg_outif3" < j ensures that messages can only be delivered
in the order they have been receivedliyl;, i.e., neither replay attacks nor reordering
messages is possible for the adversary; cf. [4] for defaiie. user will receive inputs
of the form (receive, u, m) and(rec_init, u), respectively. Ifv is dishonestTH, will
simply output(send, m, v) to the adversary. Finally, the adversary can send a message
m to a user by sending a commar(@eceive, v, m) to the portfrom_adv,,? of THy, for
a corrupted user, and he can also stop the machine of any user by sending a auinma
(stop) to a corresponding port afH4, which corresponds to exceeding the machine’s
runtime bound in the real world.

In contrast to the concrete implementation, which we williees later on, the ma-
chine THy is completely deterministic, hence it can be expressed wetlywithin a

formal proof system, which supports the required data &iras.

4.2 The Integrity Property

The considered specification has been designed to fulfilptoperty that the order
of messages is maintained during every trace of the configatarhus, for arbitrary
traces, arbitrary users,v € H, u # v, and any point in time, the messages from
received so far by, via THy should be a sublist of the messages sent foaim TH,
aimed for forwarding ta:. The former list is calledeceive-list the lattersend-list

In order to obtain trustworthy proofs, we formally verifyetiintegrity property in
the theorem proving system PVS [15]. This will be describedhie following. For
reasons of readability and brevity, we use standard mattieghaotation instead of
PVS syntax. The PVS sources are available online.

The formalization of the machin€H;, in PVS is described in [4]. We assume
that the machine operates on an input 3et,, (shortZ), a state setStatestn,,
(shortS), and an output seby,, (short©). For convenience, the transition function
OTH, : I x 8§ — S x Oissplitintod: T x § — Sandw: T x § — O, which denote
the next-state and output part &fy,,, respectively. The functiofiry,, is defined in
PVS'’s specification language, which contains a completetional programming lan-
guage. PVS provides natural, rational, and real numbeitbjraatic, lists, arrays, etc.
Furthermore, custom datatypes (including algebraic abstlatatypes) are supported.

In order to formulate the property, we need a PVS-suitedn&motation of (infi-
nite) runs of a machine, of lists, of what it means that ali$$ a sublist of a list,, and
we need formalizations of theceive-listandsend-list

Definition 2 (Input sequence, state trace, output sequencelet M be a machine
with input setZy,, state setStatesy, output setOy, state transition functiod, and

output transition functiom. Call s;,,;; € Statesy the initial state. Aninput sequence
i: N — Iy for machineM is a function mapping the time (modeled as thelNgt

3 http://www.zurich.ibom.comtmbc/OrdSecMess.tgz



to inputsi(t) € Zu. A given input sequencedefines a sequence of statés N —
Statesy of the machiné/ by the following recursive construction:

5(0) := Sinit,

st + 1) = 5(i(t), s'(t)).

The sequencé is calledstate-trace oM underi. Theoutput sequence : N — O of
the run is defined as

o' (t) = w(i(t), s'(¢)).

We omit the indexif the input sequence is clear from the context. For comptmeof
the state type, we write(t) for the content of in s(t), e.g., we writedeliver;) ;7 (t) to

denote the content at timeof the listdeliver:PS, which is part of the state dfH». &

u,v

These definitions precisely match the model-intern dedinitf views, cf. [19]. In the
context of TH4, the input sequenceconsists of the messages that the honest users
and the adversary send 1. In the following, a listl; being a sublist of a list; is
expressed by, C I, [; being a sublist of thé-prefix of Iy by I; C¥ [,.

Lemma 3. Letly, [; be lists over some tygg, let k € Ny. It holds:
k < length(lo) Nln CF 1o = append(nth(la, k),11) CFF 1,

that is, one may append thé" element (counted from 0) &f to /; while preserving
the prefix-sublist property. a

Definition 3 (Receive- and send-list)Let i be an input sequence for machimél;,,

and lets and o be the corresponding state-trace ©H,, and the output sequence,
respectively. Let,,v € H. The receive-list is obtained by appending a new element
m whenevew receives a messadeeceive, m, u) from THy. The send-list is obtained
by appendingn wheneven: sends a messageend, m, v) to THy. Formally, this is
captured in the following recursive definitions:

null ift =—1,
recviist, (1) append(m, recvlist, ,(t — 1)) if t > 0A o' (t) = (receive,m, u)
’ atout,!.
recvlist, ,(t — 1) otherwise
null ift =—1,
iy lisf ,(t —1)) ift>0Ai(t)=
sendlisf (1) = append(m, sendlisf ,(t — 1)) ift > F)/\ i(t) = (send, m,v)
’ ating,?.
sendlis} , (t — 1) otherwise

<

We now are ready to give a precise, PVS-suited formulatiothefintegrity property
we are aiming to prove:



Theorem 3. For any THy, input sequence for anyu, v € H, u # v, and any pointin
timet € N, it holds _ _
recvlist, ,(t) € sendlis} (). 1)

In the following, we omit the index ]

Proof (sketch).The proof is split into two parts: we provecvlist, ,(t — 1) C
delivers s (t) and delivers s (t) € sendlist ., (t — 1). The claim of the theorem then
follows from transitivity of sublists.

The claimdeliver;’57(t) € sendlist, ., (t — 1) is proved by induction on. Both
induction base and step are proved in PVS by the built-inegise( gr i nd) , which
performs automatic definition expanding and rewriting veitiblist-related lemmas.

The claimrecvlist, ., (t—1) C deliver;’s (t) is more complicated. The claim is also
proved by induction on. However, it is easy to see that the claim is not inductive: in
case of &receive_blindly, u,¢) at from_adv,?, THy outputs(receive, m, ) t0 out,!,
where (m, j) := deliveri;[i], i.e.,m is theith message of theielwers‘"ec list (cf.
Section 4.1, or [4] for more details). By the definition of tleeeive-list, the message
is appended teecvlist, ... In order to prove thatecvlist, ., C deliver;;’ is preserved
during this transition, it is necessary to know that the rexéist was a sublist of the
prefix of thedeliversP<C list that does not reach ta. It would suffice to know that

u,v

recvlist, . (t — 1) C* deliverPs (t).

u,v

Then the claim follows from Lemma 3.

We therefore strengthen the invariant to comprise the peefitist property.
However, the valuei in the above prefix-sublist relation stems from the input
(receive_blindly, u, %), and hence is not suited to state the invariant. To circutriyés
problem, we recursively construct a sequelasercv_blindly,, , (t) which holds the pa-
rameter of the last valid(receive_blindly, u, i) received byl Hy, onfrom_adv,?; then

u,v

recvlist, . (t — 1) C' deliver{s () with | = lastrev_blindly, , (¢)

is an invariant of the system. We further strengthen thisiiant by asserting that
lastrev_blindly, . (t) and the;'s stored in thedelivers s list grow monotonically. To-
gether this yields the inductive invariant. We omit the dstand again refer the to the
PVS files available onling. n

Applying Definition 1 of integrity properties, we can now defithat the propertyeq
holds for an arbitrary trace- if and only if Equation 1 holds for all, v € H, u # v,
and the input sequencef the given tracér. Thus, Theorem 3 can be rewritten in the
notation of Definition 1 af(runcons k[ s)] C Regq(S) for all k, i.e., we have shown that
the specificatiorbys*** perfectly fulfills the integrity propertyeg.

4.3 The Concrete Implementation

For understanding it is sufficient to give a brief review oé tboncrete implementa-
tion Sys'™P!, a detailed description can be found in [8)s™" is of the typical form
Sys™' = {(My, Sx) | H € M}, whereMy, = {M, | u € H}, i.e., there is one

10



machine for each honest participant. It uses asymmetrig/ption and digital signa-
tures as cryptographic primitives, which satisfy the sipest cryptographic definition
possible, i.e., security against adaptive chosen-cipkesattack in case of encryption
(e.g., [6]) and security against existential forgery undéaptive chosen-message at-
tacks in case of digital signatures (e.g., [10]).

A useru can let his machine create signature and encryption keysathaent to
other users over authenticated channels. Messages seni$ey, to userv are signed
and encrypted byl,, and sent tovl,, over an insecure channel, representing a real
network. Similar tol H, each machine maintains internal counters used for digogrdi
messages that are out of order. The adversary schedulesrtiraunication between
correct machines and it can send arbitrary messagesarbitrary users.

Now the validity of the integrity property of the concreteglementation immedi-
ately follows from the Preservation Theorem and the vetificeof the abstract speci-
fication. More precisely, we have shown that the specifiodtidfills its integrity prop-
erty of Theorem 3 perfectly, which especially implies corgtional fulfillment. As
Sys™P! >poly gysPc has already been shown in [4], our proof of integrity cardesr
to the concrete implementation for the computational caseraing to Theorem 1.

5 Conclusion

In this paper, we have addressed the problem how cryptogrgpbtocols in asyn-
chronous networks can be verified both machine-aided analdswith respect to the
definitions of cryptography. We have shown that the verificatf integrity proper-
ties of our abstract specifications automatically carriesr ¢o the cryptographic im-
plementations, and that logic derivations among integrityperties are valid for the
concrete systems in the cryptographic sense, which makes &lccessible to theorem
provers. As an example, we have formally verified the schemerflered secure mes-
sage transmission [4] using the theorem proving system R8E This yields the first
formal verification of an integrity property of a cryptoghap protocol whose security
is equivalent to the underlying cryptography with respedhe strongest cryptographic
definitions possible.
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