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A Cryptographically Sound Security Proof of the
Needham-Schroeder-Lowe Public-Key Protocol

Michael BackesMember, IEEE and Birgit PfitzmannSenior Member, IEEE

Abstract—We present a cryptographically sound security
proof of the well-known Needham-Schroeder-Lowe public-kg
protocol for entity authentication. This protocol was previously
only proved over unfounded abstractions from cryptography
We show that it is secure against arbitrary active attacks ifit
is implemented using standard provably secure cryptograptt
primitives. Nevertheless, our proof does not have to deal wi
the probabilistic aspects of cryptography and is hence in th
scope of current automated proof tools. We achieve this by
exploiting a recently proposed Dolev-Yao-style cryptogrphic
library with a provably secure cryptographic implementation.
Besides establishing the cryptographic security of the Nekam-
Schroeder-Lowe protocol, our result exemplifies the poterdl of
this cryptographic library and paves the way for the cryptograph-
ically sound verification of security protocols by automatel proof
tools.

Index Terms— security, cryptography, protocols, verification
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I. INTRODUCTION

restrictions, abstractions of cryptography are usdthey are
almost always based on the so-called Dolev-Yao model [7],
which represents cryptography as term algebras. The atigin
Dolev-Yao model was extended in many papers, e.g., [8],
[9]. The use of term algebras simplifies proofs of larger
protocols considerably and led to a large body of literature
on analyzing protocol security using various techniques fo
formal verification, e.g., [10], [11], [12], [13], [14], [15

A prominent example of the usefulness of the formal-
methods approach is Lowe’s discovery of a man-in-the-naidd|
attack on the well-known Needham-Schroeder public-key au-
thentication protocol [16], [17]. Lowe later proposed aaiepd
version of the protocol [18] and used the model checker
FDR to prove that this modified protocol (henceforth known
as the Needham-Schroeder-Lowe protocol) is secure in the
Dolev-Yao model. The original and the repaired Needham-
Schroeder public-key protocols are two of the most often

RYPTOGRAPHIC protocols for authentication and keynvestigated security protocols, e.g., [19], [20], [21B2].
establishment are an established technology. NevertYa&rious new approaches and proof tools for the analysis of

less, most new networking and messaging stacks come wigfurity protocols were validated by rediscovering thevkmo
new protocols for such tasks. As the design of cryptograpHl@w or proving the fixed protocol in the Dolev-Yao model.

protocols is very error-prone, the demand for rigorous fgoo

has been rising.

It is well-known and easy to show that the security flaw
of the original protocol in the Dolev-Yao model can be

One way to conduct such proofs is the cryptographic aHsed to mount a successful attack against any cryptographic

proach. Its security definitions are based on complexitgrhe

Implementation of the protocol. However, all previous ségu

e.g., [1], [2]. [3]. The security of a cryptographic protd)coprOOfS of the repaire_d protocol are in the Dolev-Yao model,
is proved by reduction, i.e., by showing that breaking tn@nd no theorem carried these results over to the cryptograph

protocol implies breaking one of the underlying cryptodiap approac_h with it; much more comprehensive adversary. We
primitives with respect to its cryptographic definition ahais  close this gap, i.e., we show that the Needham-Schroeder-
finally a computational assumption such as the hardness-@e protocol is secure in the cryptographic approach. More
integer factoring. This approach captures a very Compmh@{qeusely_, we _show that it is secure against arbitrary activ
sive adversary model and allows for mathematically rigero@ttacks, including arbitrary concurrent protocol runs ani-
proofs. However, because of probabilism and computatiofe?’y manipulation of bitstrings within polynomial time h&
restrictions, these proofs have to be done by hand so faghwhinderlying assumption is that the Dolev-Yao-style absivac
often yields proofs with faults or gaps. Moreover, such fsoo®f public-key encryption is implemented using a chosen-
rapidly become too complex for larger protocols. mph_e_rtext secure public-key encryption sc_heme W|th_ small
The alternative is the formal-methods approach, which &lditions like ciphertext tagging. Chosen-ciphertextusiy
concerned with the automation of proofs using model chexckd¥as introduced in [23] and formulated as IND-CCAZ in [24].
and theorem provers. As these tools currently cannot dehl wifficient encryption systems secure in this sense existunde

cryptographic details like error probabilities and congtisnal feasonable ass_umptions [25].
Our proof relies on a recent general result that a so-called

ideal cryptographic library, which implements a slightly-e
tended Dolev-Yao model, can be securely realized by a specifi
cryptographic implementation. A composition theorem foz t
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underlying security notion implies that protocol proofsncawas no prior attempt to prove this or a similar cryptographic
be made using the ideal library, and security then carripsotocol based on a sound abstraction from cryptography in a
over automatically to the cryptographic realization. Hoare way accessible to automated proof tools.

because of the extension to the Dolev-Yao model, no prior

formal-methods proof carries over directly. Our paper ¢her II. THE NEEDHAM-SCHROEDERL OWE PROTOCOL

fore valit_jates .this ap_proach by the first protocol proof over The original Needham-Schroeder public-key protocol and
the new |degl I|brary_(|.e., the extended DoIev-Yac_) mo@h)j Lowe’s variant consist of seven steps. Four steps deal with
cryptographic security follows as a corollary. Besides/ithie key generation and public-key distribution. They are ugual

for the N(_aedham—Schrerer—Lowe p_rotocol, th? proof showRitted in a security analysis, and it is simply assumed that
th_at in spite of th? extensions and differences in preselmtatkeys have already been generated and distributed. We do this
with respect to prior Dolev-Yao models, a proof can be maqfs well to keep the proof short. However, the underlying
over the new library that seems easily accessible to Curr%%ptographic library offers commands for'modeling these
automqtgd proof tools. In particular, .th_e proof containishee steps as well. The main part of the Needham-Schroeder-
probabilism nor computational restrictions. Lowe public-key protocol consists of the following threepss,

A. Related Work expressed in the typical protocol notation, as in, e.g.].[17

Concurrently to this work, Warinschi also gave a crypto- Lo u—v : Epg, (Ny,u)
graphically sound security proof for the Needham-Schroede 2. v—u : Ep, (Ny, Ny,v)
Lowe protocol [26]. This proof is done from scratch in the 3. wu—wv : Epy(N,)

cryptographic approach. Hence even if it had preceded ours,

we would be giving the first example of a cryptographicalliiere, usen seeks to establish a session with useHe gen-

sound proof of a cryptographic protocol via a determinjstierates a noncé’,, and sends it ta together with hisidentity,

Dolev-Yao-style idealization of cryptography. On the atheencrypted withv's public key (first message). Upon receiving

hand, Warinschi proves stronger properties; we discuss tHiis messagey decrypts it to obtain the nonc®,. Thenv

in Section IV. He further shows that chosen-plaintext-secugenerates a new nonc¥, and sends both nonces and her

encryption is insufficient for the security of the protocol. identity back tou, encrypted withu's public key (second
Work on justifying Dolev-Yao-style models under cryptoimessage). Upon receiving this messagedecrypts it and

graphic definitions prior to [27] was restricted to passiseaa- tests whether the contained identityequals the sender of the

saries and symmetric encryption [28], [29], [30]. Concnthg message and whetherarlier sent the first contained nonce to

to [27], an extension to asymmetric encryption, but stillen userv. If yes, u sends the second nonce backvtaencrypted

passive attacks only, was presented in [31]. The underlyimgth v's public key (third message). Finally, decrypts this

masters thesis [32] considers asymmetric encryption undeessage; and ib had earlier sent the contained nonceuto

active attacks, but in the random oracle model, which idfitsghenv believes to speak with.

an idealization of cryptography and not justifiable [33].eTh

recent work [34] gives a slightly more efficientimplemerdgat |I|. THE NEEDHAM-SCHROEDERL OWE PROTOCOLUSING

of asymmetric encryption than [27] (no additional taggimgl a THE DOLEV-YAO-STYLE CRYPTOGRAPHICL IBRARY

randomization) at the cost of a much less general libraryaand A most all formal proof techniques for protocols such as

weaker security notion — the outlook in [34] would esseljial Needham-Schroeder-Lowe first need a reformulation of the

give [27] again. protocol into a more detailed version than the three steps

The security notion used for the relation between the idegl, e These details include necessary tests on received me
Dolev-Yao-style library and its cryptographic implemeiua, sages, the types and generation rules for values dikend

reactive simulatability, and its composition propertiesrevin- N.. and a surrounding framework specifying the number
troduced in [35] and extended to asynchronous systemsn [3% b icipants, the possibiliies of multiple protocolnsy
[37]. It extends the security notions of multi-party (OMef 5. the adversary capabilities. The same is true when using
function evaluation [38], [2], [39], [40], [41], [42] and & o pojey-Yao-style cryptographic library from [27], i.et
observational equalenqe of [43]. There are mL_JIt|pIe fibss plays a similar role in our proof as “the CSP Dolev-Yao
Iayer; of spund ap;tractlop from cryptography in the se!hse fRodel” or “the inductive-approach Dolev-Yao model” in othe
reactive simulatability besides Dolev-Yao-style cryp&ghic 45 Our protocol formulation in this framework is given
libraries. They regch from low-level |deaI|_zat|ons that h'ave_ in Algorithms 1 and 2 We first explain this formulation, and
real cryptographic in- and outputs to high-level absta®i o ey 1ain general aspects of the surrounding framewsrk a
like secure channels. The specific aspects of a Dolev-\rngle-stfar as needed in our proofs
abstraction are simple operator-tree abstractions frogtede '
cryptographic terms, the restriction of adversary caji#slto  2For some frameworks there are compilers to generate thetdlede
a|gebraic Operations on such terms, and the assumption mgpc_ol_ldescriptions, e.g., [44]. This should be posstblethis framework
terms whose equality cannot be derived explicitly are atway' 2 ™" W&
unequal.

While certainly no full Dolev-Yao model would be needed

to model just the Needham-Schroeder-Lowe protocol, there
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A. Detailed Protocol Descriptions concentrates verifications that no secret items are put into

We write “:=" for deterministic and ¢-” for probabilistic MesSages. _ .
assignment, and is an error element available as an addition The behavior of the Needham-Schroeder machine of partic-
to the domains and ranges of all functions and algorithme. THpantu upon receving a network Input is defmed similarly in
framework is automata-based, i.e., protocols are exeduedAlgorithm 2. The input arrives at posut,,? and is of the form
interacting machines, and event-based, i.e., machines oea (V> i, mhd) wherew is the supposed sendérdenotes that
received inputs. ByMNS we denote the Needham-Schroeddh® channel is insecure, and"™ is a handle to a list. The
machine for a participant, it can act in the roles of both port out,,? is connected to the cryptographic library, whose
andv above. two implementations represent the obtained Dolev-Yatesty

The first type of input thaﬂ\/li.\‘s can receive is a start term or real bitstring, respectively, to the protocol in afied
message(new_prot, v) from its user denoting that it shouldWay by a handle.
start a protocol run with usev. The number of users is
called n. User inputs are distinguished from network inputdlgorithm 2 Evaluation of Network Inputs itM}°
by arriving at a so-called porEA.in,?. The “?” for input Require: (v, u,i,m"™9) atout,? with v € {1,...,n}\ {u}.
ports follows the CSP convention, and “EA’ stands for entitys: ¢hnd — Jist_proj(m™™, 1)
authentication because the user interface is the samelfor @k jhnd . decrypt(sket™, chnd)
entity authentication protocols. The reaction on this thpa., 3. 2" — |ist_proj(I™d,4) for i = 1,2, 3.
the sending of the first message, is described in Algorithm 14. jf zhnd £ | A zhnd £ | A ghnd — | then {First Message

is input}

Algorithm 1 Evaluation of User Inputs iMNS 5 my « retrieve(zh"d),
Require: (new_prot,v) atEA_in,? withv € {1,...,n}\{u}. 6 if 227 v then

1: nfnd « gen_nonce(). 7 Abort

2. Noncey,, := Noncey, U {n"}. 8 end if

3: u™d — store(u). 9: i « gen_nonce().

4: 1hd — list(nhnd, y,Mnd), 10:  Noncey, := Nonce,, , U {nh"}.

5. ¢hnd — encrypt(pke™d, [hnd), 110 M store(u).

6: mi" « list(chnd). 7 120 15 e list(z§", i, w9,

7. send_i(v, mind). 13 " — encrypt(pkeys, 15™).

14: mh™  list(chd).

15:  send-i(v, mh).

16: else if zfnd £ | A afnd £ | A 2hnd £ | then {Second
Message is inpgt

x3 « retrieve(zi"d).

if z3 #vVaind g Nonce,, ,, then

Abort

end if
21 15— list(afnd).
ﬁi: chnd « encrypt(pke
ok

The commandgen_nonce generates the noncé> adds
the resultn™ to a set Nonce,, for future comparison.
The commandtore inputs arbitrary application data into the17-
cryptographic library, here the user identity The command __
list forms a list anckncrypt is encryption. The final command 19:
send_i means thatVIN> attempts to send the resulting term_
to v over an insecure channel. The superschigton most
parameters denotes that these are so-called handlefda.,
names that this machine has for the corresponding terms. T mbnd  Jist(chnd)
is an important aspect of [27] because it allows the samg’ seid i(v mh"d3) '
protocol description to be implemented once with Dolev-Ya 25: else if;:h"‘j €3N07'we A #hrd — ghnd — | then {Third
style idealized cryptography and once with real cryptogra- Messagle is inpit wy 2 3
phy. More precisely, the five commands we saw so far ar&%_ Output (ok, v) at EA_out,!
their input and output domains belong to the interface (i517j end if ’ e
the same sense as, e.g., a Java interface) of the underlyrg
cryptographic library. This interface is implemented bythbo _ . . .
the idealized and the real version. In the first case, thelaand " this algorithm, the protocol machine first decrypts the
are local names of Dolev-Yao-style terms, in the second ca$é content using its secret key; this yields a hanihé to
of real cryptographic bitstrings. We say more about the&8 inner list. This list is pgrsed mt_o at most three compc_men
two implementations below. The effect efnd_i in the ideal USINg the commandst_proj. If the list has two elements, i.e.,
implementation is that the adversary obtains a handle fgould correspond to the first message of the protocol, &nd i
the Dolev-Yao-style term and can decide what to do with contains the correct |dent|.ty, the machine gene.rate_svva ne
it (such as forwarding it thlll\)ls or performing Dolev-Yao- nonce and _stores its handle in the 8&ince,, . Therj it builds
style algebraic operations on the term); the effect in the rélP @ new list according to the protocol description, en@ypt

implementation is that the adversary obtains the realriist it and sends it to user. If the list has three elements, i.e., it
and can perform arbitrary bit manipulations on it. The could correspond to the second message of the protocol, the

operation directly before sending is a technicality: origtsl Machine tests whether the third list element equadsd the
are allowed to be sent in this library because the list ofmerat firSt list element is contained in the sabnce.,,. If one of

hnd lgnd>.

v,
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these tests does not succebt]!®> aborts. Otherwise, it again
builds up a term according to the protocol description and
sends it to usew. Finally, if the list has only one element,
i.e., it could correspond to the third message of the prdtoco
the machine tests if the handle of this element is contained
in Nonce, . If so, MNS outputs (ok,v) at EA_out,!. This
signals to uset that the protocol with user has terminated
successfully, i.e.u believes to speak with.

Both algorithms should immediately abort the handling of
the current input if a cryptographic command does not yield ®»
the desired result, e.g., if a decryption fails. For realitstwe
omitted this in the algorithm descriptions; instead we isgo
the following convention on both algorithms.

EA out) EA_in? EAout! EA_in?

My My'S A

out,? in,! out,? in,!
A 4

ySNS,{id,reaI}

Y Y

{ out,! in,? out,! in,?

Ideal or real cryptographic library

Syscry,{id,real}

Fig. 1. Overview of the Needham-Schroeder-Lowe Ideal Syste

Convention 1 If MNS receives| as the answer of the cryp-

tographic library to a command, theM}> aborts the execu- and toH to represent the adversary, see Fig. 1. In polynomial-
tion of the current algorithm, except for the command typeine security proofsH andA are polynomial-time.

list_proj or send..i. This setting implies that any number of concurrent pro-
tocol runs with both honest participants and the adversary
are considered becaus¢ and A can arbitrarily interleave
protocol start input$new_prot, v) with the delivery of network

B. Initial State messages.

We have assumed in the algorithms that each NeedhamFor a set of honest participants, the user interface
Schroeder machineNs already has a handi&e™ to its own  of the ideal and real cryptographic library is the port set
secret encryption key and handjes"" to the corresponding Sy’ := {in.?, out,! | u € H}. This is where the Needham-
public keys of every participant. The cryptographic library Schroeder machines input their cryptographic commands and
can also represent key generation and distribution by niorng®tain results and received messages. In the ideal case this
commands. Further, each machii&® contains the bitstring interface is served by just one machifi¢l;; called trusted
u denoting its identity, and the familyNoncey v)ve(1,...,n} host which essentially administrates Dolev-Yao-stylener

We refer to Step of Algorithm j as Stepj.i.

of initially empty sets of (nonce) handles. under the handles. In the real case, the same interfacevesiser
by a setMy,” = {M%, | u € H} of real cryptographic
C. Overall Framework and Adversary Model machines. The corresponding systems are cafled” "¢ .=

. : : SiP) | HC{L,...,n}}.
m- m m TH OMH = ’ ’
Needha Schroeder a_ch!nes and the _achmes of the id he user interface of the Needham-Schroeder machines
ized or real cryptographic library execute is taken from][36

o g . r any other entity authentication protocol iSEA :=
The basis is an asynchronous probabilistic execution mo Ainy?,EAout,! | u € H}. The ideal and real Needham-

with distributed scheduling. We already used implicitlyoae Schroeder-Lowe systems serving this interface differ only

that for term construction and parsing commands to th - NS NS
cryptographic library, so-called local scheduling is dein the cryptographic library. Withif,” := {M,” | u € #}, they

NS,id . _ NS EA C
i.e., a result is returned immediately. The idealized ol rea Sys = {(Mze° U {THyd, 557) | 7 € {L,..on}}

NS real ,__ “rer

network sending via this library, however, is scheduledhsy t and Sys T {(MJ‘\I!S UMy, SE{A) | HC L. nit
adversary. ] ]

When protocol machines such 48\S for certain users P- On Polynomial Runtime
u € {1,...,n} are defined, there is no guarantee that all In order to be valid users of the real cryptographic library,
these machines are correct. A trust model determines fot whze machinesviN> have to be polynomial-time. We therefore
subsetsH of {1,...,n} we want to guarantee anything; indefine that each machind"> maintains explicit polynomial
our case this is essentially for all subsets: We aim at entippunds on the accepted message lengths and the number of
authentication betweem and v wheneveru,v € H and inputs accepted at each port. As this is done exactly as in the
thus wheneveM!N> and MN> are correct. Incorrect machinescryptographic library, we omit the rigorous write-up.
disappear and are replaced by the adversary. Each set of
potential correct machines together with its user interfac IV. THE SECURITY PROPERTY

called a structure, and the set of these structures is Calle(bur Security property states that an honest participmﬂy
the system. When considering the security of a structure, giiccessfully terminates a protocol with an honest pastitip
arbitrary probabilistic machiné! is connected to the usery if » has indeed started a protoco| with i.e., an output
interface to represent all users, and an arbitrary machire (ok,u) at EA_out,! can only happen if there was a prior
connected to the remaining free ports (typically the nekorinput (new_prot, v) at EA_in,?. This property and also the
actual protocol does not consider replay attacks, i.e.eaws

i : TH R K et H C 1,..., and S cry,real
The framework that determines how machines such as ééi Cry"i} W) | c { n}} ys
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could successfully terminate a protocol withmultiple times ~ The notion that a systerfiys; securely implements another
while ustarted a protocol withv only once. However, this can system Sys, reactive simulatability (recall the introduction),
easily be avoided as follows: MNS receives a message fromis written Sys; >P2Y Sys, (in the computational case). The
v containing one of its own nonces, it additionally removemain result of [27] is therefore

]tch|s nonce from the corresponding set, i.e., it remov@s §yservreal spoly g cvid, )
rom Nonce,, , after Step2.20 and2.25. Proving freshness sec
given this change and mutual authentication is useful &itugince Sys""*' and SysN>'¢ are compositions of the same
work, but better done once the proof has been automatgebtocol with Sys<¥>"** and Sys“¥''Y, respectively, the com-
Warinschi proves these properties [26]. The even stronggssition theorem of [36] and (1) imply

property of matching conversations from [3] that he also NS, real —poly o NS,id

proves makes constraints on events within the system, fipt on Sys Ziec SYsT ©

at the interface. We thus regard it as an overspecification §mowing the theorem’s preconditions is easy since the ma-
an approach based on abstraction. chinesMNS are polynomial-time (see Section 11I-D). Finally,

Integrity properties in the underlying model are formallyhe integrity preservation theorem from [45] and (2) impdy f
sets of traces at the user interfaces of a system, i.e., h#ére a every integrity requiremenkeq that

ort setsSEA. Intuitively, an integrity propertyReq contains .
Fhe “good“?j[[races at these ports. A tracr;)e irs)a sequence obkets (Sys">' =PV Req) = (Sys"S =PV Reg).  (3)
events. We write an evept'm or plm, meaning that messageHence if we proveSysN>'d [=ref RegFA we immediately
m_occurs at in- or output porp. The ¢-th step of a trace gptajn SysNS e =poly ReqBA.

r is written r,; we speak of the step at time The integrity

requirementReq™ for the Needham-Schroeder-Lowe protocol VI. PROOF IN THE IDEAL SETTING

is defined as follows, meaning that:ifbelieves to speak with
u at timet;, then there exists a past tinig wherew started
a protocol withv:

This section contains the proof of the ideal part of Theo-
rem IV.1: We prove that the Needham-Schroeder-Lowe proto-
col implemented with the ideal, Dolev-Yao-style cryptqgua
Definition V.1 (Entity Authentication Requirement) A trace“brary. perfgctly fulfils the mtegr_lty requiremeriteg™". The

) . . EA . proof idea is to go backwards in the protocol step by step,
r is contained inReq-" if for all u,v € H: o ; s

and to show that a specific output always requires a specific
Jt; € N: EA_out,!(ok, u) € ry, prior input. For instance, when usesuccessfully terminates a
= Jtp < t1: EAin,?(new_prot, v) € 1y,. protocol with usen:, thenu has sent the third protocol message
to v; thusv has sent the second protocol message;tand
<& so on. The main challenge in this proof was to find suitable

The notion of a systemsys fulfiling an integrity property invariants on the state of the ideal Needham-SchroedeelLow

Req essentially comes in two flavors [43perfect fulfillment system.

. . We start this section with a rigorous definition of the
Sys =P Req, means that the integrity property holds for all : . -
traces arising in runs ofys (a well-defined notion from the possible states of the ideal cryptographic library as ndede

underlying model [36]) Computational fulfillmentSys o for formulating the invariants. We th_en _defme the invargant
._and prove the overall entity authentication requiremeainfr
Req, means that the property only holds for polynomiall

bounded users and adversaries, and that a negligible e)r(he invariants. Finally we prove the invariants, after disicg

o . ! N ¥ detailed state transitions of the ideal cryptograpbiaty
probablllt_y is permitted. Perfect fulfillment implies connp- as needed in that proof.
tional fulfillment.

The following theorem captures the security of the ) o
Needham-Schroeder-Lowe protocol; we prove it in the re§t Overview and States of the Ideal Cryptographic Library
of the paper. The ideal cryptographic library administrates Dolev-Yao-

style terms and allows each user to operate on them via
Theorem IV.1 (Security of the Needham-Schroeder-Lowkandles, i.e., via local names specific to this user. Thelband
Protocol) For the Needham-Schroeder-Lowe systems from Sakso contain the information that knowledge sets give ireoth
tion 111-C and the integrity property of Definition IV.1, weatie Dolev-Yao formalizations: The set of terms that a partinipa
SysN>id |=perf Re EA and SysNoreal poly RegBA, O« knows, includingu = a for the adversary, is the set of
terms with a handle forn.. As we saw in the Needham-
V. PROOF OF THECRYPTOGRAPHICREALIZATION FROM Schroeder-Lowe algorithms, the library offers its userd(tre
THE IDEALIZATION adversary) the typical operations on terms to which theyhav

As discussed in the introduction, the idea of our approag‘r?ndles' €.g., encryption with a pL.Jinc_key and decryptid_lhw
is to prove Theorem IV.1 for the protocol using the idedt SeCret key. The terms are typed; for instance, decryptibn o

Dolev-Yao-style cryptographic library. Then the resuit foe succeeds on ciphertexts and projection only on lists. Asreec

real system follows automatically. As this paper is the ﬁrﬁ\cryption schemes are_necessarily p_robabilistic, andas t
instantiation of this argument, we describe it in detail. ibrary allows the generation of polynomially many noncad a
' key pairs, multiple instances of terms of almost every $tmec
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can occur, e.g., multiple encryptions of the same message and public encryption keys), anghc (for encryptions)
with the same keyke. There are multiple ways to deal with occur in the following.

this in prior Dolev-Yao models, e.g., counting (for nonces) « z.arg = (ai1,a2,...,a;) is a possibly empty list of
and multisets. The version in [27] corresponds to counting: arguments. Arguments of typgNDS are indices of
The terms are globally numbered by a so-called index. Each other entries (subterms); we sometimes distinguish them
term is represented by its type (i.e., root node) and its iéns| by a superscriptifid”.

arguments, which can be indices of earlier terms. This @sabl « z.ind, € HNDS U {|} for v € H U {a} are handles,
easy distinction of, e.g., which of many nonces is encrypted wherexz.hnd, = | means that. does not know this entry
in a larger term. These global indices are never visible @t th and HAN'DS is another set isomorphic &. We always
user interface. The indices and the handles for each paatiti use a superscripthhd” for handles.

are generated by one counter each. o z.len € Ny denotes the length of the entry.

A novel aspect of this cryptographic library compared with The machineTHy, has a countesize € ZN'DS for the
prior Dolev-Yao models is that terms have an abstract |en§ﬁhrrent size ofD and countersurhnd, (Current hand|e) for
parameter, indicating the length of the corresponding re@k handles, all initialized witld.
message. It is derived from a tupleof length functions that  The assumption that keys have already been generated and

denote how the length of a term depends on the length @ktributed (Section 111-B) means that for each usee H
its subterms. This is necessary because real encryptiorotanwo entries of the following form are added fo:

entirely hide the length of cleartexts. Moreovér,contains hnd

bounds on the accepted message lengths and the number of (skeu, type := ske, arg := (), hnd., := ske;,"", len := 0);

accepted inputs at each port. All these bounds can be aghitra  (pke,, type := pke, arg := (), hnd,, := pkeﬂ’jﬂl, cel

except that they must be polynomially bogn_ded in a security an hnd, = pkeﬂ“;’, len := pke_len* (k).

parameterk. Formally, the number. of participants and the o ’

tuple L are parameters of the systefps<''¢, but we omitted Here ske, andpke, are two consecutive natural numbers and

them for readability. pke_len* is the length function for public keys. Treating the
Similarly, » and a tuplel’ should be parameters of our ideabecret key length a8 is a technicality in [27] and will not

Needham-Schroeder-Lowe systeipsN>¢, see Section I1I-D. matter here.

As the machinesvINS of this system only make bounded-

length inputs to the cryptographic library givenand L, the B. |nvariants

bounds inL can easily be chosen large enough so that all

these inputs are legal. Further, as we only prove an integrj hich are used in the proof of Theorem IV.1. The first

property, it is not a problem in the proof that the number Qhvariants, correct nonce owneiand unigue nonce useare

accepted inputs might be exceeded. This is why we can Orgé}sily proved and essentially state that handles contdined

the details of the length functions. . : .
; . . set N, wv indeed point to entries of type , and
As described above, the terms in the ideal cryptograpr}aw oncu, P ypeonce

. ) . at no nonce is in two such sets. The next two invariants,
library, i.e., in the trusted hodtH, for every setH of honest

L . nonce secrecyand nonce-list secregydeal with the secrecy
participants, are represented by their top level, and ";‘5‘.*9* of certain terms. They are mainly needed to prove the last

?nvariant, correct list owner which establishes who created
certain terms.

hnd,,, = pke

This section contains invariants of the systefpsN>,

The data structure chosen for this in [27] is a databBse
Generally, a databasP is a set of functions, called entries,

each over a finite domain called attributes. For an entey D, * Co(:regrd No]rzfce OwnerForh all 111‘) i Z{’ 1’76 hidl’ . ”j
the value at an attributett is written z.att. For a predicate andz™ € Nonceu,o, We haveD[hnd, = «™"].type =
nonce.

pred involving attributes,D[pred] means the subset of entries
whose attributes fulfillpred. If D[pred] contains only one , < ,
element, we use the same notation for this element. Adding 11+:-->7}, and allj < size: It Dj].hnd, € Nonce,,w

; — /
an entryz to D is abbreviatedD :< . Further, we write and Dj].hnd, € Noncey,ur, then (u, w) = (v, w').
the list operation a$:= (z1,...,z;), and the arguments areNONce secrecystates that the nonces exchanged between

unambiguously retrievable d§], with I[i] = | if i > j. honest users, andv remain secret from all other users and

have no handles to such a nonce:

« Unigue Nonce UseFor all u,v € H, all w,w' €

(ind, type, arg, hndy, , ..., hndy,,, hnd,, len), « Nonce Secrecyror all u,v € H and allj < size: If
whereH = {u1,...,u,} and the arguments have the follow-  DJ[j].hnd, € Nonce, , thenD[j].hnd, = | for all w €
ing types and meaning: (Hu{a}) \ {u,v}.

« z.ind is the global index of an entry. Its tygBN'DS is  Similarly, the invariantnonce-list secrecystates that a list
isomorphic toN and distinguishes index arguments frontontaining such a nonce can only be knowm @ndv. Further,
others. The index is used as a primary key attribute of tlitestates that the identity fields in such lists are correct fo
database, i.e., we writB[i] for the selectionD[ind = i]. Needham-Schroeder-Lowe messages. Moreover, if such a list

o x.type € typeset identifies thetype of z. The types is an argument of another entry, then this entry is an enicnypt
nonce, list, data (for payload dataxke andpke (for secret with the public key ofu or v.
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« Nonce-List Secrecfor allu,v € Hand allj < size with updates in entries for signature keys, which we do not have to
Dlj].type = list: Let 2" := D[j].arg[i] for i = 1,2,3. consider here). O
If D[z/"].hnd,, € Nonce,, then:
a) D[j].hnd, = | for all w € (HU {a}) \ {u,v}.
b) If D[zn].type = data, then D[z]%%].arg = (u).
c) For all & < size we havej € DIk].arg only if

Proof: (Ideal part of Theorem IV.1) Assume thMN®
outputs (ok,u) at EA_out,! for uw,v € H at time t4. By
definition of Algorithmshld and 2, this can only happen if there
= was an input(u,v,i,m3 ) atout,? at a timets < t,. Here

_ D_[k]'type - e_nc and Dk].arg[1] € {pke”’_pke”}' and in the sequel we use the notation of Algorithm 2, but
The invariantcorrect list ownerstates that certain protocol,, distinguish the variables from its different executitiysa
messages can only be constructed by the “intended” US&l§nerscript indicating the number of the (claimed) reagive
For instance, if a database entry is structured like therteleia protocol message, herd and give handles an additional
of a first protocol message, i.e., it is of typet, its first subscript for their owner, here.
argument belongs to the s&bnce,,,,, and its second argument e execution of Algorithm 2 for this input must have given

is non-cryptographic, i.e., of typiata, then it has been created;s "™ # | in Step2.2, since it would otherwise abort by Con-
by useru. Similar statements exist for the second and thir\(ﬁention 1 without creating an output LEynd Dlhnd, —

protocol message. I dalli < sise with 13"™].ind. The algorithm further implie[1*"]. type = list.
» CorectList QunerFor alu, v € jlandally = site MM et 2™ = D™ arg[i] for i = 1,2 at the time of Step
[3].'dype = list: Let 2" == Dljl.argli] and #37 :== 5 3 By definition of list.proj and since the condition of Step
Diz,"].hnd,, fori=1,2.

_ 2.25 is true immediately after Step.3, we have
a) If #i"d € Nonce,, , and D[zi"].type = data, then

;U 3 hnd

3ind .
D[j] was created by in Step 1.1. i, =Dlzi" ]|.hnd, at timet, (4)
b) If D[{"].type = nonce and 25" € Nonce, ., then 44
. NS ; o hn ain )
D[]]hwas created byv}}° in Step 2.2. ' 23 2" € Nonce,, 23" = | at timet,, (5)
c) If at"d € Nonce,, and zi™® = |, then D[j] was " _
created byM"S in Step 2.2. sincex " = | after Step2.3 implies 23" = |. [

This invariant is key for proceeding backwards in the protoc This first part of the proof shows tha#l)> has received a
For instance, ii» terminates a protocol with user thenv must  list corresponding to a third protocol message. Now we apply
have received a third protocol messa@@arrect list owner correct list ownerto the list entryD[l3'”d] to show that this
implies that this message has been generated.byow « entry was created by">. Then we show thaM!'> only

only constructs such a message if it received a second motogenerates such an entry if it has received a second protocol
message. Applying the invariant two more times shows ihatmessage. To show that this message contains a noncevfrom
indeed started a protocol with. The proof described below as needed for the next application @drrect list owney we

will take care of the details. Formally, the invariance oé thexploit the fact thaty accepts the same value as its nonce in

above statements is captured in the following lemma. the third message, which we know from the first part of the
proof.
Lemma VI.1 The statementgorrect nonce ownerunigue Proof: [cont'd with 3rd message] Equations (4) and (5)

nonce usgnonce secregynonce-list secregyand correct list are the preconditions for Part c) obrrect list owner Hence

ownerare invariants ofSysNS™, i.e., they hold at all times in the entryD[13™] was created byNS in Step 2.2.
all runs of {MNS | w € H} U{THy} for all H C {1,...,n}. This aIg?rdithm execution must have started with an input
O (w,u,i,m2 ™) at out,? at a timety < t3 with w # w.

As above, we conclud& ™ # | in Step2.2, set 22—

D[hmd, = 12""].ind, and obtainD[I2"].type = list. Let

, o 22" .= D[I2"™).arg[i] for i = 1,2, 3 at the time of Step.3.

C. Entity Authentication Proof As the condition of Step.16 is true immediately afterwards,
To increase readability, we partition the proof into selergye obtain ;cfuh"d # | for i € {1,2,3}. The definition of

steps with explanations in between. Assume thatc 7 and |ist_proj and Lemma VI.2 imply

that M}}® outputs(ok, u) to its user, i.e., a protocol between 9ind , .

u and v has terminated successfully. We first show that this %iu = Dlzi |-hnd, fori e {1,2,3} attimet,.  (6)

implies thatMNS has received a message corresponding to tg‘?ep 918

third protocol step, i.e., of the form that allows us to applxorrect' no

correct list ownerto show that it was created byiN>. The )

following property of TH;; proven in [27] will be useful in D[z2™).type = nonce. 7

this proof to show that properties proven for one time alsg

. NS 3ind; .
hold at another time. Now we exploit thatM; dcreates the entrp[l°""] in Step 2.2

with the inputlist(:r%yu" ). With the definitions oflist and
Lemma VI.2 In the ideal cryptographic librarySys<¥:<, the list_proj this impliesz2™ = 23", Thus Equations (4) and (5)
only modifications to existing entriesin D are assignments imply

to previously undefined attributeshnd,, (except for counter D[a:éi"d].imdv € Nonce, ,, at timet,. (8)

The proof is postponed to Section VI-E.

hnd
ensuresz3 = w and z?, € Noncey,. Thus
nce owneimplies
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] In a nutshell, we have shown that for all timeswhere
We have now shown that> has received a list correspondingvN> outputs(ok, ) at EA_out,!, there exists a time, < t4
to the second protocol message. We apgyrect list owner such thatMNS receives an inpunew_prot, v) at EA_in,? at
to show thali\/l,l'\,ls created this list, and again we can show thaime ¢,. This proves Theorem IV.1. [ |
this can only happen iMN> received a suitable first protocol

message. 'T\gfthef, the next part of the proof showsdhatsv D. Command Evaluation by the Ideal Cryptographic Library
and thusM;,* got the second protocol message frof}®, This section contains the definition of the cryptographic

Wh'Cgr:)eorpa[':g:t,gpvi;r:nzrf rafgézgz]p?;ljaﬁ?ggs (6) to (SCommands used for modeling the Needham-Schroeder-Lowe
are the pr.econditions for Part b) obrrect list owner Thus %JI’OIOCOl, and the local adversary commands that model the
9ind NS extended capabilities of the adversary as far as needed to
the entry_D[l ] was crea_lted byM,® in_Step 22 The prove the invariants. Recall that we deal with top levels of
cgnstrucnon of this entry n Stepg.ll_ "?“.‘d 2.12 implies Dolev-Yao-style terms, and that commands typically create
3 = v and hencew = v (using the definitions oftore and o\ torm “with its index, type, arguments, handles, and
retrieve, and list and list_proj). With the results fr(_)m before length functions, or parse an existing term. We present the
Equation (7) and Lemma V1.2 we therefore obtain full definitions of the commands, but the reader can ignore
22 =0 A T/? w € Noncey,, at timet,. (9) the length functions, which have nameden. By z := y++
for integer variables:, y we meany := y + 1;z := y. The
The algorithm execution wherdN> creates the entry length of a message: is denoted agen(m).
DI2™] must have started with an inpit’, v,i,m! ™) at  Each inputc at a portin,? with u € H U {a} should
out 7 ata timet; <ty with w' # v. As above, we conclude be a list (cmd, z1,...,x;) with cmd from a fixed list of
£ | in Step2.2, set!'™ = Dghnd =11 "™].ind, and commands and certain parameter domains. We usually write it
obtaln D™ type = list. Let 1™ = D[ll'"d].arg[z‘] for y <« cmd(zy,...,z;) with a variabley designating the result
i = 1,2,3 at the time of Ste®.3. As the condition of Step that THy, returns abut,!. The algorithmi"™ := ind2hnd,, ()
2.4 is true, we obtainz; ;"d # | for i € {1,2}. Then the (with side effect) denotes thatH;, determines a handi&"
definition of list_proj and Lemma V1.2 yield for useru to an entryDJ[i]: If "4 := D[i].hnd, # |, it
| e Jind . . returns that, else it sets and returit¢! := DJi].hnd, :=
iw = Dlz; " ]|.hnd, fori e {1,2} attimets.  (10)  .;pp4,++. On non-handles, it is the identity function. The
functionind2hnd;, appliesind2hnd,, to each element of a list.
In the following definitions, we assume that a cryptographic
command is input at porin,? with v € H U {a}. First,
we describe the commands for storing and retrieving data via

Dix 1Ind] hnd,, € Nonce, , at timet,. (11) handles.
. Storing:mh"d «— store(m), for m € {0, 1}max_len(k).

x

WhenMNS creates the entrp[12™] in Step 2.2, its input is
list(x1 U"d,nh"d v™d). This impliesz!™ = 22™ (as above).

Thus Equat|ons (6) and (9) imply

The test in InStep2.6 ensures thatrd = .1{; £ |. This If i := D|[type = data A arg = (m)].ind # | then return
implies D[z} ].type = data by the definition ofretrieve, m™9 .= ind2hnd, (). Otherwise ifdata_len* (len(m)) >
and theremre with Lemma V1.2, max_len(k) return|. Else setm™¢ := curhnd,++ and
ind .
D[zy""].type = data at timet,. (12) D < (ind := size++, type := data, arg := (m),
] hnd, :=m"™ len := data_len*(len(m))).

. . . NS
We finally applygorrect list owneragain to_show thavl;,> has . Retrieval:m — retrieve(mP™).
generated this list corresponding to a first protocol messag — D[hndy, = m"™ A type — data].arg[1].
We then show that this message must have been intended for " J

useru, and thus usen has indeed started a protocol with useplext we describe list creation and projection. Lists cannot
" ' include secret keys of the public-key systems (entries pé ty

Proof: (contd with 1st message) Equations (10) to (1 ke, sks) because no information about those must be given

are the preconditions for Part a) obrrect list owner Thus

in i hnd hnd hnd :
the entry D[I'"™] was created byMNS in Step 1.4. The ° Generate a list/™" — list(z7", ..., z3"), for 0 < j <
construction of this entry in Steds3 and 1.4 impliesx = u max_len(k). b ‘
and hencay’ = u Let z; := D[hnd, = z}".ind for i = 1,...
- ; ; If any D[z;].type € {sks,ske}, set [ .= |.If
The execution of Algorithm 1 must have started with an y il-type ; ’ = b
input (new_prot, w”) at EA_in,? at a timety < t;. We have L = Dltype - J'St A arg = (1, ... vxj)]'z_”d 7
to showw” — v. When MNS creates the entrp[llind] in |, then return{™¢ := ind2hnd,(l). Otherwise, set
Step 1.1, its input idist(n" hnd ud) with ™ £ |. Hence ler.zgth = Ilst_len*(D[ml].len,...,D[a;jl.len) and return
the definition oflist_proj |mpl|es Diz 1'"d] hnd, = nh" € énlg length > max-len(k). Else set™ := curhnd,++
Nonce,, . With Equation (11) andunique nonce useve
concludew” = v. D < (ind := size++, type = list, arg := (x4, ...,

xj), hndy == 1M Jen := length).
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« i-th projection: "¢ « list_proj(i""d, i), for 1 < i < E. Proof of the Invariants

max_len(k). We start with the proof otorrect nonce owner
If D[hnd, = 1" A type = list].arg = (z1,...,x;) with Proof: [Correct nonce ownérLet 2" ¢ Nonce,, ,, for
j =i, thena" := ind2hnd, (z;), otherwisez" := | ¢ 3y and v ¢ {1,...,n}. By construction,z"d has been
The abstract command to create a fresh nonce simply creatdded toNonce, , by MN° in Step 1.1 or Step 2.2. In both
a new entry inD. casesx"d has been generated by the commganlnonce()
« Generate a noncen™™? « gen_nonce(). at some timet, input at portin,? of THyx4. Convention 1
Setn" .= curhnd,++ and implies 2" # |, asMNS would abort otherwise and not add
‘ , M4 to the setNonce, .. The definition ofgen_nonce then
D :< (ind := size++, type := nonce, arg := (), implies D[hnd, = xhnd’] £ | and D[hnd, = 2"™).type =
hnd,, :=n" len := nonce_len*(k)). nonce at timet. Because of Lemma VI.2 this also holds at all
later timest’ > ¢, which finishes the proof. ]

Further, we used commands to encrypt and decrypt a list. . . . . .
yp yp The following proof ofunique nonce uses quite similar.

H . hnd hnd 7hnd
. Encrypt|.0n.c Hencryptﬁff 1), ) q Proof: [Unique Nonce UgeAssume for contradiction that
L?t pk = D[hndhgd = pk /\lltyp.e - p(l;e].md a'n both D[j].hnd, € Nonce, ., and D[j|.hnd, € Nonce,
b= D*[h"d“ = 1" A type = list].ind and length := " 5t some timet. Without loss of generality, let be the first
enc-len(k, D[l].len). If length >h”:jax'|e”(k) Orpk =1 gych time and leD[j].hnd, ¢ Nonce,.,s at timet — 1. By
orl =, then return|. Else set"™ := curhnd, ++ and construction,D[j].hnd, is thus added tdVonce,, ., at timet
D <= (ind := size++, type := enc, arg := (pk, 1), by Step 1.1 or Step 2.2. In both case}B[J]._hnd,, has been
hndy == ™ len = length). ger_ne_r:_;lted by the commargén_nonce() f_at timet¢ — 1. The
definition of gen_nonce implies thatD[j] is a new entry and

« Decryption: /M4 « decrypt(skhnd, chnd). DIj].hnd, its only handle at timet — 1, and thus also at
Let sk := D[hnd, = sk"™9 A type = ske].ind andc := time t. With correct nonce ownethis impliesu = v. Further,
Dlhnd, = ¢™4 A type = encl.ind. Return | if ¢ = Nonce, . is the only set into which the new hand;].hnd,
lorsk = | or pk := Dic].arg[l] # sk +1orl := s put at timest — 1 and¢. Thus alsow = w'. This is a
Dic].arg[2] = |. Else return" := ind2hnd,,(1). contradiction. ]

From the set of local adversary commands, which captureln the following, we proveorrect list ownernonce secregy
additional commands for the adversary at pagf, we only andnonce-list secrecpy induction. Hence we assume that all
describe the commanddv_parse. It allows the adversary three invariants hold at a particular timein a run of the
to retrieve all information that we do not explicitly reqeir System, and show that they still hold at tihe- 1.
to be hidden. This command returns the type and usually Proof: [Correct list owne} Let u,v € H, j < size
all the abstract arguments of a value (with indices replac@dth D[j].type = list. Let 4" := D[j].arg[i] and 2} =
by handles), except in the case of ciphertexts. About tHelz,""].hnd, for i = 1,2 and assume that!\! € Nonce,,,
remaining local adversary commands, we only need to knd@ @ =1 ori = 2 at time¢ + 1.
that they do not output handles to already existing entrfes o The only possibilities to violate the invariakbrrect list
type list or nonce. owner are that (1) the entryD[j] is created at time + 1 or

« Parameter retrieval:(type, arg) < adv_parse(m™). that (2) the handIeD[j].imqu is cr_eated at time + 1 for an

Let m := D[hnd, = m"].ind and type := D[m].type. entry_D[j] that already eX|st§ at timeor that (3) the handle
In most cases, setrg := ind2hnd?(D[m].arg). (Recall .x?j,‘j is added toNoncey,, at timet +1. In qll other cases the
that this only transforms argumentsZvDS.) The only Invariant hold_s by the _|nduct|on hypothesis an(_i Lemma VI.2.
exception is fortype = enc and D[m].arg of the form ~ We start with the third case. Assume thatd is added to

(pk,1) (a valid ciphertext) and[pk — 1].hnd, = | (the Nonc_e_w at time1_f+1. By construction, this only happensin a
adversary does not know the secret key): thep := tran3|t|on_ofM1')‘S in Step 1.2 and Step 2.10. However, here the
(ind2hnd, (pk), DIl].len). .entryD[.xl!“d] has been generattjd by the commganlnonce
We finally describe the commands for sending messages'gﬁut atin,? at timet, hench;“ cannot be cpntalned as an
insecure channels. In the second one, the adversary Sendsarlgument of an er_‘”@[ﬂ] at tlmet._ Formally, this corresponds
I to v, pretending to be. to the fact thatD is well-formed ie., index argument_s of an
 hnd P entry are always smaller than the index of the entry itshlIf t
. se”d‘i'nS”’l ), forv e {hh .-, n} atportin,,? Oriffde M. has been shown in [27]. Since a transitionM}'S does not
Let /" := Dfhnd,, = """ A tyiiff = l'St]'m'd' IF 17 # 1, modify entries inTHy, this also holds at time + 1.
. ;Zi?s::;guguz; %L?d'”d?ohrnza(l 1>>at o;taéndv ot FOT proving the remaining two cases, assume Bigt. ind,
> (u, 0, 877, e{l...,n} € is created at time + 1 for an already existing entr{)[;] or
port Ii:(??' b o . that D[j] is generated at time + 1. Because both can only
Let "€ = D,U_mda =1 in/; type = list].ind. If 1" # |, happen in a transition of Hy,, this impliesz!"¢ € Nonce,.,,
output (u, v. i, ind2hnd, (I"%)) atout,!. already at time, since transitions o Hy, cannot modify the
set Nonce,,,. Because ofu,v € H, nonce secrecymplies
D[z™].hnd,, # | only if w € {u,v}. Lists can only be
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constructed by the basic commalird, which requires handles immediately impliesj € (zi", zind), since handles to nonces
to all its elements. More precisely, it € H U {a} creates only occur as first or second element in a list generation by
an entry D[j'] with D[j'].type = list and (zf,...,z},) := u. Because ofi € DJi].arg[1,2] and D[j].hnd, € Noncey,,
Dlj].arg at timet + 1 then D[x}].hnd,, # | fori=1,...,k at time ¢, nonce-list secrecyor the entry D[] implies that
already at timet. Applied to the entryD[j], this implies that D[i].hAnd,, = | at timet. This yields a contradiction. [ ]
eitheru or v have created the entd®[j]. Proof: [Nonce-list secredyLet u,v € H, j < size
We now only have to show that the entfy[j] has been with D[j].type = list. Let ™ := Dl[j].arg[i] and 27 :=
created byu in the claimed steps. This can easily be seen Wy[zi"].hnd,, for i = 1,2, andw € (H U {a}) \ {u,v}. Let
inspection of Algorithms 1 and 2. We only show it in detaik!"¢ € Nonce,,, fori =1 ori=2.
for the first part of the invariant; it can be proven similafty We first show that the invariant cannot be violated by adding
the remaining two parts. the handlez!! to Nonce, . at timet + 1. This can only
Let 2" € Nonce,, ., and D[z3"].type = data. By inspec- happen in a transition of1)}> in Step 1.1 or 2.2. As shown
tion of Algorithms 1 and 2 and becaug#j].type = list, we in the proof ofcorrect list owney the entryD[z/"] has been
see that the entr[j] must have been created by eithé}'> generated byTH;, at time t. Since D is well-formed, this
or MIS in Step 1.1. (The remaining list generation commandmiplies thatz"® ¢ D[j].arg for all entries D[] that already
either only have one element, which implie§4 = | and exist at timet. This also holds for all entries at time+ 1,
henceD|zi"].type # data, or we haveD|[zi"].type = nonce since the transition okN> does not modify entries of Hy,.
by construction.) Now assume for contradiction that theyentThis yields a contradiction ta;™ = DI[j].arg[i]. Hence we
D[j] has been generated ByS. This implies that also the now know thatz!"¢ € Nonce, , already holds at time.
entry D[z{"] has been newly generated by the commandPart a) of the invariant can only be affected if a handle
gen_nonce input atin, ?. However, onlyMNS can add a handle for w is added to an entry[;] that already exists at time
to the setNonce,, (it is the local state oMN%), but every (Creation ofD[j] at timet with a handle forw is impossible
nonce thatMN> adds to the seNonce, ., is newly generated as above because that presupposes handles to all arguments.
by the commandgen_nonce input by MNS by construction. in contradiction tononce secrecy The only commands that
This implies2i"¢ ¢ Nonce,, at all times, which yields a add new handles forw to existing entries of typdist are
contradiction td:c?f‘g € Nonce,,,, attimet + 1. HenceD[j] list_proj, decrypt, adv_parse, send_i, and adv_send_i applied
has been created by user m to an entryD[k] with j € DJk].arg. Nonce-list secrecyor
Proof: [Nonce secredyLet u,v € H, j < size with the entryD[j] at time¢ then yieldsDIk].type = enc. Thus
D[j].hnd,, € Nonce, ., andw € (HU{a})\ {u,v} be given. the commandsst_proj, send_i, andadv_send_i do not have to
Because oforrect nonce ownemwe know thatD[j].type = be considered any further. Moreovegnce-list secrecylso
nonce. The invariant could only be affected if (1) the handlgields D[k].arg[1] € {pke., pke,}. The secret keys af andv
DI[j].hnd, is put into the setVonce, , at timet+1 or (2) if are not known tow & {u,v}, formally D[hnd,, = ske"™] =
a handle forw is added to the entr[j] at timet¢ + 1. D[hnd,, = ske"™] = |; this corresponds to the invariakey
For proving the first case, note that the 8&tnce, , is only secrecyof [27]. Hence the commandecrypt does not violate
extended by a handle'™ by MNS in Steps 1.1 and 2.2. In the invariant. Finally, the commanativ_parse applied to an
both cases;'" has been generated B, at timet since the entry of typeenc with unknown secret key also does not give
commandgen_nonce was input atn,,? at timet. The definition a handle to the cleartext list, i.e., tB[k].arg[2], but only
of gen_nonce immediately implies thaD[j].hnd,, = | attime outputs its length.
t if w # u. Moreover, this also holds at time+ 1 since a Part b) of the invariant can only be affected if the list
transition of MNS> does not modify handles iTH,;, which entry D[j] is created at time + 1. (By well-formedness, the
finishes the claim for this case. argument entryD[z"% ] cannot be created aftdp[j].) As in
For proving the second case, we only have to consider thd3art a), it can only be created by a pautyc {u,v} because
commands that add handles farto entries of typenonce. other parties have no handle to the nonce argument. Inspecti
These are only the commandist_proj or adv_parse input of Algorithms 1 and 2 shows that this can only happen in Steps
at in,,?, where adv_parse has to be applied to an entry ofl.4 and 2.12, because all other commatistshave only one
type list, since only entries of typést can have argumentsargument, while our preconditions impij™ # |.
which are indices to nonce entries. More precisely, if one« If the creation is in Step 1.4, the preceding Step 1.2
of the commands violated the invariant there would exist an implies D[zi"].hnd,, € Nonce,, ., for somew’ and Step

entry D[i] at time¢ such thatD[i].type = list, D[i].hnd,, #
landj € (z ...,z := DIli].arg. However, both

commands do not modify the séfonce, ., hence we have
Dlj].hnd,, € Nonce,, already at time.. Now nonce secrecy

yields D[j].hnd, = | at timet and hence also at all times

< t because of Lemma VI.2. This implies that the enfj]
must have been created by eitheror v, since generating

a list presupposes handles for all elements (cf. the previou

proof). Assume without loss of generality thB{i] has been

generated byu. By inspection of Algorithms 1 and 2, this

1.3 implies D[zi"].type = data. Thus the preconditions
of Part b) of the invariant can only hold far = 1,
and thusD[z{"].hnd,, € Nonce, .. Now unique nonce
use implies v = w. Thus Steps 1.3 and 1.4 yield
D[ziM].arg = (u).

If the creation is in Step 2.12, the preceding steps 2.10
and 2.11 imply that the preconditions of Part b) of the
invariant can only hold foi = 2. Then the precondition,
Step 2.10, andinigue nonce usenply » = w. Finally,
Steps 2.11 and 2.12 yiel®[z"].arg = (u).
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Part c) of the invariant can only be violated if a new VII. CONCLUSION

entry D[k is created at time + 1 with j € D[kJ.arg (BY  we have shown that the Needham-Schroeder-Lowe public-
Lemma V1.2 and well-formedness). AS([;j] already exists at key protocol is secure in the real cryptographic settingis Th
time ¢, nonce-list secrecfor D[] implies D[j].hnd, = | was done via a proof over a Dolev-Yao-style deterministic
for w ¢ {u,v} at time¢. We can easily see by inspectiongegjization of cryptography which has a provably secure
of the commands that the new entfy[k] must have been yeq| cryptographic implementation. Composition and iritgg
created by one of the commanliis andencrypt (or by sign,  preservation theorems from the underlying model imply that
which creates a signature), since entries newly cr_eat_ed P protocol proof with the idealized cryptography cardesr
other commands cannot have arguments that are indicesPfhe real protocol implementation. This was the first examp
entries of typdist. Since all these commands entered at a past such a proof. In spite of certain differences to usual Bole
in.”7 presupposeDl[j].hnd. # |, the entryD[k] is created by vyaq variants, in particular a representation of terms of rea
w € {u,v} at timet + 1. However, the only steps that cancryptographic objects to the protocol layer by handlesgloc
create an entnD[k] with j € DI[k].arg (with the properties names) and length functions in the idealization, the proof
demanded for the entry[j]) are Steps 1.1, 2.2, and 2.2. Inseems to be of a type readily accessible to automatic proof
all these cases, we have[k].type = enc. Further, we have tools. We therefore hope that our hand-made proof paves the
DIk].arg[1] = pke., wherew’ denotesw's current believed \yay towards automated, cryptographically sound proofsef t
partner. We have to show that € {u, v}. Needham-Schroeder-Lowe protocol and many other security

o Case 1:D[k] is created in Step 1.5. By inspection ofprotocols.

Algorithm 1, we see that the precondition of this proof

can only be fulfilled fori = 1. Then D[z{"].hnd, €
Nonce,, , and D[z{"].hnd,, € Nonce, ., and unique
nonce usemply w’ = v.

o Case 2:D[k] is created in Step 2.13, and = 2.
Then D[zi"].hnd, € Nonce,, and D[zi'].hnd, €
Nonce,, .+ andunique nonce usenply v’ = v.

« Case 3:D[k] is created in Step 2.13, and= 1. This
execution of Algorithm 2 must givé"™ #£ | in Step
2.2, since it would otherwise abort by Convention 1.
Let ™ := D[hnd, = ("].ind. The algorithm further
implies D[1"]. type = list. Let29"™ := D[i"d].arg[i] for
i =1,2,3 at the time of Stee.3, and letz? " be the

handles obtained in Step3. As the algorithm does not 4]
abort in Step2.5 and2.7, we haveD[z9"].type = data
and D[xgmd].arg = (w').

Further, the reuse of9 |
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