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Abstract

We present the first cryptographically sound security pajahe well-known Otway-Rees protocol. More
precisely, we show that the protocol is secure againstrarpifictive attacks including concurrent protocol
runs if it is implemented using provably secure cryptograjphimitives. We prove secrecy of the exchanged
keys with respect to the accepted cryptographic definitioeal-or-random secrecy, i.e., indistinguishabil-
ity of exchanged keys and random ones, given the view of argkog/ptographic attacker. Although we
achieve security under cryptographic definitions, our pisgerformed in a deterministic setting corre-
sponding to a slightly extended Dolev-Yao model; in patticuit does not have to deal with probabilistic
aspects of cryptography and is hence in the scope of curreof pols. The reason is that we exploit
a recently proposed ideal cryptographic library, which hgsrovably secure cryptographic implementa-
tion, as well as recent results on linking symbolic and aygpaphic key secrecy. Besides establishing the
cryptographic security of the Otway-Rees protocol, ouulteslso exemplifies the potential of this crypto-
graphic library and the recent secrecy preservation tineéoe symbolic yet cryptographically sound proofs
of security.

1 Introduction

Many practically relevant cryptographic protocols likeL$8B_.S, S/IMIME, IPSec, or SET use
cryptographic primitives like signature schemes or entioypin a black-box way, while adding
many non-cryptographic features. Vulnerabilities havebagpanied the design of such protocols
ever since early authentication protocols like Needham«&er 88,20], over carefully designed
de-facto standards like SSL and PKCBL[L7], up to current widely deployed products like Mi-
crosoft Passpor@R]. However, proving the security of such protocols has beeera unsatisfac-
tory task for a long time.

One way to conduct such proofs is the cryptographic approscbse security definitions are
based on complexity theory, e.q24[23,25,14]. The security of a cryptographic protocol is proved
by reduction, i.e., by showing that breaking the protocgblies breaking one of the underlying
cryptographic primitives with respect to its cryptographiefinition. This approach captures a
very comprehensive adversary model and allows for matheatlgtrigorous and precise proofs.

I Extended and revised version of [4].

(©2005 Published by Elsevier Science B. V.


http://www.math.tulane.edu/~entcs

REAL-OR-RANDOM KEY SECRECY OF THE OTWAY-REES PROTOCOL VIA A SYMBOLIC SECURITY PROOF

However, because of probabilism and complexity-theometstrictions, these proofs have to be
done by hand so far, which yields proofs with faults and infgatrons. Moreover, such proofs
rapidly become too complex for larger protocols.

The alternative is the formal-methods approach, which rcemed with the automation of
proofs using model checkers and theorem provers. As thelsedarrently cannot deal with crypto-
graphic details like error probabilities and computatioeatrictions, abstractions of cryptography
are used. They are almost always based on the so-called-¥atemnodel R1]. This model simpli-
fies proofs of larger protocols considerably and gave risel&wge body of literature on analyzing
the security of protocols using various techniques for fmerification, e.g.,35,33,29,18,41,1].

Among the protocols typically analyzed in the Dolev-Yao ralpdhe Otway-Rees proto-
col [39], which aims at establishing a shared key between two usersdans of a trusted third
party, stands out as one of the most prominent protocolsadtiieen extensively studied in the
past, e.g., in40,2841], and various new approaches and formal proof tools for tiedyais of
security protocols were validated by showing that they cave the protocol in the Dolev-Yao
model (respectively that they can find the well-known tymavflattack if the underlying model
does not provide sufficient typing itself; the model that ptwof is based upon excludes this at-
tack). However, all existing proofs of security of the OtwRges protocol are restricted to the
Dolev-Yao model, i.e., no theorem exists which allows fargiag over the results of an existing
proof to the cryptographic approach with its much more ca@hpnsive adversary. Thus, despite
the tremendous amount of research dedicated to the Otweg{itetocol, it is still an open ques-
tion whether an actual implementation based on provablyreemyptographic primitives is secure
under cryptographic security definitions. We close this lggproviding the first security proof of
the Otway-Rees protocol in the cryptographic approach. Wévsthat the protocol is secure
against arbitrary active attacks if the Dolev-Yao-basestralstion of symmetric encryption is im-
plemented using a symmetric encryption scheme that is segainst chosen-ciphertext attacks
and that additionally ensures integrity of ciphertexts. rélprecisely, we prove real-or-random
secrecy of the exchanged keys, i.e., we show that no crygbgr attacker is able to distinguish
fresh, random keys and keys that are actually exchangedbattwo honest participants unless
the underlying cryptography can be broken. This is the aeckepryptographic definition of key
secrecy. Moreover, we show consistency of the protocolahghrties that have successfully estab-
lished a shared key have a consistent view of who the peeng skissions aré.Chosen-ciphertext
security and integrity of ciphertexts are the standardrégadefinition of authenticated symmetric
encryption schemed§,15], and efficient symmetric encryptions schemes provabluigemn this
sense exist under reasonable assumptibhd 3.

Obviously, establishing a proof in the cryptographic apfo presupposes dealing with the
mentioned cryptographic details, hence one naturallyrassuhat our proof heavily relies on
complexity theory and is far out of scope of current prooflsoddowever, our proof is not per-
formed from scratch in the cryptographic setting, but based recently proposed cryptographic
library [10,11,8], which provides cryptographically faithful, determihisabstractions of crypto-
graphic primitives, i.e., the abstractions can be secumplemented using actual cryptography.
Moreover, the library allows for nesting the abstractiamsun arbitrary way, quite similar to the

2 Aviolation of this consistency property has been pointedm{28] which arises due to a different modeling of the
trusted third party. We will discuss this in the following.
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original Dolev-Yao model. While this was shown for publieykencryption and digital signatures
in [10] and subsequently extended with message authenticata®esadno [L1], the most recent ex-
tension of the library further incorporated symmetric gption [8] which constitutes the most
commonly used cryptographic primitive in the typical preofith Dolev-Yao models, and also
serves as the central primitive for expressing and anajythe Otway-Rees protocol. However,
as shown in §], there are intrinsic difficulties in providing a sound ahbstion from symmetric
encryption in the strong sense of security usedli@|.[ Very roughly, a sound Dolev-Yao-style
abstraction of symmetric encryption can only be estabtisha so-calledcommitment problem
does not occur, which means that whenever a key that is natrkno the adversary is used for
encryption by an honest user then this key will never be leds® the adversary. We will elabo-
rate on the origin of this problem in more detail in the pap#hile [8] discusses several solutions
to this problem, the one actually taken is to leave it to theasunding protocol to guarantee that
the commitment problem does not occur, i.e., if a protocal ttses symmetric encryption should
be faithfully analyzed, it additionally has to be shown tthegt protocol guarantees that keys are no
longer sent in a form that might make them known to the advgimace an honest participant has
started using them. Our proof shows that this is a manag¢aditehat can easily be incorporated
in the overall security proof without imposing a major aduhal burden on the prover.

Once we have shown that the Otway-Rees protocol does nettf@scommitment problem,
we prove the security of the Otway-Rees protocol based oddterministic abstraction. In com-
bination with a recent result on linking symbolic and crygrtaphic key secrecyd], this allows
us to perform a symbolic proof of secrecy for the Otway-Reaesgeol and to derive the desired
cryptographic key secrecy from that. Similarly, we estthe consistency property based on the
abstraction and exploit a general integrity preservati@otem 6] to derive the consistency prop-
erty for the cryptographic setting. As the proof is deteristio and rigorous, it should be easily
expressible in formal proof tools, in particular theoreroyars. Even done by hand, our proof
is much less prone to error than a reduction proof conductad Ecratch in the cryptographic
approach. We also want to point out that our result not onbyigles the up-to-now missing cryp-
tographic security proof of the Otway-Rees protocol, besbaxemplifies the usefulness of the
cryptographic library 10], their extensions]1,8], and the corresponding general theorems for
linking symbolic and cryptographic properties based os library [6,9] for the cryptographically
sound verification of cryptographic protocols.

Further Related Work.

Cryptographic underpinnings of a Dolev-Yao model were fadtiressed by Abadi and Ro-
gaway in B]. However, they only handled passive adversaries and syriomencryption. The
protocol language and security properties handled weended in 2,30], but still only for pas-
sive adversaries. This excludes most of the typical waydtatlking protocols, e.g., man-in-the-
middle attacks and attacks by reusing a message part inesetffplace or a concurrent protocol
run. A full cryptographic justification for a Dolev-Yao mdde.e., for arbitrary active attacks
and within arbitrary surrounding interactive protocolsgsafirst given recently in1j0] with ex-
tensions in 11,8]. Based on the specific Dolev-Yao model whose soundness wasipin [L0],
the well-known Needham-Schroeder-Lowe protocol was ptaug7] and a variant of th&KP
payment protocol was proved iB][ Besides the proof that we present in this paper, the proof
in [7,5] are the only Dolev-Yao-style, computationally sound githat we are aware of. However,

3
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they are considerably simpler than the one we present inwtbi& since it only addresses in-
tegrity properties whereas our proof additionally esti#s confidentiality properties; moreover,
the Needham-Schroeder-Lowe protocol and 3K& protocol do not use symmetric encryption,
hence the commitment problem does not occur there whictilgieplifies the proof. Another
cryptographically sound proof of the Needham-Schroed®vé_protocol was concurrently devel-
oped by Warinschi45]. The proof is conducted from scratch in the cryptograppiaraach which
takes it out of the scope of formal proof tools.

Laud [31] has recently presented a cryptographic underpinning Rolav-Yao model of sym-
metric encryption under active attacks. His work enjoysraaiconnection with a formal proof
tool, but it is specific to certain confidentiality propestjeaestricts the surrounding protocols to
straight-line programs in a specific language, and doesddreas a connection to the remaining
primitives of the Dolev-Yao model. Herzog et a2g and Micciancio and WarinschBf] have
recently also given a cryptographic underpinning undeweacittacks. Their results are narrower
than that in 10| since they are specific for public-key encryption, but édas slightly simpler
real implementations; moreover, the former relies on angteo assumption whereas the latter
severely restricts the classes of protocols and protoagesties that can be analyzed using this
primitive. Section 6 of 34] further points out several possible extensions of theirkwehich all
already exist in the earlier work o1)]. Canetti and Herzogl[9] have recently linked ideal func-
tionalities for mutual authentication and key exchangequals to corresponding representations
in a formal language. They apply their techniques to the NasdSchroeder-Lowe protocol by
considering the exchanged nonces as secret keys. Theirisvagktricted to the mentioned func-
tionalities and in contrast to the cryptographic libraty][hence does not address soundness of
Dolev-Yao models in their usual generality. The considdeedjuage does not allow loops and
offers public-key encryption as the only cryptographicragpien. Moreover, their approach to de-
fine a mapping between ideal and real traces following thasad 34] only captures trace-based
properties (i.e., integrity properties); reasoning alsmdrecy properties additionally requires ad-
hoc and functionality-specific arguments.

Efforts are also under way to formulate syntactic calcufi dealing with probabilism and
polynomial-time considerations, in particul&g[32,37,27] and, as a second step, to encode them
into proof tools. This approach can not yet handle protoadtls any degree of automation. It is
complementary to the approach of proving simple determaabstractions of cryptography and
working with those wherever cryptography is only used inackbox way.

Outline.

Section2 introduces the notation used in the paper and briefly revilsaforementioned
cryptographic library. SectioBshows how to model the Otway-Rees protocol based on thaibr
as well as how initially shared keys can be represented iariderlying model. Sectiofcontains
the symbolic and cryptographic security properties of thedy-Rees protocol. The symbolic
property is proven in Sectiof, and Sectiorb shows how to derive the cryptographic property for
the cryptographic implementation of the protocol. Secii@oncludes.
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2 Preliminaries

In this section, we give an overview of the ideal cryptogtagibrary of [10,11,8] and briefly
sketch its provably secure implementation. We start byahicing the notation used in this paper.

2.1 Notation

Let | denote an error element available as an addition to the dmnaaid ranges of all functions
and algorithms. The list operation is denoted as (z,,...,z;), and the arguments are unam-
biguously retrievable ai], with [[i] = | if : > j. A databaseD is a set of functions, called
entries, each over a finite domain called attributes. Fomawye € D, the value at an attribute
att is writtenx.att. For a predicatered involving attributes D[pred] means the subset of entries
whose attributes fulfilbred. If D[pred] contains only one element, we use the same notation for
this element.

2.2 Overview of the Ideal and Real Cryptographic Library

The ideal (abstract) cryptographic library df0j11,8] offers its users abstract cryptographic op-
erations, such as commands to encrypt or decrypt a messagake or test a signature, and to
generate a nonce. All these commands have a simple, detstimgemantics. To allow a reactive
scenario, this semantics is based on state, e.g., of whadgldlenows which terms; the state is
represented as a database. Each entry has a type (e.gertexit), and pointers to its arguments
(e.g., akey and a message). Further, each entry contaidkekdar those participants who already
know it. A send operation makes an entry known to other gpdits, i.e., it adds handles to the
entry. The ideal cryptographic library does not allow ciregat For instance, if it receives a com-
mand to encrypt a messagewith a certain key, it simply makes an abstract databasg @tthe
ciphertext. Another user can only ask for decryption of thghertext if he has obtained handles
to both the ciphertext and the secret key.

To allow for the proof of cryptographic faithfulness, thierkrry is based on a detailed model of
asynchronous reactive systems introduced #h&nd represented as a deterministic macHiHg,,
calledtrusted host The paramete{ C {1 ...,n} denotes the honest participants, whers a
parameter of the library denoting the overall number ofipgednts. Depending on the considered
setH, the trusted host offers slightly extended capabilitiedtie adversary. However, for current
purposes, the trusted host can be seen as a slightly modibev{¥ao model together with a
network and intruder model, similar to “the CSP Dolev-Yaod®al or “the inductive-approach
Dolev-Yao model”.

The real cryptographic library offers its users the samernands as the ideal one, i.e., honest
users operate on cryptographic objects via handles. Theetsbgre now real cryptographic keys,
ciphertexts, etc., handled by real distributed machinemdiBig a term on an insecure channel
releases the actual bitstring to the adversary, who can thoitwhat he likes. The adversary can
also insert arbitrary bitstrings on non-authentic chasin@&he implementation of the commands
is based on arbitrary secure encryption and signatureragsdecording to standard cryptographic
definitions, with certain additions like type tagging andligéidnal randomizations.

The security proof of10] states that the real library &t least as securas the ideal library.
This is captured using the notion active simulatabilityf42,13], which states that whatever an

5
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adversary can achieve in the real implementation, anotthesraary can achieve given the ideal
library, or otherwise the underlying cryptography can bekken. This is the strongest possible
cryptographic relationship between a real and an ideaksystin particular it covers arbitrary
active attacks. Moreover, a composition theorem exist®énunderlying model42,12], which
states that one can securely replace the ideal library getaystems with the real library, i.e.,
without destroying the already established simulatatigtation.

2.3 Detailed Description of the State of the Cryptographhlrary

We conclude this section with the rigorous definition of ttetesof the ideal cryptographic library.

A rigorous definition of the commands of the ideal librarydifer modeling the Otway-Rees pro-
tocol as well as local adversary commands that model thktbligxtended adversary capabilities
can be found in10,8].

The machinéd Hy, has portsn, ? andout, ! for inputs from and outputs to each usee H and
for u = a, denoting the adversary. The notation follows the CSP autnve, e.g., the cryptographic
library obtains messages at,” that have been output at,!. Besides the number of users,
the ideal cryptographic library is parameterized by a tuplef length functions which are used
to calculate the “length” of an abstract entry, correspogdp the length of the corresponding
bitstring in the real implementation. Moreovér,contains bounds on the message lengths and
the number of accepted inputs at each port. These boundsecarbitrarily large, but have to be
polynomially bounded in the security parameter.

Using the notation of J0], the ideal cryptographic library is aystemSys;fyI;‘d that con-
sists of severabtructures({THs}, Sy ), one for each value of the paramef&r Each struc-
ture consists of a set of machines, here only containing iigles machineTH;,, and a set
Sy = {in,?,out,! | v € H} denoting those ports ofHy, that the honest users connect to.
Formally, we obtairﬁys;fyi'd = {({THx}, Sx) | H € {1,...,n}}. Inthe following, we omit the
parameters, and L for simplicity.®

The main data structure dfHy, is a databas®. The entries ofD are abstract representations
of the data produced during a system run, together with tfeerration on who knows these data.
Each entry inD is of the form (recall the notation in Secti@nl)

(ind, type, arg, hnd,,,, ..., hnd,,, , hnd,, len)

whereH = {us, ..., u,,}. Foreach entry € D:

e z.ind € INDS, called index, consecutively numbers all entrieslin The setZN'DS is
isomorphic toN and is used to distinguish index arguments from others. ftéex is used as a
primary key attribute of the database, i.e., we wiitg] for the selectiorD[ind = i].

o x.lype € typeset identifies thetypeof .

e z.arg = (a,as,...,a;) is a possibly empty list of arguments. Many valugsare indices of
other entries inD and thus I N'DS. We sometimes distinguish them by a supersciipt™

o x.hnd, € HN'DS U {|} foru € H U {a} are handles by which a user or adversariynows

3 Formally, these parameters are thus also parameters afehe@tway-Rees systefys°Rd that we introduce in
Section3.2
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this entry.z.hnd,, = | means that: does not know this entry. The sefN"DS is yet another set
isomorphic toN. We always use a superscripind” for handles.

» x.len € Ny denotes the “length” of the entry; it is computed by applying functions fromL.

Initially, D is empty. THy has a countesize € ZN'DS for the current size ob. For the handle
attributes, it has countersirind, (current handle) initialized with.

3 The Otway-Rees Protocol

The Otway-Rees protocoBf] is a four-step protocol for establishing a shared secretygtion
key between two users. The protocol relies on a distingdishested third partyl, i.e., T &
{1,...,n}, and it is assumed that every usenitially shares a secret ke, with T. Expressed
in the typical protocol notation, the Otway-Rees protocotks as follows?

1. u—v:M,(Ny,M,u,v)k,,

2. v—=T:M,(Ny, M,u,v)k,,, (Ny, M,u,v)k,,
3. T—v:M,(Ny, Ki)k,,, (No, Kuv)k,,

4. v—u:M,(Ny, Kuy)k,,-

3.1 Capturing Distributed Keys in the Abstract Library

In order to capture that keys shared between users and gtedrthird party have already been
generated and distributed, we assume that suitable efdrite keys already exist in the database.
We denote the handle afto the secret key shared withwhere eithew, € {1,...,n} andv =
or vice versa, askseh”d More formally, we start with an initially empty databa@e and for each
useru € H two entries of the following form are added (the first one garpublic-key identifier
for the actual secret key as described below in more detail):

(ind := pkse,, type := pkse, arg := (), len := 0);

(ind = skse,, type := skse, arg := (ind — 1),

hnd, = skseil'}f—, hndt := sk:sequs, len := skse_len*(k)).
Herepkse, andskse, are two consecutive natural numbers; treating public-8ewtifiers as being
of lengthO is a technicality in the proof off], andskse_len* (k) denotes the abstract length of the
secret key. These lengths will not matter in the following.

The first entry has to be incorporated in order to reflect sppeeapabilities that the adversary
may have with respect to symmetric encryption schemes imegaleworld. For instance it must
be possible for an adversary against the ideal library takhvehether encryptions have been
created with the same secret key since the definition of symerencryption schemes does not
exclude this and it can hence happen in the real system. Huicgey encryption, this was
achieved in 10] by tagging ciphertexts with the corresponding public keytlsat the public keys
can be compared. For symmetric encryption, this is not ptessis no public key exists, hence
this problem is solved by tagging abstract ciphertexts aitlotherwise meaningless “public key”

4 For simplicity, we omit the explicit inclusion af andv in the unencrypted part of the first and second message
since the cryptographic library already provides the i the (claimed) sender of a message, which is sufficient
for our purpose.
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Fig. 1. Overview of the Otway-Rees Ideal System.

solely used as an identifier for the secret key. Note that iiipenaent of a secret key points to its
key identifier. In the following, public-key identifiers wihot matter any further.

We omit the details of how these entries for ugere added by a commaigén_symenc_key,
followed by a commanekend_s for sending the secret key over a secure channel.

3.2 The Otway-Rees Protocol Using the Abstract Library

We now model the Otway-Rees protocol in the frameworld@f and using the ideal cryptographic
library.

For each usen € {1,...,n} we define a machin®°R, called aprotocol machingwhich
executes the protocol sketched above for participantityemt It is connected to its user via ports
KS_out,!, KS_in,? (“KS” for “Key Sharing”) and to the cryptographic libraryaiportsin,!, out,?.

We further model the trusted third party as a mach&. It does not connect to any users and
is connected to the cryptographic library via parsg!, outt?. The combination of the protocol
machinesMOR, the trusted third partyQR, and the trusted hostH,, is theideal Otway-Rees
systemSys°®i4. It is shown in Figurel; H andA model the arbitrary joint honest users and the
adversary, respectively.

Using the notation of10], we haveSys°®id .= {(My, Sy) | H C {1,...,n}}, cf. the defini-
tion of the ideal cryptographic library in Secti@B, whereMy, := {TH» }U{MOR | 4 € HU{T}}
andSy := {KS.in,?,KS_out,! | u € H}, i.e., for a given set of honest users, only the protocol
machinedMOR with « € H are actually present in a protocol run. The others are subgumthe
adversary.

The state of the protocol machindOR consists of the bitstring and a setVonce,, of pairs
of the form(n™d mhd v, 5), wheren™™ mhd are handlesy € {1,...,n}, andj € {1,2,3,4}.
Intuitively, a pair(n™, mMd v, j) states thamOR generated the handié™ in the j-th step of the
protocol in a session run withand session identifien"d. The setNonce, is initially empty. The
trusted third partyMQR maintains an initially empty sef/D+ to store already processed session
IDs.

We now define how the protocol machiv&® evaluates inputs. They either come from user
u at portKS_in,? or from THy, at portout,?. The behavior oM%R in both cases is described

8
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Algorithm 1 Evaluation of Inputs from the User (Protocol Start)

Input: (new_prot, Otway_Rees, v) atKS_in,? withv € {1,...,n} \ {u}.

nind « gen_nonce().

ID™? — gen_nonce().
Nonce, := Nonce, U {(nh"d ID" v 1)},
u «— store(u).
v« store(v).
l?nd f—-liSt(7lhnd ]l)hndquhnd7Q}hnd

u )
«— sym_encrypt(sksel™s, hnd)

hnd ; hnd _hnd
mi"® «— list(ID™, ¢i"?).

send_i(v, mi").

hnd
€1

©ENOTdARWNRE

in Algorithm 1 and 3 respectively, which we will describe below. The trusteddhparty MQR
only receives inputs from the cryptographic library, arsldehavior is described in Algorithéh
We refer to Step of Algorithm j as Stepj.i. All three algorithms should immediately abort if a
command to the cryptographic library does not yield thergesiesult, e.qg., if a decryption requests
fails. For readability we omit these abort checks in the algm descriptions; instead we impose
the following convention on all three algorithms.

Convention 1 For all w € {1,...,n} U {T} the following holds. MR enters a command at
portin,! and receiveg at portout, ? as the immediate answer of the cryptographic library, then
MOR aborts the execution of the current algorithm, except ifabmand was of the fortist_proj

or send._i.

Protocol start.

The user of the protocol machid®R can start a new protocol with userc {1,...,n}\ {u}
by inputting(new_prot, Otway_Rees, v) at portKS_in, ?. Our security proof holds for all adversaries
and all honest users, i.e., especially those that starbgotd with the adversary (respectively a
malicious user) in parallel with protocols with honest ssedpon such an inputyi®® builds up
the term corresponding to the first protocol message usengldal cryptographic library according
to Algorithm1. The commangen_nonce generates the ideal nonce as well as the session identifier.
MOR stores the resulting handle§™ andm"™™ in Nonce, for future comparison together with the
identity of v and an indicator that these handles were generated in thatéys of the protocol.
The commandtore inputs arbitrary application data into the cryptograplitcdry, here the user
identitiesu andv. The commandist forms a list andym_encrypt is symmetric encryption. The
final commandend_i means thaM%R sends the resulting term toover an insecure channel. The
effect is that the adversary obtains a handle to the term andlecide what to do with it (such as
forwarding it toMOR).

Evaluation of network inputs for protocol machines.

The behavior of the protocol machimé®® upon receiving an input from the cryptographic
library at portout,? (corresponding to a message that arrives over the netwed@fined simi-
larly in Algorithm 3. By construction ofTHy,, such an input is always of the forfa, u, i, m"")
wherem™9 is a handle to a list. To increase readability, and to clahyconnection between the

9
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Algorithm 2 Behavior of the Trusted Third Party
Input: (v, T,i,m"9) atoutt? withv € {1,...,n}.

1: ID"™9 — list_proj(m", 1). {ID"™ ~ M}
2: type, «— get_type(ID"™).
3: ¢®™ — list_proj(mh™, 3). {c®™ ~ {N,, M,u, v}, }
4 1®™ — sym decrypt(skse#”ﬂ,0(3)hnd). (1™ ~ {N,, M,u,v}}
5: yhnd « list_proj(I®™ i) fori = 1,2, 3, 4.
6: 1; < retrieve(yM9) for i=3,4.
7. if (ID"™ € SID+) V (type, ;é nonce) V (yi" # ID™) v (ys & {1,...,n}\ {v}) V (y4 # V)
then

: Abort
9: end if
10: SID+t := SID+ U {ID"},
11: ¢@™ — list_proj(m™d, 2). {c®™ ~ {N,, M,u,v}g,}
12: (@™ — sym_decrypt(skse?jgs,C(Q)hnd). {1@™ ~ {N,, M, u,v}}

13: 29 — Jist_proj(1®"™ i) fori = 1,2, 3, 4.

14: type, < get_type(x h”d).

15: x; « retrieve(x™?) for i = 3, 4.

16: if (type, # nonce) V (a5 £ yhrd) v/ (23 £ y3) V (24 # y4) then

17:  Abort

18: end if

19: skse"™? « gen_symenc_key(). {skseMd ~ K,,}

20: 1" — list(zh"d, sksemd). {l(z)hnd ~{Ny, K, }}
- U3 3 ~ U uv
. (2)h"d hnd hnd (2)h"d

21: ¢y’ < sym_encrypt(skseq yg,l ). {e57 ~{Nu, Kuv}ko,,}
™ er(, hnd hnd 3"

22: 157« list(y", skse™). {I57 =~ {N,, Ku}}
) ( )hnd 3) hnd (3)hnd N

23: ¢y’ < sym encrypt(skseTU,l ). {e57 =~ {N,, K}k, }
. ohnd hnd (2)"™ (3)"”d hnd

24: ms I|5t<[D ; C3 ; C3 ) {m3 ~ M7 {Nu7 KUU}Kuta {va KUU}Kvt}

25: send_i(v, mi").

algorithmic description and the usual protocol notatior,augment the algorithm with explana-
tory comments at its right-hand side to depict which handtessponds to which Dolev-Yao term.
We further use the naming convention that ingoing and ouatgaiessages are labeled where
outgoing messages have an additional subscript corresgptathe protocol step. Encryptions
are labeled, the encrypted lists are labelédboth with suitable sub- and superscripts.

MOR first determines the session identifier and aborts if it isfiotpenonce. MOR then checks
if the obtained message could correspond to the first, thiréurth step of the protocol. (Recall
that the second step is only performed By This is implemented by looking up the session
identifier in the setVonce,. After that, MOR checks if the obtained message is indeed a suitably
constructed message for the particular step and the partgession ID by exploiting the contents
of Nonce,. If so, MOR constructs a message according to the protocol descrjtéoms it to the
intended recipient, updates the Séince,, and possibly signals to its user that a key has been
successfully shared with another user.

10
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Algorithm 3 Evaluation of Inputs fronTHy, (Network Inputs)

Input: (v, u,i,m"™d) atout,? withv € {1,...,n}\ {u}.

1:

el e
@w N R

o e e e e
© o N o gk~

W WNRNNNNNNRNNDWN
PO O NO O RO

w
N

W W W W W w
© oo Nk

eNaARODN

-
> e

w

ID™ — list_proj(m"™, 1). {ID"™ ~ M}
type, «— get_type(ID"™).
if type, # nonce then
Abort
end if
if v T AVj,nd: (nhd 1D v, j)} & Nonce, then {First Message is inpit
@™ — list_proj(m™d, 2). {c®™ ~ (N, M,v,u),,}
nhnd « gen_nonce().
Nonce,, := Nonce, U {(nt", D" v 2)}.
un « store(u).
v store(v).
(3)™ hnd 7phnd hnd_hnd (3)™
sy’ « list(n)", ID ,uM). {l57 =~ Ny, M,v,u}
(3)m hnd 7(3)"™ S
cyl sym_encrypt(skseuvT, ls” ). {c ~ (Ny, M,v,u)k,,}
mhd — list(ID" @™ c(g)hnd) {mhrd ~ M, (N, M,v,u)k,,, (Nuy, M,v,u)k,, }
2 ) » €2 . 2 A UV IV U W Koy \E Vs V8 O T Ky

send_i(T, mA"d).

. else ifv = T then {Third Message is inpyt

@™ list_proj(m"d, 2). {c® "™ (Ny, Kiw) ki, }
@™ list_proj(m™, 3). {c®™ = (N, K)o}
l(i“)h — sym decrypt(sk;seh"d EORSY {(18™ ~ N, Ky}
ymd  list_proj(I®™ i) fori = 1, 2.
type, — get_type(yi™).
it (Alw e {1,...,n}\ {u}: (yi"d, ID" w,2) € Nonce,) V (type, # skse) then
Abort

end if
Nonce, := (Nonce, \ {(yi", ID™ w, 2)}) U {(yid, ID™ w, 3)}.
mbnd — list(ID", ™). {mli™ ~ M {Ny, Ku}r,, }
send_i(w, m§").
Output(ok_responder, Otway_Rees, w, ID"™, yh"d) atKS_out,,!.

celseifv £ T A3nMd: (nfd 1D v 1) then {Fourth Message is inpjt
@™ — list_proj(m™, 2). {c®™ =~ Ny, Kuw} i}
(@™ — sym decrypt(skseﬂ“?,0(2)hnd). (10" ~ [N, K, }}

2t list_proj(1®¥™ 4) fori = 1, 2.
types — get type(a™).
ahnd £ phnd v/ type, # skse then
Abort
end if
Nonce, := (Nonce, \ {(zt", ID"™ v, 1)}) U {(zhnd, ID" v, 4)}.
Output(ok_initiator, Otway_Rees, v, ID", 25"} at KS_out,, .

: else
40:
41:

Abort
end if

11
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Behavior of the trusted third party.
The behavior oM$R upon receiving an inputv, T, i, m"™¢) from the cryptographic library at
portoutt? is defined similarly in Algorithn2. We omit an informal description.

3.3 On Polynomial Runtime

In order to use existing composition results of the undedyinodel, the protocol machiné4oR
and MQR must be polynomial-time. Similar to the cryptographic ¢iby, we define that each of
these machines maintains explicit polynomial bounds omthssage lengths and the number of
inputs accepted at each port.

4 The Security Property

In the following, we formalize the security property of tteeal and real Otway-Rees protocols.
The property consists ofley secrecy properignd aconsistency propertyWe first formalize the
ideal key secrecy property which is an instantiation of aegalkey secrecy definition for arbitrary
protocols based on the ideal cryptographic library. It wasoduced in @] and is symbolic, based
on the typical notion that a term is not an element of the ashrgis knowledge set. In the given
Dolev-Yao-style library, the adversary’s knowledge s¢hesset of all terms to which the adversary
has a handle. After that we introduce the notion of cryptphi@ real-or-random key secrecy based
on the real cryptographic library. Finally, we express thesistency property, and we distinguish
perfect and computational fulfillment of the property.

4.1 Definition of the Key Secrecy Property

The first step towards defining symbolic key secrecy is to idenne state of the ideal Dolev-
Yao-style library and to define that a handle points to a sytriokey, that the key is symbolically
unknown to the adversary, and that it has not been used foymgmmn. These are the symbolic
conditions under which we can hope to prove that the corredipg real key is indistinguishable
from a fresh random key for the adversary. Note that the djp@sithat the Otway-Rees protocol
performs on new keys are allowed in this sense. For Cond(fipin the definition, note that the
arguments of a ciphertext term afke pk) wherel is the plaintext index angk the index of the
public tag of the secret key, withk = sk — 1 for the secret key index.

Definition 4.1 (Symbolically Secret Encryption Key®]) Let {T} € H C {1,...,n,T}, a
database stat® of THy, and a pair(u, ") € H x HAN'DS of a user and a handle be given.
Leti := D[hnd, = ["™].ind be the corresponding database index. & under(u, (") (1) is

a symmetric encryption kéf§ D[i].type = skse, (2)is symbolically unknown (to the adversaify)
Dli].hnd, = |, (3) has not been used for encryptiaor shortis unusediff for all indicesj € N
we haveD|[j].type = symenc = D]j|.arg[2] # i — 1, and (4)is a symbolically secret keff it has
the three previous properties.

A secret-key belief function is a general way to designagéekitys whose secrecy should be
proved. The underlying theory fron®][is based on such functions. We instantiate them for the
Otway-Rees protocol and thus essentially for all individkey exchange protocols. A secret key
belief function maps the user view to a set of triples/™, ¢) of a user, a handle, and a type,

12
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pointing to the supposedly secret keys. For the Otway-Re#sqpl, we define secret-key belief
functionsseckeys_initiator_OR for the initiator andseckeys_responder_OR for the responder that
designate the exchanged keys.

Definition 4.2 (Secret-key Belief Functions for the Otway-Rees Proto&dgcret-key belief func-
tion for a setH is a functionseckeys that maps each viewiew of the user to an element of
(H x HN'DS x {skse})*.

The secret-key belief functionseckeys_initiator OR and seckeys_responder_ OR of the
Otway-Rees protocol map each elemg@it initiator, Otway_Rees, v, ID"™, skseM) respectively
(ok_responder, Otway_Rees, v, ID"™ skseh™) of view arriving at portKE_out,,? in the users view
to (u, skse"™ skse) if u € H, and toe otherwise. Elements afiew that are not of this form are
also mapped te.

We now define symbolic key secrecy for such a function. In tamldito the conditions for
individual keys, we require that all elements point to difet terms, so that we can expect the
corresponding list of cryptographic keys to be entirelydam.

Definition 4.3 (Symbolic Key Secrecy Generally and for the Otway-Reesdead) Let a useH
suitable for a structuré{TH,,}, S5;) of the cryptographic libransys® and a secret-key belief
functionseckeys for H be given. The ideal cryptographic library with this ugeeps the keys in
seckeys strictly symbolically secreiff for all configurationsconf = ({THy}, Sy, H, A) of this
structure, every € view.,,s(H), and every elementu;, '™, ¢;) of the setseckeys(v), the term
under(u;, IM) is a symbolically secret key of type, and D[hnd,, = I!"].ind # D[hnd,, =
19].ind for all i # j.

The ideal Otway-Rees protocideeps the exchanged keys of honest users strictly sym-
bolically secretiff the ideal cryptographic library keeps the keys seckeys_ initiator OR and
seckeys_responder_OR strictly symbolically secret with all usets* that are the combination of
the machined/9® for u € H and a useH of those machines.

General cryptographic key secrecy requires that no polyaletime adversary can distinguish
the keys designated by the functigatkeys from fresh keys. The cryptographic key secrecy of the
Otway-Rees protocol is the instantiation terkeys_initiator OR andseckeys_responder_OR and
the configurations of the Otway-Rees protocol.

Definition 4.4 (Cryptographic (Real-or-random) Key Secrecy Generally fam the Otway-Rees
Protocol) Let a polynomial-time configuratianf = (MH, Sy, H, A) of the real cryptographic
library Sys2¥"' and a secret-key belief functisackeys for 1 be given. Legeng: denote the key
generation algorithm. This configurati@reps the keys beckeys cryptographically secreiff for

all probabilistic-polynomial time algorithmisis (the distinguisher), we have
|Pr[Dis(1*, va, keys,ear) = 1] — Pr[Dis(1¥, va, keyspesn) = 1]| € NEGL

where NEGL denotes the negligible function of the security paramétand the used random
variables are defined as follows: Fore run oy, let va := view.,;(A)(r) be the view of the
adversary, lefu;, 1M ¢;),—1. . := seckeys(view.,s(H)(r)) be the user-handle-type triples of

presumably secret keys, and let the key&@, .., := (sk;)i=1

-----

ski == Dy [hnd,,, = ("] .word if D,,[hnd,, = I"].type = t;, elsee;
13
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Yu,v € H,Vt|,ty € N: # For all honest users andwv:
t1 : KS_out,!(ok_initiator, Otway_Rees, v, ID"™ skse"™) A #if u shares a key with
ty : KS_out,!(ok_responder, Otway_Rees, w, ID"™™ skseM™) A # andv shares a key with

t; : D[hnd, = ID"™] = t, : D[hnd, = ID"™™] # and the sessions are equal
= (u=w& # thenu is equal tow iff
t1 : D[hnd, = skse™™] =ty : D[hnd, = skse™]) # both keys are equal.

Fig. 2. The Consistency Properfeq©°".

andkeyspresn, = (sk;)i=1,...n With sk — gena(1%) if t; = ska, elsesk] « e.

A polynomial-time configuratiorf M, U {MOR | u € H}, S, H,A) of the real Otway-Rees
protocol Sys°®? keeps the exchanged keys of honest users cryptographgedhetiff the
configuration( My, Sy, {H} U {MOR | u € H},A) keeps the keys imeckeys_initiator_OR and
seckeys_responder_OR cryptographically secret.

4.2 Definition of the Consistency Property

The consistency property states that if two honest useabléestt a session key then both need to
have a consistent view of who the peers to the session aréf ae honest user establishes a key
with v, andv establishes the same key with another usegthenu has to equalv. Moreover, we
incorporate the correctness of the protocol into the coersty property, i.e., if the aforementioned
outputs occur and = w holds, then both parties have obtained the same’kéay.the following
definitions, we write : D to denote the contents of databdgat timet, andt : p?m andt : p!m

to denote that messageoccurs at input port respectively output pprt timet.

The consistency propertyReq®" is formally captured as follows: Assume that outputs
(ok_initiator, Otway_Rees, v, ID"™ skseh™) and (ok_responder, Otway_Rees, w, ID" sksehd)
occur atKS_out,! respectively akKS_out,! at arbitrary timeg; andt, for honest users andv
such that the session identifiers are the sametj.e D[hnd, = ID"™] = t, : D[hnd, = ID"™].
Then the handleskse™™ andskse™ point to the same entry in the database, t.e:, D[hnd, =
sksel™d] = t, . D[hnd, = skse"™] if and only if u = w. The formal definition ofReq "™ is given
in Figure2.

Note that the consistency propetyq " specifically relies on the state ®H,,, hence it can-
not be used as is to capture the security of the real Otwag-Rgstem, wherd H, is replaced
with the secure implementation of the cryptographic liprdihe corresponding consistency prop-
erty Reqfe‘;’,‘s for the real Otway-Rees system can be defined by requirirtgothth handles point
to the same bitstring, i.e., by replacing: D[hnd, = skse™] = t, : D[hnd, = skse"™™ with
t1 : Dylhnd, = skseM.word =ty : D,[hnd, = skset™].word for the databaseB, and D, of
the real library.

The notion of a systemiys fulfilling such a propertyReq essentially comes in two flavor6][

5 A violation of this correctness aspect has been pointedroj2d] which arises since in their modeling the trusted

third party creates multiple keys if it is repeatedly trigggtwith the same message. We explicitly excluded this in our
definition of the trusted third party by storing the sessiDr processed so far, cf. St&@nd10in Algorithm 2.

14



REAL-OR-RANDOM KEY SECRECY OF THE OTWAY-REES PROTOCOL VIA A SYMBOLIC SECURITY PROOF

Perfect fulfillment Sys [=P*f Req, means that the property holds with probability one (over th
probability spaces of runs, a well-defined notion from thdertying model #2]) for all honest
users and for all adversarie€omputational fulfillmentSys =P°Y Req, means that the property
only holds for polynomially bounded users and adversaaed,only with negligible error proba-
bility. Perfect fulfilment implies computational fulfillent.

The following theorem captures the security of the OtwaggRerotocol.

Theorem 4.5 (Security of the Otway-Rees ProtochBt Sys°*@ and Sys°®e! be the ideal and
real Otway-Rees system, respectively, as defined in Se8tbThen we have:

« Secrecy:Sys°®d keeps the exchanged keys of honest users strictly symbpkeret, and all
polynomial-time configurations ofys°®"** keep the exchanged keys of honest users crypto-
graphically secret.

« Consistency:Sys°®' perfectly fulfills the consistency properfyeq“°", and Sys°* ™ compu-
tationally fulfills the consistency properfeq2®, i.e., SysO® =Pt Reg©ms A SysORreal j=poly
Requns.

real

5 Proofin the Ideal Setting

This section contains the proof of the ideal part of Theo#dehni.e., the proof of the Otway-Rees
protocol using the ideal, deterministic cryptographicdily. The proof idea is the following: If an
honest user successfully terminates a session run with another hosest uthen we first show
that the established key has been created before by thedrtistd party. After that, we exploit
that the trusted third party as well as all honest users mgysamd this key within an encryption
generated with a key shared betweemand T respectivelyv and T, and we conclude that the
adversary hence never gets a handle to the key. The mairebalivas to find suitable invariants
on the state of the ideal Otway-Rees system. This is somesithdar to formal proofs using the
Dolev-Yao model, and the similarity supports our hope thatriew, sound cryptographic library
can be used in the place of the Dolev-Yao models in automat#d.tThe proof of the invariants
is postponed to AppendiX.

5.1 Invariants

The first invariantscorrect nonce owneandunique nonce usere easily proved and essentially
state that handleg™ where(z"™, . . .) is contained in a se¥once, indeed point to entries of
type nonce, and that no nonce is in two such sets. The nextrivasiants,nonce secrecyand
nonce-list secregydeal with the secrecy of certain terms. They are mainly eéed prove the
invariantcorrect list generationwhich establishes who created certain terms. The lastiana
key secrecystates that the adversary never learns keys created byuited third party for use
between honest users.

« Correct Nonce OwnerfFor allu € ‘H, and for all(z"™, . . .) € Nonce,, it holds D[hnd, =
2] #£ | and D[hnd, = 2"].type = nonce.

e Unique Nonce Use.For all u,v € H, all w,w' € {1,...,n}, and allj < size: If
(D[j].hnd,, -, w,-) € Nonce, and(D[j].hnd,, -, w',-) € Nonce,, then(u, w) = (v, w’).

15
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Nonce secrecgtates that the nonces exchanged between honestwaeds) remain secret from
all other users and from the adversary. For the formalinatimte that the handle€™ to these
nonces are contained as element$?, -, v, -) in the setNonce,. The claim is that the other users
and the adversary have no handles to such a nonce in the safalod TH,,:

» Nonce SecrecyFor all u,v € H and for allj < size: If (D[j].hnd,,-,v,-) € Nonce, then
Dlj].hnd,, # | impliesw € {u,v, T}. In particular, this mean®|[j].hAnd, = |.

Similarly, the invarianinonce-list secrecgtates that a list containing such a handle can only be
known tou, v, andT. Further, it states that the identity fields in such lists@eect. Moreover,

if such a list is an argument of another entry, then this eigtrgin encryption created with the
secret key that either or v share withT. (Formally this means that this entry is tagged with the
corresponding public-key identifier as an abstract argupoénSection3.1)

 Nonce-List SecrecyFor allu,v € H and for allj < size with D[j].type = list: Let z)™ :=
Dlj).argli] fori = 1,2,3,4. If (D[z{™].hnd,, -, v,l) € Nonce, then
a) Dl[j].hnd, # | impliesw € {u,v, T} forl € {1,2,3,4}.
b) If I € {1,4} andD[z{"].type = data, thenD|[zi"].arg = (u) and D[z)"].arg = (v).
c) If 1 € {2,3} andD[zi"].type = data, thenD|[zi"].arg = (v) and D[z™].arg = (u).
d) forl € {1,2,3,4} and for allk < size it holdsj € D[k|.arg only if D[k].type = symenc and
D[k].arg[1] € {pkse,, pkse,}.

The invariantcorrect list ownerstates that certain protocol messages can only be coresirbgt
the “intended” users respectively by the trusted thirdypart

« Correct List Owner.For allu,v € H and for allj < size with D[j].type = list: Let )™ :=
Dl[jl.argli] fori = 1,2 andz}% := D|[z{"].hnd,.

a) If (17, v,1) € Nonce, andD[2™].type # skse, thenD|j] was created bR in Stepl.6
if [ =1andin SteB.12if [ = 2.

b) If (247, ID™ v,1) € Nonce, and D[zi™].type = skse, then D[j] was created byI$R in
Step2.22if | = 3 and in Step2.20if | = 4. Moreover, we haveD[hnd, = ID"™] =
D[hnd+ = ID™], whereID%™ denotes the handle tha@tobtained in Ste.1 in the same
execution.

Finally, the invariantkey secrecystates that a secret key entry that has been generated by the
trusted third party to be shared between honest usarglv can only be known ta, v, andT. In
particular, the adversary will never get a handle to it. Tingriant is key for proving the secrecy
and the consistency property of the Otway-Rees protocol.

» Key Secrecyror allu,v € H and for allj < size with D[j].type = skse:
If D[j] was created bI9R in Step2.19 and, with the notation of Algorithr2, we have that
ys = u andy, = v in the current execution di$R, thenD[;].hnd,, # | impliesw € {u,v, T}.

Formally, the invariance of the above statements is captuaréhe following lemma.

Lemma 5.1 The statementsorrect nonce ownemnigque nonce usenonce secregynonce-list
secrecy correct list ownerandkey secrecyare invariants ofSys°®4, i.e., they hold at all times
in all runs of {MOR | w € HU{T}} U {THy, H,A} forall H C {1,...,n}, all usersH and all
adversaries\.
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The proof is postponed to Appendix

5.2 Proof of the Ideal Part of Theorefd5

For the proof of the ideal part of Theorefrb, the following property oflf Hy, proven in [LO] will
be useful.

Lemma 5.2 The ideal cryptographic librargys<-'® has the following property: The only mod-
ifications to existing entries in D are assignments to previously undefined attributés.d,,
(except for counter updates in entries for signature keys;iwwe do not have to consider here),
and appending new elements to the list of arguments of synmestcryptions.

Proof. (Theorem 4.5 Assume thatMOR outputs (ok_z, Otway_Rees, v, ID"™™ skse"™) at
KS_out,! for z € ({initiator, responder}, v € H andv € {l1,...,n} at timets;, and set
skse™ := D[hnd, = skse'™].ind. By definition of Algorithms1 and3, this output can only
happen in Ste3.28 respectively3.38, and only after there was an inp(t, u, i,mih"d) respec-
tively (v,u,i,m2"™) atout,? at a timet, < t;. Here and in the sequel we use the notation of
Algorithm 1- 3, but we distinguish the variables from its different exéms by an additional su-
perscript indicating the number of the (claimed) receiveatqrol message, hefeand?, and give
handles an additional subscript for their owner, here

Case 1: Output in Step3.28.

Assume thaMOR outputs(ok_responder, Otway_Rees, v, ID"™ skse®™) at KS_out,! for u €
H andv € {1,...,n} in Step3.28 at timet;. Hence, the execution of Algorithi® for this

hnd
input must have giveltﬁ?’)’?’ £ | in Step3.19, since the algorithm would otherwise abort by
Conventionl without creating an output.
in hn . . . in .

Let (33" = D[hnd, = 198 d].z’nd. The algorithm further implie®[1®)-3 d].type = list.
Let 2™ .= D[I®3"].arg[i] for i = 1,2 at the time of Stef8.20. By definition oflist_proj and
since the condition of Step22 is false, we have

ghnd 3ind

Y1, = Dlyy |.hnd, attimets, (1)
(y%;zd, ID™ v, 3) € Nonce, A D[ygind].type = skse at timet;, (2)

and . _
(y%u ,ID™ v, 2) € Nonce, A D[ygmd].type = skse at timet,. (3)

Case 2: Output in Step3.38.

This case is similar to the first one: Assume thaW9®  outputs
(ok-initiator, Otway_Rees,v,[Dznd,skseihnd) at KS_out,! for u € H andv € {1,...,n} in
Step3.38 at timet;. The execution of Algorithn8 for this input must have give#?*" # |
in Step3.31, since it would otherwise abort by Conventi@nwithout creating an output. Let

124™ .~ Dlhnd, = lﬁf)"‘hnd].md, where the algorithm implie®[1®4™].type = list. Let

74hnd
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28— DA™ argli] for i = 1,2 at the time of Ste8.32 By definition of list_proj and
because of the conditions of St8j29 and3.34, we have

2" = D[4"].hnd, at timets, (4)
(x ‘fh:, ID™ v, 4) € Nonce, A D[xéind].type = skse at timets, (5)
and - .
(1, . ID5™, v, 1) € Nonce, A D[xémd].type = skse at timet,. (6)
O

This first part of the proof shows thBtoR has received a list corresponding to a third or fourth
protocol message. Now we appgprrect list ownerto the list entryD[l<3>v3'”d] for the first case
respectively taD [l(2>74'”d] for the second case to show that this entry was created®y

Proof. [cont'd] Equations {) and @) respectively Equatlons41 and 6) are the preconditions
for Part b) ofcorrect list owner Hence the entryD[I) 3in ] was created by in Step2.20
respectively the entryp[[(2)- nd ] was created b9 in Step2.22.

In both cases, the algorithm execution must have startédamitnput(w, T, i, m2™) atouty? at
atimet; < to withw € {1,...,n}. We conclude!(T?’)’thd = | in Step2.4 because of Conventidh
set!®2™ .= Dihndy = l(3)’2hnd] ind, and obtainD[I®2"™"].type = list. Correct list owner
furthermore impliesD[hndt = IDZ™| = D[hnd, = ID"]. Lety?™ := D[I®2"™.arg[i] for
i =1,2,3,4 at the time of Ste2.5.

As the condition of Ste2.7 is false immediately afterwards, we obtajﬁﬂ"d # | fori €
{1,2,3,4}. The definition oflist_proj and Lemm&b.2imply

2y = D[y?"™).hndr for i € {1,2,3,4} at timets. 7)
Step2.7 further ensureg? € {1,...,n}\ {w} andy? = w.

As above, we concludé?®™ + | in Step2.12, set!®2"™ .= D[hndy = 122" ind, and
obtain D[I®2™)].type = list. Let22™ = D[] argli] for i = 1,2,3,4 at the time of
Step2.13. As the condition of Ste@.16 is false immediately afterwards, we obtaifi;’ # | for
i € {1,2,3,4}. The definition oflist_proj and Lemmab.2 again imply

2|nd

thd

zitr = D[z 2 hnd+ fori € {1,2,3,4} at timet;. (8)

Step 2.16 furthermore ensures; = yi and zj = yj. By definition of the command
gen_symenc_key, we obtainskseZ™ # | in Step2.19and setkse?™ := D[hndt = skse2 " ].ind.
Now we epr0|t that MSR creates the entryD[ 3>3'”] in Step 3.22 Wlth the input

ity T skscy™) respectively the entry[1? " ] in Step2.20with the inputlist (22", T ¢ skse2™).

With the definitions ofist andlist_ prOJ, and with Equations7) and @), this impliesy?™ = 4™
andskse'"d _ yglnd _ y%l nd _ skse reSpect|V€|yZ’2md o 3|nd andSkS@md _ .fL';lmd _ .Z'%md _
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skse2™. Thus Equationsl) and @) imply

(42 D™, v,2) € Nonce, A D[y3"™].type = skse at timet, ®)

lu >

respectively Equationglf and @) imply

ohnd
lu

(2277, ID™ v, 1) € Nonce, A D[x%ind].type = skse at timet,. (10)

O

We are now ready to show symbolic secrecy of the exchanges] key, to derive that the terms
selected byseckeys_initiator_OR and seckeys_responder_OR are symbolically unused symmetric
keys that have furthermore not been used for encryption yet.

Proof. [cont'd, secrecy requirement] With the notation of the poe¢ proof, assume addition-
ally thatv € H. Together with Equatior® and Equationl0, nonce-list secrecypplied to
the entry D[I®3™] respectivelyD[I®1™] now immediately implies tha{y2, y2} = {u,v}
respectively{z2 23} = {u,v}. This gives the precondition to appkey secrecyto the en-
try D[skse*™], which impliesD[skse?™].hnd, = |. Because obkse?™ = skse™ we have
D[skse?™].hnd, = Dlskse™].hnd, = |, i.e., the term undefu, skse™) is symbolically un-
known. Moreover Equatiof and EquatiorLOimply D[skse™].type = D][skse2™].type = skse,
i.e., the term undefu, skse’™) is a symmetric key.

It remains to show that the key is unused at titpe The only way to create an entiy[;]
with D[j].type = symenc and D[j].arg[2] = skse™ — 1 is by inputting a commansym _encrypt
at portin,,? such thatD[skse™].hnd,, # |. Since we have shown th@[skse™].hnd,, # |
only if w € {u,v, T}, it remains to show that neither of them enters such a comroatit
time ¢;3. By inspection of Algorithm2, this clearly holds fofT, since this may only happen in
Steps2.21or 2.23. In both cases, the key used is one of those that were igitigdtributed, i.e.,
D[j].arg[2] = skse,, — 1 for somew € {1,...,n}. Since we have shown that each key selected by
seckeys_initiator_OR or seckeys_responder_OR is newly generated biI<R, we in particular have
skse,, # skse™. Similar reasoning can be applied to Algoritdnand3 of MOR to show that the
only used keys are the ones shared betweandT respectively betweenandT.

O

It remains to show the consistency requiremBag>.

Proof. [contd, consistency requirement] Assume that MOR outputs
(ok_initiator, Otway_Rees, v, ID"™™ skse™™) at KS_out,! at time t; and that MOR outputs
(ok_responder, Otway _Rees, w, ID"™ skse™™) at KS_out,! at time ¢, for u,v € H and
w e {1,...,n}, and letts : D[hnd, = ID"™] =t : D[hnd, = ID"™]. We again use the notation
of the main proof.

To show the left-to-right direction of the consistency pedp, assume that = w. Let
sksel™ := D[hnd, = skse™™].ind andskse™ := D[hnd, = skse'™].ind. Now the main proof
immediately yieldsD[hnd, = ID"™] = D[hndr = ID?"| = D[hnd, = ID"™], i.e., both
D[sksei™] and D[skse™] have been created in an execution\bf with the same handI&Di™.

Because of the check in St2fy and because of St&al0both entries must have been created in the
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same execution, which immediately impligs: D[hnd, = skse"™] = ¢, : D[hnd, = skse™],
and we are done.

To show the right-to-left direction, assume that: D[hnd, = skse!™] = t; : D[hnd, =
skse™] holds. We have already shown that

D[hnd, = skse"™].hnd, # | = z € {u,v, T}. (11)

Hence onlyu, v, andT can get a handle tB[hnd, = skse™].

We first show that ifw also got a handle t®[hnd, = skse™] thenu = w trivially holds.
Because ofD[hnd, = skse"™].hnd, # | only if = € {u,v, T}, we concludew € {u,v, T}.
Hence it remains to show ¢ {v, T}. However, the outpu(tok Otway_Rees, w, ID"™ skseh“d)
may only occur if the checks in Steép22 or 3.29 succeeded, which ensures tmat,w, ) €
Nonce, immediately before time,. Consider the first time that an element containin@s its
third component was entered indwnce,. This could either happen in St&@ or in Step3.9. In
both cases however, we obtainc {1,...,n}\ {v} by definition of Algorithm1 and3, hence we
haveu = w as desired.

To conclude the proof, we have to consider those cases wheatees not get a handle to
D[hnd, = skse™]. We show that if an honest outputs(ok, Otway_Rees, w, ID"™ skse"™),
then the adversary can ensure thagets a handle t®[ind, = skseznd] (i.e., that there exists an
adversary that schedules messages in a way that gitleis handle), and hence we obtain= w
as in the previous case. The existence of such an adversantyitvely clear and technically
follows immediately from the main proof: We have that thergd[hnd, = skse"™] was created
by MR, and assume thati®R outputssend_i(w’, m™) in Step2.25 for somew’. Letm?™ :=
D[hnd+ = mf5"]. We can assume that € ‘H as the adversary would otherwise obtain a handle to
D[hnd, = skseznd] which would yield a contradiction to Equatidd. As shown in the proof of
the secrecy propertgionce-list secrecynpliesw’ € {v, w}, hence either the second component or
the third component aP[m*"] is an encryption with the key that shares withT. The command
send_i gives the adversary a handigd to m*"™, i.e.,mi" := D[m*"™].hnd,. If w = w' (which
means thaiv will be able to decrypt the third component ﬁl‘[m3'“d]), the adversary forwards

m5™ tow. (Formally, it inputsadv_send_i(w, T, mf%) atin,?.) The machinéR will then obtain
a handle taD[hnd, = skse™] in Step3.20, where the correctness of the previous decryption step
follows as in the main proof. lfv # «’, i.e.,w will be able to decrypt the second component of
m3™, the adversary first determines handles to the flrst two compis ofm3™ by means of the

hnd
commandist_proj, i.e., ID"™ I|st proj(miy, 1) andel)  « list_proj(miy, 2). It then creates

a message"™ «— list(/D"" c:(fg ) and sendsn" to w claiming to bev. (Formally, the input
is adv_send_i(w, v, m"™9). Similar to the previous case, the machMgR will then obtain a handle
to D[hnd,, = skse™™], but now in Stef8.32. m

6 Proof of the Cryptographic Realization

If Theorem4.5has been proven, it remains to show that the Otway-Reesquidiased on the real
cryptographic library computationally fulfills correspting secrecy and consistency requirements.
Obviously, carrying over properties from the ideal to thal igystem crucially relies on the fact
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that the real cryptographic library is at least as securdn@sdeal one. As briefly sketched in
the introduction, this has been established16,8], but only subject to the side condition that
the surrounding protocol, i.e., the Otway-Rees protocabun case, does not raise a so-called
commitment problemEstablishing this side condition is crucial for using syetrit encryption
in abstract, cryptographically sound proofs. We explasm¢bmmitment problem in detail in the
next section to illustrate the cryptographic issue undeghjthe commitment problem, and we
exploit the invariants of Sectiof to show that the commitment problem does not occur for the
Otway-Rees protocol. As our proof is the first Dolev-Yaolstgomputationally sound proof of
a protocol that uses symmetric encryption, our result atevs that the commitment problem,
and hence also symmetric encryption, can be conveniendlf deth in cryptographically sound
proofs of security by means of the approach&jf |

For technical reasons, one further has to ensure that theusuting protocol does not create
“encryption cycles” (such as encrypting a key with itseilf)hich had to be required even for
acquiring properties weaker than simulatability, & for further discussions. This property is
only a technical subtlety and clearly holds for the Otwaye&protocol.

6.1 Absence of the Commitment Problem for the Otway-Redsdéto

As the name suggests, a “commitment problem” in simulatgipioofs captures a situation where
the simulator commits itself to a certain message and lasrtb change this commitment to
allow for a correct simulation. In the case of symmetric gption, the commitment problem
occurs if the simulator learns in some abstract way that hertpxt was sent and hence has to
construct an indistinguishable ciphertext, knowing resitine secret key nor the plaintext used for
the corresponding ciphertext in the real world. To simutae missing key, the simulator will
create a new secret key, or rely on an arbitrary, fixed keyefahcryption systems guarantees
indistinguishable keys, se8][ Instead of the unknown plaintext, the simulator will eyytran
arbitrary message of the correct length, relying on thestnmajuishability of ciphertexts of different
messages. So far, the simulation is fine. It even stays firteeiltessage becomes known later
because secure encryption still guarantees that it istindigshable that the simulator’s ciphertext
contains a wrong message. However, if the secret key bedamoes later, the simulator runs into
trouble, because, learning abstractly about this facstto produce a suitable key that decrypts
its ciphertext into the correct message. It cannot chedtt thie message because it has to produce
the correct behavior towards the honest users. This isailpicot possible.

The solution for this problem taken iB][for the cryptographic library is to leave it to the sur-
rounding protocol to guarantee that the commitment prolaless not occur, i.e., the surrounding
protocol must guarantee that keys are no longer sent in atftatrmight make them known to the
adversary once an honest participant has started using themxploit the simulatability results
of [8], we hence have to prove this condition for the Otway-Reesogol. Formally, we have to
show that the following propertfoComm does not occur: “If there exists an input from an honest
user that causes a symmetric encryption to be generatedtisaicthe corresponding key is not
known to the adversary, then future inputs may only causekiy to be sent within an encryption
that cannot be decrypted by the adversary”. This event cargbeously defined in the style of
the secrecy and consistency property but we omit the rigodadinition due to space constraints
and refer to §]. The eventNoComm is equivalent to the event “if there exists an input from an
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honest user that causes a symmetric encryption to be gedesath that the corresponding key
is not known to the adversary, the adversary never gets dénémdhis key” butNoComm has
the advantage that it can easily be inferred from the aligtratocol description without presup-
posing knowledge about handles of the cryptographic hbr&or the Otway-Rees protocol the
eventNoComm can easily be verified by inspection of the abstract protdesktription, and a de-
tailed proof based on Algorithmis3 can also easily be performed by exploiting the invariants of
Sectionb.

Lemma 6.1 (Absence of the Commitment Problem for the Otway-Reesdiptbhe ideal Otway-
Rees systerfiys R perfectly fulfills the propertiloComm, i.e., Sys°® =Pef NoComm.

Proof. Note first that the secret key shared initially between a asdrthe trusted third party will
never be sent by definition in case the user is honest, andlieiady known to the adversary when
it is first used in case of a dishonest user. The interestisgscare thus the keys generated by the
trusted third party in the protocol sessions.

Letj < size, D[j].type = skse such thatD[;j] was created byI$R in Step2.19, where, with
the notation of Algorithn2, we havey; = u andyy = v for ys,ys € {1,...,n}. If uw orv were
dishonest, then the adversary would get a handlégi after MSR finishes its execution, i.e., in
particular beforeD|[j] has been used for encryption for the first time, since theradweknows the
keys shared between the dishonest users and the trusi@ainiy. If bothu andv are honestkey
secrecythen immediately implies that: D[j].hnd, = | for all ¢ € N, which finishes the proof]

6.2 Proof of Real-or-random Secrecy and Computational Gbescy

As the final step in the overall security proof, we show howéeawk corresponding secrecy and
consistency properties from the proofs in the ideal setting the simulatability result of the un-
derlying library. In particular, we derive cryptographigal-or-random key secrecy as well as
computational fulfilment of the consistency property.

Once we have shown that the considered keys are symbolssadhet and that the commitment
problem does not occur for the Otway-Rees protocol, we caio#xhe following key-secrecy
preservation theorem:

Theorem 6.2 (Symbolic Key Secrecy Implies Cryptographic Key Secr@fyLlet a polynomial-
time honest useH of a structure({THy}, S3,) of the ideal cryptographic library and a secret-
key belief functionseckeys for H be given such that the cryptographic library with this user
keeps the keys iseckeys strictly symbolically secret. Then every polynomial-tim@nfiguration
(MH, Sy, H, A) of the real cryptographic library (with the same ubgrkeeps the keys iseckeys
cryptographically secret.

It is easy to show that this theorem implies the cryptograseicrecy part of Theoredh.5
once the ideal, symbolic part has already been shown: Wedtamen in Sectiorb that the ideal
Otway-Rees protocol keeps the keys of honest users steigthpolically secret, i.e., the crypto-
graphic library with useH* denoting the combination dH} U {MOR | u € H} keeps the keys in
seckeys_initiator OR andseckeys_responder_OR strictly symbolically secret. Hence Theored2
implies that every polynomial-time configurati()MH, Sy, H*, A) of the real cryptographic library
keeps the keys imeckeys_initiator OR and seckeys_responder_OR cryptographically secret, and
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thus that the every polynomial-time configurationsSgf°® ! keeps the exchanged keys of hon-
est users cryptographically secret.

We only briefly sketch how to deriVBeque‘;’,1S from the the ideal counterpart since the proofs
contains requires slightly more knowledge about the ugaeglproof of soundness of the cryp-
tographic library 1.0,8]: One first exploits that the real and ideal consistency erigs closely
resemble so-callenhtegrity propertiesn the sense off]. Integrity properties correspond to sets
of traces at the in- and output ports connecting the systehmetbonest users, i.e., properties that
can be expressed solely via statements about events atrtteep$),; in particular, integrity prop-
erty hence do not rely on the state of the underlying machimegrity properties are preserved
under simulatability, i.e., they carry over from the ideatle real system without any additional
work. Formally, the followingpreservation theorernas been established i@] [

Theorem 6.3 (Preservation of Integrity Properties (Sketch)) Let tweteynsSys,, Sys, be given
such thatSys, is at least as secure aSys, (written Sys, >P° Sys,). Let Req be an integrity

—secC

property for bothSys, and Sys,, and letSys, =P°Y Req. Then alsaSys; =P°Y Req.

Note that this theorem would allow us to deriReq<°* from its ideal counterparts, provided
that we can somehow link the statements involving the sthteeoideal and real cryptographic
library, i.e., the statements : D[hnd, = skse"] = t, : D[hnd, = skse"™ andt, : D,[hnd, =
skseM™.word =ty : D,[hnd, = skse"™].word. If one looks at the underlying proof of soundness
of the cryptographic library, there exists a so-called comat system that links state parts of
the real library to state parts of the ideal library. In partar, we obtain that if the real Otway-
Rees protocol is run with an arbitrary adversary and if weehtav: D[hnd, = skseM™] = ¢, :
Dlhnd, = skseM™] then there always exist an adversary against the ideal OReag protocol
such thatt, : D,[hnd, = skset™].word = ty : D,[hnd, = skseM].word. Together with

the aforementioned integrity preservation theorem, thes that the real Otway-Rees protocol
computationally fulfillsReq<2t* and hence finishes the proof of Theorérh.

real

7 Conclusion

We have proven the Otway-Rees protocol in the real crypfidgcasetting via a deterministic, prov-
ably secure abstraction of a real cryptographic librargelber with composition and preservation
theorems from the underlying model, this library allowedaperform the actual proof effort in
a deterministic setting corresponding to a slightly exesh®olev-Yao model. In particular, we
prove real-or-random secrecy of the exchanged keys, epolynomial-time adversary attack-
ing the protocol is able to distinguish fresh, random keys keys that are actually exchanged
in the protocol. Besides establishing the cryptographotist of the Otway-Rees protocol, our
result also serves an an exemplification of the potentiahefdryptographic library and the re-
cent secrecy preservation theorem for symbolic, automateticryptographically sound proofs of
security protocols.
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A Proof of the Invariants

A.1 Correct Nonce Owner and Unique Nonce Use
We start with the proof oforrect nonce owner

Proof. [Correct nonce ownérLet (2" - v, j) € Nonce, foru € H, v € {1,...,n}, and

j € {1,2,3,4}. By construction, this entry has been addedtaice, by MOR in Stepl.3, Step3.9,
Stepl.25, or Stepl.37. In the last two cases, the enty™ - v, j—1) respectivelyz™, - v, j—3)
was already contained iNonce, (for the same handle™? and the same identity) hence it is
sufficient to consider the first two cases. In both cagé$ has been generated by the command
gen_nonce() at some time, input at portin,? of TH;,. Conventionl impliesz"™¢ # |, asMOR
would abort otherwise and not add the entry to the/é@tce,. The definition ofgen_nonce then
implies D[hnd, = "] # | andD[hnd, = 2"™9].type = nonce at timet. Because of Lemm&.2
this also holds at all later timg§> ¢, which finishes the proof. O

The following proof ofunique nonce usis quite similar.

Proof. [Unique Nonce UgeAssume for contradiction that both, := (D[j].hnd,, ,w,:) €
Nonce, andzy := (D[j].hnd,,-,w’,l) € Nonce, at some timet. Without loss of generality,
let ¢ be the first such time and let ¢ Nonce, at timet — 1. By construction;z, is thus added

to Nonce, at timet by Stepl.3, Step3.9, Stepl.25, or Stepl.37. In the last two cases, the entry
(xnd . w1 — 1) respectively(z™d - w', | — 3) was already contained iNonce, (for the same
handlez" and the same identity’) hence it is sufficient to consider the first two cases. In both
casesD|j].hnd, has been generated by the commgadnonce() at timet — 1. The definition of
gen_nonce implies thatD|j] is a new entry and|j].hnd, its only handle at time— 1, and thus also

at timet. With correct nonce ownethis impliesu = v. Further,zy = (D[j].hnd,, -, w’,1) is the
only entry that is put intdVonce,, at timest — 1 and¢. Thus alsav = «’. This is a contradiction

A.2 Correct List Owner

In the following subsections, we proeerrect list owney nonce secregykey secrecyandnonce-
list secrecyby induction. Hence assume that all three invariants ho&prticular time in a run
of the system, and we have to show that they still hold at timel.

Proof. [Correct list owne} Let u,v € H, j < size with D[j].type = list. Let )™ := D[j].arg|i]
fori = 1,2 anday"¢ := D[z{"].hnd,, and assume that"d, 1D v, 1) € Nonce, attimet + 1.

The only possibilities to violate the invariaobrrect list ownerare that (1) the entry[j] is
created at time + 1 or that (2) the handI®|;].hnd, is created at time+ 1 for an entryD[j] that
already exists at timeor that (3) the entryz"¢, D™ v, 1) is added taVonce, attimet + 1. In
all other cases the invariant holds by the induction hypsithend Lemm&.2

We start with the third case. Assume tiiaf"’, /D", v, 1) is added taNonce, at timet + 1.
By construction, this only happens in a transitio§f® in Step1.3, 3.9, 3.25, and3.37. However,
in the first two subcases, the entyjzi"] has been generated by the commaadnonce input at
in,? immediately before, hence™ cannot be contained as an argument of an ebfry at timet.
Formally, this corresponds to the fact thatis well-formed[10]. Since a transition oM°R does

not modify entries inf H,,, this also holds at time+ 1. For the latter two cases, note that SBP
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and StefB.29 ensure thatz"d, ID}™, v,2) € Nonce, respectively(z"d, ID!™ v,1) € Nonce,
already at timet. Hence the claim follows by induction hypothesis and from gnevious two
subcases.

For proving the remaining two cases, assume fhgi.ind, is created at time + 1 for an
already existing entryD[j] or that D[j] is generated at time+ 1. Because both can only hap-
pen in a transition ofTHy,, this implies(z4"¢, IDY™ v, 1) € Nonce, already at time!, since
transitions ofTH, cannot modify the seNonce,. Because ofi,, v € H, nonce secrecymplies
D[z/"].hnd,, # | only if w € {u,v, T}. Lists can only be constructed by the basic commiand
which requires handles to all its elements. More precisély; € H U {a, T} creates an entry
D[y’ with D[j'].type = list and (2}, ..., z}) := D]j].arg at timet + 1 then D[z}].hnd, # | for
i =1,...,k already at time. Applied to the entryD|j], this implies that eithet, v, or T have
created the entry|[j].

We now only have to show that the entfy[j] has been created hyin the claimed steps.
This can easily be seen by inspection of Algorithing, and3. We only show it in detail for the
first part of the invariant; it can be proven similarly for teecond part where the claim about the
session identifier immediately follows from the proof.

Let (x4, ID™ v,1) € Nonce, for I € {1,2} and D[z}"].type = nonce. By inspection of
Algorithms1, 2, and3 and becaus®|[j].type = list, we see that the entrfp[j] must have been
created by eitheM%R or MOR in Step1.6if I = 1 or in Step3.12. (The remaining list generation
commands always have|[z"].type € {skse, symenc} by construction.) This already implies that
the entryD[j] has not been generated by Now assume for contradiction that the enfpyj| has
been generated BYWOR. This implies that also the ent#[zi"!] has been newly generated by the
commandgen_nonce input atin,?. However, onlyMR can add elements to the s€bnce, (it is
the local state oMQ®), but if an entry(«§"¢. -, - -) is added to the seVonce, by MR, thenz "¢
has been newly generated by the commgrdnonce input by MOR by construction. This implies
("¢, -,-) & Nonce, at all times, which yields a contradiction 14"¢ € Nonce, at timet + 1.
HenceD[j] has been created by user O

A.3 Nonce Secrecy

Proof. [Nonce secredytet u,v € H, j < size with z := (D[j].hnd,, ID"™ v, 1) € Nonce,, and
w € (HU{a})\{u, v} be given. Because abrrect nonce ownemwe know thatD[j].type = nonce.
The invariant could only be affected if (Z)is put into the selNonce,, attimet+1 or (2) if a handle
for w is added to the entrp[j] at timet + 1.

For proving the first case, note that the 8&tnce, is only extended by an entry by MOR
in Stepsl.3 and 3.9 (again the modifications aNonce,, in Steps3.25 and3.37 do not have to
be considered since an ent®[j].hnd,, ID"™ v, 1 — 1) respectively D[j].hnd,, ID"™ v, 1 — 3)
already existed inVonce, before, which is ensured by the checks in St8@, 3.29, and3.34).
In both casesD[j].hnd, has been generated By, at timet since the commangkn_nonce was
input atin,,? at timet¢. The definition ofgen_nonce immediately implies thaD|j].And, = | at
timet if w # u. Moreover, this also holds at tinte 1 since a transition of1°R does not modify
handles inTH,,, which finishes the claim for this case.

For proving the second case, we only have to consider thasenemds that add handles for
w to entries of typenonce. These are only the commantis _proj or adv_parse input atin,,?,
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whereadv_parse has to be applied to an entry of tyfist, since only entries of typkst can have
arguments which are indices to nonce entries. More prggigedne of the commands violated
the invariant there would exist an entfyfi] at timet such thatD[i|.type = list, D[i].hnd,, # |
andj € (zd ... 2i"d) := D[i].arg. However, both commands do not modify the 8&tce,,
hence we have € Nonce, already at timg. Now nonce secrecyields D[j].hnd, = | at time

t and hence also at all times ¢ because of Lemm&.2 This implies that the entry>[i] must
have been created by eitheror v, since generating a list presupposes handles for all elismen
(cf. the previous proof). Assume without loss of generatlitst D[i] has been generated ly
By inspection of Algorithmdl and3, this immediately implieg = zi"d, since such handles only
occur as first elementin a list generationtbyBecause of = D[i].arg[1] and(D[j].hnd,, -, v, ) €
Nonce, at timet, nonce-list secrecfor the entryD[i] implies thatD[i].hAnd, = | at timet. This
yields a contradiction. O

A.4 Key Secrecy

Proof. [Key SecredyLet j < size, D[j].type = skse such thatD[j] was created byI<R in
Step2.19, where, with the notation of algorith?, we havey; = v andy, = v for honestu, v.
Now the message output in St225 maintains the entry)|[;] within an encryption Wlthskseh”d
and one withsksef"). By assumption, these keys are shared betweend T respectlvelyv
andT, and they are never sent. The definition of the commgnddecrypt implies that onlyu
andT respectivelyv andT can get a handle to the entfy[;j] out of these encryptions. Such a
decryption could only happen in Steps9 and 3.31 yielding handled®"™ respectivelyl®"™
Lety, := D[hnd, = (®".arg[1], y™ := D[y].hnd,, andz; := D[hnd, = 1@""].arg[2],
2" = D[x,].hnd,. In both cases, the checks in S&p2respectively in Stef.29and3.34imply
(yl"d ID"™ 1w, 2) € Nonce, respectively(z™, ID™ w, 1) € Nonce, as otherwisé/°% would
abort the current transition without updating its state anidhout producing any output. Now
nonce-list secrecynmediately implies thab[hnd,, = 1@"'].hnd, = D[hnd,, = [®".hnd, = |.
Sinceu, v, andT only send the entryp[j] as an argument db[hnd,, = (@] or D[hnd,, = @™,
we obtainD[j]|.hnd, = |, which finishes the proof.
O

A.5 Nonce-List Secrecy

Proof. [Nonce-list secredyLet u,v € H, j < size with D[j].type = list. Letz)™ := D[j].arg|i]
andz!? := D[z/"].hnd, fori = 1,2,3,4, andw € (H U {a}) \ {u, v}. Le'[achnd € Nonce,,,.

We first show that the invariant cannot be violated by addnng:lament(xmd, ID™ v,1) to
Nonce, attimet + 1. This can only happen in a transition R in Step1.3, 3.9, 3.25, or 3.37.
As shown in the proof otorrect list owney in the first two cases, we havec {1,2} and that
the entryD[z/"] has been generated BH,, immediately before and hence that! ¢ D|j].arg
for all entriesD[j] that already exist at time+ 1. This also holds for all entries at tinte+ 1,
since the transition af1%% does not modify entries ofH;,. This yields a contradiction to"! =

Dlj].arg[i]. In the last two cases, St&®2and Stef8.29 ensure thatz"¢, 1D, v, 2) € Nonce,

u

respectively(zi"?, ID" v 1) € Nonce, already at timet. In all cases, we hence know that

(2

(2ind, 1D v l) € Nonce, for [ € {1,2} already holds at time
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Part a) of the invariant can only be affected if a handleu@ois added to an entry|j] that
already exists at time (Creation ofD[j] at timet with a handle forw is impossible as above
because that presupposes handles to all arguments, iradmtivn tononce secrecy The only
commands that add new handles forto existing entries of typdst arelist_proj, sym_decrypt,
adv_parse, send_i, andadv_send_i applied to an entnyD[k] with j € D[k].arg. Nonce-list secrecy
for the entryD[j] at time¢ then yieldsD[k].type = enc. Thus the commandst_proj, send_i,
andadv_send_i do not have to be considered any further. Moreorence-list secrecglso yields
DIk].arg[1] € {pkse., pkse,}. The secret keys shared betweeandT respectivelyv andT are
not known tow ¢ {u,v, T}, formally D[hnd, = skse"™].hnd,, = D[hnd, = skse’™].hnd,, = |.
Hence the commangm _decrypt does not violate the invariant. Finally, the commaidd_parse
applied to an entry of typeymenc with unknown secret key also does not give a handle to the
cleartext list, i.e., taD[k].arg[2], but only outputs its length.

Part b) and c) of the invariant can only be affected if the distry D|j] is created at time
t + 1. (By well-formedness, the argument enfpyzi"!] cannot be created aftéd[j].) As in Part
a), it can only be created by a pany € {u,v, T} because other parties have no handle to the
nonce argument. Inspection of Algorithrhs2, and3 shows that this can only happen in St4%
and3.12, because for all other commaniils we haveD|[z"].type # data which would violate
the precondition.

« If the creation is in Stefl.6, the preceding Stef.3 implies (D[z"].hnd,,, ID"™ w',1) €
Nonce,, for somew’ and some/D" and Stepl.4 implies D[zi"].type = data. Thus the
precondition( D[z"].hnd,, ID™ v, 1) € Nonce, andunique nonce usthen implyu = w.
Thus Stepd.4, 1.5, and1.6 yield D[zi"].arg = (u) and D[z/"].arg = (v).

» If the creation is in SteB.12, the proof is analogous: The preceding S@&p implies
(D[z"].hnd,,, ID"™ w’',2) € Nonce, for somew’ and some/D"™ and Step3.11 implies
D[zi].type = data. Then the precondition, Step9, andunique nonce usanply u = w.
Finally, Steps3.10, 3.11, and3.12yield D[zi"].arg = (v) and D[z™].arg = (u).

Part d) of the invariant can only be violated if a new enfrj;] is created at time + 1 with
j € DIk].arg (by Lemmab5.2 and well-formedness). AB[j] already exists at tim& nonce-list
secrecyfor D|[j| implies D[j].hnd,, = | for w ¢ {u,v, T} at timet. We can easily see by inspec-
tion of the commands that the new entyjk] must have been created by one of the commands
list andsym_encrypt, since entries newly created by other commands cannot miguenants that
are indices of entries of typkst. Since all these commands entered at a poft presuppose
Dljl.hnd, # |, the entryDIk] is created byw € {u,v, T} at timet + 1. However, the only steps
that can create an entiy[k] with j € D[k].arg (with the properties demanded for the eni?y;|)
are Stepd.7, 3.13, 2.21, and2.23. In all these cases, we hav#k|.type = symenc. Further, we
haveD[k].arg[1] = pkse,, wherew’ denotesw’s current believed partner. We have to show that
w' € {u,v}.

« Case 1:D[k] is created in Stef.7. Then our preconditionD|[z"].And,,, ID™ v, 1) € Nonce,
and (D[z"].hnd,,, ID'™ w',1') € Nonce,, for someID'"™™, I’ andunique nonce usimply

u

w' = .
. Case 2: D[K] is created in Stef3.13. This execution of Algorithn8 must givel" # |
ind
in Step3.12, since it would otherwise abort by Conventidn Let lf’) := D[hnd, =
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n i ind
19" ind. The algorithm further implieD 1", type = list. Let 29" = DI argli]
fori = 1,2,3,4 at the time of Ste[3.12, and Ietx be the corresponding handles obtained
in Step3. 1 3.8, 3.11, and3.10. As the algorithm does not abort in Step8 and3.6, we have
D[xg'"d].type = data and D[z0"™"].arg = (w').

Together with the preconditiofD[2"].And,,, -, v, 1) € Nonce,, the entryD[l(3 ]therefore
fulfills the conditions ofnonce-list secrecyThis impliesD[z9"™].arg € {u, v}, and thusw’ €
{u,v}.

e Case 3:D[k]| is created in Ste@.21 or Step2 23. As in Case 3, this execution of Algorithen
must givel®"™ # | in Step2.4 and (@™ = | in Step2.12 We set/®™ . = D[hnd, =
1™ ind and1®™ .= D[hnd, = 1®"].ind, and we haveD[1®"].type = D[z<2>'"d].type -
list. _

Let 40" = D[I®"™].arg[i] for i = 1,2,3,4 at the time of Stef2.5, and lety!"" be the
handles obtained in Ste}5. Let further:p?'”d .= D[I®™ argli] for i = 1,2, 3,4 at the time of
Step2.13, and Ietroh" be the handles obtained in St2A.3.

As the algorlthm does not abort in Stef®s7 and 2.16, we have D[y0"™"].type =
DIy type = D[a§"].type = D[} ].type = data andD[a{"].arg = D[y""].arg = (w).
Further, the reuse ofol"u in Step2. 20|mplles,az:0'"d = 2" Similarly, we obtainy?™ = yind
because of Step.22. .

Together with the preconditionD[z™].hnd,, ID™ v,1) € Nonce,, the entry D[I®™]
respectively D[l 2>'”] therefore fulfills the condition ofonce-list secrecy This implies
D[yY"™.arg € {u, v} respectivelyD[y3"].arg € {u, v}, and thusw’ € {u, v}.

Hence in all cases we obtained € {u, v}, i.e., the list containing the nonce was indeed encrypted

with the key that one of the intended honest participantssshaith the trusted third party. O
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