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standard requirements like the impossibility of unauthedi
payments, to more sophisticated ones like granting individ
uals the ability to succeed in disputes in cases where they

style security proof of a comprehensive electronic paymenthave been betrayed. Devising a payment system that lives up
system. The payment system is a slightly simplified varfant o to these requirements has been a challenging task, and many
the3KP payment system and comprises a variety of differentpayment systems that were claimed to be provably secure
security requirements ranging from basic ones like the im- have fallen prey to subsequent attacks in the past [54, 53].
possibility of unauthorized payments to more sophistitate Today, it is commonly agreed that cryptographic protocols

properties like disputability. We show that the payment sys in general and payment systems in particular have to con-

tem is secure against arbitrary active attacks, includimg a
bitrary concurrent protocol runs and arbitrary manipulati

of bitstrings within polynomial time if the protocol is inepl
mented using provably secure cryptographic primitives. Al
though we achieve security under cryptographic definitions

tain a rigorous proof of security in order to be acceptable.
One way to conduct such a proof is the cryptographic ap-
proach. Its security definitions are based on complexity the
ory, e.g., [33, 31, 15]. The security of a cryptographic pro-
tocol is proved by reduction, i.e., by showing that breaking

our proof does not have to deal with probabilistic aspects the protocol implies breaking one of the underlying cryp-
of cryptography and is hence within the scope of current tographic primitives with respect to its cryptographic defi

proof tools. The reason is that we exploit a recently proplose
Dolev-Yao-style cryptographic library with a provably se-
cure cryptographic implementation. Together with composi
tion and preservation theorems of the underlying moded, thi
allows us to perform the actual proof effort in a determin-
istic setting corresponding to a slightly extended Dolae-Y
model.

1. Introduction

It is hardly necessary today to justify or stress the im-

nition and thus finally a computational assumption such as
the hardness of integer factoring. This approach captures
a very comprehensive adversary model and allows mathe-
matically rigorous proofs. However, because of probatilis
and computational restrictions, these proofs have had to be
done by hand so far, which often yields proofs with faults
or gaps. Moreover, such proofs rapidly become too com-
plex for larger protocols, which was one of the main rea-
sons why even comparatively small payment systems have
proved considerably error-prone in the past.

The alternative is the formal-methods approach, which is
concerned with the automation of proofs using model check-

portance of electronic commerce, which has been rapidly ors and theorem provers. As these tools currently cannbt dea
gaining momentum since the early nineties, and is equally ity cryptographic details such as error probabilities and
appealing to online merchants, consumers, and paymentompuytational restrictions, abstractions of cryptogsete
providers. The core of electronic commerce is an electronic;seqt! They are almost always based on the so-called Dolev-

payment system that is supposed to fulfill the individual re-
quirements of the participating parties. These range from,

+  This work was conducted while the second author was affiliatih
the IBM Zurich Research Laboratory.

Efforts exist to formulate syntactic calculi for dealingttwprobabilism
and polynomial-time considerations, in particular [49, 88@]. How-
ever, this approach cannot yet handle protocols with anyedegf au-
tomation.



Yao model [29], which represents cryptography as term al- Related Work.The design of electronic payment systems
gebras. The use of term algebras simplifies proofs of largerhas a long history, dating back to the eighties and early
protocols considerably and has led to a large body of litera- nineties [23, 24, 27, 25, 26, 51]. Based on these works, a sub-
ture on analyzing protocol security using various techegju  stantial body of commercial attempts at electronic payment
for formal verification, e.g., [48, 44, 39, 18, 52, 1]. systems emerged. ThiP family [14, 13] constituted one of
Employing the Dolev-Yao abstraction—or abstractions of the most important of those attempts. It is the direct prede-
a similar flavor—to the analysis of a payment system using cessor of today’s prevailing SET standard, and offered a va-
tool support or paper-based reasoning has proved to be an exdiety of strong security guarantees while still relying efer
tremely valuable approach; a far from exhaustive list ofkwvor tively simple underlying mechanisms. We refer to [4] for an
along those lines includes [38, 17, 16, 40, 45, 11, 12]. Al- exhaustive overview of the other attempts.
though these approaches are suitable for reasoning ateoutth  Work on justifying Dolev-Yao-style models under cryp-
security of large-scale systems, their drawback is that the tographic definitions prior to [8] was restricted to passide
exist only in the Dolev-Yao model and there is no theorem versaries and symmetric encryption [3, 2, 41]. Concuryentl
that carries these results over to the cryptographic apgproa with [8], an extension to asymmetric encryption—but still
with its much more comprehensive adversary. under passive attacks only—was presented in [36]. The un-
We close this gap by providing the first security proof derlying Master’s thesis [35] considers asymmetric encryp
of a payment system that is both within the scope of for- tion under active attacks, but does so in the random oracle
mal proof tools and is sound with respect to the rigorous model, which is itself an idealization of cryptography asd i
definitions and the comprehensive adversary model of cryp-not justifiable [21]. The recent work of [47] gives a slightly
tography. The payment system is a slightly simplified vari- more efficient implementation of asymmetric encryption
ant of the3KP payment system [14, 13] and comprises a than [8] (no additional tagging and randomization) at the
variety of different security requirements ranging fromt ba cost of a much less general library and a weaker security no-
sic ones like the impossibility of unauthorized payment$ an tion. The outlook in [47] would essentially yield [8] again.
weak atomicity to more sophisticated properties like dis- Based on the ideal Dolev-Yao-style library, the well-known
putability. More precisely, we show that the payment sys- Needham-Schroeder-Lowe and Otway-Rees protocols have
tem is secure against arbitrary active attacks, includibg a  been analyzed in a cryptographically sound way [7, 5]. In
trary concurrent protocol runs and arbitrary manipulatbn  contrast to the proof in this paper, these proofs did not have
bitstrings within polynomial time. The underlying modelen to reason about digital signatures and related aspects like
sures strong composability so that our payment system camon-repudiation, and the protocols are rather small exam-
be used as a submodule within larger protocols without de-ples compared to a comprehensive payment system. Re-
grading its proved security properties. The underlying as- cently, [22] showed how to translate a specific class of proto
sumption is that the Dolev-Yao-style abstraction of digita cols expressed in the UC framework [20] into corresponding
signatures is implemented using a chosen-message secumepresentations in the strand space approach and plans to ex
digital signature scheme with small additions like signatu ploit existing tools for this specific Dolev-Yao model, €.g.
tagging. Chosen-message security was introduced in [34],Athena [57]. At the moment, the work is restricted to mu-
and efficient signature systems that are secure in this senstual authentication and key exchange protocols, and in con-

exist under reasonable assumptions [34, 28, 30]. trast to [8] hence does not address soundness of Dolev-Yao
Our proof relies on a recent general result that a so-calledmodels in their usual generality.
ideal cryptographic library, which implements a slightk e The security notion used for the relation between the ideal

tended Dolev-Yao model, can be securely realized by a spe-Dolev-Yao-style library and its cryptographic implementa
cific cryptographic implementation [8]. A composition the- tion, reactive simulatability, and its composition proes
orem for the underlying security notion implies that proto- were introduced in [55] and extended to asynchronous sys-
col proofs can be made using the ideal library, and securitytems in [56, 20]. It extends the security notions of multi-
then carries over automatically to the cryptographic r@ali  party (one-step) function evaluation [58, 31, 32, 46, 1Q, 19
tion. However, because of the extension to the Dolev-Yao and the observational equivalence of [42]. There are multi-
model, no prior formal-methods proof carries over directly ple possible layers of sound abstraction from cryptography
Besides its value for the analysis of electronic payment sys in the sense of reactive simulatability besides Dolev-Yao-
tems, the proof shows that, in spite of the extensions andstyle cryptographic libraries. They reach from low-le\ds i
differences in presentation with respect to prior DolewYa alizations that still have real cryptographic in- and ot$do
models, a proof can be made over the new library that seemdaigh-level abstractions like secure channels. The spexsfic
easily accessible to current automated proof tools. In par-pects of a Dolev-Yao-style abstraction are simple operator
ticular, the proof contains neither probabilism nor conaput tree abstractions from nested cryptographic terms, the re-
tional restrictions. striction of adversary capabilities to algebraic operation



such terms, and the assumption that terms whose equality . -, .,

cannot be derived explicitly are always unequal.

2. Description of the Payment Protocol

Let u be a clientpy a merchant, andc the acquirer. We
assume that, v, andac initially agreed on a description
d of the good and its price. A successful termination of

the protocol will then ensure that the parties used the same
description and the same price as their local inputs to the

protocol, i.e., a party can neither cheat by tampering with

these inputs nor can it re-exploit an already finished pay- |

ment transaction. To simplify notation we let signatures in

(receive, d, p, u)

|

(allow, d, p, u, v)

|

(invoice, sig, := sign ,  (invoice, d, p, u, v))

client u
merchant v
acquirer ac

(payment, sig, := sign_  (payment, d, p, u, v))

(auth_request, sig,, sig,)

(auth_response,

fsac!

(confirm, sig, )

|

(received, d, p, u)

|

(paid, d, p, v) (transfer, d, p, u, v)

clude the signed message. We further assume that every par-

ticipating partyw initially holds a secret signature ke¥s.,,

and that the corresponding public key has already been dis

tributed authentically to the other parties.
Figure 1 summarizes the main, so-callgatimistic part
of the protocol in the usual protocol notation. The part be-

tween the dotted lines contains the description of the ac-

tual protocol, consisting of five steps executed among tlien
u, merchanw, and acquireac. The parts above and below
the dotted lines represent the local inputs and outputseof th
protocol, respectively. They correspond to interface &ven

that enable interaction with the users of the payment sys-

tem or with higher-level programs. The protocol belongs to
the class opay-now protocolsvhich have in common that
inputspay, receive, andallow from the client, the merchant,
and the acquirer, respectively, and the outpats, received,
andtransfer to the client, the merchant, and the acquirer, re-
spectively, occur in one single transaction. Besides its op
mistic part, the protocol further offers a sepamditputepart,
which allows each party to contact a trusted third party to re
solve disputes. We will elaborate on both parts of the proto-
col in the following.

Optimistic Part. The merchant starts the protocol upon re-
ceiving a local inpuftreceive, d, p, u), which indicates agree-
ment to receive the money in exchange for the good
d from w. The merchant computes a signatuig,,
sign s, (invoice, d, p, u,v) and sends(invoice, sig,) to
clientw.

Upon receiving a messadénvoice, sig,, ), the clientu
tests if sig, is a valid signature with respect tds pub-
lic key of correctly formed data. I has not received a lo-
cal commandpay, d, p, v), which authorizes this payment,
he stores the received dafap, v and waits for this local
command. If it has already occurred or when it occurs,
computessig, := sign, (payment,d,p,u,v) and sends
(payment, sig,,) tov.

Upon receiving a messagpayment, sig,, ), the merchant
v tests ifsig,, is a valid signature with respect tds pub-
lic key of the correct data. 6 has sent an invoice with the
same parameters p, u, v to clientu before, he savesig,,

Figure 1. Optimistic Part of the Protocol

for later use in disputes and ser{dsth_request, sig,,, sig,,)
to the acquirenc.

Upon receiving(auth_request, sig,,, sig, ), the acquirer
ac tests if both signatures are valid signatures with respect t
the respective public keys and if the ddt@, u, v contained
in both signatures are identical. 4t has not yet received
a local commandallow, d, p, u, v) indicating consent to the
payment, he stores the received data until this local com-
mand occurs. If it has already occurred or when it occurs,
ac computessig,. = signSkSac(auth_response,d,p,u,v),
sends (auth_response, sig,.) to v, stores this payment
as being processed to prevent multiple deductions of
money for the same payment transaction, and outputs
(transfer, d, p, u, v) locally.

Upon receiving(auth_response, sig,.), the merchant
checks the validity of the signature with respectakds
public key and ifv has earlier sent an authentication re-
guest to the acquirer containidgp, , andv. He then sends
(confirm, sig,.) to clientu and outputgreceived, d, p, u) lo-
cally.

Upon receivingconfirm, sig,.), the client checks the va-
lidity of the signature with respect t&'s public key and ifu
has earlier sent a payment with matching data. He then out-
puts(paid, d, p, v) locally.

Disputes. Disputes enable a party to prove that specific out-
puts have occurred. Note that the trusted third party is not
involved in the optimistic part of the protocol as described
above, but it will only be invoked if two parties disagree
whether the payment took place or not.

The structure of the dispute protocol is very simple,
hence we omit a picture along the lines of Figure 1. A
party w (either a clientu, a merchant, or the acquirer
ac) can start a dispute by inputting a local command
(dispute, d, p,v) (or (dispute,d, p,u,v) if w ac). As a
prerequisite to initiate a dispute; must have received the
signatures of the corresponding parties in the optimisit p



of the protocol execution. In this case,computessig™ :=
sign ., (dispute, sig,, sig,,) where{z,z2'} = {u,v,ac} \
{w} and sendsig” to the trusted third party. Upon receiv-
ing a messageig™ from w, the trusted third party checks if
the signature is valid fow's public key, if it is of the correct

predicatepred involving attributes,D[pred] means the sub-
set of entries whose attributes fulfiied. If D[pred] con-
tains only one element, we use the same notation for this el-
ement. Adding an entry to D is abbreviated :«< . Fur-
ther, we write the list operation ds:= (z1,...,x;), and

form, and if both contained signatures are valid signaturesthe arguments are unambiguously retrievable[ds with

for the respective public keys and of the correct and match-

ing data. In this case it outpusispute, true, d, p, u, v), and
(dispute, false, d, p, u, v) otherwise.

3. The Payment Protocol Using the Dolev-Yao-
style Cryptographic Library

Almost all formal proof techniques for protocols first
need a reformulation of the protocol into a more detailed

version than the five steps above. These details include nec-
essary tests on received messages, the types and generation

rules for values likex andsig,,, and a surrounding frame-
work specifying the number of participants, the possike#it
of multiple protocol runs, and the adversary capabilifié¢se

same is true when using the Dolev-Yao-style cryptographic

library from [8], i.e., it plays a similar role in our proof
as “the CSP Dolev-Yao model” or “the inductive-approach
Dolev-Yao model” in other proofs. Our protocol formula-
tion in this framework is given in Section 3*MVe there ex-
plain this formulation in detail exemplarily for the client

and then explain general aspects of the surrounding frame- e

work as far as needed in our proofs.

3.1. Detailed Protocol Descriptions

We write “:=" for deterministic assignment, andis an

error element available as an addition to the domains and

ranges of all functions and algorithms. The framework is
automata-based, i.e., protocols are executed by intatacti

machines, and event-based, i.e., machines react on rdceive

inputs. We assume a satt := {1,...,n} of users that is
partitioned into a sef<*"t of clients a setMmerchant of
merchantsanacquirerac, and atrusted third partyttp. By
MPS we denote the payment protocol machine for a user
Let X denote a finite alphabet and [Et denote the set of
strings over it.

3.1.1. ClientsLetu € Mce" denote a client. The main
data structure df1"> is a databas®F> for storing the initial
information related to the payments, their current stass,
well as additional information gained during the protocel e
ecution. Generally, a databaBkeis a set of functions, called
entries, each over a finite domain called attributes. Fonan e
try x € D, the value at an attributet? is writtenx. att. For a

2 For some frameworks there are compilers to generate tretaded
protocol descriptions, e.g., [43]. This should be posdiiehis frame-
work in a similar way.

I[i] = |if 4 > j. In our case, each entry in DFS can
have the arguments

(ind, desc, price, merch, sig,,, $ig,c, status).

where the arguments have the following types and meaning:

e z.ind € ZN'DS, called index, consecutively numbers
all entries inDFS. The setZN'DS is isomorphic toN
and is used to distinguish index arguments from oth-
ers. The index is used as a primary key attribute of
the database, i.e., we writB">[i] for the selection
DPS[ind = 4]. We further use the convention that look-
ups in DS always return the element with the smallest
index whose attributes fulfill the queried predicate.

e z.desc € X* is the description of the good to be pur-
chased.

e z.price € N denotes the price of the good.

o z.merch € M™meehant s the identifier of the merchant
that should receive the payment.

x.81g 1, T-5ig,. € HN'DS denote handles to the mer-
chant’s and the acquirer’s signature, respectively. They
will be stored during the execution of the protocol and
read only for disputes. The s&tN'DS is yet another
setisomorphic t&N. We always use a superscripind”

for handles.

e x.status € {invoice, pay, processed} denotes the sta-
tus of the transaction. Hemevoice means that the client
has received the invoice of the merchasty that the
client gave consent to the payment, amdcessed that
both events happened and that the payment has hence
been performed.

Initially, DFPS is empty. MP> furthermore a variable
cur_ind,, € ZN'DS initialized with 0 counting the size of
DPS, and used as index for new entries/j>.

The first type of input thaM®> can receive is a message
(pay, d, p,v) from its user denoting that consent for a pay-
ment with descriptioni, price p, and merchant is given.
User inputs are distinguished from network inputs by arriv-
ing at a so-called po®S_in, 7. The “?” for input ports fol-
lows the CSP-convention, an&S” stands for payment sys-
tem because the user interface is the same for all payment
system of the considered kind. The reaction on this input is
described in Algorithm 1MP* first checks if a correspond-
ing invoice with the same parameters has already been re-
ceived before. In this case, the machM&® declares this



Algorithm 1 Client: Evaluation of Users Inputs for Payment Algorithm 2 Client: Evaluation of Inputs from the Crypto-

Consent invPs

graphic Library inMP>

Input: (pay,d,p,v) atPS_in,? with d € ¥*, p € N, and
v E Mmerchant'

1: i := DP[desc = d A price = p A merch = v)].ind. ;
2. if i # | A DFPSli].status = invoice then s
3. DPS[i].status := processed. .
4. payment™ « store(payment). .
5. d™d « store(d). ’
6: p"d « store(p). &
7w store(u). £
8 vMd — store(v). 8:
o: lhnd - |ist(paymenth“d, dhnd7phnd, uhnd, ,Uhnd)_
10:  s"d — sign(sks™, hnd), o:
11:  mMd « list(payment"nd, shnd),
12 send.i(v, m""d). 10:
13: else ifi = | then 11
14:  DFS <= (cur_ind,++,d,p,v, |, |, pay). 12:
15: end if 13:
14:

entry to be processed and builds up a term corresponding to, z.
the payment message of the protocol using the ideal cryp- .
tographic library. The commargtore inserts arbitrary ap-

plication data into the cryptographic library. The command ok
list forms a list andsign creates an abstract digital signa- .
ture entry. The final commangknd_i means thaM?> at- 19:
tempts to send the resulting termit@ver an insecure chan-

nel. If no prior invoice message with suitable parameters oc ;.
curred,MPS only creates a new database entry that will be 29
processed when the invoice message is received. The supers...
script "™ on most parameters denotes that these are han-
dles, i.e., local names that this machine has for the corre-
sponding terms. This is an important aspect of [8] because
it allows the same protocol description to be implemented

once with Dolev-Yao-style idealized cryptography and once

with real cryptography. More precisely, the four commands

we saw so far and their input and output domains belong to 2"
the interface (in the same sense as, e.g., a Java interface) o
the underlying cryptographic library. This interface isiler 29:
mented by both the idealized and the real version. In the first 3%

25:

26:

Input: (v, u,i, ") atout,? with v € Mmerchant,

l;‘"d « list_proj(i""d, 4) for j = 1, 2.
Iy « retrieve(lind).
if {1 = invoice then

mb"d «— msg_of sig(15").

b verify(lg"d,pkszrjg,
afnd — list_proj(mh, j) forj = 1,...,5.

xj — retrieve(f") for j = 1,...,5.

)

7 = D,Es[desc = 9 A price = x3 N\ merch =
x5].ind.
if x1 = invoice Axy =uAx5 =vAb=true i #
| A DPSIi].status = pay then

DP3[i].sig,, = 5.

DPS[i].status := processed.

payment™d « store(payment).

mind « list(paymenthd, pfnd ghnd "ghnd phnd)
shnd — sign(sksm™, mind),
mMd « list(paymenthnd, shnd).
send_i(v, m""d).
else ifz; = invoice A xgy = u A x5 = v A b = true A
1= | then

DPS = (cur_ind,++, xo, x3, 5, 15", |, invoice).
end if
else ifl; = confirm then
mhind « msg_of sig(1h").

b «— verify(lg“d,pkszrjgc,

afrd — list_proj(mb, j) forj = 1,...,5.

Tj — retrieve(:c?“d) forj=1,...,5.

i)

7= Dgs[desc = x9 A price = x3 A merch = x5 A
$ig,c = | A status = processed].ind.
if 1 = auth_response Axy = uAxs = vAb =
true A4 #£ | then
DPS[i].sig,. = 15,
Output(paid, z2, 23, z5) at PS_out,,!.
end if
end if

case, the handles are local names of Dolev-Yao-style terms,

in the second case of real cryptographic bitstrings. We sayAlgorithm 3 Client: Evaluation of User Inputs for Disputes

more about these two implementations below. The effect ofin MF>

send.i in the ideal implementation is that the adversary ob- |nput: (dispute, d, p, v) at PS_in,? with d € ¥*, p € N,

tains a handle to the Dolev-Yao-style term and can decide
what to do with it (such as forwarding it td"> or perform-

1
ing Dolev-Yao-style algebraic operations on the term); the
effect in the real implementation is that the adversary ob- ».
tains the real bitstring and can perform arbitrary bit manip 3.
lations on it. 2

The behavior ofMP> upon receiving an input from 5:
the cryptographic library (corresponding to a message that g
arrives over the network) is defined similarly in Algo- .

andv € Mmerchant.
if i :== DPS[desc = dAprice = pAmerch = vAsig,, #
LA sig,e # |].ind # | then
dispute™ «— store(dispute).
1hnd — list(dispute™™, DPS[i).sig,,,, DPS[i].sig,. ).
shnd  sign(skshd jhnd),
mhnd  list(shd).
send_i(ttp, mMd).
end if




rithm 2. The input arrives at posut,,? and is of the form  Forz € DFS:
(v,u,i,I") wherev is the supposed sendedenotes that
the channel is insecure, af? is a handle to a list. The
portout, ? is connected to the cryptographic library, whose _
two implementations represent the obtained Dolev-Yatesty ~ ® @-client € M denotes the client of this transac-
term or real bitstring, respectively, to the protocol in aun tion.

fied way by a handle. In this algorithriu"> first determines e x.sig. € HN'DS denotes the handle of the client’s sig-
if the message corresponds to an invoice message or a con-  nature, which will be collected during the protocol ex-
firmation message, i.e., if the message could correspondto  ecution.

the first or the fifth message in the protocol description. In
the first caseMP* first determines if the contained signature
is a valid signature of the merchant for the correct data, and
aborts at failure. If the user already gave consent to the pay
ment, i.e., if a suitable entry with statpsy already exists in

the databaseéyl’> stores the merchant’s signature, updates
the status of this payment ppocessed, constructs a message
according to the protocol description, and sends it to the in
tended recipient. If payment consent has not been given yet3.1.3. Acquirer The machineM®> of the acquirer main-
MPS only creates a new database entry that contains the paytains a variableur_ind.. € ZNDS initialized with 0 and
ment information of the invoice message. The evaluation of an initially empty databasB”>, where each entry ¢ DF>
a confirmation message works similari®> checks the va-  can have arguments

lidity of the acquirer’s signature and if a suitable entry al

ready exists in the database, and in that case signals to its  (¥d, desc, price, client, merch, sige, sign, status)

user at porPS_out,,! the successful completion of the pay-

o z.ind,x.desc, z.price, andz.sig,. are defined as in the
database of the client machines.

The machineM”> accepts inputs for sending an invoice to
a client and for initiating a dispute from its user at port
PS.in,?, and inputs from the cryptographic library at port
in,, 7. After explaining the behavior of the protocol machines
of the clients, the behavior 847> should be essentially clear
from the protocol description of Section 2. We postpone the
algorithmic description to the Appendix.

with the following types and meanings:

ment.

Finally, MPS can receive a dispute message ® z.ind,z.desc,.price,x.client,z.merch,x.sig., and
(dispute, d, p,v) from its user atPS.in,?. The be- x.sig,, are defined as in the databases of the client and
haviour of MPS on this input is defined in Algorithm 3. It merchant machines.
first checks if an entry with corresponding parameters al- o .+ siatus € {allow, auth_request, processed} denotes
ready exists in the database. If furthermore the corre-  the status of the transaction, cf. the state of the client
sponding signatures of the respective merchant and the ac-  machines. Herellow means that the acquirer has given
quirer have already been received for this ent§j> builds consent to the paymeniyth_request that the merchant
up a term according to the protocol description and sends it requested authentication of the payment, pradessed
to the trusted third party. that both events happened.

Every algorithm should immediately abort the handling
of the current input if a cryptographic command does no
yield the desired result, e.g., if a database look-up f&its.
readability we omitted this in the algorithmic descripton
instead we impose the following convention on these and
the following algorithms. 3.1.4. Trusted Third Party The machinertf; of the

trusted third party only accepts input from the cryptogiaph
Convention 1 If MP* for u € M receives| as the answer library at portin,?. Upon receiving such an input, it first
of the cryptographic library to a command, thstf> aborts  checks the validity of the signature and if the message is in-
the execution of the current algorithm, except for the com- deed a well-formed dispute message. It then identifies the
mand typesist_proj or send_i. parties that are involved in the payment and determines
whether the dispute should be allowed or denied by checking
the validity of the contained signatures and if they havenbee
issued on matching parameters. The algorithmic descniptio
can be found in the Appendix.

t The machineMP> accepts inputs for processing a payment
from userac at portPS_in,.?, and inputs from the crypto-
graphic library at porin,.?. The algorithmic description of
MPS is postponed to the Appendix.

3.1.2. MerchantsLetu € M™Meehant denote a merchant.
Similar to the protocol machines of the clients, the machine
MPS maintains an initially empty databag#® as its main
data structure, together with a varialler_ind, € ZN'DS

for counting the size of the database and creating new in-
dices. The entries ab”> have the form

(ind, desc, price, client, sig., $igac)-



3.2. Further Initial State

We have assumed in the algorithms that each protocol o« ___________________________!
machineMPS already has a handig:s"™™ to its own secret
signature key and handlegs!"s to the public keys of ev-
ery participant. The cryptographic library can also repre-
sent key generation and distribution by hormal commands.
Further, we assume that each machi$ contains the bit-

stringu denoting its identity.

PS_out! PS_in? PS_out, !
PS PS
M; M

out ? in ! out, ? in_!
[ A

}

Y A J
{ out! in,? out, ! in,,?

SySPS,(id,rea

3.3. Overall Framework and Adversarial Model

>

Syscw,{id,real}

. . Ideal or real cryptographic library
The framework that determines how machines suchasour -+ ‘" L0—ooo — - - 1 L____ '

payment system machines and the machines of the idealized
or real cryptographic library execute is taken from [56, 9].
The basis is an asynchronous probabilistic execution model
with distributed scheduling. We already used implicitly
above that for term construction and parsing commands to . ] ]
the cryptographic library, a so-called local schedulingds tographic machines. The corresponding systems are called

Figure 2. Overview of the Payment System
(here for the case H = {u, ttp}).

fined, i.e., a result is returned immediately. The idealiaed Sys = {({THY'}, 59) | H < {1,...,n}} and

real network sending via this library, however, is schedule Sysrel = {(My, S77) | H S {1,...,n}}.

by the adversary. The user interface of the payment protocol machines is
When protocol machines such MS for certain users ~ given by S7? := {PS.in,?, PS_out,! | u € H \ {ttp}} U

uw € {1,...,n} are defined, there is no guarantee that all {PS-outs!}, cf. Figure 2. The ideal and real payment sys-

these machines are correct. A trust model determines fortems serving this interface differ only in the cryptographi
what subsets{ of {1,...,n} we want to guarantee any- library. With M£® := {M® | u € H}, they areSys">'" :=
thing; in our case this is for all subsets which comprise at {(M£°> U {TH;Y'}, SE?) | {ttp} € H C {1,...,n}}
least the trusted third party. Incorrect machines disappeaand Sys">" = {(MFS U M5, S5 | {ttp} € H C
and are replaced by the adversary. Each set of potential cor{1, ... ,n}}.
rect machines together with its user interface is called a
structure, and the set of these structures is called the sys3.4. On Polynomial Runtime
tem. When considering the security of a structure, an arbi-
trary probabilistic machinél is connected to the user in- In order to be valid users of the real cryptographic library,
terface to represent all users, and an arbitrary machine the machine#/"> have to be polynomial-time. We therefore
is connected to the remaining free ports (typically the net- define that each machiné"> maintains explicit polynomial
work) and toH to represent the adversary, see Figure 2. In bounds on the accepted message lengths and the number of
polynomial-time security proofd] and A are polynomial- inputs accepted at each port. As this is done exactly as in the
time. cryptographic library, we omit the rigorous write-up.

This setting, more precisely the underlying model of se-
cure reactive systems [56, 9], implies that any number of 4. The Security Properties
concurrent protocol runs with both honest participants and

the adversary are considered becadsssnd A can arbitrar- The arguably most important security property of a pay-
ily interleave local inputs of the payment protocol with the ment system is that no money can be transfered without
delivery of network messages. the client’s consent. This can be captured asirdegrity

For a setH of honest participants, the user interface propertyin the underlying model which are formally sets
of the ideal and real cryptographic library is the port set of traces at the user interfaces of a system, i.e., here at the
Sy = {in,?, out,! | u € H}. This is where the payment port setsSF?°. Intuitively, an integrity propertyReq con-
protocol machines input their cryptographic commands andtains the “good” traces at these ports. A trace is a sequence
obtain results and received messages. In the ideal case thisf sets of events. We write an evepitm or p!m, mean-
interface is served by just one machifid;} calledtrusted ing that message: occurs at in- or output pont. The t-
hostwhich essentially administrates Dolev-Yao-style terms th step of a trace is written r,; we speak of the step at
under the handles. In the real case, the same interface isime ¢. To capture the aforementioned security property we
served by a sedy” = {M%, | u € H} of real cryp-  would require that each outp(transfer, d, p, u, v) at a port



PS_out,.? for an honest clientz, an honest acquiredc, Secondly, an honest party wants to be sure that she cannot be
and an arbitrary (potentially malicious) merchanis pre- blamed for having participated in a payment which she was
ceded by an inputpay, d, p,v) at PS_in, 7. This statement  not involved in, i.e., a dispute for this payment may only be
can be significantly strengthened for our payment systemsuccessful if she previously made the corresponding input.
by requiring that whenever an arbitrary honest party suc-

cessfully terminates the protocol execution, the inputsliof ~ Definition 4.3 (No Framing (Client Part)) A trace r is
honest parties have previously been received. This stiengt contained inReg">-"™e-<""* if and only if for alld € »*,

ened variant is calledeak atomicityTo simplify notation, p € N, u € Het, v € pmerchant 4, ¢ N, andz €

let SuccessHonestTerm(d, p, u, v, ac, r,t) denote the pred-  {received, transfer}:

icate indicating whether an honest paty v, or ac has
successfully terminated the payment protocol doand p

in tracer at timet, i.e., the predicate is defined as the

PS_outyp?(dispute, z, true, d, p, u, v) € ry, =
Ity < to: PS.in,?(pay,d,p,v) € ry,.

disjunction of (u € H A PS_out,!(paid,d,p,v) € r¢), o
(v € H A PS_out,!(received,d,p,u) € 1), and(ac € _ o
H A PS_out,!(transfer, d, p, u, v) € r¢). Let Reg®™*P denote the conjunction aReg"-disP-client

and the corresponding properties for merchants and the ac-
Definition 4.1 (Weak Atomicity) A tracer is contained in quirer; similarly, let Req">-"™¢ denote the conjunction of
Reg“e2-2©m if and only if for alld € ©*, p € N, u € Regno-framelient 504 jts counterparts for merchants and the
Melient 4y e pmerchant and¢, e N: acquirer.

The notion of a systensys fulfilling an integrity prop-
erty Req essentially comes in two flavors [6Perfect ful-
fillment Sys =P*f Req, means that the integrity property
((u € H = PS.in,?(pay,d,p,v) € 1,) holds for all traces arising in runs 6¥s (a well-defined no-

A(v € H = PS_in, ?(receive, d, p, u) € 7y ) tion from the underlying model [S6]Computational fulfill-
ment Sys =P°Y Req, means that the property only holds for
polynomially bounded users and adversaries, and that a neg-

& ligible error probability is permitted. Perfect fulfilmem-
plies computational fulfillment. The following theorem sum

The main Complementary feature of the payment System iSmarizeS What we prove for these requirements:

its full disputability, i.e., every participant is able togve

that a completed payment has taken place. One can idenTheorem 4.1 (Security of the Payment System) et

tify two main properties for disputes to be meaningful. irs  RegP> .= Reg"e-2m  Regeor-dise  Regno-frame,

a party following the protocol wants to be sure that if she For the payment system from Section 3.3 we have

initiates a dispute after successfully completing the ggrot Sys"svid =perf Req™ and SySPSJea' [=poly Req™.

col, the result of the trusted third party has to tibee in- O

dependent of the behavior of other parties. Since the under-

lying reactive setting grants the adversary full contro¢iov Note that we did not consider properties concerning the con-

the network and in particular to suppress arbitrary message fidentiality of the data involved in the payment. This_is simi

we cannot prove statements that “something good” occurs inl@r to theiKP payment system, which does not provide con-

the future, e.g., that a dispute will be won. We instead for- fidentiality itself but instead assumes external mechasism

mulate the property in a way that allows for backward rea- like underlying secure channels for this task. We can model

soning. We only formalize the dispute properties for ckent these mechanisms in our underlying framework as well by

the analogue for merchants and the acquirer can be obtaine#’Serting secure channel machines between the links of the
by simple textual replacement. protocol machines and the cryptographic library, and the

corresponding confidentiality properties can then be asil
Definition 4.2 (Correct Disputing (Client Part)) A trace shown.
7 is contained inReg«®"-4isP<lient if and only if for alld € &+,
p € N, u € Hllent, y € Mmerchant andt; € N: 5. Proof of the Cryptographic Realization

from the Idealization

SuccessHonestTerm(d, p, u, v, ac, r, t3) =
Jtq, 1, ] < ta:

A (ac € H = PS.iny?(allow, d, p, u,v) € rtlll)),

PS_outyp! (dispute, paid, false, d, p, u, v) € 7y,

= (3132 < ts: (PS.in,?(dispute, d, p,v) € rt, As discussed in the introduction, the idea of our approach
, is to prove Theorem 4.1 for the payment protocol using the
t) < ty: PS_out,!(paid, d ) 'S :
NV <t2: PS-outyl(paid, d,p,v) € 1) ideal Dolev-Yao-style library. Then the result for the real

O system follows automatically.



The notion that a systerfiys, securely implements an-
other systenbys, is called reactive simulatability (recall the
introduction), and is writterys, >P%Y Sys, (in the com-

putational case). The main result of [8] is therefore

| .
Syscry,rea Z[S):‘:Iy Syscry,ld )

PS,id

1)

Since Sys and Sys are compositions of the same
protocol with Sys<"" and Sys“''¢, respectively, the com-
position theorem of [56] and (1) imply

PS,real

SySPS,real Zpeocly SySPS’Id.

()

lists. As secure encryption schemes are necessarily proba-
bilistic and so are most signature schemes, and as thefibrar
allows the generation of polynomially many nonces and key
pairs, multiple instances of terms of almost every strietur
can occur, e.g., multiple signatures of the same message
with the same keyks. There are multiple ways to deal with
this in prior Dolev-Yao models, e.g., counting (for nonces)
and multisets. The version in [8] corresponds to counting:
The terms are globally numbered by an index. Each term is
represented by its type (i.e., root node) and its first-lavel
guments, which can be indices of earlier terms. This enables
easy distinction of, e.g., which of many nonces is signed in

Showing the theorem’s preconditions is easy since the ma-a larger term. These global indices are never visible at the

chinesMP> are polynomial-time (see Section 3.4). Finally,
the integrity preservation theorem from [6] and (2) imply fo
every integrity propertyReq that

(SySPS,id ):poly Req) = (SySPS,real ):poly Req). (3)

Hence if we proveSys™>¢ =pef Req™S | we immediately
obtainSys"> ! =pely ReqPS from (3).

6. Proof in the Ideal Setting

This section sketches the proof of the ideal part of Theo-
rem 4.1: We prove that the payment protocol implemented
with the ideal, Dolev-Yao-style cryptographic library per
fectly fulfills the propertyReqPS. The main challenge in this
proof was to find suitable invariants on the state of the ideal
payment system.

We start this section with a rigorous definition of the pos-
sible states of the ideal cryptographic library as needed fo
formulating the invariants. We then define the invariants an
show how to exploit them to prove the overall integrity prop-
erty of the payment system. The proof of the overall intggrit
property is postponed to Appendix A; the proofs of the in-
variants are omitted due to lack of space.

6.1. Overview and States of the Ideal Crypto-
graphic Library

The ideal cryptographic library administrates Dolev-Yao-
style terms and allows each user to operate on them vi

dles also contain the information that knowledge sets give i
other Dolev-Yao formalizations: The set of terms that a par-
ticipantu knows, including: = a for the adversary, is the set
of terms with a handle fot. As we saw in the payment al-
gorithms, the library offers its user (and the adversarg) th
typical operations on terms to which they have handles, e.g.
signing with a secret key and signature verification with a
public key. The terms are typed; for instance, signature ver
ification only succeeds on signatures and projection only on

user interface. The indices and the handles for each partici
pant are generated by one counter each.

A novel aspect of this cryptographic library compared
with prior Dolev-Yao models is that terms have an abstract
length parameter, indicating the length of the correspumdi
real message. It is derived from a tuglef length functions
that denote how the length of a term depends on the length of
its subterms. This is necessary because real encryptien can
not entirely hide the length of cleartexts. Moreovirgon-
tains bounds on the accepted message lengths and the num-
ber of accepted inputs at each port. All these bounds can be
arbitrary, except that they be polynomially bounded in a se-
curity parametek. Formally, the numben of participants
and the tuplel are parameters of the syste$ps<™-, but
we omitted them for readability.

Similarly, n and a tupleL’ should be parameters of our
ideal payment systerfiys™>'¢, see Section 3.4. As the ma-
chinesMP> of this system only make bounded-length inputs
to the cryptographic library givem and L, the bounds i,
can easily be chosen large enough so that all these inputs are
legal. Further, as we only prove an integrity properties it
not a problem in the proof that the number of accepted in-
puts might be exceeded. This is why we can omit the details
of the length functions.

As described above, the terms in the ideal cryptographic
library, i.e., in the trusted hostH3} for every setH of
honest participants, are represented by their top level, an
knowledge of them by potential handles for the different
participants. The data structure chosen for this in [8] is a

. . o _ @databaseD in which each entry: in D can have the argu-
handles, i.e., via local names specific to this user. The han-

ments
,hnd,,,, hnd,, len),

whereH = {us,...,u,} and the arguments have the fol-
lowing types and meaning:

(ind, type, arg, And,, , . . .

e z.ind is the global index of an entry.

e r.type € typeset identifies thetype of x. The types
nonce, list, data (for payload datakks andpks (for se-
cret and public signature keys), asig (for signatures)
occur in the following.



e z.arg = (a1,a2,...,a;) is a possibly empty list Invariant2 (Unique Payment Entries (Client Part)) For all
of arguments. Arguments of tydgBN'DS are indices u € H, i1,i2 € ZNDS, t € N, and all tracesr arising in
of other entries (subterms); we sometimes distinguish runs of Sys™>¢:
them by a superscriptid”.

e z.hnd, € HNDS U{|} foru € H U {a} are han-
dles, wherer.hnd,, = | means that: does not know
this entry.

¢« DPS[i1].price = vy - DF®[ia).price # |
A7 2 DPJiy].desc = DP®ig).desc # |

At : DP[ir]).merch = DP®[is].merch # | =
(i1 = i2).

The next invariant,correct signing characterizes which
lists will be signed by an honest party. It states that all
signed lists in the databade of the ideal cryptographic
brary that start with apayment element are of the form
payment, d, p, u, v), and that a local commariday, d, p, v)

e z.len € Ny denotes the length of the entry.

The machinélH37' has a countesize € ZA'DS for the cur-

rent size ofD and countersurhnd, (currenthandle) for the

handles, all initialized witf. .
The assumption that keys have already been generateéé

and distributed means that for eac two entries of the .
ke M must have been received before the entry was created. We

following form are added t®, where{u,, ..., u,} := H: ) - . .
g {o tm} use explanatory comments in the definition of the invariant
(sksy, type := sks, arg := (0), hnd,, := sks"", to increase readability.
len :=0);

(pksu, type := pks, arg == (), Inva_riant3 (Correct Signing (Client Part)) For alk €
hidu, = pks™. . hnd,,, = phs™ MLt AH, GPSIin\/DS, t2 € N, and all tracesr aris-
hind, = phs™ llen = pks_len* (k). ing in runs ofSys % the formula in Figure 3 hold_s, where

au l := ry, : D[i].arg[2] denotes the index of the signed list,
Here sks, and pks, are consecutive natural numbers, Yi = Tt = Dll]-arg[j] the indices of the list elements, and
pks_len* is the length function for public keys, and the ar- %i := T+ Dly;].arg[1] the actual datafoy = 1,..., 5.
gument of the secret key entry stores the number of mes- In the proof of the overall integrity property, we will later

sages that have already been signed with this key. Treatingyy, ,y that certain outputs of honest users may only occur af-
secret keys as being of lengihis a technicality in [8] and g gjgnatures of specific messages created with specific key
will not matter in the sequel. have been received, e.g., that the machine of an honest ac-
) quirer only outputs anllow message if it formerly received
6.2. Invariants a signature that is valid with respect to the respectivatiie
PS.id public key. Thercorrect signingwill allow us to deduce that

h-_”;]'s sectlog _cor;]talns w;va;nﬁnt% oflthe sy?téhm ' the message is of the correct format and that a previous in-
which are used in the proof of the ideal part of Theorem 4.1. put by the client must have occurred.

The first invariantno modification states that attributes of The last invariantcorrect storing captures that an hon-
database entries of honest users are never changed ajter th%st user has stored the signatures of both remaining parties

have been initialized. This is true for all attributes exdep ¢t o\ ccessfully terminates the protocol. We again shogv th
status ’P‘Q’h'Ch may additionally change mocsessed_' Welet  inariant exemplarily for honest clients; it states thathié

ri : D;® denote the contents of databaBg® at timet in machine of a client, outputs(paid, d, p, v) then it correctly
tracer. stored the signatures of both remaining parties, i@, is

a signature of a listinvoice, d, p, u, v) signed byv andsig,.

Invariant 1 (No Modification) For allu € H,i € ZNDS, is a signature of a listauth_response, d, p, u, v) signed by

t1 € N, all tracesr arising in runs ofSys™>¢, ands := ¢; : ac

DPS[i].status:
(e, :D,Ss[i].:c £ | Az # status = I/l\w/\llgzlnatmt 4H(Cdorrect2§tor|ng (I(\?Ilent Pa/r\t/)l)melfglran?llu €
Vto > ty: (ry, : DPS[i].e =y, = DP®[i].x)) NA, a < P& N, v € €

N, and all tracesr arising in runs of Sys">¢, the for-
mula in Figure 4 holds, where fow € {m,ac}, we let
sYoi= oy e Dgs[desc = d A price = p A merch =
The next invariantunique payment entriesstablishes that ~ ¢]-sig» denote the handle ta's signature,pk® := r; :
entries in the databases of honest parties are uniquely dete P[#ndu = s*].arg[1] the index of the public key used,
mined by the price, the description, the client, and the mer-{" := 7t : D[hnd, = s"].arg[2] the index of the signed list,

chant. We state this and the following invariants exemplari  ¥; := 7+ : D[I"].arg|j] the indices of the list elements, and
for honest clients. z¥ =1y 2 D[yy].arg[1] the actual data foy = 1,...,5.

A (s € {pay, invoice, allow, auth_request} =
Yty > t1: (ry, : DP3[i].status € {s, processed})).



1, © D[i].type = sig A ry, : Dl[i].arg[1] = pks, A # If a payment message is

1 = payment = # signed withu's key, then

<x4 =uA # the message is of
Vi=1,...,5: (1, : D[y,].type = data) A # the correct format and

Jt1 < to: (PS-in,?(pay, x2, x3,x5) € rtl)). # a matching input has occurred.

Figure 3. Correct Signing Property (Client Part)

PS_out,!(paid, d, p,v) € ry = # If u terminates the protocol,
(rt : D[hnd,, = s™].type = sig A # the signatures of

re : D[pk™].hnd, = pksi's A # the merchant and

r¢ : D[hnd,, = s*|.type = sig A # the signature of

re : D[pk*].hnd, = pks'e A # the acquirer are stored,

] =invoice Azg =dAz§ =pAxg =vA # and they range

x3¢ = auth_response A 23° = d A x5° = p A 2l = v). # over the correct data.

Figure 4. Correct Storing Property (Client Part)

This invariant is key for proving the disputability proper- ants, in particular a representation of terms or real cryp-

ties of the protocol since it implies that dispute messagestographic objects to the protocol layer by handles (local

sent by honest users are always of a specific format and theames) and length functions in the idealization, the proof

contained signatures are valid with respect to specific pub-seems to be of a type readily accessible to automatic proof
lic keys. Based on this, we can easily infer the output of the tools.

trusted third party.
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Algorithm 5 Acquirer: Evaluation of User Inputs for Allow
in MPS
Input: (allow, d, p, u, v) atPS_in,? withd € CHARSET,
pE N, = Mclient, andv c Mmerchant.
1: i := DF3[desc = dAprice = pAclient = uAmerch =
v].ind.
2. if i # | A DF®[i].status = auth_request then

3. DPS[i].status := processed.

4:  auth_response™ — store(auth_response).
5. d™d « store(d).

6. p"d «— store(p).

7. uMd  store(u)

8 v store(v).

9. M4 list(auth_ response™d, ghnd phnd uhnd phnd),
10: s sign(sksind, [hnd),

11:  mM — list(auth_response™, shnd).

12:  send-i(v,mMd).

13: else ifi = | then

14:  DFS = (cur_indac++,d,p,u,v, |, |, allow).
15: end if

AssumePS_out,!(paid, d, p,v) € ry,. This output may

Proposition A.2 For the payment system from Section 3.3
and the correct disputing propertyzeg ™", we have
SySPS’id ':perf Reqcorr_disp.

Proof.Letd € ©*,p € Nyu € MentnH, vy e /\/l"‘e'd“’"t

t3 € N, andr a trace arising in runs ofys™>"¢. Again,

we only show the client part of the statement, i.e., assume
PS_outy,! (dispute, paid, false, d, p, u,v) € r,. The output
must have occured in Step 10.20.

The algorithm is invoked only on inpytw, ttp, i, I"9).

Leti := Dlhndy, = ("™.arg[1], {1 := Dli].arg[2],
(pk, s1,s2) := Dl[l].arg[1,2,3], y; := Dl[s1].arg[j], and
xj = Dly;].arg[1] for j .,b. Step 10.17 implies

W= T4 = U.

Now Step 10.1-8 and the definition of the commands
verify, list_proj, and msg_of sig imply D[i].type = sig
and pk = pks,. It can then be shown along the lines of
the proof ofcorrect signingthat MPS must have input a
commandign(dispute, D[s1].hnd.,, D[s2].hnd,,) such that
x1 = payment,xzo = d, 3 = p,x4 = u, andxs = v. The
only syntactically matchingign command is in Step 3.4,
and is executed only on inpd#iispute, d, p,v) at PS_in,?

only occur in Step 2.28. Step 2.25 and 2.26 together with at some timet, < t3. We remain to show the nonexis-

unique payment entriesnd no modificationimplies r;, :
DPS[i].status = processed, and the status oD}>[i] may
only have been set tprocessed in Step 1.3 or 2.11. In the

tence of an outputpaid, d, p,v) at PS_out,,! for all times
t1 < to. We prove this by contradiction. Assume that there
existst; € N such thatPS_out,,!(paid, d, p,v) € r¢,. Then

first case, Step 1.1 immediately implies that there the algo-by correct storingboth signaturesig,, andsig,. have been

rithm was activated on inpulpay, d, p,v) at portPS_in,,?

stored and the condition in Step 10.17 can easily shown to

at some time; < t,. In the second case, Step 2.9 ensures be true, i.e., the output of Step 10.20 will never occur. §Thi

ry, + DPS[i].status = pay for somet] < t,, hence this en-

try was created in Step 1.14. Again the algorithm was acti-

vated on inputgpay, d, p,v) at portPS_in,? at some time
t < tll < to.

AssumePS _out,!(received, d, p,u) € ry, andv € H.
This output may only occur in Step 6.28. Lgt:= ry,
DPS[desc = d A price = p A client = u].ind. Step 6.23
and 6.24 together withnique payment entriesndno modi-
ficationimply r,, : DPS[j].sig. # |. The only step where
v assigns a value different from to attribute sig. is in
Step 6.10. Leth™ = r, : DPS[j].sig. and leti

re, : D[hnd, = 15™].ind. Letl = ry, : D[i].arg[2],
y; = 1, : D[l].arg[j], andz; = 1y, : Dly;].arg[1] for
j=1,...,5. Then Steps 6.4-6.9, the definition of the com-

mandsverify, list_proj, andretrieve imply r;, : D[i].type =
sig, 1+, : Dli].arg[1] = pks,, x1 payment, o = d,
x3 = p, andzs; = v. Hence the entnyD[:] fulfills the re-
guirements of theorrect signing thus there exists; < ¢
such thaPS_in,, ?(pay, d,p,v) € ry,.

AssumePS_out, !(transfer, d, p, u,v) € tr;, andac €

last step can be made more formal but requires re-stating the
whole formalism of the invariant and seems to complicate
understanding here.) m

Proposition A.3 For the payment system from Section 3.3
and the no framing propertyReg™-"m, we have
SySPS,id ':perf Reqno_frame.

Proof. Let z € {received,transfer}, d € ¥*, p € N,
u € Hellent oy ¢ /\/lme“h*"‘t to € N, andr be a
trace arising in runs ofSys® 'd Again we prove only
the client part of the statement, i.e., we prove the state-
mentPS_outy,!(dispute, d, p, u,v) € ry, = Jt1 < to :
PS_in,?(pay, d,p,v) € 1y, .
AssumePS_outy,?(dispute, z, true, d, p, u, v) € 1y, for
x = received (x = transfer). This output occurs only in
Step 10.26 (in Step 10.34). Wit as in Algorithm 10,
leti := ry, : Dhndw, = 15"].ind. Now Step 10.23
and 10.25 (Step 10.31 and 10.33) ensure gt.type =
sig, D[i].arg[l] = pks,, = Dli].arg[l] = pks,, and

H. This output may only occur in Step 8.23. This case can z; = payment. This implies thatD[i] meets the prerequi-
be proven exactly as the previous one with the correspond-sijtescorrect signing hence there exists < ¢, such that

ing Steps of Algorithm 8. [

PS_in,?(pay, d,p,v) € ry,. n



Algorithm 6 Merchant: Evaluation of Inputs from the Cryp-

tographic Library inM?>

Input: (v, u,i, ") atout,? with v € M¢lent | {ac}.
1 Z?“d « list_proj(I"™, j) for j = 1,2.
2: [y « retrieve(I"").
3: if [; = payment A v # acthen

4: mbhrd « msg_of sig(I5n).

5 b verify(Id, pksi'S, mhnd)

6: x;‘-"d « list_proj(mhd j) forj =1,...,5.

T retrieve(:c?“d) forj=1,..., 5.

8 = DES[desc = 9 A price = x3 A client = x4 N\
sig. = |].ind.

9: ifxy =paymentAxy =vAx5 =uAb=trueAi #
| then

10: DPS[i].sig, := 15,

11: invoice™? « store(invoice).

12: mhnd — list(invoice™, zhnd ghnd ghnd phady

13: s*{“d — S|gn(sk;sh"d mhnd).

14: auth_request™? «— store(auth_request).

15: mhnd — list(auth_request™®, hnd ghnd),

16: send_i(ac, m""?)

17:  endif

18: else ifxq; = auth_response A v = ac then

190 mA4" «— msg_of sig(Ih"d).

20. b+ verify(lg"d,pkszns, mhnd)

21 x?"d «— list_proj(m h"d,]) forj=1,...,5.
22z retrieve(:c?"d) forj=1,..., 5.

23 g = Dgs[desc = X9 A price = x3 A client = x4 A

sig. # |].ind.
24:  if x5 =uANb=true Ai # | then

25: DFP3i].sig,. = 15,

26: confirm™ — store(confirm).

27: mhnd — list(confirm™™d hndy,

28: Output(received, z2, x3, x4) atPS_out,,!.
29: send_i(z4, m"d).

30:  endif

31: end if

Algorithm 7 Merchant: Evaluation of User Inputs for Dis-

putes inMPS

Input: (dispute, d,p,v) at PS_in,,? with d € ¥*,p € N,

andv € Mclient,
1: if i ;= DPS[desc = d A price = pAclient = v A sig. #

| A sig,e # |]-ind # | then

2. dispute™ «— store(dispute).

3 "9 — list(dispute™, DPS[i].sig., DPSi].sig,.).

4. s sign(skst™d, [hnd),

5. mMd  list(s"nd).

6:  send_i(ttp, m"d).

7: end if

Algorithm 8 Acquirer: Evaluation of Inputs from the Cryp-
tographic Library inM?>

Input:
: lh"d « list_proj(I"™, 5) for j = 1,2, 3.
: Zl « retrieve(I").

. if I3 # auth_request then

=
R o

=R
w N

14:

15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:

0002‘.0.’5’.":'?@!\"*

(’U ac, i, lhnd) atoutac‘? withv € Mmerchant.

Abort
end if
m" — msg_of sig(If") for j = 2, 3.
;?"d — list_proj(m h“d,j) forj=1,...,5.
: x; « retrieve(ah™) for j = 1,. 5.
: y;?"d « list_proj(mh", 5) forj =1,...,5.
Y R retrieve(y?"d) forj=1,. ,5.
by — verify(lgnd,pksggfiu, mg“d).
: by — verify(lgnd,pksggi, mhnd).

. if £y = payment A y; = invoice A by = b3 = true A

x5 =vAVYj=2,...,5: x; =y; then
7= DaPCS[desc = X9 A price = x3 A client = x4 A
merch = xs).
if i # | A DF3[i].status = allow then
DF3[i].sig. = 15,
DPSH Sigm = lhnd
DFS[i].status := processed.

auth_response™ « store(auth_response).

mind I|st(autt11 zesponseh"“I ahnd ghnd phnd phnd),
st sign(sksind mfnd).

mhnd < list(auth_response

Output(transfer, o, x3, x4, x5) atPS_out,.!.
send_i(v, m""d).
else ifi = | then

hnd7 Shnd).

DFS = (cur_indac++, w2, T3, T4, T35, 1109, 1509,
auth_request).
end if
end if

Algorithm 9 Acquirer: Evaluation of User Inputs for Dis-
putes inMF>

Input:

1:

(dispute, d, p, u,v) atPS_in,c? with d € ¥*, p € N,
= Mclient' andv c Mmerch.
if i := DFS[desc = d A price = p A client =
u A merch =v A sig. # | A sig,, # 1].ind # | then
dispute™ «— store(dispute).
1hnd — list(dispute™, DPS[i].sig., DES[i].sig,,).
s sign(skshnd, [hnd),
mhnd — list(sMd).
send.i(ttp, m""?).
end if




Algorithm 10 TTP: Evaluation of Inputs from the Crypto-
graphic Library inMf3

Input: (v, ttp,i, ") atouty,? for v € M\ {ttp}.
o shnd o Jist_proj(1Md, 1).
1" — msg_of sig(s™)

hnd hnd  7xhnd
ttp,v? l )

184 — list_proj(1*"™, j) for j = 1,2, 3.
Iy « retrieve(li"d).
if Iy # dispute V by # true then
Abort
end if
m?"d — msg_of_sig(l?"d) forj =2,3.
: :c;?"d « list_proj(mind, j) forj = 1,...,5.
D aj — retrieve(z™) for j = 1,...,5.
: y;?"d « list_proj(mhnd, j) forj =1,...,5.
T R retrieve(y?"d) forj=1,...,5.
L if v € Ment then
by « verify (15

b1 « verify(s", pks

©eNOR R W DR

e S Y
ah W N P O

hnd hnd).

ttp,xs9

b3 — VerifY( 7pks?tr;faca mgnd).

if 1 = invoice A y; = auth_response A x4 = v A

by =bs =true AVj=2,...,5: z; = y; then

18: Output  (dispute, paid, true, zo, x5, x4, 25)  at
PS_outyp!.

19: else

20: Output  (dispute, paid, false, zo, 23, 24,25) at
PS_outy,!.

21:  endif

22: else ify € Mmerehant then

23 by verify(lg"d,pks?t';fm,mg"d).

24: by — verify( ,pks?t';fac, mind).

25: if £y = payment A y; = auth_response A x5 = v A

by =bs =true AVj=2,...,5: z; = y; then

,pks

=
[

hnd
l3

N
N

hnd
l3

26: Output (dispute, received, true, 2, €3, x4, x5) at
PS_outyp!.

27:  else

28: Output (dispute, received, false, z2, x3, 4, x5) at
PS_outy,!.

29:  endif

30: else ifv = ac then

31 by — verify(lg"d,pks?t';fu,mg"d).
32: by verify(lgnd,pks?tr;f%,mg"d).

33: if x1 = payment A y; = invoice A by = bg = true A
Vi=2,...,5: 2; =y, then

34: Output (dispute, transfer, true, xo, 3, x4, x5) at
PS_outyp!.

35.  else

36: Output (dispute, transfer, false, o, x3, 4, 25) at
PS_outy,!.

37 endif

38: end if




