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Abstract Tool-supported proofs of security protocols typicallyyreh abstrac-
tions from real cryptography by term algebras, so-callettideYao models. How-
ever, until recently it was not known whether a Dolev-Yao mlochn be imple-
mented with real cryptography in a provably secure way uadgve attacks. For
public-key encryption and signatures, this was recentbwnsh) if one accepts a
few additions to a typical Dolev-Yao model such as an opendtiat returns the
length of a term.

Here we extend this Dolev-Yao-style model, its realizatiand the security
proof to include a first symmetric primitive, message autication. This adds a
major complication: we must deal with the exchange of séags$. For symmetric
authentication, we can allow this at any time, before orrdfte keys are first used
for authentication, while working only with standard crggtaphic assumptions.
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1 Introduction

Proofs of security protocols typically employ simple abstions of cryptographic
operations, so that large parts of the proofs become indkgmeiof cryptographic
details such as polynomial-time restrictions, probatidlisehavior and error prob-
abilities. This is particularly true for tool-supportedpfs, e.g., [29, 25,19, 35, 36,
1,23,30].

The typical abstraction style is the Dolev-Yao model, otdreéimodels”. Cryp-
tographic operations, e.dk, for encryption and for decryption, are treated as
operators in a term algebra where only certain cancellatites hold. (In other
words, one considers the initial model of an equationalifipation.) For instance,
encrypting a message twice does not yield another message from the basic mes-
sage space but the tefledE(m)). A typical cancellation rule i®(E(m)) = m for



2 Michael Backes, Birgit Pfitzmann, Michael Waidner

all m. This was introduced for unary operations in [11], with fiestensions to
more general terms and equations in [12,26,13].

However, there was traditionally no cryptographic juséifion, i.e., no theo-
rem that said what a proof with a Dolev-Yao abstraction iegblior the real im-
plementation, even if provably secure cryptographic pires are used. In fact,
one can construct at least artificial protocols that arerseicucertain Dolev-Yao
models, but become insecure if implemented with provabtysecryptographic
primitives [31]. Closing this gap has motivated a consideramount of research
over the past few years. The first security proof for a Doleo-$tyle model under
active attacks was presented in [6]. This proven model aositaublic-key encryp-
tion and signatures as the main cryptographic operatioggtiher with nonces,
payload messages, and a list operation. Probabilistic gemeration is abstracted
by a counting mechanism, one of the usual abstractions @n plev-Yao mod-
els in particular for nonces, probably first in [25]. The maimusual feature is
an operation that returns the length of a term, correspagrithe length in bits
of the corresponding real message; this was necessarydgeenaryption cannot
hide the message length completely. The implementatiohargétrary encryption
and signature schemes secure under the standard cryptagdafinitions for ac-
tive attacks (adaptive chosen ciphertext and adaptiveethoessage, respectively,
but not adaptive corruptions); those obtain a few non-aggphic additions like
type tags and additional random message fields. The setwlidg in the sense
of reactive simulatability. Essentially this means thagtaimg an adversary can
achieve in a real system can also be achieved by an advegainsathe corre-
sponding ideal system, here the Dolev-Yao-style model. tfing model in this
simulatability, corresponding to the trust model for therptives, is adaptive ac-
tive attacks but non-adaptive corruptions. This is alsoptevelant trust model
in Dolev-Yao models. Reactive simulatability guarantesitieary composability,
and typical security properties are preserved from idestesys to real systems.
Composability and property preservation together meatpitegoerties of crypto-
graphic protocols can be proved symbolically over the Dofawe-style model and
automatically carry over to the real cryptographic impletadgion.

However, a limitation in [6] is that only asymmetric cryptaghic primitives
are considered. For asymmetric primitives it is reasontdbléefine the Dolev-
Yao terms such that secret keys are only used for decryptidrsigning, but not
included in terms in other ways. This restriction does natlwe many typical
protocols, and has been used in Dolev-Yao models before -e snadels even
assume completely predistributed public keys. For symmgtimitives, however,
such a restriction would be unreasonable: A secret key in@pol almost always
has to be shared by at least two parties, and key-exchangmcpl® are among
those most commonly analyzed with Dolev-Yao models.

The main contribution of this paper is to add the first symmogirimitive to
the framework of [6]: message authentication. In other tieohgies, this is called
keyed hashing or MACs (message authentication codes).hy Dalev-Yao mod-
els symmetric authentication is not really distinguishemirf encryption, or only
the instantiations using hash functions are considerednberyptography sym-



Sym. Authentication in a Simulatable Dolev-Yao-style Gographic Library 3

metric authentication is an important primitive with defiimins and constructions
of its own.

The inclusion of a symmetric primitive and the sending ofree&eys adds
a major complication compared with the proof in [6] becauseymay be sent
at any time before or after it is first used to authenticate asage. In particular,
this implies that a real adversary can send a message (big)stwhich cannot
immediately be represented by a known Dolev-Yao term, beethe key needed
to test the validity of an authenticator is not yet known, imaty be sent later by
the adversary. When only public keys are exchanged, thdgrotan be avoided
by tagging all real messages with the public keys used in tlsenthat messages
can immediately be classified into correct terms or a spag#iibage type [6].

Defining a reactively secure Dolev-Yao-style abstractibsyonmetric authen-
tication as an addition to the model from [6], instead of anatvn, has the ad-
vantage that we can then consider terms that use both pkdyliend secret-key
operations, e.g., a public-key-encrypted key for symroatuthentication. Further,
we thus obtain that all inequalities and non-derivabil@gults that the Dolev-Yao
model postulates between such mixed terms carry over toliaatan and can
therefore be used in symblic protocol proofs. However, thisies at a price: We
must define and prove the new operations within the existiagnéwork. This
framework has relatively clear extension points for suctlitaahs, but neverthe-
less the overall complexity increases somewhat with evew system.

Related Work. Abadi and Rogaway started to bridge the abstraction gap for
Dolev-Yao models [3]. However, they only handled passiveeashries and sym-
metric encryption. The protocol language and security erigs were extended
in [2,21], but still only for passive adversaries. This exi#s most of the typ-
ical ways of attacking protocols, e.g., man-in-the-midatiacks and attacks by
reusing a message part in a different place or concurremdgubrun. A justifi-
cation for arbitrary active attacks and within the contexabitrary surrounding
interactive protocols was first given in [6]. Based on thec#fjieDolev-Yao model
proved there, the well-known Needham-Schroeder-Loweopmdtwas symboli-
cally proved in [4]. This shows that in spite of adding caertaperators and rules
compared with simpler Dolev-Yao models, such a proof is ipese the style al-
ready used in automated tools, only now with a sound crypigic basis. Subse-
qguently, several papers presented cryptographic undénga of Dolev-Yao mod-
els under active attacks for specific primitives, e.qg., f@2lsymmetric encryption
and [18, 28] for public-key encryption.

The security notion of reactive simulatability, a notionsaecure implementa-
tion that allows arbitrary composition, was first definedeyaitly in [32], based on
simulatability definitions for (one-step) function evaioa [15,16,7,27,9]. It was
extended in [33,10] and has since been used in many waysdeingrindividual
cryptographic systems and general theorems.

Overview of this Paper. In Section 2, we give an informal overview of the Dolev-
Yao-style model of symmetric authentication and show hoyom@oncepts, both
new ones from this paper and underlying ones from [6], ratatgher Dolev-Yao
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ska aut aut /ITt\ list
pka list pka list pka .. pka .. ska.. .. aut ...

Fig. 1 Term structures with symmetric authentication.

models. Note that while all term algebras are similar, o#tspects like interaction,
protocol definition, and adversary capabilities are tréatesyntactically very di-
verse ways in the literature. After briefly introducing gead@otation in Section 3,
we rigorously define our Dolev-Yao-style abstraction intiec4. The realization
of this specific abstraction is defined in Section 5. Sectide$cribes the security
notion of reactive simulatability in more detail than théraduction. Sections 7
and 8 contain the proof. Readers most interested in the pecbhique can read
the start of these sections before the ideal and real sysimmever, as the overall
technique is the same as in [6], we abbreviate the genertalwhere possible.

2 Overview of the Dolev-Yao-Style Model of Symmetric Authetication

For modeling and proving cryptographic protocols, it isfigignt to know the
ideal, Dolev-Yao-style model of symmetric authenticatidhe subsequent sec-
tions only justify that — and how — the ideal version can bghfaily implemented
by real cryptographic primitives fulfilling normal cryptogphic definitions. In this
section, we give an overview of the Dolev-Yao-style modesyrhmetric authen-
tication that we will later prove to be securely implemegaland describe the
reasons for some major design decisions. This section al¢igates some under-
lying concepts from [6] in the hope that at least readers wiamkother Dolev-Yao
models can later easily map our representation into theirite one and concen-
trate on the main issues.

2.1 Terms and Operations

A summary of the types of terms arising by adding symmetribexntication to our
Dolev-Yao-style model is shown in Figure 1. At first glanceeanight expect just
leaves for secret authentication keys, denoted by thedymeand authenticators
of typeaut with a message (here representetisagand a secret key as arguments.
A major deviation from this expectation is the typlea, which denotes public tags
for authentication keys. This models that the adversanhihtig able to determine
the key that was used to authenticate a message. A secrétikeyhas such a
public tag as an argument, and an authenticator has thecgaglof the respective
secret key as an argument instead of that secret key. Thiaiegghe first and
second term template in Figure 1. The next deviation fromtwha might expect
is that there are authenticators with any numper N, of keys (i.e., their public
tags) as arguments instead of one. Such terms can be probydkd adversary
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either by sending an authenticator first, so that the key tsyabknown ( =
0) or by finding keys such that authenticators are valid witspeet to several
keys. This is not excluded by typical cryptographic segutifinitions and indeed
does no harm in typical uses of authentication. Finally, onight expect a test
operator, but Dolev-Yao models exist with and without destors, i.e., operations
like decryption and signature testing may be explicit eletaén terms (as in the
introduction) or implicit. The version in [6] belongs to teecond class. Thus an
application of a test to a term is always immediately evadal he last two term
templates in Figure 1 show that secret keys and authenticatay be included in
lists and thus in many larger terms.

The honest participants operate on these terms in the edeelys: They can
generate keys, authenticate messages (yielding nornmas t&ith one key argu-
ment), test authenticators, and we allow them to extracsages from authentica-
tors (i.e., the second and third term in Figure 1 allow re&i®f the list). This last
operation implies that real authenticators must contamtlessage. The simulator
in the proof needs this to translate authenticators fromathersary into abstract
ones. Thus we also offer message retrieval to honest uséhasthey need not
send the message both explicitly and implicitly.

The adversary has a few additional possibilities: As alygadntioned, he may
construct authenticator terms wigh# 1 public key tags, also by adding key tags
to authenticators originally constructed by an honest, #s®t he can extract key
tags from authenticators.

2.2 Abstraction from Probabilism and Participant Knowledg

Like all Dolev-Yao-style models when actually used for picil modeling, e.g.,
using a special-purpose calculus or embedded in CSP orqitaa, the model
in [6] has state. An important use of state is to model whictligipants already
know which terms. Another use of state is to remember diffeversions of terms
of the same structure for probabilistic operations suchoame® or key generation.
We allow probabilistic authentication; hence also the antication operation gen-
erates a new version of an authenticator term at each cd8],las in some prior
models — probably first in [25] — the probabilism is abstrddt®m by counting,
i.e., by assigning successive natural numbers to terms diebally over all types.

A specific aspect in [6] is that participants operate on telosnséocal names,
not by handling the terms directly. This is necessary to gfimeabstract Dolev-
Yao-style model and its realization the same interface hat ¢ither one or the
other can be plugged into a protocol. An identical interfacalso an important
precondition for reactive simulatability, i.e., the sagunotion. One can see pro-
tocol descriptions over this interface as a low-level syhayepresentation as they
exist in several other frameworks, and it should be possidempile higher-level
descriptions into it following the ideas first developed24]. The local names are
called handles, and chosen as successive natural numbeisfdicity.

The handles also implicitly define the knowledge sets of othedels: The
knowledge set of a participant, including the adversaryhés set of terms for
which this participant has handles.
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3 Notation

We write “:=" for deterministic and " for probabilistic assignment, and-=z”"

for uniform random choice from a set. By:= y++ for integer variables:, y we
meany := y + 1;2 := y. The length of a message is denoted a$m|, and |

is an error element available as an addition to the domaitsanges of all func-
tions and algorithms. The list operation is denoted as (z1,...,z;), and the
arguments are unambiguously retrievablégdswith I[i] = | if i > j. A database

D is a set of functions, called entries, each over a finite doroalled attributes.
For an entryx € D, the value at an attributet is writtenz.att. For a predicate
pred involving attributes,D[pred] means the subset of entries whose attributes
fulfill pred. If D[pred] contains only one element, we use the same notation for
this element. Adding an enttyto D is abbreviated) : < x.

4 The Dolev-Yao-Style Model

We now present our abstraction from symmetric authentindti detail. Before
we can rigorously define the new terms and the operationsrorstend the over-
all state, e.g., on the handles representing knowledgewethave to introduce
notation from the overall model from [6] to which we add thésens and opera-
tions.

4.1 Trusted-Host Machines and Overall Parameters

The underlying system model is an 10-automata model. Hemeevterall Dolev-
Yao-style model, with its state, is represented as a maching called trusted
host. Actually there is one possible trusted hbsty, for every subset{ of a set
{1,...,n} of users, denoting the possible honest users. It has énp@rtor inputs
from and a porbut,! for outputs to each user € H and foru = a, denoting the
adversary.

The trusted host keeps track of the length of messagesl|(tieatthis is needed
because the length leaks to the adversary) using a fupfeabstract length func-
tions. We add functionska_len* (k) andaut_len*(k, 1) to L for the length of au-
thentication keys and authenticators, depending on aisgparametek and the
lengthl of the message. They follow the same conventions as the fathetions
in [6], in particular they range oveé¥, are polynomially bounded, and efficiently
computable. Another two functions fromthat we need below areax.in(k) and
max_in, (k). They can be arbitrary polynomials and denote the maximummbxau
of inputs at each user port and at the adversary port, regpkyct

4.2 States: Term Database

The overall representation of a state of the Dolev-Yaocestygbdel, i.e., of the
machineTHy, is a databasé® of the existing terms with their type (top-level
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P,— P, aut ind type arg hnd, ... hnd, len
1 pka () N N 0
list pka 2 ska (1) 1 1 128
3 data m 2 N2 1000
data 4 list  (3) 3 N 1032
| 5 aut  (4,1) 4 2 1200
m

Fig. 2 Example of the database representation of terms.

operator), argument list, handles, and lengths as datataimites. In addition,
it contains a global index that allows us (not the participato refer to terms
unambiguously. The non-atomic arguments of a term are diyethe indices of
the respective subterm.

An example is shown in Figure 2. The left side indicates thenraation that
has happened so far, the sending of an authenticated Iisiowé element, a pay-
load message:. The database first contains the key pair, where the segrés ke
supposed to be known to both participants, while honestdizaihts never have
special handles to the public key tags. Then it contains #8yéopd data, the list,
and the authenticated message. We assume that this messageived safely so
that P,, has a handle to it, but has not yet been parsed by the recigitet that,
the list andm get handleg§ and4 for P,,, respectively.

In detail, the database attributesiofire defined as follows; the only difference
to [6] due to adding symmetric authentication is an augntktyjee set.

— ind € ZN'DS, called index, consecutively numbers all entriesinThe set
INDS is isomorphic toN; we use it to distinguish index arguments from
others. We use the index as a primary key attribute of thebdatg i.e., we
write D[i] for the selectiorD[ind = i].

— type € typeset defines the type of the entry. We add typks, pka, andaut
to typeset from [6], denoting secret authentication keys, “empty” liuikeys
that are needed as key identifier for the correspondingleeys, and authen-
ticators. The typeka is added to the subsetcrettypes C typeset, which
consists of those types that must not be put into lists (folsnmaly consisting
of the secret keys of asymmetric schemes).

— x.arg = (a1, aq, ..., a;)is a possibly empty list of arguments. Many valugs
are indices of other entries il and thus i V'DS. We sometimes distinguish
them by a superscripifid”.

— x.hnd, € HNDS U {|} for u € H U {a} are handles by which a user or
adversaryu knows this entry. The valu¢ means that: does not know this
entry. The seHNDS is yet another set isomorphic 1. We always use a
superscript hind” for handles.

— x.len € Ny denotes the “length” of the entry, computed using the flumdi
from L.

Initially, D is empty. As additional state part§H;; has a countegize €
INDS for the current size oD, and countergurhnd, (current handle) for
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‘H U {a}, denoting the most recent handle number assigned.fdhey are all
initialized with 0.

The algorithmi"™ < ind2hnd,, (i) (with side effect) denotes thatH,, deter-
mines a handl& for useru to an entryD([i]: If i"4 := D[i].hnd, # |, itreturns
that, else it sets and returit§? := D[i].hnd,, := curhnd,++. On non-handles, it
is the identity functionind2hnd;, appliesind2hnd,, to each element of a list.

For each input pofi?, THy, maintains a countetteps,» € Ny initialized with
0 for the number of inputs at that port, each with a bodndnd,-. If that bound
is reached, no further inputs are accepted at that port. i§hdene by a length
function becoming); these length functions can generally be used to ensure that
only polynomial-size inputs are considered at certaingdrhey are not written
out explicitly, but can be derived easily from the domain extations given for
the individual inputs. We haveund,» = max_in(k) for all ports except foin,?,
where it ismax_in, (k).

4.3 New Inputs and their Evaluation

According to the underlying IO-automata model, operatmmesrepresented by in-
put commands from users or the adversary ihtb,. Thus the use of this Dolev-
Yao-style model is very much like the use of a real cryptograpbrary by an ap-
plication or protocol implementation, referring to crygtaphic objects by object
handles. The normal cryptographic operations are callsitltmmmands. They
are accepted at input poiits, 7; they correspond to cryptographic operations and
have only local effects, i.e., only an outpubat,,? occurs and only handles far
are involved. The additional term-handling capabilitiéthe adversary are called
local adversary commands. They are only acceptéd, at The last group, called
send commands, output values to other users. The normaliressehannels actu-
ally lead to the adversary, i.e., the adversary insteadeirttended recipient gets
a handle on a sent message, and the adversary can send wualer'aidentity.

In the following, the notatio — op(¢) means thal Hy, is scheduled with an
inputop(:) at some porin,, ? (Where we always useas the index of that port) and
returns; at out,!. The definitions in [6] only allow lists to be authenticatatia
transferred, because the list-operation is a convenianggb concentrate all veri-
fications that no secret keys of the public-key systems arsnfmumessages. Han-
dle arguments are tacitly required to beHiV'DS and existing, i.e.< curhnd,,,
at the time of execution.

4.3.1 Basic Commands: Normal Cryptographic Operatiodss introduced in
Section 2.1 there are four local cryptographic operationall participants.

Definition 1 (Basic commands for symmetric authentication) The trustest
TH extended by symmetric authentication accepts the follpadiditional com-
mands at every porta,, 7.
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— Key generationska™? « gen_auth_key(). Setska"™ := curhnd,++ and

D < (ind := size++, type := pka, arg := (), len := 0);
D :< (ind := size++, type = ska, arg := (ind — 1), hnd,, := ska™9,

len := ska_len*(k)).

— Authenticator generatiomut™? « auth(ska"™, M),
Let ska := D[hnd, = ska"™ A type = ska].ind andl := D[hnd, =
IPnd A type = list].ind. Return| if either of these is|, or if length =
aut_len*(k, D[l].len) > max_len(k). Otherwise, setut"™ := curhnd,++,
pka := ska + 1 and

D :<= (ind := size++, type = aut, arg := (I, pka), hnd., = aut™®,
len := length).

— Authenticator verificationv «— auth_test(aut"™, skahnd, [hnd).
If aut := D[hnd,, = aut™™ A type = aut].ind = | or ska := D[hnd, =
ska™d A type = ska].ind = |, return|. Otherwise, letl, pkas, ..., pka;) :=
Dlaut].arg. If ska — 1 & {pkay,...,pka;} or D[l].hnd,, # "9, thenv :=
false, elsev := true.

— Message retrievalt™d « msg_of aut(aut"™).
Let! := D[hnd, = aut™ A type = aut].arg[1] and returnhd
ind2hnd,, (1).

The tests in authenticator generation are input type chacllsa test that the
resulting message will not exceed the given polynomial bo(ifhe latter is just a
provability issue; the bound should be so large as to be meaehed in practice.)

In verification, the testka—1 ¢ {pkas, ..., pka;} isthe lookup that the secret
key is one of those for which this authenticator is valid, itleat the cryptographic
test would be successful in the real system.

4.3.2 Local Adversary Commands/Ne already discussed in Section 2.1 that we
allow the adversary to send terms with authenticators fackvlt has not sent a
suitable key yet. We call such authenticators (temporamihknown. Such an au-
thenticator can become valid if a suitable secret key isivedea command for
fixing authenticators takes care of this. In addition, wevalihe adversary to trans-
form an authenticator, i.e., create a new authenticatoa fmessage if he already
knows another authenticator for the same message. Thibitiapia not excluded

by typical security definitions. Finally, we allow the adsary to retrieve all infor-
mation that we do not explicitly require to be hidden, e gpetand arguments of
a term with a given handle.

Definition 2 (Local adversary commands for symmetric authenticatiohg T
trusted hosfTH4, extended by symmetric authentication accepts the folpaih
ditional commands at the poiri, 7.
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— Authentication transformatiortrans_aut"™? « adv_transform_aut(aut"™).
Return| if aut := D[hnd, = aut™d A type = aut].ind = |. Otherwise let
(I,pkas, ..., pka;) := Dlaut].arg, settrans_aut™ := curhnd,++ and

D <= (ind := size++, type := aut, arg := (I, pkay),

hnd, := trans_aut™, len := D[aut].len).

— Unknown authenticatoraut"™ «— adv_unknown_aut(/"9),
Return| if [ := D[hnd, = 1™ A type = listl.ind = | or length =
aut_len*(k, D[l].len) > max_len(k). Otherwise, setut™! := curhnd,++
and

D :< (ind := size++, type = aut, arg := (1), hnd, = aut™,
len := length).

— Fixing authenticatory « adv_fix_aut_validity(ska"™, quth").
Return | if aut := Dlhnd, = aut™ A type = autl.ind = | or if
ska := D[hnd,, = ska™ A type = ska|.ind = |. Let(l, pkay, ..., pka;) :=
Dlaut].arg and pka := ska — 1. If pka & {pkas,...,pka;} set
Dlaut].arg := (I,pkaa, . .., pka;, pka) and output := true. Otherwise, out-
putwv := false.

— Parameter retrieval{type, arg) < adv_parse(md).
This existing command always seét@e := D[hnd, = m"].type, and for
most typesirg := ind2hnd:(D[hnd, = m"™].arg). This applies to the new
typespka, ska, andaut.

The fact thatadv_parse applied to an authenticator outputs a handle to the
public key models that the adversary might be able to seehndnithenticators
were made with the same key. By itself, such a public key ismimegess, but the
adversary can compare the public keys from different auitegors.

4.3.3 Send Commands, Unchangethe send commands are unchanged by
adding symmetric authentication. However, they are ne@uétke proof because
simulation only happens when terms are sent or receivectdd@nan example we
present sending over an insecure channels (denoted by metarg. This is the
most commonly used type, but there are also secure chamuke&ushentic chan-
nels. Essentially, sending increases knowledge sets arsdagsigns and outputs
handles. Intuitively, in the first command an honest usertsvemsend list to user

v. In the second command, the adversary wants to senddist, pretending to be

U.

— send_i(v, (M), forv € {1,...,n}. Leti™ := D[hnd, = 1" A type =
list].ind. If 1" #£ |, then outpufu, v, ind2hnd, (I"?)) atout,!.

— adv_send_i(u,v,I"™4), foru € {1,...,n} andv € H at portin,?. Let /™ :=
D[hnd, = " A type = list].ind. If [ # |, output(u, v, ind2hnd, (I"¢)) at
out,!.
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M, M,
hnd, type word add_arg hnd, type word add_arg
ska x41g49m... 1 ska x41g49m...

1 0
2 data m 0
3 list  (m) ()
4 aut  (m, pb33qy..) ()

0
2 null  (m, pb33qy...) 0

Fig. 3 Real situation for the same example as above.

5 Real System

The realization of the Dolev-Yao-style model offers its ngsthe same interface
as the ideal model, i.e., honest users operate on cryptoigrapjects via handles.
Clearly, in the real system every user has its own machinetfiar terms proto-
col engine or automaton), containing only the cryptogrepibjects that this user
knows. Figure 3 shows the real situation correspondingeectample from Fig-
ure 2. Essentially, the machines of uggrand P,, contain the projections of the
Dolev-Yao-style database to the objects for which this hasrhandles, with terms
replaced by bitstrings. In the example bitstrings, we repnéa list with brackets,
and an authenticator (which allows message retrieval) a&r @fthe message and
a basic authenticator. As us&y, has not yet parsed the authenticator, it still has
the typenull in machineM,,, see below.

The commands like key generation and authentication eafigrdall the un-
derlying cryptographic algorithms; however, we need sodtitenal tagging and
randomization. Upon send commands, these machines exettemgeal bitstrings
over real channels. The adversary can arbitrarily manipulee messages on in-
secure channels and in his local knowledge, i.e., perforynpaiynomial-time
algorithms on the bitstrings.

We start the rigorous treatment with the underlying definisi of a crypto-
graphically secure symmetric authentication system.

5.1 Cryptographic Definition of Symmetric Authentication

The following is a standard definition of authentication es@xcept that we re-
quire that all algorithms have fixed effects on the parameteyths. This can easily
be achieved by padding, given any other authentication.code

Definition 3 (Memoryless symmetric authentication) A memoryless sjficme
authentication scheme is a tuplé = (gena,auth, atest, ska_len, aut_len) of
polynomial-time algorithms. For key generation with a s@giparameterk € N,
we write sk« gena(1¥). By aut « authg,(m) we denote the (probabilistic)
authentication of a message € {0,1}*. Verificationb := atesty(aut,m) is
deterministic and returnsrue (then we say that the authenticator is valid) or
false.

With these parameter notation, the lengtisbfmust always beka_len(k) > 0.
Correctly generated authenticators for keys of the corfength must always be
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valid. The length ofiut must beaut_len(k, |m|) > 0, and this is also the length
of everyaut’ with atest, (aut’, m) = true for a valuesk € {0, 1}sk-en(k) The
functionsska_len andaut_len must be bounded by multivariate polynomials.

As the security definition we use security against existéritirgery under
adaptive chosen-message attacks similar to [17]. We omyous notation for in-
teracting machines, and we allow that also the test fundsiadaptively attacked.

Definition 4 (Authentication Security) Given an authentication scheameau-
thentication machinéut has one input and one output port, a variae ini-
tialized assk < gena(1¥), and the following transition rules:

— On input(auth, m), return aut < authg;(m).
— On input(test, aut’, m’), returnv := atestg (aut’, m’).

The authentication scheme is callexistentially unforgeable under adaptive
chosen-message attaifkfor every probabilistic polynomial-time machink,
that interacts withAut, the probability is negligible (ink) that Aut outputs

v = true On any input(test, aut’, m’) wherem’ was not authenticated until that
time, i.e., not among the inputs called

The definition does not exclude that the adversary constaradther authen-
ticator aut’ # aut for a messagen that was authenticated. This is why we in-
troduced the commaratlv_transform_aut in Section 4.3.2. A well-known exam-
ple of an authentication scheme that is provably secure ruthite definition is
HMAC [8].

5.2 Machines and Parameters

The intended structure of the realization consista shachines{M, ..., M,},
one for each participant. Eadii,, has portsin,? andout,!, so that the same
honest-user machines (representing applications or gutsfpocan connect to the
ideal and the real system. Eaél, has connections to ead#l, as in [6], in
particular an insecure connection calleet,, , ; for normal use. They are called
network connections and the corresponding ports networts pAny subset{
of {1,...,n} can denote the indices of correct machines. The resultingahc
structure consists of the correct machines with modifiechobbs according to a
channel model. In particular, each insecure channel is splihat both machines
actually interact with the adversary.

Similarly to the length functionska_len andaut_len from the cryptographic
definition, there are underlying functiohist_len andnonce_len defining the length
of lists (based on the element lengths) and nonces. Thesgdnsare groupedin a
tuple L’ and can be arbitrary polynomials. For given functitisislen, nonce_len,
ska_len, andaut_len, the corresponding ideal length functions are computed as
follows.

— ska_len* (k) := list_len(|ska|, ska_len(k), nonce_len(k)); this must be bounded
by max_len(k);
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— aut_len’(k, 1) := aut_len(k, list_len(nonce_len(k),1));
— aut_len*(k, 1) := list_len(|aut|, nonce_len(k), nonce_len(k), [, aut_len’ (k,1)).

This is mainly needed to relate this real system to an idestegy with suitable
parameters, but we use one of these definitions already iminigthe real system.

5.3 States of a Machine

Each machind/,, contains the cryptographic objects the user already knodsiu
this user’s handles. We again represent this as a databasstrticture is simple
here because there are only the handles, the corresporitititns, and for our
convenience the message types (which could be retrievedrsing the bitstring)
and a “reserve” parameter. More precisely, each such degdhahas the follow-

ing attributes:

— hnd, € HNDS consecutively numbers all entries in,. We use it as a pri-
mary key attribute, i.e., we writ®,,[i"] for the selectionD,,[hnd, = i"].

— word € {0,1}* is the real bitstring.

— type € typeset U {null} identifies the type of the entry. The valoell denotes
that the entry has not yet been parsed.

— add_arg is alist of (“additional”) arguments. For entries of our ngyges it is
always empty, i.e.().

Initially, D, is empty.M,, has a counteturhnd, € HNDS for the current size
of D,,. The subroutine

(i, Dy) — (i, type, add_arg)

determines a handle for certain given parameter3,jnif an entry with the word
i already exists, i.ei™? := D,[word = i A type ¢ {sks,ske}].hnd, # |}
it returnsi™, assigning the input valuggpe and add_arg to the corresponding
attributes ofD,,[i"™] only if D,,[i""].type wasnull. Else if |i| > max_len(k),
it returnsi™ = |. Otherwise, it sets and returi®? := curhnd,++, D, <=
(i"nd 4, type, add_arg).

Similar to Section 4.2M, maintains a countesteps,» € Ny for each in-
put portp?, initialized with 0. All corresponding bound&und,» aremax.in(k).
Length functions for inputs are tacitly defined by the dorsaifieach input.

5.4 Inputs and their Evaluation

Now we describe how/,, evaluates the individual inputs related to symmetric
authentication. Clearly, there are the same four basic camaisicorresponding to

! The restrictiontype ¢ {sks, ske} (abbreviating secret keys of signature and public-key
encryption schemes) is included for compatibility to thegimial model from [6]. Similar
statements will occur some more times, e.g., for entriegp tks andpke denoting public
signature and encryption keys. No further knowledge of dypks is needed for under-
standing the new work.
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cryptographic operations. There are no adversary locahtamis because a real
adversary is not restricted to specific, algebraic opamafibut performs arbitrary
bitstring manipulations. The send commands now corresporehl sending, and
receiving a message from a channel into a real machine mwst be considered.

5.4.1 Constructors and One-level Parsinghe stateful commands are defined
via functional constructors and parsing algorithms forheaxyptographic type.
(These stateless algorithms can be reused in the simutaddaha proof, while the
stateful parts are different in the simulator.) We startwifte constructors; they
define the exact structure of the bitstrings in the database.

Definition 5 (Constructors for symmetric authentication)

— Key constructorsk* <« make_auth_key().
Letsk < gena(1F), sr < {0, 1}"onceten(k) "and returnsk* := (ska, sk, sr).

— Authenticator constructoraut* « make_auth(sk*,1), for sk* 1 € {0,1}*.
Setr «px {0, 1}rencelen(k) sk .= sk*[2] and sr := sk*[3]. Authenticate as
aut < authg;((r,1)), and returnaut™ := (aut, sr, r,l, aut).

Now we define the destructors. Authenticator parsing doemnlude the ver-
ification test; that must be defined in the stateful part. Enet‘tagged list” means
a valid list of the real system. We assume that tagged listefficiently encoded
into {0, 1} ™. From the underlying Dolev-Yao-style model, we need to krioes
general parsing algorithm.

— General parsing{type, arg) < parse(m).
If m is not of the form (type,mi,...,m;) with type € typeset \
{pka, sks, ske, garbage} andj > 0, returns(garbage, ()). Else call the type-
specific parsing algorithnarg’ — parse_type(m). If arg = |, thenparse again
outputs(garbage, (), else(type, arg).

The destructors for the symmetric authentication typedainrthe appropriate
type-specific parsing subroutines.

Definition 6 (Destructors for symmetric authentication)

— Key parsing:arg < parse_ska(sk*).
If sk* is of the form (ska, sk,sr) with sk € {0,1}¥ten(®) and sr ¢
{0, 1}nonceten(k) return (), else].

— Authenticator parsingarg < parse_aut(aut™).
If aut* is not of the form(aut, s7, 7,1, aut) with sr,r € {0, 1}rencelen(k) ] ¢
{0,1}*, and aut e {0, 1} e (%I return |. Also return| if [ is not a
tagged list. Otherwise setrg := (I).

5.4.2 Realization of Basic Command$Ve now define how a real machine reacts
on the same basic commands as the ideal Dolev-Yao-stykersy3they are again
local. In the real system this means that they produce noutsit the network
ports. We use the functional subroutines defined above, alnbstines for the
state changes resulting from parsing, defined in [6]:
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— “parsem™d” means thaM,, calls(type, arg) « parse(D, [m"9].word), as-
signsD,, [m"™].type := type if it was still null, and may then userg.

— “parsem™ if necessary” means the same except thiat does nothing if
Dy [md].type # null.

Definition 7 (Basic commands for symmetric authentication)

— Key generationska™? « gen_auth_key().
Let sk* <« make_auth_key(), ska™d .= curhnd,++, and D, <
(ska"™d sk* . ska, ()).

— Authenticator generatiomut™ « auth(ska"™, M),
Parsel? if necessary. IfD, [ska™].type # ska or D,[I"™].type # list,
then return|. Otherwise setk* := D, [ska™].word, | := D, [I"].word,
and aut* «— make_auth(sk*,1). If |aut*| > max_len(k), return |, else set
aut™ := curhnd,++ and D,, :<= (aut"™ aut*, aut, ()).

— Authenticator verificationv «— auth_test(aut"™, skahnd, [hnd).

Parse aut"™™ yieldng arg =: (1), and parse ska™d. If
Dylaut™d].type # aut or D,[ska"™].type # ska, return |. Else let
(aut, sr, 7,1, aut) = D,[aut™].word and sk := D,[ska"™d].word[2]. If

sr # Dy[ska™d].word[3] or I # D,[I"].word, or atest (aut, (r,1)) =
false, outputv := false, elsev := true.

— Message retrievalt™d « msg_of aut(aut"™).
Parseaut"™ yielding arg =: (). If D, [aut"™].type # aut, return |, else let
(1Md D,,) = (1, list, ().

5.4.3 Send Commands and Network Input$he send commands are again not
specific to symmetric authentication, but as an example we s¥hat happens for
an insecure channel.

— send_i(v, i), forv € {1,...,n}.
Parsel"™ if necessary. IfD,,[I"™].type = list, output D, [I"9].word at port
nety o il

An input at a network port should be tagged list. If it is, itstored under a
handle, and the arrival of the message is indicated to the use

— Network input:On inputl atnet,, ,,;?, for . € {0,1}* and|l| < max_len(k).
Testifl = (list, 21, ..., ;) for somej € Ny and values;; € {0,1} 7. If yes,
let (14, D,,) :+ (I, list, ()) and outputw, =, (") atout,,!.

6 Definition of Simulatability

We give the definition of the underlying security notion cdctive simulatability. It
is intended for comparing an ideal and a real system witha@gp security. Gen-
erally, an ideal or real system may consist of several ptesstbuctures, typically
derived from an intended structure with a trust model, wheaxeh such structure
consists of a set of machines and a set of so-called servite por example, the
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Dolev-Yao-style model from Section 4 consists of strucsufer Hy }, S%), one
for eachH, whereSy; := {in, ?,out,! | v € H}. A structure is complemented to
a configurationby honest users summarized as a single maddinad an adver-
saryA. H connects only to the service ports of the structure And the rest, and
they may interact. The set of configurations of a systemis calledConf(Sys).
A configuration is a runnable scenario, i.e., for each valub® security param-
eterk one gets a well-defined probability spacerohs Theview of a machine
in a run is the restriction to all in- and outputs this mactsees and its internal
states. Formally, the viewiew ..,,s (M) of a machineM in a configurationconf
is afamily of random variablesvith one element for each valueof the security
parameter.

The security definition for comparing an ideal syst&gs;, and a real system
Sys, . is that for every structur@f;, S) € Sys,..;, every polynomial-time honest
userH, and every polynomial-time adversady, there exists a polynomial-time
adversaryA, on an ideal structuréMs, S) € Sys;y with the same service ports
such that the view of is computationally indistinguishable in the two config-
urations, i.e., such that the honest usdrsannot notice the difference. This is
illustrated in Figure 4. Indistinguishability is a well-&wn cryptographic notion
from [37].

H H ;
g s S s s
M, | | M, TH
\ A1 A2

Fig. 4 Overview of the simulatability definition. A real system isosvn on the left-hand
side, and an ideal system on the right-hand side. The vidwrofist be indistinguishable.

Definition 8 (Computational Indistinguishability) Two familieary)reny and
(var},)ken Of random variables on common domaifs are computationally in-
distinguishablg" ~") iff for every algorithm D (the distinguisher) that is proba-
bilistic polynomial-time in its first input,

|P(D(1%,vary) = 1) — P(D(1%,var},) = 1)| € NEGL,

where NEGL denotes the set of aflegligible functionsi.e.,g: N — R €
NEGL iff for all positive polynomial®), 3koVk > ko: g(k) < 1/Q(k).

Intuitively, given the security parameter and an elemenseh according to either
vary, or var}, D tries to guess which distribution the element came from.

Definition 9 (Reactive Simulatability) For two systeifigs,.,, andSys;y, one says
SYs,eal = SYysiq (at least as secure)aff for every polynomial-time configuration
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Fig. 5 Environment of the simulator.

conf, = (M, S, H,A1) € Conf(Sys,e,), there exists a polynomial-time con-
figuration conf, = (Ma, S, H,As) € Conf(Sys,q) (with the sameH) such that
view conf, (H) & view cony, (H).

For the proofin [6], this is even shown with blackbox simalatity, i.e., A; is de-
fined as the combination &f; and a simulatofim that depends only ofi/;, S).

7 Simulator

We now start with the proof that the real system is as secutteeageal one.

The main step is to construct a simulaim;; for each setH of possible
honest users such that for every real advergarthe combinatiorbim(A) of
Simy; and A achieves the same effects in the ideal system as the adyérsar
the real system, cf. Section 6. This is shown in Figure 5, ttugyewith the detailed
ports of Simy, and a sketch of the messages to be handled. Roughly, the fgoal o
Simy is to translate real bitstrings coming from the adversaty abstract handles
that represent corresponding termdid,,, and vice versa.

7.1 States of the Simulator

The simulator essentially contains the cryptographicabjthat the adversary has
seen or sent, together with the handles used for the comdappterms in the
Dolev-Yao-style model. This is represented by databi@sewvith the following
attributes:

— hnd, € HNDS is used as the primary key attributefi. However, its use is
not as straightforward as in the ideal and real system, gintrées are created
by completely parsing an incoming message recursively.

— word € {0,1}* is the real bitstring.
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— add_arg is a list of additional arguments. Typically it {$. However, for our
key identifiers it is(adv) if the corresponding secret key was received from the
adversary, while for keys from honest users, where the sitougenerated an
authentication key, it is of the forithonest, sk*).

A variable curhnd, denotes the current size éf,, except temporarily within an
algorithmid2real. The variablesitepsy? count the inputs at each port. The corre-
sponding boundsound,, aremax-in(k) for the network ports anshax_in, (k) for
out,?; cf. Section 4.1.

7.2 Simulating Sent Messages

WhenSimy, receives an “unsolicited” input fromiH,, this is the result of a send
command by an honest user and thus of the form (u, v, i, (") for an insecure
channel, and similar for other channel typ8sns, looks up if it already has a
corresponding real messabe= D,[I"™].word and otherwise constructs it by an
algorithml « id2real(I"") (with side-effects). It outputsat portnet,, , ;!.

The algorithmid2real is recursive; each layer builds up a real word given
the real words for certain abstract components. We only needid new type-
dependent constructions for our new types, but we brieflgaiefhe overall struc-
ture to set the context.

1. Call (type, (mh"d, . .. ,m?"d)) « adv_parse(m"™) atin,!, expectingtype €
typeset \ {sks, ske, garbage} and;j < max_len(k), andm"™® < max_hnd(k)
if mhnd € HA'DS and otherwisém!™| < max_len(k) (with certain domain
expectations in the argumentg™ that are automatically fulfilled in interac-
tion with TH4,, also for the extensions of the commarly_parse for the new
symmetric-authentication types).

. Fori:==1,...,j:If m"d € HA'DS andm™ > curhnd,, setcurhnd,++.

3. Fori:=1,...,j: If mi" & HN'DS, setm; := mi". Else if D,[m!"] # |,
let m; := D,[m"™].word. Else make a recursive call; « id2real(m?"?).
Letarg™ := (mq,...,m;).

4. Construct and enter the real messagesingtype-specific subroutines.

N

We have to define the subroutines for Step 3 for symmetricesutittation.

Definition 10 (Producing simulated real messages for symmetric autbatiin)
For the symmetric-authentication types, the algorithi®real uses the following
(stateful) subroutines in Step 4.

—If type = pka, call sk* < make_auth_key() and setm := ¢ and D, :«
(mMd m, (honest, sk*)).

— If type = ska, letpka™? := mi"d. We claim thatD,[pka"].add_arg is of the
form (honest, sk*). Setm := sk* and D, :<= (m" m, ()).

— If type = aut, we claim thapka"™ := mhrd £ | If D,[pka™].add _arg[1] =
honest, let sk* := D, [pka™d].add_arg[2], elsesk* := D,[pka"™ + 1].word.
Further, let ! := m; and setm «— make_auth(sk*,l) and D, :«
(md,m, ().



Sym. Authentication in a Simulatable Dolev-Yao-style Gographic Library 19

7.3 Simulating Dolev-Yao-style Terms from Real Networkitsp

WhenSimy, receives an inputfrom A at a portnet,, ,, ;? with |I| < max_len(k),
it verifies that/ is a tagged list. If yes, it translatésnto a corresponding handle
IPd py a recursive algorithni"™ « real2id() (with side-effects), and outputs
adv_send_i(w, u, ") at portin,!. The algorithmreal2id recursively parses the
real message, builds up a corresponding terri liy;, and enters all messages
into D,.

For an arbitrary message € {0, 1} T, m"d « real2id(m) works as follows.
If there is already a handie" with D,[m""].word = m, it returns that. Else
it sets(type, arg) := parse(m) and calls a type-specific algorithmid_arg —
real2id_type(m, arg). After this, real2id setsm"? := curhnd,++ and D, :<
(mhnd m, add_arg). We have to provide the type-specific algorithms for the new
symmetric-authentication types.

Definition 11 (Entering terms from real messages for symmetric authatidic)

— add_arg « real2id_ska(m, ()). Call ska™¢ « gen_auth_key() atin,! and set
D, < (curhnd,++, ¢, (adv)) (for the key identifier), anddd_arg = () (for
the secret key).

Let m =: (ska,sk,sr); this format is ensured by the preceding
parsing. For each handlequt™? with D,[aut™d].type = aut and
D,[aut"].word = (aut, s, 7,1, aut) for r € {0, 1}ronceten(k) | ¢ {0, 1},
and aut € {0,1}2utlen’ (Bl and atesty (aut, (r,1)) = true, call v —
adv_fix_aut_validity(ska", aut") atin,!. Returnadd_arg.

— add_arg + real2id_aut(m, (1)). Make a recursive call™? «— real2id(l) and
let (aut, sr, r, I, aut) := m; parsing ensures this format.

Let Ska := {ska"™? | D,[ska™d].type = ska A D,[ska"™].word[3] = sr A
atestyy, (aut, (r,1)) = true for sk := D,[ska™].word[2]} be the set of keys
known to the adversary for which is valid.

Verify whether the adversary has already seen another atittetor for
the same message with a key only known to honest usersAdget:=
{aut™d | D,[aut"™].word = (aut,sr,r,1, aut’) A D,laut™d].type = aut}.
For each aut™ € Aut, let (aut,arg, ma) <« adv_parse(aut"™?) and

pka e = arg,,me[2]. We claim that there exists at most opku,,,, i
such thatD,[pka,,mma]-add_arg[l] = honest. If such apka,,me €Xists,
let sk* := Da[pka,,ma].add_arg[2] and v := atest,y-o)(aut, (r,1)). If

v = true, call trans_aut™? « adv_transform_aut(aut"?) at in,! and af-
ter that callv « adv_fix_aut_validity(ska", trans_aut™) atin,! for every
ska"™d € Ska. Return().

Else if Ska # 0, letska™? € Ska arbitrary. Call aut™? « auth(ska™, [hnd)
at in,!, and for everyska™? € Ska \ {ska"™} (in any order), callv «
adv_fix_aut_validity(ska™, aut™) atin,!. Return().

If Ska = 0, call aut™ « adv_unknown_aut({"") atin,! and return().
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8 Security Proof

Our security claim is that the realization of the Dolev-Yatgle model extended
with symmetric authentication is as secure as the Dolevstgle model with sym-
metric authentication in the sense of Definition 9.

Let RPar be the set of valid parameter tuples for the real system,istims
of the numbem € N of participants, secure signature, encryption, and symmet
ric authentication schemes £, and.A, and length functions and bound& For
(n,S,&, A, L") € RPar, let Sys;rféfyg‘jﬁ"rea' be the resulting real cryptographic
library. Further, let the corresponding length functiond Bounds of the ideal sys-
tem be formalized by a functioh := R2lpar(S, &, A, L'), where the extension
to the newly added length functions for symmetric authexiton, i.e.,ska_len*
and aut_len*, was given in Section 5.2. Moreover, we require that the tionc
max_in, (k) contained inL is a sufficiently large polynomial; we give a sufficient
lower bound formax_in, (k) in Section 8.3. LeSys<¥;¥™-""d he the ideal cryp-
tographic library with parametersand.L. 7

Theorem 1 (Security of the Dolev-Yao-style Model with Symmetric Awntica-
tion) For all parametergn, S, &, A, L) € RPar, we have

cry_sym_auth,real cry_sym_auth,id
SyS'rL,S,E,A,L/ > Sysn,L ’

whereL := R2lpar(S,E, A, L).

Recall that we already defined a simulator in Section 7 in otolgrove Theo-
rem 1. We show that even the combination of arbitrary polyiabtime userdH
and an arbitrary polynomial-time adversatycannot distinguish the combination
My, of the real machineM,,, u € H from the combinatiod HSim4, of THy, and
Simy (for all setsH C {1, ..., n} of indices indicating the correct machines). We
do not repeat the precise definition of “combinations” hiregan be found in [33].

The proof is essentially a bisimulation. This means to dedimeapping be-
tween the states of two systems (Section 8.2) and a suffis&nof invariants
(Section 8.4) so that one can show that every external irgptinet two systems in
mapped states fulfilling the invariants keeps the systemdpped states fulfilling
the invariants, and that the outputs are identically disted (Section 8.5, 8.6, and
8.7). However, the states of our two systems are not immelgiabmparable: a
simulated state has no real versions for data that the aatyehnas not yet seen,
while a real state has no global indices, adversary handtesWe circumvent
this problem by conducting the proof via a combined macliipe from which
bothTHSim4, andM, can be derived. The two derivations are two mappings, and
we perform the two bisimulation proofs in parallel. By thartsitivity of indistin-
guishability (of the families of views of the samdeandH in all three configura-
tions), we obtain the desired result. This is shown in Figure

Specific aspects of this bisimulation, all as in [6], are tbkofving. First,
certain “error sets” of traces remain where the bisimutafgls. At the end, in
Section 8.8, we show that the union of all error sets has gibigi probability if
the underlying primitives, here the symmetric autheniicascheme, are secure;
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Fig. 6 Overview of the simulatability proof.

this is sufficient for computational indistinguishabili§econdly, we have a prob-
abilistic invariant “strongly correct arguments”. Thigdin addition to standard
invariants, we have an information-flow invariant “word sey” which helps us
to show that the adversary cannot guess certain valuesse thral proofs for the
error sets. Although we can easily show that the probahility guess hitting an
already existing truly random value is negligible, we catyaxploit this if the
adversary got no information (in the Shannon sense) abauv#tue. We there-
fore have to show that the adversary did not even receivgartial information
about this value. Partial information could be derivabtesi e.g., the value was
hidden within a nested term. We show the absence of parf@inmation flow via
the absence of static information flow, and the flow specificais the invariant
“word secrecy”.

8.1 Combined Machine

The combined machin€;; mainly contains a databa##" of all existing crypto-
graphic objects. It is structured lik@ in TH4;, but with the following additional
attributes:

— word € {0,1}* contains a real bitstring as M4 or Simy, under the same
handle(s).

— parsed,, € {true,false} for u € H is | if hnd, = | for the same entry;
otherwisetrue indicates that the entry would be parsediy, andfalse that
it would still be of typenull. As entries of typepka do not exist in the real
system, we always hayersed, = | for them.

— owner for secret keys and authenticatoradéy if the key or the authenticator
was first received from the adversary, otherwiseest.

Its state also contains variablege and curhnd, as in TH4, and all variables
stepsp? @s in THSimy, are equal to the step countersMy,. In the transitions
of Cy, the D-part of the databas®* and the variablesize and curhnd,, are
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treated as inMTH4«. An entryz whose first handle..hnd, is for u € H gets the
word thatM,, would contain under this handle, and otherwise that f&m,,.
Thus, essentially, entries created due to basic commamaid-frget the words that
My, would construct, while words received in network inputsiird are parsed
completely and entered as Bym,. Outputs toH are made as it Hy, outputs to
A as inMy,.

8.2 Derivations

We now define the derivations of the original machines froem¢bmbined ma-
chine. They are the mappings that we will show to be bisinmat We use the
following additional notation:

— Let w abbreviate word lookup, i.ey(i) := D*[i].word if i € HN'DS, else
w(i) :=i. Letw™, applied to a list, denote thatis applied to each element.

— We give most derived variables and entire machine stateperstript*, be-
cause in the bisimulation we have to compare them with thgifoal” ver-
sions. We make an exception with some variable$ldbim,; that are equal
by construction inCy; in particular D* is C's extended database and the
derivedD-part for TH4, is immediately called) again.

— Letowners(z) := {u € HU {a} | .hnd, # |} denote the set of owners for
x € D. If Jowners(z)| = 1, we writeowner(z) for the element obwners(z).

For a given state of,;, we define derived states corresponding to the original
systems. In the following, we only define the derivationsdatries of our new
types, and of those that occur in the upcoming proof.

Definition 12 (Derivations fromC,; to THSim4;, and My) Given a state oy,
the states of the individual machines consist of the fohgvdomponents.

THy: D: This is the restriction o* to all attributes exceptvord and parsed,,.
curhnd,, (foru € H U {a}) andsize: All these variables are equal to those in
Cy.

M3,: Dy (For everyu € H.) We deriveD;, as follows, starting with an empty
database: For every! < curhnd,, letx := D*[hnd, = x"].ind,
type := D*[z].type, andm := D*[x].word. Then

—If D*[z].parsed,, = false, thenDy; :<= (2" m, null, ()).
— Else iftype € {ska,aut}, thenD} <= (z" m, type, ().
curhnd,: This variable equalgurhnd,, of Cy.

Simj,: DX: We deriveD; as follows, starting with an empty database: For all
2" < curhnd,, letz := D*[hnd, = 2"9].ind, type := D*[x].type, and
m = D*[z].word.

— If type = pka, let ska™ =z + 1. If D*[skai"d].owner = adv, then
D = (zM9 m, (adv)), elseD? :< (z"9, m, (honest, w(ska'™))).
— If type € {ska,aut}, thenD} :<= (2" m, ()).
curhnd;: This variable equalsurhnd, of Cy.
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8.3 Properties of the Ideal System and the Simulator

All properties shown about the ideal system in Lemmas 4.4addf [6] still hold
after adding symmetric authentication, e.g., “well-definerms” stating that the
databaseD represents well-defined, non-cyclic terms. The invari@otrect key
pairs” is extended by [i].type = pka <= DJi + 1].type = ska for all i € Ny.

The simulator is polynomial-time.

Further, no handle output byH,, is rejected bySim;;, and the counters
steps,y,» Of Simy and steps;,, » of THy, never reach their bounds MHSim.
This is shown as in [6], except for the new boumdx_in, (k) for steps;, , and
steps,,,7- The functionmax_in, (k) not only has to ensure polynomial runtime but
also has to be large enough to ensure correct functionavimehay never being
reached in a simulation. In [6], an upper bound on the inpetziad in the simula-
tion is derived from the security proof and used as an inistéon of max_in, (k),
but any larger polynomial would have been sufficient. In thisk we adapt this
upper bound as follows. Because of the interactiom ld§; andSim+ in real2id,
the number of these steps increases linearly in the numhedisting authentica-
tors and existing keys, since a new secret key might updatartituments of each
existing authenticator entry, and a new authenticator edragy existing key as
an argument. However, only a polynomial number of authatdis and keys can
be created (a coarse bounchismax_in(k) for entries of the honest users plus the
polynomial runtime ofA for the remaining ones), and thusax_in, (k) remains
polynomial as required in [6].

8.4 Invariants inCx

For the bisimulation, we need invariants ab@uf. In the original proof, there are
invariantsindex and handle uniqueneseell-defined termamessage correctness
key secrecyno unparsed secret keyength boundsfully defined andcorrect key
pairs. They are not explicitly used in our upcoming proof and itaseto see that
they remain correct for our extension by symmetric autlwation. In the follow-
ing, we present the important invariants for the new proatteof them already
occurred in [6], except for “correct verification”, whichti$vially invariant for the
original inputs since it only makes statements about ourtypes. Each existing
invariant is generalized for dealing with our new typeshwitt new conditions on
database entries of old types.

— Word uniquenessFor each wordm € {0,1}*, we have|D*[word =
m A type & {sks, ske, pka}]| < 1.

— Correct length.For all i < size, D*[i].len = |D*[i].word|, except if
D*[i].type € {sks, ske, pka}.

— Word secrecyWe require that the adversary never obtains informatioruibo
nonce-like word components without adversary handles tkisr we define
a setPub_Var of “public” variables about whiclh may have some informa-
tion. We claim that at all times, no information from outsidas flowed into
Pub_Var in the sense of information flow in static program analysise Fet
Pub_Var contains
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— all words D*[i].word with D*[i].hnd, # |;

— the state oA andH, and theT Hy-part of the state of;

— secret keys of public-key encryption and digital signatokemes where
the public keys are known to the adversary, i.e.Dif[i].hnd, # | and
D*[i].type € {pks, pks}, then alsaD*[i + 1].word.?

— symmetric authentication keys for which a correspondinfenticator is
known to the adversary, i.e., all word¥" [i].word with D*[i].type = ska
for which there exists an ent®*[j] with D*[j].hnd, # |, D*[j].type =
aut, andi — 1 € D*[j].ary.

“Word secrecy” implies that no information from random vedur in authenti-
cation keys or in authenticators has flowed inféub_Var unless the respective
entries have adversary handles. Absence of information iftothe static sense
implies absence of Shannon information.

The remaining two invariants “correct arguments” and ‘Stjlg correct ar-
guments” establish a relationship between the real message entry and its
abstract type and arguments. For each type, there is a sepalationship. In the
following, we introduce such a relationship for our new type

— Correct argumentsFor all i < size, the real message: := D*[i].word
and the abstract type and argumertigie := D*[i].type and arg™ :=
D*[i].arg, are compatible. More precisely, letrg™' := w*(arg'™). If
type'd & {sks,ske, pka}, let (type, argP>*®) := parse(m), and we require
type = type', and:

— If type = aut, thenargP®*® = arg"?'[1]. (Parsing does not output the key
identifiers.)

— Strongly correct arguments # ¢ owners(D*[i]) or D*[i].owner = honest.
Let type := D*[i].type, arg™ := D*[i].arg andarg™® := w*(arg™). Then
type # garbage andm := D*[i].word has the following probability distribu-
tion:3

— If type = aut, thenarg™ is of the form (/" pka'M™, ... ,pkaij"d). Let
ska™ = pka™ + 1 and arg/™ = w*(ska™, ™). Thenm
make_auth(arg’™).

— If type = ska, thenm « make_auth_key().

The following invariant is new, and deals with consistentifieation in the
ideal and real system.

— Correct VerificationFor all i, j < size with D*[i].type = aut andD*[j].type

= ska: Let (aut, sr,r,l,aut) := D*[i].word, (li“d,pkailnd, e ,pkaij"d)) =

2 These secret keys are included because information from fhmvs into the public
keys, signatures, and decryptions, but they do not get admehandles when those values
are published. This holds similarly for symmetric autheatiion keys which are captured in
the next bullet.

3 Here one sees that the bisimulation is probabilistic, we. actually consider distribu-
tions of states before and after a transition. This invarsays that in such a state distribu-
tion, and given the mentioned argumenisis distributed as described independent of other
state parts.
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D*[i].arg, and(ska, sk, sr') := D*[j].word. Thenpka™ := D*[j].ind —1 €

{pka™, ... ,pkaij"d} if and only if sr = sr’ andatests (aut, (r,1)) = true.

8.5 Bisimulation of Basic Commands

Recall that we have to show that except for certain error, gvery external in-
put to the two systems in mapped states fulfilling the invas&eeps the systems
in mapped states fulfilling the invariants, and that the otg@re identically dis-
tributed. We first consider the effects of a basic commairtput at a portin,,?
with » € H. Recall that the actions @f;; on a large part of its state are by defi-
nition equal to those of Hy;, and so iSCx's output atout,,!. We will not always
mention this again. Moreover, “word secrecy” is clear sitioe output abut,,!
and the updates to the-part of D* are made entirely with commands front
and thus withinPub_Var. New or existing words only get a handle foyso that
nothing is added t&ub_Var.

— Key generationska™ « gen_auth_key().

Both THy and M,, set ska™d := curhnd,++, and make two entries
in case of THy, respectively one entry in case ®,. In Cy this gives
D* ;<= (ind := size++, type := pka,arg = (),len := 0) and D* <
(ind = size++, type = ska, arg := (ind — 1), hnd, = ska"™ len =
ska_len*(k), parsed,, := true, word := sk*) wheresk* « make_auth_key/().
The outputs are equal, and “correct derivation” is cleawibrd uniqueness”
is not fulfilled, sk* matches an already existing value. In particular, the nonce

sr within sk* then equals an old one at the same place within a word, hence

we put the run in an error s@fonce_Coll.
“Correct length” is fulfilled because the definition efke_auth_key implies
ska_len*(k) = list_len(|ska|, ska_len(k), nonce_len(k)) = |sk*|; nothing is re-
quired for typepka. Under “correct arguments”, nothing is required for type
ska andpka. “Strongly correct arguments” is obvious.
If “correct verification” is not fulfilled, the new secret kéya valid authentica-
tion key for an existing authenticator. This in particulagans that the newly
generated nonce- in the new key equals an existing nonce in the authentica-
tor. Hence, we put the run in an error 9&nce_Coll.

— Authenticator generatiomut™? « auth(ska™, (™).
Let ska™ := D*[hnd, = ska"].ind and "™ := D*[hnd, = ["9].ind.
Both THy, andM,, return| if D*[ska™].type # ska or D*[I"].type # list.
Their tests are equivalent by “correct derivation”.
Further, THy, returns| if length := aut_len*(k, D*[I""].len) > max_len(k).

Else it setsaut"™™ := curhnd,++ and makes a new entry) <= (ind =
size++, type = aut,arg = (li“d,skai"d — 1), hnd, = aut™d len =
length). _

M., uses(sk*,1) := w(sk™, ") and setsaut* «— make_aut(sk*,1l).

If |aut*| > max_len(k), it returns |. This length test equals that in
THx: By “strongly correct arguments”, the keyk* was generated with
make_auth_key(). With the notation from insidenake_auth, this means that
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sk was correctly generated, and thus we haugt| = aut_len(k, |(r,1)]) =
aut_len’(k, |I]). This yields|aut*| = aut_len*(k, |I|), and by “correct length”
for the entry D*[I""Y] this is whatTHy, verified. Hence either both do not
change their state and retugnor both make the described updates afg
setsaut™? := curhnd,++ and makes an ent®p,, :< (aut"™, aut*, aut, ()).
The outputs are equal, the updatel®[ska™] retains “correct derivation”,
and no invariants is affected.

Now we consider the new authenticator entry: “Correct agidn” is clear if
we augmeniTHy'’s entry with the wordaut™ and parsed,, = true. If “word
uniqueness” is not fulfilled, thenwithin aut* equals an old value in the same
place in a word; hence we put the run in the error8etce_Coll. “Correct
length”is fulfilled as shown above. “Correct argumentsfdals by comparing
the output format ofmake_auth with the predicate iparse_aut. “Strongly cor-
rect arguments” holds by construction. If “correct verifioa” is not fulfilled,
then we again have a nonce collision as the nonce within tveanéhenticator
matches an existing one within a key. Hence, the run is paotthn error set
Nonce_Coll.

— Authenticator verificationv < auth_test(aut"™, ska"™d, "), Let qut™™ :=
D*[hnd,, = aut™].ind andska™ := D*[hnd,, = ska"™].ind. Both THy
andM,, return | if D*[aut™].type # aut or if D*[ska™].type # ska (in-
deedM,, has parsed the entries). Otherwise, (B, pka??, ..., pka™) :=
D*[aut™].arg, (aut,sr,r,l,aut) := D*[aut™].word, and (ska, sk, sr) :=
D*[ska™].word. By “correct arguments” for the entnD*[aut™], we
have ! = w*(I"), and hencel™ = D*[I"].hnd, if and only if
I # Dy[i"™.word. THy outputs false if pkal™ = | or ska™ —

1 ¢ {pkal™, ... ,pkaji-“d}, and true otherwise.M,, outputsfalse iff sr #
D, [ska"™d].word[3] or atest, (aut, (r,1)) = false. This is equivalent by “cor-
rect verification” and “correct derivation”. No invariardse affected here.

— Message retrievalth™ « msg_of _aut(aut™d).

We start exactly as in authenticator verification: ket := D*[hnd, =
aut™d].ind. Both THy and M, return | if D*[aut™].type # aut. (In-
deedM,, has parsed the entry.) Otherwise, (€9, pka?, ..., pka™) :=
D*[aut™].arg, aut* := D*[aut™].word, and(l) « parse_aut(aut*). By
“correct arguments” for the entr* [aut™], we havel = w(I"?).

If D*[I"].hnd,, already exists, both return it. Otherwi§eH;, adds it as
[hnd = curhnd,++. By “word uniqueness” and “correct derivationi/,,
does not find another entry with the wotdand thus makes a new entry
(1Pnd 1 null, () with the same handle. (Its ted{ < max_len(k) is true by
“correct length” forD*[/""].) Equal outputs and “correct derivation” are clear.
The remaining invariants are unaffected.

8.6 Bisimulation of Send Commands from Honest Users

We now consider an inpsend_i(v, [""d) at a portin,,? with v € H (the list/h
should be sent to). Intuitively, this part of the proof shows that the adveysdoes
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not get any information in the real system that it cannot gehe ideal system,
because any real information can be simulated indistitgidity given only the
outputs fromTHy,.

Let /™ := D*hnd, = I1"].ind. Now M, always outputsl :=
D*[I™].word. An inductive proof is used thati2real retains all invariants and
produces the right outputs. By inspectioridifreal, we see that the first three steps
of the algorithm are essentially independent of the typaetbnsidered entry (up
to domain checks which are fulfilled by construction wheeiatting withTHs,).

In step 4,id2real then proceeds depending éype. Each of these variants ends
with an assignment te, which is then output, an®, :<= (m"™4, m, add_arg)
for certain argumentsdd_arg.

In [6], it has been proven (in Lemma 7.6) that it is sufficienshow:

— acorrect resultn = m*, wherem* is the word theM,, produces, i.esn* :=
D*[m™].word. We further can assume “strongly correct arguments#fsr

— “correct derivation” ofadd_arg in the new entry;

— “word secrecy” form, i.e., no flow of secret information inta, where argu-
mentsm; are not secret information.

For our new types, these conditions are also sufficient. Gdaisbe proven analo-
gously to the original proof. Since the proof mainly reliesaothorough investiga-
tion of the first three steps a2real, we have to omit the details here due to lack
of space.

8.6.1 Authentication KeyslIf type = pka, then id2real sets sk* <«
make_auth_key(), m := e andadd_arg := (honest, sk*).
Let m™ .= D*[mM".ind and ska™ = m"™ + 1 and sk*™

D*[ska™].word. By “strongly correct arguments’%*™* was chosen with
make_auth_key(). Moreover, we have ¢ owners(D*[ska™]), because otherwise
D*[m"] would also have got am-handle at once. In the derived;, we therefore
have an entrym"d, m, (honest, sk*"')) with the same distribution ag2real’s
choice. “Word secrecy” is clear sinee = e.

For type = ska, Let pka™? := mi"d. By construction, we have
D*[pka™d].type = pka.* Let pk™ := D*[pka"™].ind, ska'™ = pka™ + 1.
Analogously to the typgka, we know thata ¢ owners(D*[ska'™]), and with
“correct derivation” we obtairD? [pka™].add_arg = (honest,w(ska™™)). Now
the output ism := w(sk™), which is equal to the outpud* [sk™™].word in the
real system. “Word secrecy” is clear.

8.6.2 Authenticators If type = aut, “strongly correct arguments” implies that
arg™™ is of the form (1", pka, ..., pkal) with pkai™® # |. This proves the
format claim inid2real.

Let ska™ := pka;™ + 1 and (sk*,1*) := w(ska™, ™). By “strongly
correct arguments”m* is distributed asm* <« make_auth(sk*,1*). If

4 This could as well be treated as an invariant, but it is obwisince secret keys always
have their key identifier as only argument by definition, amelrtargument never changes.
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D, [pka].add_arg[l] = honest, then “correct derivation” ofD, implies
D,[pkai™].add_arg = (honest, sk*), where pkai™ = D*[pkal'"d_]. If
D, [pka™].add_arg = (adv) then “correct derivation” oD, implies D, [pkaiM +

1].word = sk*. In both casesd2real setsm « make_auth(sk*,[*). This is the
same distribution.

For proving “word secrecy” form, we only have to consider the parameter
sk*, becausé* is a parametet; (andmake_auth is functional). By definition of
“word secrecy” sk* already belongs t&ub_Var, hence “word secrecy” is clear.

8.7 Bisimulation of Network Inputs from the Adversary

We now consider the effects of an inddtom A. Recall that on such an inpGty
acts entirely likeT HSim4,. BothM,, andSim,; continue ifl is a tagged list. Hence
from now on, we assume this. No%ims, and thusCy, call I"™ «— real2id(l)
to parse the input. Using a lemma from [6], we only have to shwvfollowing
properties of each calf™ « real2id(l) with 0 < |I| < max_len(k) andl €
Pub_Var:

— At the end,D*[hnd, = I"™].word = | and D*[hnd, = I"9].type ¢ {sks,
ske}.

— “Correct derivation” ofD, and curhnd,.

— The invariants withinD* are retained, where “strongly correct arguments” is
already clear and “word secrecy” need only be shown for thtermost call
(without subcalls) if more entries than* [hnd, = 1""!] are made or updated
there.

The lemma carries over to our new types with marginal extarssof the proof.

If there is already a handl@"¢ with D,[m"9].word = m, real2id returns
that. The postulated output condition is fulfilled by “cartelerivation”, and the
others because no state changes are made. Otherwise, thewigomot yet present
in D,. Thenid2real sets(type, arg) := parse(m). This yieldstype € typeset \
{sks,ske}. As parse is a functional algorithm, no invariants are affected. Then
id2real calls an algorithmudd _arg < real2id_type(m, arg) with side-effects.

Finally it setsm™¢ := curhnd,++ andD, :<= (m"™ m, add_arg).

We therefore have to show the postulated properties for ewrtppe-specific
algorithms together with those last two assignments.

8.7.1 Authentication KeysThe algorithmreal2id_ska(m, ()) calls ska"™ «
gen_auth_key() atin,! and setsD, :<= (curhnd,++, ¢, (adv)) for the key iden-
tifier andadd_arg := () for the secret key.

Recall that the upcoming loop over atit"9 can only modify the databage*
by outputting a commanadv_fix_aut_validity, which does not create new entries.

HenceTHy, also makes only two new entries witha"? := curhnd,++ and
md .= curhnd,++.

In Cy, the key identifier entry results ib* < (ind := size++, type =
pka,arg := (),hnd, := pka™d len := 0). The secret-key entry results in
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D* :<= (ind := size++, type := ska, arg := (ind — 1), hnd, := m", len :=
ska_len*(k), word := m). Itfulfills the postulated output conditions. Here “cortrec
derivation”, “correct length”, “word secrecy” and “cortearguments” are clear. If
“Word uniqueness” is not fulfilled, then there exists a peoitry z € D* with
x.word = m, i.e., the adversary has guessed a key which it has not séen ye
This especially implies that he has guessed the nendeence we put this run in
an error setVonce_Guess. We haver.hnd, = | by “correct derivation” ofD,,
becausen is not present irD,. Thus,z.word & Pub_Var.

Letpk™™ := size—1. Then “correct derivation” holds becaugé™ := pk™™+
1 designates the secret-key entry with [sk™]. owner = adv, so thatadd_arg =
(adv) is the correct choice iD,. “Correct arguments” and “word secrecy” are
obvious. For “correct length”, nothing is required for tygea. “Word uniqueness”
need not be shown for this entry.

We now consider the for-loop, which checks if already erigtauthenti-
cators are valid for the new key. Lek* := m = (ska,sk,sr), and as-
sume that there exists a handiet™ with D,[aut™].type = aut and
D,[aut™].word = (aut, sr, 7,1, aut) for r € {0,1}ronceten(k) "1 ¢ {0, 1},
aut € {0,1}2utlen’ (511 andatest,y (aut, (r,1)) = true. ThenSimyy callsv —
adv_fix_aut_validity(ska"™, aut"™). Now THy, returns| if aut := D[hnd, =
aut™IAtype = aut].ind = | orif ska := D[hnd, = ska™IAtype = ska.ind =
1. “Correct derivation” for the authenticator entry and pagof the secret key im-
ply that these checks succeed.

Now let (I, pkas, ..., pka;) := D[aut].arg andpka := ska — 1. If pka ¢
{pkas,...,pka;} set D]aut].arg =: (l,pkas,...,pka;j,pka). Here “correct
derivation”, “correct length”, “word uniqueness”, and “rabsecrecy” are clear.
“Correct arguments” is also clear due to the special fornfaype aut (pars-
ing does not output the key identifiers). gka £ | “strongly correct argu-
ments” is unaffected. Otherwise the authenticator has besated by a command
adv_unknown_auth, hencea € owners(D*[pka; + 1]).

The only invariant left to show is “correct verification”. Lté < size with
D*[i].type = aut and D*[i].word = (aut,sr,r, [, aut) that fits to the key
sk*, i.e, atesty(aut, (r,1)) = true. Let aut"™ := D*[i].hnd,. Because of
the checks ofSimy, it is sufficient to show that the corresponding key iden-
tifier is added to the authenticator’s arguments. We disisig two cases: If
a € owners(D*[i]), then this entry is present i®,, henceSim;, outputs
adv_fix_aut_validity(ska"™, aut?). The checks o Hs, will succeed since they
correspond to the checks 6fm4, by “correct derivation”. Hence ifka™? — 1
is not contained in the element list, it is added, which redghe invariant. If
a ¢ owners(D*[i]), i.e., the key fits to an authenticator that the adversary has
not seen yet, he especially has not seen the npnidence, we put this run in an
error setNonce_Guess. Because o ¢ owners(D*[i]), we haveaut™d = |,
henceD* [aut™d].word ¢ Pub_Var.

8.7.2 Authenticators When real2id_aut(m, (1)) is called, we know from pars-
ing that! is a tagged list and shorter than, so that alsgi| < max_len(k).
Moreover,i € Pub_Var because they were generated frame Pub_Var by
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the functional algorithnparse. Hence whenreal2id_aut starts with a recursive
call ["d « real2id(1); this call fulfill the postulated conditions by induction-hy
pothesis. Thus, it retains all invariants and ensuéghnd, = ("|.word = .
Let /™ := D*[hnd, = ("™].ind andm = (aut,sr,r, 1, aut). Let Ska :=
{ska"™ | D*[hnd, = ska™].type = ska A D*[hnd, = ska"™].word[3] = sr A
atestgy (aut, (r,1)) = true for sk := D*[hnd, = ska™4].word|2]}.

Case 1: Transformed Authenticatdim; first verifies whether the adversary has
already seen another authenticator from an honest usehdosame message.
It sets Aut := {aut™! | D*[hnd, = aut™].word = (aut,sr,7’,l, aut’) A
D*[hnd, = aut™].type = aut}. For eachaut™ € Aut, it sets
(aut, arg,me) < adv_parse(aut™?) andpka ,, i = arg 40 pma[2]-

Now assume for contradiction that there exist two such rdistelements
pkam‘ignd,pkazggnd with D*[hnd, = pkazz%nd].add_arg[l] = D*[hnd, =
pkazrﬁgnd].add_arg[l] = honest. Let pka, := D*[hnd, = pkagrﬁqnd].md and

pkas := D*[hnd, = pka™d, 4].ind. SinceD*[hnd, = auth™]|.variword[2] =

autg"d

D*[hnd, = auth"].word[2] = sr, we haveD,[pka; + 1].word[2] = D,[pkas +
1].word[2] = sr. But “correct derivation” implies thaD,[pka; + 1].owner =
D,[pkas + 1].owner = honest, so “strongly correct arguments” implies that
D,[pkai + 1].word and D, [pkas + 1].word have been created by the command
make_auth_key. This means that if two such distinct elements existed, treas
sr collided in two executions aihake_auth_key. In this case, we put the run into
an error setVonce_Coll.

Now assume that there exists a uniqpé&a,,, and let sk* =
D, [pkag,ma].add_arg[2]. Then the simulator checksatest .- g (aut, (r,1)) =
true, i.e., it only continues the interaction withH,; if the check in the real sys-
tem is correct. This is equivalent by “correct verificatiolri this case, it calls
trans_aut™ « adv_transform_aut(aut"™) atin,! and setsidd_arg := ().

Let qut™ := D*[hnd, = aut"™].ind. By “correct derivation”, we have
D*[aut™].type = aut. With the preconditions aboutut*™', “correct argu-
ments” for aut™, and “word uniqueness” fak, this implies D*[aut™™].arg =

(li"d,pkai{‘d,...,pkaij"d). Hence THy setstrans_aut"™ := curhnd,++ and
makes a new entry. Together with the new entrylip, this results inD* :«
(ind = size++, type := aut,arg := (I pka), hnd, = aut™ len =

D*[aut™].len, word := m). “Correct derivation” is clearly retained, and the pos-
tulated output condition is fulfilled. “Correct argumenksilds because we showed
that the arguments copied froBi* [aut™] are those that we get by parsing For
“correct length”, we use thab*[aut™].len. = |aut*"'| by “correct length” for
aut™. Thus we only have to sholwn| = |aut*"™|. This holds because both parse
as authenticators with the same comporiefitVord secrecy” need not be shown
for this entry. Finally, we prove “word uniqueness”: Assuthere were a prior
entryz € D* with x.word = m. It hasxz.hnd, = | because the worgh does not
existinD,. This means that the adversary has guessed an authentieatexisted

in THy but that he has not sent yet. This in particular means thatbeyhessed
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the inherent noncewithin m, hence we put the run in the error $&ince_Guess.
We haver.hnd, = |, hencer ¢ Pub_Var.

After that, Sims, calls adv_fix_aut_validity(ska"™d, ") for every ska"™™ <
Ska, i.e., it enters the key identifiers for the valid secret kéise only invari-
ant that could be affected is “correct verification”. We iligtiish two cases:
First, we assume that if an entiyin D* exists with D*[i].type = ska, sk* :=
(ska, sk, sr) := D*[i].word, andatestyy (aut, (r,1)) = true, then there is an en-
try j with j.hnd, # | that also fulfills these conditions. In this case, a handle
ska™d for j will be contained inSka by “correct derivation” and henc&imy
callsv «+ adv_fix_aut_validity(aut"™, ska"™). Then “correct verification” fol-
lows analogously to the proof of the previous subsectioratghentication keys.
Secondly, if there exists an entiyin D* that meets the above requirements, but
for all entriesj of the above form we havghnd, = |, then the adversary has
guessed a valid authenticator, which means that in paatiché has guessed the
inherent nonce. We hence put the run into the error d&inceGuessWe again
obtaini ¢ Pub_Var because of.hnd, = |.

Case 2: A Valid Key Exists il,. We now consider the behavior 6fmy, if m is
not a transformed authenticator, B, finds a suitable secret key for testing the
authenticator, i.e., we havgka # (). Sims, then picksska"™ ¢ Ska arbitrarily,
and callsaut"™ « auth(skaM, ("nd).

THy setsska := D*[ska™d].ind, | = D*[I"].ind and outputs| if
D*[ska™d].type # ska or D*[I"].type # list. These checks are identi-
cal to the check ofSimy, in case ofska and to parsingn in case oflist,
hence the checks succeed by “correct derivation”. NDMy, setslength :=
aut_len*(k, D[l]) and aborts ifength > max_len(k). This is equivalent t&im’s

checks since we know from parsing thiat| = list_len(]aut|, nonce_len(k),
nonce_len(k), |l|, aut_len’(k, |I[)) = autlen*(k, |I]) and from “correct length”
that D*[I™].len = |I|. Hence, THy, makes a new entry; ity this yields

D :<= (ind = size++, type := aut, arg := (I, ska — 1), hnd, = aut"™™ len :=
length, word = m). “Correct derivation”, “Correct arguments” are clear; “oect
length” holds as shown above. “Word secrecy” need not be somnthis entry. If
“word uniqueness” is not fulfilled, them matches an existing authenticator entry
2 in D*. Similar to the previous case, we havénd, = | sincex does not exist

in D,, hence the noncewithin m must have been guessed. Hence we put the run
into an error sefVonce_Guess. Because of.hnd, = | we haver ¢ Pub_Var.

After that, Sims; calls v « adv_fix_aut_validity(ska’™d, ") for every
ska’"™ € Ska\ {ska"™4}, i.e., it enters the key identifiers for the valid secret keys
The only invariant that could be affected is “correct vedfion”. We distinguish
three cases: First, we assume that if an entnyD* exists withD*[i].type = ska,
sk* := (ska, sk, sr) := D*[i].word, andatestsy (aut, (r,1)) = true, then there is
an entryj with j.hnd, # | that also fulfills these conditions. In this case, a handle
ska™d for j will be contained inSka by “correct derivation” and henc&my
callsv « adv_fix_aut_validity(aut", ska’™4). Then “correct verification” fol-
lows analogously to the proof of the previous subsectioratghentication keys.
Secondly, if there exists an entiyin D* that meets the above requirements, but
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for all entriesj of the above form we havghnd, = |, then the adversary has
guessed a valid authenticator, which means that in paaticitlhas guessed the
inherent nonce. We hence put the run into the error d&inceGuess We again
obtaini ¢ Pub_Var because of.hnd, = |. Thirdly, no such entry exists inD*.

In the case, the adversary has produced a valid forgery féurgknown) key of
an honest user. Hence, we put the run in an errorseh_Forge. We designate
the forgery(sk, aut, (r,1)). Note thatatest, (aut, (r,1)) = true because this was
verified when parsingr, and thata ¢ owners(D*[i]). Further, “strongly correct
arguments” forD*[i] implies thatsk* was chosen irgen_auth_key, and thus as
sk« gena(1F).

Case 3: No Valid Key Exists i),. Now assume thafka = (. This either
means that no key iD, has a suitable nonce- or that the authenticator test
fails for all keys inD,. In all these cases, the commaaty_unknown_aut(/"4)

is used to create a new authenticatorfevithin TH5, but currently without any
key identifier. THy returns| if | := D[hnd, = " A type = listl.ind = |

or length := aut_len*(k, D[l].len) > max_len(k). This is equivalent t&Gim’s
checks as shown in the previous caBEj; now creates a new entry, correspond-
ing to the following entry inCy: D <= (ind := size++, type := aut, arg :=
(1), hnd, = aut™d, len := length, word = m). “Correct derivation” and “Cor-
rect arguments” are clear; “correct length” holds as showava. “Word secrecy”
need not be shown for this entry. If “correct verificationist fulfilled, we can
show similarly to the above case, that this authenticatoral@d for an exist-
ing key entryz of an honest user, which is not yet present in the datalbgse
Hence, we put the run in the error sEbnce_Coll if x is present inD* (i.e.,
does not have an adversary handle yet) antluith_Forge otherwise. Let again
sk* := (ska, sk, sr) := z.word. We then designate the forgetyk, aut, (r,1)),
and we havetest, (aut, (r,1)) = true because this was verified when parsing
m, and thatu & owners(D*[z]). Further, “strongly correct arguments” f@r x|
imply thatsk* was chosen igen_auth_key, and thus agk « gena(1¥).

8.8 Error Sets

We finally have to show that the union of all error sets has oelgligible prob-
ability if the underlying cryptographic primitives are see, i.e., the symmetric
authentication scheme and the nonces used for tagging.

In the bisimulation, three error set®/once-Coll, Nonce-Guess, and
Auth_Forge were defined. They contain runs where two nonces collide@revh
the adversary has guessed a nonce value that he ideally gt seen, and where
the adversary successfully forged an authenticator, otigpdy. Intuitively, such
events should indeed only occur with negligible probapilit

More precisely, we have three sequences of error sets, pdekdad with the
security parametek, such ag Auth_Forgey )ren. If each sequence has negligible
probability, then so has the sequence of the set unions.eHgaamow assume for
contradiction that one sequence has a larger probabilitgdaain polynomial-
time userdd and adversarj.
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Recall that the elements of the error sets are runs of the io@tlmachines
Cx. The proofs rely on the fact that the execution ©f with H and A is
polynomial-time. This has already been shown for the odbmodel, and this
also holds for our extension, since each new transitionrshgpolynomial-time,
and the number of interactions ®H4, andSim4, in one transition is always poly-
nomially bounded, cf. Section 8.3.

8.8.1 Nonce Collisions The error setVonce_Coll occurs in Sections 8.5 for the
nonce components: in authentication keys anelin authenticators. A run is put
into this set if a new nonce, created randomlyas—p {0, 1}mercelen(%) (similar
for ), matches an already existing value.

Hence for every pair of a new nonce and an old value, the ssigrebability
is bounded by —"enee-len(k) \which is negligible. As there are only polynomially
many such pairs, the overall probability is also negligible

8.8.2 Nonce GuessingThe error setVNonce_Guess occurs in Section 8.7.1 and
8.7.2. Arunis putinto this set if the adversary has guessekisting nonce value
thatideally he should not have seen. In all these cases weeshtbat the adversary
had guessed the word of an entnye D* with x.And, = |, x.word & Pub_Var,
andx.type € {ska, aut}. “Strongly correct arguments” implies that each of them
contains a nonce part generatedas— {0, 1}"°"e-'*"(*) for typeska andr «—p

{0, 1}ronceen(k) for type aut. “Word secrecy” means that no information flowed
from sr (respectivelyr) into Pub_Var, which is a superset of the information
known to the adversary. Hence for one guess at one value, the success probability
is 2 nonce-len(k) and thus negligible, and there are only a polynomially maaiyes
and polynomially many opportunities of guessing.

8.8.3 Authenticator Forgery The error setduth_Forge occurs in Section 8.7.2
for authenticator forgeries. In the runs put into this setdesignated a triple
(sk, (r,1), aut) with atesty(aut, (r,1)) = true for a key sk chosen ask «—
gena(1F).

In the combined machin&C;;, this secret keysk was a component
D*[sk™™].word[2] with a & owners(D*[sk™]). Thus it is only used if the com-
mandauth is entered at a porh,? for v € H, and there within normal authenti-
cationaut < authg((r,1)). Further, if(r, ) had ever been signed wittk before,
the commanduth would lead to an entry € D* with x.type = aut andx.word
of the form (aut, sr, r, [, aut’). However, the existence of such an entry was ex-
cluded in the conditions for putting the run in the getth_Forge. Thus we have
indeed a valid forgery for the underlying authenticatiosteyn.

This argument was almost a rigorous reduction proof alre@é@yconstruct an
adversanyA,,; against the signer machidaut from Definition 4 by lettingAau:
executeCyy, using the giver\ andH as blackboxes. It only has to choose an index
i —pr {1,...,n - max.in(k)} indicating for which of the up ta - max_in(k)
authentication keys generated due to inputs at pogts with u € H it usessk
obtained from the signer machireit instead. Hence the success probability of
A,y for eachk is at least(n - max_in(k))~! (from guessing correctly) times
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the probability ofAuth_Forgei. Hence the security of the authentication scheme
implies that the probability of the setsuth_Forgey, is negligible.

9 Conclusion

We have shown how symmetric authentication can be treatBalev-Yao-style
symbolic protocol proofs. Our abstraction is faithful, j.@ssentially it guarantees
that a protocol proved over the abstraction can be realiaéelyswith a well-
defined cryptographic realization. The abstraction is ted-alone — protocols
using nested Dolev-Yao-style terms with symmetric auticatibn as the only
cryptographic primitive would be quite exotic. Instead, defined it as an add-
on to an already proven Dolev-Yao-style model containinglistkey encryption
and signatures.

Many variants of the abstraction are conceivable. Detdatiininstead of
probabilistic authentication should be easy, while addicgemes with memory
seems more complex with respect to specific adversary daahiAnother task
is to consider special cryptographic authentication sa®ethat realize the ab-
straction with fewer adversary capabilities, e.g., no entitator transformation.
One question is whether such schemes can be constructadreffidrom every
more general scheme, another question is whether thesesadyeapabilities re-
ally hurt in any interesting protocol. Omitting the ability retrieve the message
from an authenticator seems less interesting since schwittethis property can
be constructed from others simply by defining the fgair aut) of a message and
its original authenticator as the new authenticator, armdast protocols this does
not decrease efficiency.

The major novelty compared with the existing first proof of @l€¥-Yao-style
abstraction under active attacks for public-key primgives to treat the exchange
of secret keys, in particular after these keys are first uBken either the simula-
tor has already simulated authenticators from honestgiaatits to the adversary
and later has to provide a suitable key — this proved no gnedilgm given an
abstraction that allows message retrieval. Or the adweflsas first sent the au-
thenticator, and the simulator later has to adapt its icegaiasentation to the new
key knowledge. This we solved by allowing special authexticterms with zero
or more keys. On the whole, the new aspects, even though dispeéeifically to
achieve reactive simulatability, influenced the Dolev-¥agle abstraction of this
symmetric primitive more than the overall proof techniglieis is a good sign that
new primitives can be added to the Dolev-Yao-style modehrodular way. As an
outlook, however, let us mention that symmetric encryptieads more significant
additions [5].
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