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Abstract Tool-supported proofs of security protocols typically rely on abstrac-
tions from real cryptography by term algebras, so-called Dolev-Yao models. How-
ever, until recently it was not known whether a Dolev-Yao model can be imple-
mented with real cryptography in a provably secure way underactive attacks. For
public-key encryption and signatures, this was recently shown, if one accepts a
few additions to a typical Dolev-Yao model such as an operation that returns the
length of a term.

Here we extend this Dolev-Yao-style model, its realization, and the security
proof to include a first symmetric primitive, message authentication. This adds a
major complication: we must deal with the exchange of secretkeys. For symmetric
authentication, we can allow this at any time, before or after the keys are first used
for authentication, while working only with standard cryptographic assumptions.
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1 Introduction

Proofs of security protocols typically employ simple abstractions of cryptographic
operations, so that large parts of the proofs become independent of cryptographic
details such as polynomial-time restrictions, probabilistic behavior and error prob-
abilities. This is particularly true for tool-supported proofs, e.g., [29,25,19,35,36,
1,23,30].

The typical abstraction style is the Dolev-Yao model, or better “models”. Cryp-
tographic operations, e.g.,E for encryption andD for decryption, are treated as
operators in a term algebra where only certain cancellationrules hold. (In other
words, one considers the initial model of an equational specification.) For instance,
encrypting a messagem twice does not yield another message from the basic mes-
sage space but the termE(E(m)). A typical cancellation rule isD(E(m)) = m for
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all m. This was introduced for unary operations in [11], with firstextensions to
more general terms and equations in [12,26,13].

However, there was traditionally no cryptographic justification, i.e., no theo-
rem that said what a proof with a Dolev-Yao abstraction implied for the real im-
plementation, even if provably secure cryptographic primitives are used. In fact,
one can construct at least artificial protocols that are secure in certain Dolev-Yao
models, but become insecure if implemented with provably secure cryptographic
primitives [31]. Closing this gap has motivated a considerable amount of research
over the past few years. The first security proof for a Dolev-Yao-style model under
active attacks was presented in [6]. This proven model contains public-key encryp-
tion and signatures as the main cryptographic operations, together with nonces,
payload messages, and a list operation. Probabilistic termgeneration is abstracted
by a counting mechanism, one of the usual abstractions in prior Dolev-Yao mod-
els in particular for nonces, probably first in [25]. The mainunusual feature is
an operation that returns the length of a term, corresponding to the length in bits
of the corresponding real message; this was necessary because encryption cannot
hide the message length completely. The implementation uses arbitrary encryption
and signature schemes secure under the standard cryptographic definitions for ac-
tive attacks (adaptive chosen ciphertext and adaptive chosen message, respectively,
but not adaptive corruptions); those obtain a few non-cryptographic additions like
type tags and additional random message fields. The securityholds in the sense
of reactive simulatability. Essentially this means that anything an adversary can
achieve in a real system can also be achieved by an adversary against the corre-
sponding ideal system, here the Dolev-Yao-style model. Thetrust model in this
simulatability, corresponding to the trust model for the primitives, is adaptive ac-
tive attacks but non-adaptive corruptions. This is also theprevelant trust model
in Dolev-Yao models. Reactive simulatability guarantees arbitrary composability,
and typical security properties are preserved from ideal systems to real systems.
Composability and property preservation together mean that properties of crypto-
graphic protocols can be proved symbolically over the Dolev-Yao-style model and
automatically carry over to the real cryptographic implementation.

However, a limitation in [6] is that only asymmetric cryptographic primitives
are considered. For asymmetric primitives it is reasonableto define the Dolev-
Yao terms such that secret keys are only used for decryption and signing, but not
included in terms in other ways. This restriction does not exclude many typical
protocols, and has been used in Dolev-Yao models before – some models even
assume completely predistributed public keys. For symmetric primitives, however,
such a restriction would be unreasonable: A secret key in a protocol almost always
has to be shared by at least two parties, and key-exchange protocols are among
those most commonly analyzed with Dolev-Yao models.

The main contribution of this paper is to add the first symmetric primitive to
the framework of [6]: message authentication. In other terminologies, this is called
keyed hashing or MACs (message authentication codes). In many Dolev-Yao mod-
els symmetric authentication is not really distinguished from encryption, or only
the instantiations using hash functions are considered, but in cryptography sym-
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metric authentication is an important primitive with definitions and constructions
of its own.

The inclusion of a symmetric primitive and the sending of secret keys adds
a major complication compared with the proof in [6] because akey may be sent
at any time before or after it is first used to authenticate a message. In particular,
this implies that a real adversary can send a message (bit string) which cannot
immediately be represented by a known Dolev-Yao term, because the key needed
to test the validity of an authenticator is not yet known, butmay be sent later by
the adversary. When only public keys are exchanged, the problem can be avoided
by tagging all real messages with the public keys used in them, so that messages
can immediately be classified into correct terms or a specificgarbage type [6].

Defining a reactively secure Dolev-Yao-style abstraction of symmetric authen-
tication as an addition to the model from [6], instead of on its own, has the ad-
vantage that we can then consider terms that use both public-key and secret-key
operations, e.g., a public-key-encrypted key for symmetric authentication. Further,
we thus obtain that all inequalities and non-derivability results that the Dolev-Yao
model postulates between such mixed terms carry over to a realization and can
therefore be used in symblic protocol proofs. However, thiscomes at a price: We
must define and prove the new operations within the existing framework. This
framework has relatively clear extension points for such additions, but neverthe-
less the overall complexity increases somewhat with every new system.

Related Work. Abadi and Rogaway started to bridge the abstraction gap for
Dolev-Yao models [3]. However, they only handled passive adversaries and sym-
metric encryption. The protocol language and security properties were extended
in [2,21], but still only for passive adversaries. This excludes most of the typ-
ical ways of attacking protocols, e.g., man-in-the-middleattacks and attacks by
reusing a message part in a different place or concurrent protocol run. A justifi-
cation for arbitrary active attacks and within the context of arbitrary surrounding
interactive protocols was first given in [6]. Based on the specific Dolev-Yao model
proved there, the well-known Needham-Schroeder-Lowe protocol was symboli-
cally proved in [4]. This shows that in spite of adding certain operators and rules
compared with simpler Dolev-Yao models, such a proof is possible in the style al-
ready used in automated tools, only now with a sound cryptographic basis. Subse-
quently, several papers presented cryptographic underpinnings of Dolev-Yao mod-
els under active attacks for specific primitives, e.g., [22]for symmetric encryption
and [18,28] for public-key encryption.

The security notion of reactive simulatability, a notion ofsecure implementa-
tion that allows arbitrary composition, was first defined generally in [32], based on
simulatability definitions for (one-step) function evaluation [15,16,7,27,9]. It was
extended in [33,10] and has since been used in many ways for proving individual
cryptographic systems and general theorems.

Overview of this Paper. In Section 2, we give an informal overview of the Dolev-
Yao-style model of symmetric authentication and show how major concepts, both
new ones from this paper and underlying ones from [6], relateto other Dolev-Yao
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Fig. 1 Term structures with symmetric authentication.

models. Note that while all term algebras are similar, otheraspects like interaction,
protocol definition, and adversary capabilities are treated in syntactically very di-
verse ways in the literature. After briefly introducing general notation in Section 3,
we rigorously define our Dolev-Yao-style abstraction in Section 4. The realization
of this specific abstraction is defined in Section 5. Section 6describes the security
notion of reactive simulatability in more detail than the introduction. Sections 7
and 8 contain the proof. Readers most interested in the prooftechnique can read
the start of these sections before the ideal and real system;however, as the overall
technique is the same as in [6], we abbreviate the general parts where possible.

2 Overview of the Dolev-Yao-Style Model of Symmetric Authentication

For modeling and proving cryptographic protocols, it is sufficient to know the
ideal, Dolev-Yao-style model of symmetric authentication. The subsequent sec-
tions only justify that – and how – the ideal version can be faithfully implemented
by real cryptographic primitives fulfilling normal cryptographic definitions. In this
section, we give an overview of the Dolev-Yao-style model ofsymmetric authen-
tication that we will later prove to be securely implementable, and describe the
reasons for some major design decisions. This section also motivates some under-
lying concepts from [6] in the hope that at least readers who know other Dolev-Yao
models can later easily map our representation into their favorite one and concen-
trate on the main issues.

2.1 Terms and Operations

A summary of the types of terms arising by adding symmetric authentication to our
Dolev-Yao-style model is shown in Figure 1. At first glance, one might expect just
leaves for secret authentication keys, denoted by the typeska, and authenticators
of typeaut with a message (here represented aslist) and a secret key as arguments.
A major deviation from this expectation is the typepka, which denotes public tags
for authentication keys. This models that the adversary might be able to determine
the key that was used to authenticate a message. A secret-keyterm has such a
public tag as an argument, and an authenticator has the public tag of the respective
secret key as an argument instead of that secret key. This explains the first and
second term template in Figure 1. The next deviation from what one might expect
is that there are authenticators with any numberj ∈ N0 of keys (i.e., their public
tags) as arguments instead of one. Such terms can be producedby the adversary
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either by sending an authenticator first, so that the key is not yet known (j =
0) or by finding keys such that authenticators are valid with respect to several
keys. This is not excluded by typical cryptographic security definitions and indeed
does no harm in typical uses of authentication. Finally, onemight expect a test
operator, but Dolev-Yao models exist with and without destructors, i.e., operations
like decryption and signature testing may be explicit elements in terms (as in the
introduction) or implicit. The version in [6] belongs to thesecond class. Thus an
application of a test to a term is always immediately evaluated. The last two term
templates in Figure 1 show that secret keys and authenticators may be included in
lists and thus in many larger terms.

The honest participants operate on these terms in the expected ways: They can
generate keys, authenticate messages (yielding normal terms with one key argu-
ment), test authenticators, and we allow them to extract messages from authentica-
tors (i.e., the second and third term in Figure 1 allow retrieval of the list). This last
operation implies that real authenticators must contain the message. The simulator
in the proof needs this to translate authenticators from theadversary into abstract
ones. Thus we also offer message retrieval to honest users sothat they need not
send the message both explicitly and implicitly.

The adversary has a few additional possibilities: As already mentioned, he may
construct authenticator terms withj 6= 1 public key tags, also by adding key tags
to authenticators originally constructed by an honest user, and he can extract key
tags from authenticators.

2.2 Abstraction from Probabilism and Participant Knowledge

Like all Dolev-Yao-style models when actually used for protocol modeling, e.g.,
using a special-purpose calculus or embedded in CSP or pi-calculus, the model
in [6] has state. An important use of state is to model which participants already
know which terms. Another use of state is to remember different versions of terms
of the same structure for probabilistic operations such as nonce or key generation.
We allow probabilistic authentication; hence also the authentication operation gen-
erates a new version of an authenticator term at each call. In[6], as in some prior
models – probably first in [25] – the probabilism is abstracted from by counting,
i.e., by assigning successive natural numbers to terms, here globally over all types.

A specific aspect in [6] is that participants operate on termsby local names,
not by handling the terms directly. This is necessary to givethe abstract Dolev-
Yao-style model and its realization the same interface, so that either one or the
other can be plugged into a protocol. An identical interfaceis also an important
precondition for reactive simulatability, i.e., the security notion. One can see pro-
tocol descriptions over this interface as a low-level symbolic representation as they
exist in several other frameworks, and it should be possibleto compile higher-level
descriptions into it following the ideas first developed in [24]. The local names are
called handles, and chosen as successive natural numbers for simplicity.

The handles also implicitly define the knowledge sets of other models: The
knowledge set of a participant, including the adversary, isthe set of terms for
which this participant has handles.
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3 Notation

We write “:=” for deterministic and “←” for probabilistic assignment, and “←R”
for uniform random choice from a set. Byx := y++ for integer variablesx, y we
meany := y + 1; x := y. The length of a messagem is denoted as|m|, and↓
is an error element available as an addition to the domains and ranges of all func-
tions and algorithms. The list operation is denoted asl := (x1, . . . , xj), and the
arguments are unambiguously retrievable asl[i], with l[i] = ↓ if i > j. A database
D is a set of functions, called entries, each over a finite domain called attributes.
For an entryx ∈ D, the value at an attributeatt is writtenx.att . For a predicate
pred involving attributes,D[pred ] means the subset of entries whose attributes
fulfill pred . If D[pred ] contains only one element, we use the same notation for
this element. Adding an entryx to D is abbreviatedD :⇐ x.

4 The Dolev-Yao-Style Model

We now present our abstraction from symmetric authentication in detail. Before
we can rigorously define the new terms and the operations on terms and the over-
all state, e.g., on the handles representing knowledge sets, we have to introduce
notation from the overall model from [6] to which we add theseterms and opera-
tions.

4.1 Trusted-Host Machines and Overall Parameters

The underlying system model is an IO-automata model. Hence the overall Dolev-
Yao-style model, with its state, is represented as a machine. It is called trusted
host. Actually there is one possible trusted hostTHH for every subsetH of a set
{1, . . . , n} of users, denoting the possible honest users. It has a portinu? for inputs
from and a portoutu ! for outputs to each useru ∈ H and foru = a, denoting the
adversary.

The trusted host keeps track of the length of messages (recall that this is needed
because the length leaks to the adversary) using a tupleL of abstract length func-
tions. We add functionsska len∗(k) andaut len∗(k, l) to L for the length of au-
thentication keys and authenticators, depending on a security parameterk and the
lengthl of the message. They follow the same conventions as the otherfunctions
in [6], in particular they range overN, are polynomially bounded, and efficiently
computable. Another two functions fromL that we need below aremax in(k) and
max ina(k). They can be arbitrary polynomials and denote the maximum number
of inputs at each user port and at the adversary port, respectively.

4.2 States: Term Database

The overall representation of a state of the Dolev-Yao-style model, i.e., of the
machineTHH, is a databaseD of the existing terms with their type (top-level
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Fig. 2 Example of the database representation of terms.

operator), argument list, handles, and lengths as databaseattributes. In addition,
it contains a global index that allows us (not the participants) to refer to terms
unambiguously. The non-atomic arguments of a term are givenby the indices of
the respective subterm.

An example is shown in Figure 2. The left side indicates the main action that
has happened so far, the sending of an authenticated list with one element, a pay-
load messagem. The database first contains the key pair, where the secret key is
supposed to be known to both participants, while honest participants never have
special handles to the public key tags. Then it contains the payload data, the list,
and the authenticated message. We assume that this message has arrived safely so
thatPn has a handle to it, but has not yet been parsed by the recipient. After that,
the list andm get handles3 and4 for Pn, respectively.

In detail, the database attributes ofD are defined as follows; the only difference
to [6] due to adding symmetric authentication is an augmented type set.

– ind ∈ INDS , called index, consecutively numbers all entries inD. The set
INDS is isomorphic toN; we use it to distinguish index arguments from
others. We use the index as a primary key attribute of the database, i.e., we
write D[i] for the selectionD[ind = i].

– type ∈ typeset defines the type of the entry. We add typesska, pka, andaut

to typeset from [6], denoting secret authentication keys, “empty” public keys
that are needed as key identifier for the corresponding secret keys, and authen-
ticators. The typepka is added to the subsetsecrettypes ⊆ typeset , which
consists of those types that must not be put into lists (formerly only consisting
of the secret keys of asymmetric schemes).

– x.arg = (a1, a2, . . . , aj) is a possibly empty list of arguments. Many valuesai

are indices of other entries inD and thus inINDS . We sometimes distinguish
them by a superscript “ind”.

– x.hndu ∈ HNDS ∪ {↓} for u ∈ H ∪ {a} are handles by which a user or
adversaryu knows this entry. The value↓ means thatu does not know this
entry. The setHNDS is yet another set isomorphic toN. We always use a
superscript “hnd” for handles.

– x.len ∈ N0 denotes the “length” of the entry, computed using the functions
from L.

Initially, D is empty. As additional state parts,THH has a countersize ∈
INDS for the current size ofD, and counterscurhndu (current handle) foru ∈
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H ∪ {a}, denoting the most recent handle number assigned foru. They are all
initialized with0.

The algorithmihnd ← ind2hndu(i) (with side effect) denotes thatTHH deter-
mines a handleihnd for useru to an entryD[i]: If ihnd := D[i].hndu 6= ↓, it returns
that, else it sets and returnsihnd := D[i].hndu := curhndu++. On non-handles, it
is the identity function.ind2hnd∗u appliesind2hndu to each element of a list.

For each input portp?, THH maintains a counterstepsp? ∈ N0 initialized with
0 for the number of inputs at that port, each with a boundboundp?. If that bound
is reached, no further inputs are accepted at that port. Thisis done by a length
function becoming0; these length functions can generally be used to ensure that
only polynomial-size inputs are considered at certain ports. They are not written
out explicitly, but can be derived easily from the domain expectations given for
the individual inputs. We haveboundp? = max in(k) for all ports except forina?,
where it ismax ina(k).

4.3 New Inputs and their Evaluation

According to the underlying IO-automata model, operationsare represented by in-
put commands from users or the adversary intoTHH. Thus the use of this Dolev-
Yao-style model is very much like the use of a real cryptographic library by an ap-
plication or protocol implementation, referring to cryptographic objects by object
handles. The normal cryptographic operations are called basic commands. They
are accepted at input portsinu?; they correspond to cryptographic operations and
have only local effects, i.e., only an output atoutu? occurs and only handles foru
are involved. The additional term-handling capabilities of the adversary are called
local adversary commands. They are only accepted atina?. The last group, called
send commands, output values to other users. The normal insecure channels actu-
ally lead to the adversary, i.e., the adversary instead of the intended recipient gets
a handle on a sent message, and the adversary can send under anyone’s identity.

In the following, the notationj ← op(i) means thatTHH is scheduled with an
inputop(i) at some portinu? (where we always useu as the index of that port) and
returnsj at outu !. The definitions in [6] only allow lists to be authenticated and
transferred, because the list-operation is a convenient place to concentrate all veri-
fications that no secret keys of the public-key systems are put into messages. Han-
dle arguments are tacitly required to be inHNDS and existing, i.e.,≤ curhndu ,
at the time of execution.

4.3.1 Basic Commands: Normal Cryptographic OperationsAs introduced in
Section 2.1 there are four local cryptographic operations for all participants.

Definition 1 (Basic commands for symmetric authentication) The trustedhost
THH extended by symmetric authentication accepts the following additional com-
mands at every portsinu?.
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– Key generation:skahnd ← gen auth key(). Setskahnd := curhndu++ and

D :⇐ (ind := size++, type := pka, arg := (), len := 0);

D :⇐ (ind := size++, type := ska, arg := (ind − 1), hndu := skahnd,

len := ska len∗(k)).

– Authenticator generation:authnd ← auth(skahnd, lhnd).
Let ska := D[hndu = skahnd ∧ type = ska].ind and l := D[hndu =
lhnd ∧ type = list].ind . Return↓ if either of these is↓, or if length :=
aut len∗(k, D[l].len) > max len(k). Otherwise, setauthnd := curhndu++,
pka := ska + 1 and

D :⇐ (ind := size++, type := aut, arg := (l, pka), hndu := authnd,

len := length).

– Authenticator verification:v ← auth test(authnd, skahnd, lhnd).
If aut := D[hndu = authnd ∧ type = aut].ind = ↓ or ska := D[hndu =
skahnd∧ type = ska].ind = ↓, return↓. Otherwise, let(l, pka1, . . . , pkaj) :=
D[aut ].arg . If ska − 1 6∈ {pka1, . . . , pkaj} or D[l].hndu 6= lhnd, thenv :=
false, elsev := true.

– Message retrieval:lhnd ← msg of aut(authnd).
Let l := D[hndu = authnd ∧ type = aut].arg[1] and return lhnd :=
ind2hndu(l).

The tests in authenticator generation are input type checksand a test that the
resulting message will not exceed the given polynomial bound. (The latter is just a
provability issue; the bound should be so large as to be neverreached in practice.)

In verification, the testska−1 6∈ {pka1, . . . , pkaj} is the lookup that the secret
key is one of those for which this authenticator is valid, i.e., that the cryptographic
test would be successful in the real system.

4.3.2 Local Adversary CommandsWe already discussed in Section 2.1 that we
allow the adversary to send terms with authenticators for which it has not sent a
suitable key yet. We call such authenticators (temporarily) unknown. Such an au-
thenticator can become valid if a suitable secret key is received; a command for
fixing authenticators takes care of this. In addition, we allow the adversary to trans-
form an authenticator, i.e., create a new authenticator fora message if he already
knows another authenticator for the same message. This capability is not excluded
by typical security definitions. Finally, we allow the adversary to retrieve all infor-
mation that we do not explicitly require to be hidden, e.g., type and arguments of
a term with a given handle.

Definition 2 (Local adversary commands for symmetric authentication) The
trusted hostTHH extended by symmetric authentication accepts the following ad-
ditional commands at the portina?.
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– Authentication transformation:trans authnd ← adv transform aut(authnd).
Return↓ if aut := D[hnda = authnd ∧ type = aut].ind = ↓. Otherwise let
(l, pka1, . . . , pkaj) := D[aut ].arg , settrans authnd := curhnda++ and

D :⇐ (ind := size++, type := aut, arg := (l, pka1),

hnd a := trans authnd, len := D[aut ].len).

– Unknown authenticator:authnd ← adv unknown aut(lhnd).
Return↓ if l := D[hnda = lhnd ∧ type = list].ind = ↓ or length :=
aut len∗(k, D[l].len) > max len(k). Otherwise, setauthnd := curhnda++

and

D :⇐ (ind := size++, type := aut, arg := (l), hnda := authnd,

len := length).

– Fixing authenticator:v ← adv fix aut validity(skahnd, authnd).
Return ↓ if aut := D[hnda = authnd ∧ type = aut].ind = ↓ or if
ska := D[hndu = skahnd ∧ type = ska].ind = ↓. Let(l, pka1, . . . , pkaj) :=
D[aut ].arg and pka := ska − 1. If pka 6∈ {pka1, . . . , pkaj} set
D[aut ].arg := (l, pka1, . . . , pkaj, pka) and outputv := true. Otherwise, out-
putv := false.

– Parameter retrieval:(type, arg)← adv parse(mhnd).
This existing command always setstype := D[hnd a = mhnd].type, and for
most typesarg := ind2hnd∗a(D[hnda = mhnd].arg). This applies to the new
typespka, ska, andaut.

The fact thatadv parse applied to an authenticator outputs a handle to the
public key models that the adversary might be able to see which authenticators
were made with the same key. By itself, such a public key is meaningless, but the
adversary can compare the public keys from different authenticators.

4.3.3 Send Commands, UnchangedThe send commands are unchanged by
adding symmetric authentication. However, they are neededin the proof because
simulation only happens when terms are sent or received. Hence as an example we
present sending over an insecure channels (denoted by a parameteri). This is the
most commonly used type, but there are also secure channels and authentic chan-
nels. Essentially, sending increases knowledge sets and thus assigns and outputs
handles. Intuitively, in the first command an honest user wants to send listl to user
v. In the second command, the adversary wants to send listl to v, pretending to be
u.

– send i(v, lhnd), for v ∈ {1, . . . , n}. Let l ind := D[hndu = lhnd ∧ type =
list].ind . If l ind 6= ↓, then output(u, v, ind2hnda(l

ind)) atouta!.
– adv send i(u, v, lhnd), for u ∈ {1, . . . , n} andv ∈ H at portina?. Let l ind :=

D[hnda = lhnd ∧ type = list].ind . If l ind 6= ↓, output(u, v, ind2hndv(l ind)) at
outv !.
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Fig. 3 Real situation for the same example as above.

5 Real System

The realization of the Dolev-Yao-style model offers its users the same interface
as the ideal model, i.e., honest users operate on cryptographic objects via handles.
Clearly, in the real system every user has its own machine (inother terms proto-
col engine or automaton), containing only the cryptographic objects that this user
knows. Figure 3 shows the real situation corresponding to the example from Fig-
ure 2. Essentially, the machines of userP1 andPn contain the projections of the
Dolev-Yao-style database to the objects for which this userhas handles, with terms
replaced by bitstrings. In the example bitstrings, we represent a list with brackets,
and an authenticator (which allows message retrieval) as a pair of the message and
a basic authenticator. As userPn has not yet parsed the authenticator, it still has
the typenull in machineMn, see below.

The commands like key generation and authentication essentially call the un-
derlying cryptographic algorithms; however, we need some additional tagging and
randomization. Upon send commands, these machines exchange the real bitstrings
over real channels. The adversary can arbitrarily manipulate the messages on in-
secure channels and in his local knowledge, i.e., perform any polynomial-time
algorithms on the bitstrings.

We start the rigorous treatment with the underlying definitions of a crypto-
graphically secure symmetric authentication system.

5.1 Cryptographic Definition of Symmetric Authentication

The following is a standard definition of authentication codes except that we re-
quire that all algorithms have fixed effects on the parameterlengths. This can easily
be achieved by padding, given any other authentication code.

Definition 3 (Memoryless symmetric authentication) A memoryless symmetric
authentication scheme is a tupleA = (genA, auth, atest, ska len, aut len) of
polynomial-time algorithms. For key generation with a security parameterk ∈ N,
we write sk ← genA(1k). By aut ← authsk (m) we denote the (probabilistic)
authentication of a messagem ∈ {0, 1}+. Verificationb := atestsk (aut , m) is
deterministic and returnstrue (then we say that the authenticator is valid) or
false.

With these parameter notation, the length ofsk must always beska len(k) > 0.
Correctly generated authenticators for keys of the correctlength must always be
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valid. The length ofaut must beaut len(k, |m|) > 0, and this is also the length
of everyaut ′ with atestsk (aut ′, m) = true for a valuesk ∈ {0, 1}ska len(k). The
functionsska len andaut len must be bounded by multivariate polynomials.

As the security definition we use security against existential forgery under
adaptive chosen-message attacks similar to [17]. We only use our notation for in-
teracting machines, and we allow that also the test functionis adaptively attacked.

Definition 4 (Authentication Security) Given an authentication scheme, an au-
thentication machineAut has one input and one output port, a variablesk ini-
tialized assk ← genA(1k), and the following transition rules:

– On input(auth, m), returnaut ← authsk (m).
– On input(test, aut ′, m′), returnv := atestsk (aut ′, m′).

The authentication scheme is calledexistentially unforgeable under adaptive
chosen-message attackif for every probabilistic polynomial-time machineAaut

that interacts withAut, the probability is negligible (ink) that Aut outputs
v = true on any input(test, aut ′, m′) wherem′ was not authenticated until that
time, i.e., not among the inputs calledm.

The definition does not exclude that the adversary constructs another authen-
ticator aut ′ 6= aut for a messagem that was authenticated. This is why we in-
troduced the commandadv transform aut in Section 4.3.2. A well-known exam-
ple of an authentication scheme that is provably secure under this definition is
HMAC [8].

5.2 Machines and Parameters

The intended structure of the realization consists ofn machines{M1, . . . , Mn},
one for each participant. EachMu has portsinu? and outu !, so that the same
honest-user machines (representing applications or protocols) can connect to the
ideal and the real system. EachMu has connections to eachMv as in [6], in
particular an insecure connection callednetu,v ,i for normal use. They are called
network connections and the corresponding ports network ports. Any subsetH
of {1, . . . , n} can denote the indices of correct machines. The resulting actual
structure consists of the correct machines with modified channels according to a
channel model. In particular, each insecure channel is split so that both machines
actually interact with the adversary.

Similarly to the length functionsska len andaut len from the cryptographic
definition, there are underlying functionslist len andnonce len defining the length
of lists (based on the element lengths) and nonces. These functions are grouped in a
tupleL′ and can be arbitrary polynomials. For given functionslist len, nonce len,
ska len, andaut len, the corresponding ideal length functions are computed as
follows.

– ska len∗(k) := list len(|ska|, ska len(k), nonce len(k)); this must be bounded
by max len(k);
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– aut len′(k, l) := aut len(k, list len(nonce len(k), l));
– aut len∗(k, l) := list len(|aut|, nonce len(k), nonce len(k), l, aut len′(k, l)).

This is mainly needed to relate this real system to an ideal system with suitable
parameters, but we use one of these definitions already in defining the real system.

5.3 States of a Machine

Each machineMu contains the cryptographic objects the user already knows under
this user’s handles. We again represent this as a database; the structure is simple
here because there are only the handles, the corresponding bitstrings, and for our
convenience the message types (which could be retrieved by parsing the bitstring)
and a “reserve” parameter. More precisely, each such databaseDu has the follow-
ing attributes:

– hndu ∈ HNDS consecutively numbers all entries inDu. We use it as a pri-
mary key attribute, i.e., we writeDu[ihnd] for the selectionDu[hndu = ihnd].

– word ∈ {0, 1}+ is the real bitstring.
– type ∈ typeset ∪ {null} identifies the type of the entry. The valuenull denotes

that the entry has not yet been parsed.
– add arg is a list of (“additional”) arguments. For entries of our newtypes it is

always empty, i.e.,().

Initially, Du is empty.Mu has a countercurhndu ∈ HNDS for the current size
of Du. The subroutine

(ihnd, Du) :← (i, type, add arg)

determines a handle for certain given parameters inDu: If an entry with the word
i already exists, i.e.,ihnd := Du[word = i ∧ type 6∈ {sks, ske}].hndu 6= ↓,1

it returnsihnd, assigning the input valuestype andadd arg to the corresponding
attributes ofDu[ihnd] only if Du[ihnd].type wasnull. Else if |i| > max len(k),
it returnsihnd = ↓. Otherwise, it sets and returnsihnd := curhndu++, Du :⇐
(ihnd, i, type, add arg).

Similar to Section 4.2,Mu maintains a counterstepsp? ∈ N0 for each in-
put portp?, initialized with 0. All corresponding boundsboundp? aremax in(k).
Length functions for inputs are tacitly defined by the domains of each input.

5.4 Inputs and their Evaluation

Now we describe howMu evaluates the individual inputs related to symmetric
authentication. Clearly, there are the same four basic commands corresponding to

1 The restrictiontype 6∈ {sks, ske} (abbreviating secret keys of signature and public-key
encryption schemes) is included for compatibility to the original model from [6]. Similar
statements will occur some more times, e.g., for entries of typepks andpke denoting public
signature and encryption keys. No further knowledge of suchtypes is needed for under-
standing the new work.
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cryptographic operations. There are no adversary local commands because a real
adversary is not restricted to specific, algebraic operations, but performs arbitrary
bitstring manipulations. The send commands now correspondto real sending, and
receiving a message from a channel into a real machine must newly be considered.

5.4.1 Constructors and One-level ParsingThe stateful commands are defined
via functional constructors and parsing algorithms for each cryptographic type.
(These stateless algorithms can be reused in the simulator and the proof, while the
stateful parts are different in the simulator.) We start with the constructors; they
define the exact structure of the bitstrings in the database.

Definition 5 (Constructors for symmetric authentication)

– Key constructor:sk∗ ← make auth key().
Letsk ← genA(1k), sr ←R {0, 1}nonce len(k), and returnsk∗ := (ska, sk , sr).

– Authenticator constructor:aut∗ ← make auth(sk∗, l), for sk∗, l ∈ {0, 1}+.
Setr ←R {0, 1}nonce len(k), sk := sk∗[2] and sr := sk∗[3]. Authenticate as
aut ← authsk ((r, l)), and returnaut∗ := (aut, sr , r, l, aut).

Now we define the destructors. Authenticator parsing does not include the ver-
ification test; that must be defined in the stateful part. The term “tagged list” means
a valid list of the real system. We assume that tagged lists are efficiently encoded
into {0, 1}+. From the underlying Dolev-Yao-style model, we need to knowthe
general parsing algorithm.

– General parsing:(type, arg)← parse(m).
If m is not of the form (type, m1, . . . , mj) with type ∈ typeset \
{pka, sks, ske, garbage} andj ≥ 0, returns(garbage, ()). Else call the type-
specific parsing algorithmarg ′ ← parse type(m). If arg = ↓, thenparse again
outputs(garbage, ()), else(type, arg).

The destructors for the symmetric authentication types contain the appropriate
type-specific parsing subroutines.

Definition 6 (Destructors for symmetric authentication)

– Key parsing:arg ← parse ska(sk∗).
If sk∗ is of the form (ska, sk , sr) with sk ∈ {0, 1}ska len(k) and sr ∈
{0, 1}nonce len(k), return(), else↓.

– Authenticator parsing:arg ← parse aut(aut∗).
If aut∗ is not of the form(aut, sr , r, l, aut) with sr , r ∈ {0, 1}nonce len(k), l ∈
{0, 1}+, and aut ∈ {0, 1}aut len′(k,|l|), return ↓. Also return↓ if l is not a
tagged list. Otherwise setarg := (l).

5.4.2 Realization of Basic CommandsWe now define how a real machine reacts
on the same basic commands as the ideal Dolev-Yao-style system. They are again
local. In the real system this means that they produce no outputs at the network
ports. We use the functional subroutines defined above, and subroutines for the
state changes resulting from parsing, defined in [6]:
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– “parsemhnd” means thatMu calls(type, arg) ← parse(Du[mhnd].word), as-
signsDu[mhnd].type := type if it was still null, and may then usearg .

– “parsemhnd if necessary” means the same except thatMu does nothing if
Du[mhnd].type 6= null.

Definition 7 (Basic commands for symmetric authentication)

– Key generation:skahnd ← gen auth key().
Let sk∗ ← make auth key(), skahnd := curhndu++, and Du :⇐
(skahnd, sk∗, ska, ()).

– Authenticator generation:authnd ← auth(skahnd, lhnd).
Parse lhnd if necessary. IfDu[skahnd].type 6= ska or Du[lhnd].type 6= list,
then return↓. Otherwise setsk∗ := Du[skahnd].word , l := Du[lhnd].word ,
and aut∗ ← make auth(sk∗, l). If |aut∗| > max len(k), return ↓, else set
authnd := curhndu++ andDu :⇐ (authnd, aut∗, aut, ()).

– Authenticator verification:v ← auth test(authnd, skahnd, lhnd).
Parse authnd yielding arg =: (l), and parse skahnd. If
Du[authnd].type 6= aut or Du[skahnd].type 6= ska, return ↓. Else let
(aut, sr , r, l, aut) := Du[authnd].word and sk := Du[skahnd].word [2]. If
sr 6= Du[skahnd].word [3] or l 6= Du[lhnd].word , or atestsk (aut , (r, l)) =
false, outputv := false, elsev := true.

– Message retrieval:lhnd ← msg of aut(authnd).
Parseauthnd yieldingarg =: (l). If Du[authnd].type 6= aut, return↓, else let
(lhnd, Du) :← (l, list, ()).

5.4.3 Send Commands and Network InputsThe send commands are again not
specific to symmetric authentication, but as an example we show what happens for
an insecure channel.

– send i(v, lhnd), for v ∈ {1, . . . , n}.
Parselhnd if necessary. IfDu[lhnd].type = list, outputDu[lhnd].word at port
netu,v ,i!.

An input at a network port should be tagged list. If it is, it isstored under a
handle, and the arrival of the message is indicated to the user.

– Network input:On inputl atnetw,u,i?, for l ∈ {0, 1}+ and|l| ≤ max len(k).
Test if l = (list, x1, . . . , xj) for somej ∈ N0 and valuesxi ∈ {0, 1}+. If yes,
let (lhnd, Du) :← (l, list, ()) and output(w, x, lhnd) atoutu !.

6 Definition of Simulatability

We give the definition of the underlying security notion of reactive simulatability. It
is intended for comparing an ideal and a real system with respect to security. Gen-
erally, an ideal or real system may consist of several possible structures, typically
derived from an intended structure with a trust model, whereeach such structure
consists of a set of machines and a set of so-called service ports. For example, the
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Dolev-Yao-style model from Section 4 consists of structures ({THH},SH), one
for eachH, whereSH := {inu?, outu ! | u ∈ H}. A structure is complemented to
a configurationby honest users summarized as a single machineH and an adver-
saryA. H connects only to the service ports of the structure andA to the rest, and
they may interact. The set of configurations of a systemSys is calledConf(Sys).
A configuration is a runnable scenario, i.e., for each value of the security param-
eterk one gets a well-defined probability space ofruns. Theview of a machine
in a run is the restriction to all in- and outputs this machinesees and its internal
states. Formally, the viewview conf (M) of a machineM in a configurationconf

is a family of random variableswith one element for each valuek of the security
parameter.

The security definition for comparing an ideal systemSys id and a real system
Sys real is that for every structure(M̂1,S ) ∈ Sys real, every polynomial-time honest
userH, and every polynomial-time adversaryA1, there exists a polynomial-time
adversaryA2 on an ideal structure(M̂2,S ) ∈ Sys id with the same service ports
such that the view ofH is computationally indistinguishable in the two config-
urations, i.e., such that the honest usersH cannot notice the difference. This is
illustrated in Figure 4. Indistinguishability is a well-known cryptographic notion
from [37].

�
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Fig. 4 Overview of the simulatability definition. A real system is shown on the left-hand
side, and an ideal system on the right-hand side. The view ofH must be indistinguishable.

Definition 8 (Computational Indistinguishability) Two families(vark)k∈N and
(var′k)k∈N of random variables on common domainsDk are computationally in-
distinguishable(“≈”) iff for every algorithmD (the distinguisher) that is proba-
bilistic polynomial-time in its first input,

|P (D(1k, vark) = 1)− P (D(1k, var′k) = 1)| ∈ NEGL,

whereNEGL denotes the set of allnegligible functions, i.e., g : N → R≥0 ∈
NEGL iff for all positive polynomialsQ, ∃k0∀k ≥ k0 : g(k) ≤ 1/Q(k).

Intuitively, given the security parameter and an element chosen according to either
vark or var′k, D tries to guess which distribution the element came from.

Definition 9 (Reactive Simulatability) For two systemsSysreal andSys id, one says
Sys real ≥ Sys id (at least as secure as) iff for every polynomial-time configuration
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Fig. 5 Environment of the simulator.

conf 1 = (M̂1,S , H, A1) ∈ Conf(Sys real), there exists a polynomial-time con-
figuration conf 2 = (M̂2,S , H, A2) ∈ Conf(Sys id) (with the sameH) such that
view conf

1
(H) ≈ view conf

2
(H).

For the proof in [6], this is even shown with blackbox simulatability, i.e.,A2 is de-
fined as the combination ofA1 and a simulatorSim that depends only on(M̂1,S ).

7 Simulator

We now start with the proof that the real system is as secure asthe ideal one.
The main step is to construct a simulatorSimH for each setH of possible

honest users such that for every real adversaryA, the combinationSimH(A) of
SimH andA achieves the same effects in the ideal system as the adversary A in
the real system, cf. Section 6. This is shown in Figure 5, together with the detailed
ports ofSimH and a sketch of the messages to be handled. Roughly, the goal of
SimH is to translate real bitstrings coming from the adversary into abstract handles
that represent corresponding terms inTHH, and vice versa.

7.1 States of the Simulator

The simulator essentially contains the cryptographic objects that the adversary has
seen or sent, together with the handles used for the corresponding terms in the
Dolev-Yao-style model. This is represented by databaseDa with the following
attributes:

– hnda ∈ HNDS is used as the primary key attribute inDa. However, its use is
not as straightforward as in the ideal and real system, sinceentries are created
by completely parsing an incoming message recursively.

– word ∈ {0, 1}∗ is the real bitstring.
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– add arg is a list of additional arguments. Typically it is(). However, for our
key identifiers it is(adv) if the corresponding secret key was received from the
adversary, while for keys from honest users, where the simulator generated an
authentication key, it is of the form(honest, sk∗).

A variablecurhnda denotes the current size ofDa, except temporarily within an
algorithmid2real. The variablesstepsp? count the inputs at each port. The corre-
sponding boundsboundp? aremax in(k) for the network ports andmax ina(k) for
outa?; cf. Section 4.1.

7.2 Simulating Sent Messages

WhenSimH receives an “unsolicited” input fromTHH, this is the result of a send
command by an honest user and thus of the formm = (u, v, i, lhnd) for an insecure
channel, and similar for other channel types.SimH looks up if it already has a
corresponding real messagel := Da[l

hnd].word and otherwise constructs it by an
algorithml← id2real(lhnd) (with side-effects). It outputsl at portnetu,v ,i!.

The algorithmid2real is recursive; each layer builds up a real word given
the real words for certain abstract components. We only needto add new type-
dependent constructions for our new types, but we briefly repeat the overall struc-
ture to set the context.

1. Call (type, (mhnd
1 , . . . , mhnd

j )) ← adv parse(mhnd) at ina!, expectingtype ∈
typeset \ {sks, ske, garbage} andj ≤ max len(k), andmhnd

i ≤ max hnd(k)
if mhnd

i ∈ HNDS and otherwise|mhnd
i | ≤ max len(k) (with certain domain

expectations in the argumentsmhnd
i that are automatically fulfilled in interac-

tion with THH, also for the extensions of the commandadv parse for the new
symmetric-authentication types).

2. Fori := 1, . . . , j: If mhnd
i ∈ HNDS andmhnd

i > curhnda, setcurhnda++.
3. Fori := 1, . . . , j: If mhnd

i 6∈ HNDS, setmi := mhnd
i . Else ifDa[m

hnd
i ] 6= ↓,

let mi := Da[m
hnd
i ].word . Else make a recursive callmi ← id2real(mhnd

i ).
Let arg real := (m1, . . . , mj).

4. Construct and enter the real messagem usingtype-specific subroutines.

We have to define the subroutines for Step 3 for symmetric authentication.

Definition 10 (Producing simulated real messages for symmetric authentication)
For the symmetric-authentication types, the algorithmid2real uses the following
(stateful) subroutines in Step 4.

– If type = pka, call sk∗ ← make auth key() and setm := ε and Da :⇐
(mhnd, m, (honest, sk∗)).

– If type = ska, letpkahnd := mhnd
1 . We claim thatDa[pkahnd].add arg is of the

form (honest, sk∗). Setm := sk∗ andDa :⇐ (mhnd, m, ()).
– If type = aut, we claim thatpkahnd := mhnd

2 6= ↓. If Da[pkahnd].add arg [1] =
honest, let sk∗ := Da[pkahnd].add arg [2], elsesk∗ := Da[pkahnd + 1].word .
Further, let l := m1 and set m ← make auth(sk∗, l) and Da :⇐
(mhnd, m, ()).



Sym. Authentication in a Simulatable Dolev-Yao-style Cryptographic Library 19

7.3 Simulating Dolev-Yao-style Terms from Real Network Inputs

WhenSimH receives an inputl from A at a portnetw,u,i? with |l| ≤ max len(k),
it verifies thatl is a tagged list. If yes, it translatesl into a corresponding handle
lhnd by a recursive algorithmlhnd ← real2id(l) (with side-effects), and outputs
adv send i(w, u, lhnd) at port ina!. The algorithmreal2id recursively parses the
real message, builds up a corresponding term inTHH, and enters all messages
into Da.

For an arbitrary messagem ∈ {0, 1}+, mhnd ← real2id(m) works as follows.
If there is already a handlemhnd with Da[m

hnd].word = m, it returns that. Else
it sets(type, arg) := parse(m) and calls a type-specific algorithmadd arg ←
real2id type(m, arg). After this, real2id setsmhnd := curhnda++ and Da :⇐
(mhnd, m, add arg). We have to provide the type-specific algorithms for the new
symmetric-authentication types.

Definition 11 (Entering terms from real messages for symmetric authentication)

– add arg ← real2id ska(m, ()). Call skahnd ← gen auth key() at ina! and set
Da :⇐ (curhnda++, ε, (adv)) (for the key identifier), andadd arg = () (for
the secret key).
Let m =: (ska, sk, sr); this format is ensured by the preceding
parsing. For each handleauthnd with Da[authnd].type = aut and
Da[authnd].word = (aut, sr , r, l, aut) for r ∈ {0, 1}nonce len(k), l ∈ {0, 1}+,
and aut ∈ {0, 1}aut len′(k,|l|), and atestsk(aut , (r, l)) = true, call v ←
adv fix aut validity(skahnd, authnd) at ina!. Returnadd arg .

– add arg ← real2id aut(m, (l)). Make a recursive calllhnd ← real2id(l) and
let (aut, sr, r, l, aut) := m; parsing ensures this format.
Let Ska := {skahnd | Da[skahnd].type = ska ∧ Da[skahnd].word [3] = sr ∧
atestsk(aut, (r, l)) = true for sk := Da[skahnd].word [2]} be the set of keys
known to the adversary for whichm is valid.
Verify whether the adversary has already seen another authenticator for
the same message with a key only known to honest users: LetAut :=
{authnd | Da[authnd].word = (aut, sr, r, l, aut ′) ∧ Da[authnd].type = aut}.
For each authnd ∈ Aut , let (aut, argauthnd) ← adv parse(authnd) and
pkaauthnd := argauthnd [2]. We claim that there exists at most onepkaauthnd

such thatDa[pkaauthnd ].add arg [1] = honest. If such a pkaauthnd exists,
let sk∗ := Da[pkaauthnd ].add arg [2] and v := atestsk∗[2](aut, (r, l)). If
v = true, call trans authnd ← adv transform aut(authnd) at ina! and af-
ter that callv ← adv fix aut validity(skahnd, trans authnd) at ina! for every
skahnd ∈ Ska. Return().
Else ifSka 6= ∅, letskahnd ∈ Ska arbitrary. Call authnd ← auth(skahnd, lhnd)
at ina!, and for everyska′hnd ∈ Ska \ {skahnd} (in any order), callv ←
adv fix aut validity(ska′hnd, authnd) at ina!. Return().
If Ska = ∅, call authnd ← adv unknown aut(lhnd) at ina! and return().
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8 Security Proof

Our security claim is that the realization of the Dolev-Yao-style model extended
with symmetric authentication is as secure as the Dolev-Yao-style model with sym-
metric authentication in the sense of Definition 9.

Let RPar be the set of valid parameter tuples for the real system, consisting
of the numbern ∈ N of participants, secure signature, encryption, and symmet-
ric authentication schemesS, E , andA, and length functions and boundsL′. For
(n,S, E ,A, L′) ∈ RPar , let Sys

cry sym auth,real
n,S,E,A,L′ be the resulting real cryptographic

library. Further, let the corresponding length functions and bounds of the ideal sys-
tem be formalized by a functionL := R2Ipar(S, E ,A, L′), where the extension
to the newly added length functions for symmetric authentication, i.e.,ska len∗

andaut len∗, was given in Section 5.2. Moreover, we require that the function
max ina(k) contained inL is a sufficiently large polynomial; we give a sufficient
lower bound formax ina(k) in Section 8.3. LetSys

cry sym auth,id
n,L be the ideal cryp-

tographic library with parametersn andL.

Theorem 1 (Security of the Dolev-Yao-style Model with Symmetric Authentica-
tion) For all parameters(n,S, E ,A, L′) ∈ RPar , we have

Sys
cry sym auth,real
n,S,E,A,L′ ≥ Sys

cry sym auth,id
n,L ,

whereL := R2Ipar(S, E ,A, L′).

Recall that we already defined a simulator in Section 7 in order to prove Theo-
rem 1. We show that even the combination of arbitrary polynomial-time usersH
and an arbitrary polynomial-time adversaryA cannot distinguish the combination
MH of the real machinesMu, u ∈ H from the combinationTHSimH of THH and
SimH (for all setsH ⊆ {1, . . . , n} of indices indicating the correct machines). We
do not repeat the precise definition of “combinations” here;it can be found in [33].

The proof is essentially a bisimulation. This means to definea mapping be-
tween the states of two systems (Section 8.2) and a sufficientset of invariants
(Section 8.4) so that one can show that every external input to the two systems in
mapped states fulfilling the invariants keeps the system in mapped states fulfilling
the invariants, and that the outputs are identically distributed (Section 8.5, 8.6, and
8.7). However, the states of our two systems are not immediately comparable: a
simulated state has no real versions for data that the adversary has not yet seen,
while a real state has no global indices, adversary handles,etc. We circumvent
this problem by conducting the proof via a combined machineCH, from which
bothTHSimH andMH can be derived. The two derivations are two mappings, and
we perform the two bisimulation proofs in parallel. By the transitivity of indistin-
guishability (of the families of views of the sameA andH in all three configura-
tions), we obtain the desired result. This is shown in Figure6.

Specific aspects of this bisimulation, all as in [6], are the following. First,
certain “error sets” of traces remain where the bisimulation fails. At the end, in
Section 8.8, we show that the union of all error sets has negligible probability if
the underlying primitives, here the symmetric authentication scheme, are secure;
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Fig. 6 Overview of the simulatability proof.

this is sufficient for computational indistinguishability. Secondly, we have a prob-
abilistic invariant “strongly correct arguments”. Thirdly, in addition to standard
invariants, we have an information-flow invariant “word secrecy” which helps us
to show that the adversary cannot guess certain values in these final proofs for the
error sets. Although we can easily show that the probabilityof a guess hitting an
already existing truly random value is negligible, we can only exploit this if the
adversary got no information (in the Shannon sense) about this value. We there-
fore have to show that the adversary did not even receive anypartial information
about this value. Partial information could be derivable since, e.g., the value was
hidden within a nested term. We show the absence of partial information flow via
the absence of static information flow, and the flow specification is the invariant
“word secrecy”.

8.1 Combined Machine

The combined machineCH mainly contains a databaseD∗ of all existing crypto-
graphic objects. It is structured likeD in THH, but with the following additional
attributes:

– word ∈ {0, 1}∗ contains a real bitstring as inMH or SimH under the same
handle(s).

– parsedu ∈ {true, false} for u ∈ H is ↓ if hndu = ↓ for the same entry;
otherwisetrue indicates that the entry would be parsed inDu, andfalse that
it would still be of typenull. As entries of typepka do not exist in the real
system, we always haveparsedu = ↓ for them.

– owner for secret keys and authenticators isadv if the key or the authenticator
was first received from the adversary, otherwisehonest.

Its state also contains variablessize andcurhndu as inTHH, and all variables
stepsp? as in THSimH are equal to the step counters inMH. In the transitions
of CH, the D-part of the databaseD∗ and the variablessize and curhndu are



22 Michael Backes, Birgit Pfitzmann, Michael Waidner

treated as inTHH. An entryx whose first handlex.hndu is for u ∈ H gets the
word thatMu would contain under this handle, and otherwise that fromSimH.
Thus, essentially, entries created due to basic commands fromH get the words that
MH would construct, while words received in network inputs from A are parsed
completely and entered as bySimH. Outputs toH are made as inTHH, outputs to
A as inMH.

8.2 Derivations

We now define the derivations of the original machines from the combined ma-
chine. They are the mappings that we will show to be bisimulations. We use the
following additional notation:

– Let ω abbreviate word lookup, i.e.,ω(i) := D∗[i].word if i ∈ HNDS, else
ω(i) := i. Let ω∗, applied to a list, denote thatω is applied to each element.

– We give most derived variables and entire machine states a superscript∗, be-
cause in the bisimulation we have to compare them with the “original” ver-
sions. We make an exception with some variables ofTHSimH that are equal
by construction inCH; in particularD∗ is CH’s extended database and the
derivedD-part forTHH is immediately calledD again.

– Let owners(x) := {u ∈ H ∪ {a} | x.hndu 6= ↓} denote the set of owners for
x ∈ D. If |owners(x)| = 1, we writeowner(x) for the element ofowners(x).

For a given state ofCH, we define derived states corresponding to the original
systems. In the following, we only define the derivations forentries of our new
types, and of those that occur in the upcoming proof.

Definition 12 (Derivations fromCH to THSimH andMH) Given a state ofCH,
the states of the individual machines consist of the following components.

THH: D: This is the restriction ofD∗ to all attributes exceptword andparsedu .
curhndu (for u ∈ H ∪ {a}) andsize: All these variables are equal to those in

CH.
M∗

H: D∗
u: (For everyu ∈ H.) We deriveD∗

u as follows, starting with an empty
database: For everyxhnd ≤ curhndu , let x := D∗[hndu = xhnd].ind ,
type := D∗[x].type, andm := D∗[x].word . Then

– If D∗[x].parsedu = false, thenD∗
u :⇐ (xhnd, m, null, ()).

– Else iftype ∈ {ska, aut}, thenD∗
u :⇐ (xhnd, m, type, ()).

curhnd∗
u : This variable equalscurhndu of CH.

Sim∗
H: D∗

a : We deriveD∗
a as follows, starting with an empty database: For all

xhnd ≤ curhnda, let x := D∗[hnda = xhnd].ind , type := D∗[x].type , and
m := D∗[x].word .

– If type = pka, let ska ind := x + 1. If D∗[ska ind].owner = adv, then
D∗

a :⇐ (xhnd, m, (adv)), elseD∗
a :⇐ (xhnd, m, (honest, ω(ska ind))).

– If type ∈ {ska, aut}, thenD∗
a :⇐ (xhnd, m, ()).

curhnd∗
a : This variable equalscurhnda of CH.
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8.3 Properties of the Ideal System and the Simulator

All properties shown about the ideal system in Lemmas 4.1 and4.2 of [6] still hold
after adding symmetric authentication, e.g., “well-defined terms” stating that the
databaseD represents well-defined, non-cyclic terms. The invariant “correct key
pairs” is extended byD[i].type = pka ⇐⇒ D[i + 1].type = ska for all i ∈ N0.

The simulator is polynomial-time.
Further, no handle output byTHH is rejected bySimH, and the counters

stepsouta? of SimH andsteps ina? of THH never reach their bounds inTHSimH.
This is shown as in [6], except for the new boundmax ina(k) for steps ina? and
stepsouta?. The functionmax ina(k) not only has to ensure polynomial runtime but
also has to be large enough to ensure correct functional behavior by never being
reached in a simulation. In [6], an upper bound on the inputs needed in the simula-
tion is derived from the security proof and used as an instantiation ofmax ina(k),
but any larger polynomial would have been sufficient. In thiswork we adapt this
upper bound as follows. Because of the interaction ofTHH andSimH in real2id,
the number of these steps increases linearly in the number ofexisting authentica-
tors and existing keys, since a new secret key might update the arguments of each
existing authenticator entry, and a new authenticator can get any existing key as
an argument. However, only a polynomial number of authenticators and keys can
be created (a coarse bound isn ·max in(k) for entries of the honest users plus the
polynomial runtime ofA for the remaining ones), and thusmax ina(k) remains
polynomial as required in [6].

8.4 Invariants inCH

For the bisimulation, we need invariants aboutCH. In the original proof, there are
invariantsindex and handle uniqueness, well-defined terms, message correctness,
key secrecy, no unparsed secret keys, length bounds, fully defined, andcorrect key
pairs. They are not explicitly used in our upcoming proof and it is easy to see that
they remain correct for our extension by symmetric authentication. In the follow-
ing, we present the important invariants for the new proof. Each of them already
occurred in [6], except for “correct verification”, which istrivially invariant for the
original inputs since it only makes statements about our newtypes. Each existing
invariant is generalized for dealing with our new types, without new conditions on
database entries of old types.

– Word uniqueness.For each wordm ∈ {0, 1}∗, we have |D∗[word =
m ∧ type 6∈ {sks, ske, pka}]| ≤ 1.

– Correct length.For all i ≤ size, D∗[i].len = |D∗[i].word |, except if
D∗[i].type ∈ {sks, ske, pka}.

– Word secrecy.We require that the adversary never obtains information about
nonce-like word components without adversary handles. Forthis, we define
a setPub Var of “public” variables about whichA may have some informa-
tion. We claim that at all times, no information from outsidehas flowed into
Pub Var in the sense of information flow in static program analysis. The set
Pub Var contains
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– all wordsD∗[i].word with D∗[i].hnda 6= ↓;
– the state ofA andH, and theTHH-part of the state ofCH;
– secret keys of public-key encryption and digital signatureschemes where

the public keys are known to the adversary, i.e., ifD∗[i].hnda 6= ↓ and
D∗[i].type ∈ {pks, pks}, then alsoD∗[i + 1].word .2

– symmetric authentication keys for which a corresponding authenticator is
known to the adversary, i.e., all wordsD∗[i].word with D∗[i].type = ska

for which there exists an entryD∗[j] with D∗[j].hnda 6= ↓, D∗[j].type =
aut, andi− 1 ∈ D∗[j].arg .

“Word secrecy” implies that no information from random valuessr in authenti-
cation keys orr in authenticators has flowed intoPub Var unless the respective
entries have adversary handles. Absence of information flowin the static sense
implies absence of Shannon information.

The remaining two invariants “correct arguments” and “strongly correct ar-
guments” establish a relationship between the real messageof an entry and its
abstract type and arguments. For each type, there is a separate relationship. In the
following, we introduce such a relationship for our new types.

– Correct arguments.For all i ≤ size, the real messagem := D∗[i].word

and the abstract type and arguments,type id := D∗[i].type and arg ind :=
D∗[i].arg, are compatible. More precisely, letarg real := ω∗(arg ind). If
type id 6∈ {sks, ske, pka}, let (type, argparse) := parse(m), and we require
type = type id, and:
– If type = aut, thenargparse = arg real[1]. (Parsing does not output the key

identifiers.)
– Strongly correct arguments ifa 6∈ owners(D∗[i]) or D∗[i].owner = honest.

Let type := D∗[i].type, arg ind := D∗[i].arg andarg real := ω∗(arg ind). Then
type 6= garbage andm := D∗[i].word has the following probability distribu-
tion:3

– If type = aut, thenarg ind is of the form(l ind, pka ind
1 , . . . , pka ind

j ). Let

ska ind := pka ind
1 + 1 and arg ′real := ω∗(ska ind, l ind). Then m ←

make auth(arg ′real).
– If type = ska, thenm← make auth key().

The following invariant is new, and deals with consistent verification in the
ideal and real system.

– Correct Verification.For all i, j ≤ size with D∗[i].type = aut andD∗[j].type
= ska: Let (aut, sr, r, l, aut) := D∗[i].word , (l ind, pka ind

1 , . . . , pka ind
j )) :=

2 These secret keys are included because information from them flows into the public
keys, signatures, and decryptions, but they do not get adversary handles when those values
are published. This holds similarly for symmetric authentication keys which are captured in
the next bullet.

3 Here one sees that the bisimulation is probabilistic, i.e.,we actually consider distribu-
tions of states before and after a transition. This invariant says that in such a state distribu-
tion, and given the mentioned arguments,m is distributed as described independent of other
state parts.
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D∗[i].arg, and(ska, sk, sr′) := D∗[j].word . Thenpka ind := D∗[j].ind −1 ∈
{pka ind

1 , . . . , pka ind
j } if and only if sr = sr′ andatestsk(aut, (r, l)) = true.

8.5 Bisimulation of Basic Commands

Recall that we have to show that except for certain error sets, every external in-
put to the two systems in mapped states fulfilling the invariants keeps the systems
in mapped states fulfilling the invariants, and that the outputs are identically dis-
tributed. We first consider the effects of a basic commandc input at a portinu?
with u ∈ H. Recall that the actions ofCH on a large part of its state are by defi-
nition equal to those ofTHH, and so isCH’s output atoutu !. We will not always
mention this again. Moreover, “word secrecy” is clear sincethe output atoutu !
and the updates to theD-part ofD∗ are made entirely with commands fromTHH

and thus withinPub Var . New or existing words only get a handle foru, so that
nothing is added toPub Var .

– Key generation:skahnd ← gen auth key().
Both THH and Mu set skahnd := curhndu++, and make two entries
in case ofTHH, respectively one entry in case ofMu. In CH this gives
D∗ :⇐ (ind := size++, type := pka, arg := (), len := 0) and D∗ :⇐
(ind := size++, type := ska, arg := (ind − 1), hndu := skahnd, len :=
ska len∗(k), parsedu := true,word := sk∗) wheresk∗ ← make auth key().
The outputs are equal, and “correct derivation” is clear. If“word uniqueness”
is not fulfilled,sk∗ matches an already existing value. In particular, the nonce
sr within sk∗ then equals an old one at the same place within a word, hence
we put the run in an error setNonce Coll .
“Correct length” is fulfilled because the definition ofmake auth key implies
ska len∗(k) = list len(|ska|, ska len(k), nonce len(k)) = |sk∗|; nothing is re-
quired for typepka. Under “correct arguments”, nothing is required for type
ska andpka. “Strongly correct arguments” is obvious.
If “correct verification” is not fulfilled, the new secret keyis a valid authentica-
tion key for an existing authenticator. This in particular means that the newly
generated noncesr in the new key equals an existing nonce in the authentica-
tor. Hence, we put the run in an error setNonce Coll .

– Authenticator generation:authnd ← auth(skahnd, lhnd).
Let ska ind := D∗[hndu = skahnd].ind and l ind := D∗[hndu = lhnd].ind .
Both THH andMu return↓ if D∗[ska ind].type 6= ska or D∗[l ind].type 6= list.
Their tests are equivalent by “correct derivation”.
Further,THH returns↓ if length := aut len∗(k, D∗[l ind].len) > max len(k).
Else it setsauthnd := curhndu++ and makes a new entryD :⇐ (ind :=
size++, type := aut, arg := (l ind, ska ind − 1), hndu := authnd, len :=
length).
Mu uses (sk∗, l) := ω(sk ind, l ind) and setsaut∗ ← make aut(sk∗, l).
If |aut∗| > max len(k), it returns ↓. This length test equals that in
THH: By “strongly correct arguments”, the keysk∗ was generated with
make auth key(). With the notation from insidemake auth, this means that
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sk was correctly generated, and thus we have|aut| = aut len(k, |(r, l)|) =
aut len′(k, |l|). This yields|aut∗| = aut len∗(k, |l|), and by “correct length”
for the entryD∗[l ind] this is whatTHH verified. Hence either both do not
change their state and return↓, or both make the described updates andMu

setsauthnd := curhndu++ and makes an entryDu :⇐ (authnd, aut∗, aut, ()).
The outputs are equal, the update toD∗[ska ind] retains “correct derivation”,
and no invariants is affected.
Now we consider the new authenticator entry: “Correct derivation” is clear if
we augmentTHH’s entry with the wordaut∗ andparsedu = true. If “word
uniqueness” is not fulfilled, thenr within aut∗ equals an old value in the same
place in a word; hence we put the run in the error setNonce Coll . “Correct
length” is fulfilled as shown above. “Correct arguments” follows by comparing
the output format ofmake auth with the predicate inparse aut. “Strongly cor-
rect arguments” holds by construction. If “correct verification” is not fulfilled,
then we again have a nonce collision as the nonce within the new authenticator
matches an existing one within a key. Hence, the run is put into the error set
Nonce Coll .

– Authenticator verification:v ← auth test(authnd, skahnd, lhnd). Let aut ind :=
D∗[hndu = authnd].ind andska ind := D∗[hndu = skahnd].ind . BothTHH

andMu return↓ if D∗[aut ind].type 6= aut or if D∗[ska ind].type 6= ska (in-
deedMu has parsed the entries). Otherwise, let(l ind, pka ind

1 , . . . , pka ind
j ) :=

D∗[aut ind].arg , (aut, sr, r, l, aut) := D∗[aut ind].word , and(ska, sk, sr) :=
D∗[ska ind].word . By “correct arguments” for the entryD∗[aut ind], we
have l = ω∗(l ind), and hencelhnd = D∗[l ind].hndu if and only if
l 6= Du[lhnd].word . THH outputs false if pka ind

1 = ↓ or ska ind −
1 6∈ {pka ind

1 , . . . , pka ind
j }, and true otherwise.Mu outputsfalse iff sr 6=

Du[skahnd].word [3] or atestsk(aut, (r, l)) = false. This is equivalent by “cor-
rect verification” and “correct derivation”. No invariantsare affected here.

– Message retrieval:lhnd ← msg of aut(authnd).
We start exactly as in authenticator verification: Letaut ind := D∗[hndu =
authnd].ind . Both THH and Mu return ↓ if D∗[aut ind].type 6= aut. (In-
deedMu has parsed the entry.) Otherwise, let(l ind, pka ind

1 , . . . , pka ind
j ) :=

D∗[aut ind].arg , aut∗ := D∗[aut ind].word , and(l) ← parse aut(aut∗). By
“correct arguments” for the entryD∗[aut ind], we havel = ω(l ind).
If D∗[l ind].hndu already exists, both return it. OtherwiseTHH adds it as
lhnd := curhndu++. By “word uniqueness” and “correct derivation”,Mu

does not find another entry with the wordl , and thus makes a new entry
(lhnd, l , null, ()) with the same handle. (Its test|l | ≤ max len(k) is true by
“correct length” forD∗[l ind].) Equal outputs and “correct derivation” are clear.
The remaining invariants are unaffected.

8.6 Bisimulation of Send Commands from Honest Users

We now consider an inputsend i(v, lhnd
u ) at a portinu? with u ∈ H (the list lhnd

u

should be sent tov). Intuitively, this part of the proof shows that the adversary does
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not get any information in the real system that it cannot get in the ideal system,
because any real information can be simulated indistinguishably given only the
outputs fromTHH.

Let l ind := D∗[hndu = lhnd
u ].ind . Now Mu always outputsl :=

D∗[l ind].word . An inductive proof is used thatid2real retains all invariants and
produces the right outputs. By inspection ofid2real, we see that the first three steps
of the algorithm are essentially independent of the type of the considered entry (up
to domain checks which are fulfilled by construction when interacting withTHH).
In step 4,id2real then proceeds depending ontype. Each of these variants ends
with an assignment tom, which is then output, andDa :⇐ (mhnd, m, add arg)
for certain argumentsadd arg .

In [6], it has been proven (in Lemma 7.6) that it is sufficient to show:

– a correct resultm = m∗, wherem∗ is the word theMu produces, i.e.,m∗ :=
D∗[m ind].word . We further can assume “strongly correct arguments” form∗.

– “correct derivation” ofadd arg in the new entry;
– “word secrecy” form, i.e., no flow of secret information intom, where argu-

mentsmi are not secret information.

For our new types, these conditions are also sufficient. Thiscan be proven analo-
gously to the original proof. Since the proof mainly relies on a thorough investiga-
tion of the first three steps ofid2real, we have to omit the details here due to lack
of space.

8.6.1 Authentication Keys If type = pka, then id2real sets sk∗ ←
make auth key(), m := ε andadd arg := (honest, sk∗).

Let m ind := D∗[mhnd].ind and ska ind = m ind + 1 and sk∗real :=
D∗[ska ind].word . By “strongly correct arguments”sk∗real was chosen with
make auth key(). Moreover, we havea 6∈ owners(D∗[ska ind]), because otherwise
D∗[m ind] would also have got ana-handle at once. In the derivedD∗

a , we therefore
have an entry(mhnd, m, (honest, sk∗real)) with the same distribution asid2real’s
choice. “Word secrecy” is clear sincem = ε.

For type = ska, Let pkahnd := mhnd
1 . By construction, we have

D∗[pkahnd].type = pka.4 Let pk ind := D∗[pkahnd].ind , ska ind = pka ind + 1.
Analogously to the typepka, we know thata 6∈ owners(D∗[ska ind]), and with
“correct derivation” we obtainD∗

a [pkahnd].add arg = (honest, ω(ska ind)). Now
the output ism := ω(sk ind), which is equal to the outputD∗[sk ind].word in the
real system. “Word secrecy” is clear.

8.6.2 Authenticators If type = aut, “strongly correct arguments” implies that
arg ind is of the form(l ind, pkaind

1 , . . . , pkaind
j ) with pkaind

1 6= ↓. This proves the
format claim inid2real.

Let ska ind := pka1
ind + 1 and (sk∗, l∗) := ω(ska ind, l ind). By “strongly

correct arguments”,m∗ is distributed asm∗ ← make auth(sk∗, l∗). If

4 This could as well be treated as an invariant, but it is obvious since secret keys always
have their key identifier as only argument by definition, and their argument never changes.
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Da[pkaind
1 ].add arg[1] = honest, then “correct derivation” ofDa implies

Da[pkahnd
1 ].add arg = (honest, sk∗), where pkahnd

1 = D∗[pka1
ind]. If

Da[pkaind
1 ].add arg = (adv) then “correct derivation” ofDa impliesDa[pkaind

1 +
1].word = sk∗. In both cases,id2real setsm ← make auth(sk∗, l∗). This is the
same distribution.

For proving “word secrecy” form, we only have to consider the parameter
sk∗, becausel∗ is a parameterm1 (andmake auth is functional). By definition of
“word secrecy”,sk∗ already belongs toPub Var , hence “word secrecy” is clear.

8.7 Bisimulation of Network Inputs from the Adversary

We now consider the effects of an inputl from A. Recall that on such an inputCH

acts entirely likeTHSimH. BothMu andSimH continue ifl is a tagged list. Hence
from now on, we assume this. NowSimH and thusCH call lhnd

a ← real2id(l)
to parse the input. Using a lemma from [6], we only have to showthe following
properties of each calllhnd

a ← real2id(l) with 0 < |l| ≤ max len(k) and l ∈
Pub Var :

– At the end,D∗[hnda = lhnd
a ].word = l andD∗[hnda = lhnd

a ].type 6∈ {sks,
ske}.

– “Correct derivation” ofDa andcurhnda.
– The invariants withinD∗ are retained, where “strongly correct arguments” is

already clear and “word secrecy” need only be shown for the outermost call
(without subcalls) if more entries thanD∗[hnd a = lhnd

a ] are made or updated
there.

The lemma carries over to our new types with marginal extensions of the proof.
If there is already a handlemhnd with Da[m

hnd].word = m, real2id returns
that. The postulated output condition is fulfilled by “correct derivation”, and the
others because no state changes are made. Otherwise, the wordm is not yet present
in Da. Thenid2real sets(type, arg) := parse(m). This yieldstype ∈ typeset \
{sks, ske}. As parse is a functional algorithm, no invariants are affected. Then
id2real calls an algorithmadd arg ← real2id type(m, arg) with side-effects.

Finally it setsmhnd := curhnda++ andDa :⇐ (mhnd, m, add arg).
We therefore have to show the postulated properties for our new type-specific

algorithms together with those last two assignments.

8.7.1 Authentication KeysThe algorithmreal2id ska(m, ()) calls skahnd ←
gen auth key() at ina! and setsDa :⇐ (curhnda++, ε, (adv)) for the key iden-
tifier andadd arg := () for the secret key.

Recall that the upcoming loop over allauthnd can only modify the databaseD∗

by outputting a commandadv fix aut validity, which does not create new entries.
HenceTHH also makes only two new entries withpkahnd := curhnda++ and

mhnd := curhnda++.
In CH, the key identifier entry results inD∗ :⇐ (ind := size++, type :=

pka, arg := (), hnda := pkahnd, len := 0). The secret-key entry results in
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D∗ :⇐ (ind := size++, type := ska, arg := (ind − 1), hnda := mhnd, len :=
ska len∗(k),word := m). It fulfills the postulated output conditions. Here “correct
derivation”, “correct length”, “word secrecy” and “correct arguments” are clear. If
“Word uniqueness” is not fulfilled, then there exists a priorentry x ∈ D∗ with
x.word = m, i.e., the adversary has guessed a key which it has not seen yet.
This especially implies that he has guessed the noncesr, hence we put this run in
an error setNonce Guess . We havex.hnd a = ↓ by “correct derivation” ofDa,
becausem is not present inDa. Thus,x.word 6∈ Pub Var .

Letpk ind := size−1. Then “correct derivation” holds becausesk ind := pk ind+
1 designates the secret-key entry withD∗[sk ind].owner = adv, so thatadd arg =
(adv) is the correct choice inDa. “Correct arguments” and “word secrecy” are
obvious. For “correct length”, nothing is required for typepka. “Word uniqueness”
need not be shown for this entry.

We now consider the for-loop, which checks if already existing authenti-
cators are valid for the new key. Letsk∗ := m = (ska, sk, sr), and as-
sume that there exists a handleauthnd with Da[authnd].type = aut and
Da[authnd].word = (aut, sr , r, l, aut) for r ∈ {0, 1}nonce len(k), l ∈ {0, 1}+,
aut ∈ {0, 1}aut len′(k,|l|), andatestsk(aut , (r, l)) = true. ThenSimH callsv ←
adv fix aut validity(skahnd, authnd). Now THH returns↓ if aut := D[hnda =
authnd∧type = aut].ind = ↓ or if ska := D[hndu = skahnd∧type = ska].ind =
↓. “Correct derivation” for the authenticator entry and parsing of the secret key im-
ply that these checks succeed.

Now let (l, pka1, . . . , pkaj) := D[aut ].arg andpka := ska − 1. If pka 6∈
{pka1, . . . , pkaj} set D[aut ].arg =: (l, pka1, . . . , pkaj , pka). Here “correct
derivation”, “correct length”, “word uniqueness”, and “word secrecy” are clear.
“Correct arguments” is also clear due to the special format of type aut (pars-
ing does not output the key identifiers). Ifpka 6= ↓ “strongly correct argu-
ments” is unaffected. Otherwise the authenticator has beencreated by a command
adv unknown auth, hencea ∈ owners(D∗[pka1 + 1]).

The only invariant left to show is “correct verification”. Let i ≤ size with
D∗[i].type = aut and D∗[i].word = (aut, sr, r, l, aut) that fits to the key
sk∗, i.e, atestsk(aut, (r, l)) = true. Let authnd := D∗[i].hnda. Because of
the checks ofSimH, it is sufficient to show that the corresponding key iden-
tifier is added to the authenticator’s arguments. We distinguish two cases: If
a ∈ owners(D∗[i]), then this entry is present inDa, henceSimH outputs
adv fix aut validity(skahnd, authnd). The checks ofTHH will succeed since they
correspond to the checks ofSimH by “correct derivation”. Hence ifskahnd − 1
is not contained in the element list, it is added, which retains the invariant. If
a 6∈ owners(D∗[i]), i.e., the key fits to an authenticator that the adversary has
not seen yet, he especially has not seen the noncer. Hence, we put this run in an
error setNonce Guess. Because ofa 6∈ owners(D∗[i]), we haveauthnd = ↓,
henceD∗[authnd].word 6∈ Pub Var .

8.7.2 Authenticators When real2id aut(m, (l)) is called, we know from pars-
ing that l is a tagged list and shorter thanm, so that also|l| ≤ max len(k).
Moreover,l ∈ Pub Var because they were generated fromm ∈ Pub Var by
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the functional algorithmparse. Hence whenreal2id aut starts with a recursive
call lhnd ← real2id(l); this call fulfill the postulated conditions by induction hy-
pothesis. Thus, it retains all invariants and ensuresD∗[hnda = lhnd].word = l.
Let l ind := D∗[hnda = lhnd].ind and m = (aut, sr, r, l, aut). Let Ska :=
{skahnd | D∗[hnda = skahnd].type = ska ∧D∗[hnda = skahnd].word [3] = sr ∧
atestsk(aut, (r, l)) = true for sk := D∗[hnda = skahnd].word [2]}.

Case 1: Transformed Authenticator.SimH first verifies whether the adversary has
already seen another authenticator from an honest user for the same message.
It setsAut := {authnd | D∗[hnda = authnd].word = (aut, sr, r′, l, aut ′) ∧
D∗[hnda = authnd].type = aut}. For each authnd ∈ Aut , it sets
(aut, argauthnd)← adv parse(authnd) andpkaauthnd := argauthnd [2].

Now assume for contradiction that there exist two such distinct elements
pkahnd

authnd
1

, pkahnd
authnd

2

with D∗[hnda = pkahnd
authnd

1

].add arg[1] = D∗[hnd a =

pkahnd
authnd

2

].add arg [1] = honest. Let pka1 := D∗[hnda = pkahnd
authnd

1

].ind and

pka2 := D∗[hnda = pkahnd
authnd

2

].ind . SinceD∗[hnda = authnd
1 ].variword[2] =

D∗[hnda = authnd
2 ].word [2] = sr , we haveDa[pka1 + 1].word [2] = Da[pka2 +

1].word [2] = sr . But “correct derivation” implies thatDa[pka1 + 1].owner =
Da[pka2 + 1].owner = honest, so “strongly correct arguments” implies that
Da[pka1 + 1].word andDa[pka2 + 1].word have been created by the command
make auth key. This means that if two such distinct elements existed, the nonces
sr collided in two executions ofmake auth key. In this case, we put the run into
an error setNonce Coll .

Now assume that there exists a uniquepkaauthnd , and let sk∗ =
Da[pkaauthnd ].add arg [2]. Then the simulator checks ifatestsk∗[2](aut, (r, l)) =
true, i.e., it only continues the interaction withTHH if the check in the real sys-
tem is correct. This is equivalent by “correct verification”. In this case, it calls
trans authnd ← adv transform aut(authnd) at ina! and setsadd arg := ().

Let aut ind := D∗[hnda = authnd].ind . By “correct derivation”, we have
D∗[aut ind].type = aut. With the preconditions aboutaut∗real, “correct argu-
ments” foraut ind, and “word uniqueness” forl, this impliesD∗[aut ind].arg =
(l ind, pkaind

1 , . . . , pkaind
j ). HenceTHH sets trans authnd := curhnda++ and

makes a new entry. Together with the new entry inDa, this results inD∗ :⇐
(ind := size++, type := aut, arg := (l ind, pkaind

1 ), hnda := authnd, len :=
D∗[aut ind].len ,word := m). “Correct derivation” is clearly retained, and the pos-
tulated output condition is fulfilled. “Correct arguments”holds because we showed
that the arguments copied fromD∗[aut ind] are those that we get by parsingm. For
“correct length”, we use thatD∗[aut ind].len = |aut∗real| by “correct length” for
aut ind. Thus we only have to show|m| = |aut∗real|. This holds because both parse
as authenticators with the same componentl. “Word secrecy” need not be shown
for this entry. Finally, we prove “word uniqueness”: Assumethere were a prior
entryx ∈ D∗ with x.word = m. It hasx.hnd a = ↓ because the wordm does not
exist inDa. This means that the adversary has guessed an authenticatorthat existed
in THH but that he has not sent yet. This in particular means that he has guessed
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the inherent noncer within m, hence we put the run in the error setNonce Guess .
We havex.hnd a = ↓, hencex 6∈ Pub Var .

After that, SimH calls adv fix aut validity(skahnd, lhnd) for everyskahnd ∈
Ska, i.e., it enters the key identifiers for the valid secret keys. The only invari-
ant that could be affected is “correct verification”. We distinguish two cases:
First, we assume that if an entryi in D∗ exists withD∗[i].type = ska, sk∗ :=
(ska, sk, sr) := D∗[i].word , andatestsk(aut, (r, l)) = true, then there is an en-
try j with j.hnda 6= ↓ that also fulfills these conditions. In this case, a handle
skahnd for j will be contained inSka by “correct derivation” and henceSimH

calls v ← adv fix aut validity(authnd, skahnd). Then “correct verification” fol-
lows analogously to the proof of the previous subsection forauthentication keys.
Secondly, if there exists an entryi in D∗ that meets the above requirements, but
for all entriesj of the above form we havej.hnda = ↓, then the adversary has
guessed a valid authenticator, which means that in particular, he has guessed the
inherent noncer. We hence put the run into the error setNonceGuess. We again
obtaini 6∈ Pub Var because ofi.hnda = ↓.

Case 2: A Valid Key Exists inDa. We now consider the behavior ofSimH if m is
not a transformed authenticator, butSimH finds a suitable secret key for testing the
authenticator, i.e., we haveSka 6= ∅. SimH then picksskahnd ∈ Ska arbitrarily,
and callsauthnd ← auth(skahnd, lhnd).

THH sets ska := D∗[skahnd].ind , l := D∗[lhnd].ind and outputs↓ if
D∗[skahnd].type 6= ska or D∗[lhnd].type 6= list. These checks are identi-
cal to the check ofSimH in case ofska and to parsingm in case of list,
hence the checks succeed by “correct derivation”. NowTHH sets length :=
aut len∗(k, D[l]) and aborts iflength > max len(k). This is equivalent toSimH’s
checks since we know from parsing that|m| = list len(|aut|, nonce len(k),
nonce len(k), |l|, aut len′(k, |l|)) = aut len∗(k, |l|) and from “correct length”
that D∗[l ind].len = |l|. Hence,THH makes a new entry; inCH this yields
D :⇐ (ind := size++, type := aut, arg := (l, ska− 1), hnda := authnd, len :=
length,word = m). “Correct derivation”, “Correct arguments” are clear; “correct
length” holds as shown above. “Word secrecy” need not be shown for this entry. If
“word uniqueness” is not fulfilled, thenm matches an existing authenticator entry
x in D∗. Similar to the previous case, we havex.hnd a = ↓ sincex does not exist
in Da, hence the noncer within m must have been guessed. Hence we put the run
into an error setNonce Guess . Because ofx.hnda = ↓ we havex 6∈ Pub Var .

After that, SimH calls v ← adv fix aut validity(ska′hnd, lhnd) for every
ska′hnd ∈ Ska \{skahnd}, i.e., it enters the key identifiers for the valid secret keys.
The only invariant that could be affected is “correct verification”. We distinguish
three cases: First, we assume that if an entryi in D∗ exists withD∗[i].type = ska,
sk∗ := (ska, sk, sr) := D∗[i].word , andatestsk(aut, (r, l)) = true, then there is
an entryj with j.hnd a 6= ↓ that also fulfills these conditions. In this case, a handle
ska′hnd for j will be contained inSka by “correct derivation” and henceSimH

calls v ← adv fix aut validity(authnd, ska′hnd). Then “correct verification” fol-
lows analogously to the proof of the previous subsection forauthentication keys.
Secondly, if there exists an entryi in D∗ that meets the above requirements, but
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for all entriesj of the above form we havej.hnda = ↓, then the adversary has
guessed a valid authenticator, which means that in particular, it has guessed the
inherent noncer. We hence put the run into the error setNonceGuess. We again
obtaini 6∈ Pub Var because ofi.hnda = ↓. Thirdly, no such entryi exists inD∗.
In the case, the adversary has produced a valid forgery for an(unknown) key of
an honest user. Hence, we put the run in an error setAuth Forge. We designate
the forgery(sk, aut, (r, l)). Note thatatestsk(aut , (r, l)) = true because this was
verified when parsingm, and thata 6∈ owners(D∗[i]). Further, “strongly correct
arguments” forD∗[i] implies thatsk∗ was chosen ingen auth key, and thus as
sk ← genA(1k).

Case 3: No Valid Key Exists inDa. Now assume thatSka = ∅. This either
means that no key inDa has a suitable noncesr or that the authenticator test
fails for all keys inDa. In all these cases, the commandadv unknown aut(lhnd)
is used to create a new authenticator forl within THH but currently without any
key identifier.THH returns↓ if l := D[hnda = lhnd ∧ type = list].ind = ↓
or length := aut len∗(k, D[l].len) > max len(k). This is equivalent toSimH’s
checks as shown in the previous case.THH now creates a new entry, correspond-
ing to the following entry inCH: D :⇐ (ind := size++, type := aut, arg :=
(l), hnda := authnd, len := length,word = m). “Correct derivation” and “Cor-
rect arguments” are clear; “correct length” holds as shown above. “Word secrecy”
need not be shown for this entry. If “correct verification” isnot fulfilled, we can
show similarly to the above case, that this authenticator isvalid for an exist-
ing key entryx of an honest user, which is not yet present in the databaseDa.
Hence, we put the run in the error setNonce Coll if x is present inD∗ (i.e.,
does not have an adversary handle yet) and inAuth Forge otherwise. Let again
sk∗ := (ska, sk, sr) := x.word . We then designate the forgery(sk, aut, (r, l)),
and we haveatestsk(aut , (r, l)) = true because this was verified when parsing
m, and thata 6∈ owners(D∗[x]). Further, “strongly correct arguments” forD∗[x]
imply thatsk∗ was chosen ingen auth key, and thus assk ← genA(1k).

8.8 Error Sets

We finally have to show that the union of all error sets has onlynegligible prob-
ability if the underlying cryptographic primitives are secure, i.e., the symmetric
authentication scheme and the nonces used for tagging.

In the bisimulation, three error setsNonce Coll , Nonce Guess , and
Auth Forge were defined. They contain runs where two nonces collided, where
the adversary has guessed a nonce value that he ideally has not yet seen, and where
the adversary successfully forged an authenticator, respectively. Intuitively, such
events should indeed only occur with negligible probability.

More precisely, we have three sequences of error sets, each indexed with the
security parameterk, such as(Auth Forgek )k∈N. If each sequence has negligible
probability, then so has the sequence of the set unions. Hence we now assume for
contradiction that one sequence has a larger probability for certain polynomial-
time usersH and adversaryA.
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Recall that the elements of the error sets are runs of the combined machines
CH. The proofs rely on the fact that the execution ofCH with H and A is
polynomial-time. This has already been shown for the original model, and this
also holds for our extension, since each new transition is surely polynomial-time,
and the number of interactions ofTHH andSimH in one transition is always poly-
nomially bounded, cf. Section 8.3.

8.8.1 Nonce Collisions The error setNonce Coll occurs in Sections 8.5 for the
nonce componentssr in authentication keys andr in authenticators. A run is put
into this set if a new nonce, created randomly assr ←R {0, 1}nonce len(k) (similar
for r), matches an already existing value.

Hence for every pair of a new nonce and an old value, the success probability
is bounded by2−nonce len(k), which is negligible. As there are only polynomially
many such pairs, the overall probability is also negligible.

8.8.2 Nonce GuessingThe error setNonce Guess occurs in Section 8.7.1 and
8.7.2. A run is put into this set if the adversary has guessed an existing nonce value
that ideally he should not have seen. In all these cases we showed that the adversary
had guessed the word of an entryx ∈ D∗ with x.hnd a = ↓, x.word 6∈ Pub Var ,
andx.type ∈ {ska, aut}. “Strongly correct arguments” implies that each of them
contains a nonce part generated assr ←R {0, 1}nonce len(k) for typeska andr←R

{0, 1}nonce len(k) for type aut. “Word secrecy” means that no information flowed
from sr (respectivelyr) into Pub Var , which is a superset of the information
known to the adversaryA. Hence for one guess at one value, the success probability
is 2−nonce len(k) and thus negligible, and there are only a polynomially many values
and polynomially many opportunities of guessing.

8.8.3 Authenticator Forgery The error setAuth Forge occurs in Section 8.7.2
for authenticator forgeries. In the runs put into this set wedesignated a triple
(sk, (r, l), aut) with atestsk(aut, (r, l)) = true for a key sk chosen assk ←
genA(1k).

In the combined machineCH, this secret keysk was a component
D∗[sk ind].word [2] with a 6∈ owners(D∗[sk ind]). Thus it is only used if the com-
mandauth is entered at a portinv? for v ∈ H, and there within normal authenti-
cationaut ← authsk((r, l)). Further, if(r, l) had ever been signed withsk before,
the commandauth would lead to an entryx ∈ D∗ with x.type = aut andx.word

of the form(aut, sr, r, l, aut ′). However, the existence of such an entry was ex-
cluded in the conditions for putting the run in the setAuth Forge. Thus we have
indeed a valid forgery for the underlying authentication system.

This argument was almost a rigorous reduction proof already: We construct an
adversaryAaut against the signer machineAut from Definition 4 by lettingAAut

executeCH, using the givenA andH as blackboxes. It only has to choose an index
i ←R {1, . . . , n · max in(k)} indicating for which of the up ton · max in(k)
authentication keys generated due to inputs at portsinu? with u ∈ H it usessk
obtained from the signer machineAut instead. Hence the success probability of
Aaut for eachk is at least(n · max in(k))−1 (from guessingi correctly) times
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the probability ofAuth Forgek . Hence the security of the authentication scheme
implies that the probability of the setsAuth Forgek is negligible.

9 Conclusion

We have shown how symmetric authentication can be treated inDolev-Yao-style
symbolic protocol proofs. Our abstraction is faithful, i.e., essentially it guarantees
that a protocol proved over the abstraction can be realized safely with a well-
defined cryptographic realization. The abstraction is not stand-alone – protocols
using nested Dolev-Yao-style terms with symmetric authentication as the only
cryptographic primitive would be quite exotic. Instead, wedefined it as an add-
on to an already proven Dolev-Yao-style model containing public-key encryption
and signatures.

Many variants of the abstraction are conceivable. Deterministic instead of
probabilistic authentication should be easy, while addingschemes with memory
seems more complex with respect to specific adversary capabilities. Another task
is to consider special cryptographic authentication schemes that realize the ab-
straction with fewer adversary capabilities, e.g., no authenticator transformation.
One question is whether such schemes can be constructed efficiently from every
more general scheme, another question is whether these adversary capabilities re-
ally hurt in any interesting protocol. Omitting the abilityto retrieve the message
from an authenticator seems less interesting since schemeswith this property can
be constructed from others simply by defining the pair(m, aut) of a message and
its original authenticator as the new authenticator, and inmost protocols this does
not decrease efficiency.

The major novelty compared with the existing first proof of a Dolev-Yao-style
abstraction under active attacks for public-key primitives was to treat the exchange
of secret keys, in particular after these keys are first used.Then either the simula-
tor has already simulated authenticators from honest participants to the adversary
and later has to provide a suitable key – this proved no great problem given an
abstraction that allows message retrieval. Or the adversary has first sent the au-
thenticator, and the simulator later has to adapt its ideal representation to the new
key knowledge. This we solved by allowing special authenticator terms with zero
or more keys. On the whole, the new aspects, even though needed specifically to
achieve reactive simulatability, influenced the Dolev-Yao-style abstraction of this
symmetric primitive more than the overall proof technique.This is a good sign that
new primitives can be added to the Dolev-Yao-style model in amodular way. As an
outlook, however, let us mention that symmetric encryptionneeds more significant
additions [5].
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