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Abstract

The cryptographic concept of simulatability has becomeliargatechnique for faithfully
analyzing and proving security properties of arbitraryptographic protocols. We investi-
gate the relationship between simulatability in synchtenand asynchronous frameworks
by means of the formal models of Pfitzmann et al., which ararsrm using this concept
in order to bridge the gap between the formal-methods andrifgographic community.
We show that the synchronous model can be seen as a spe@abfdde asynchronous
one with respect to simulatability, i.e., we present an aidbey from the synchronous
model into the asynchronous one that we show to preservdatability. We show that
this result allows for carrying over lemmas and theorems rislst on simulatability from
the asynchronous model to its synchronous counterparbutidny additional work, hence
future work on enhancing simulatability-based models aarcentrate on the more general
asynchronous case.

Key words: Probabilistic systems, security, simulatability, crygraphy, synchronous /
asynchronous

1 Introduction

In recent times, the analysis of cryptographic protocoksteen getting more and
more attention, and the demand for general frameworks faesenting crypto-
graphic protocols and the security requirements of crygiplgic tasks has been
rising. Existing framework are either motivated by the ctewjiy-theoretic view
on cryptography, which aims at proving cryptographic pecote with respect to the
cryptographic semantics, or they are motivated by the vieth@formal-methods
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community, which aims at capturing abstractions of crypapdyy in order to make
such protocols accessible for formal verification. Franwduilt on abstractions
of cryptography will be further dealt with in the relateceliature along with a dis-
cussion on the cryptographic justification of these abstras.

For living up to the probabilistic nature of cryptographyfr@amework for dealing
with actual cryptography necessarily has to be able to dealprobabilistic behav-
iors. The standard understanding in well-known, non sgespecific probabilistic
frameworks like [1,2] is that the order of events is fixed byam&of a probabilistic
scheduler that has full information about the system. Inrest to that, the stan-
dard understanding in cryptology (closest to a rigorousndedn in [3]) is that
the adversary schedules everything, but only with realieformation. This corre-
sponds to making a certain subclass of schedulers exmicihé model from [1].
However, if one splits a machine into local submachines,efinds intermediate
systems for the purposes of proof only, this may introduceysahedules that do
not correspond to a schedule of the original system andftirergist complicate
the proofs. The typical solution is a distributed definitmirscheduling which al-
lows machines that have been scheduled to schedule cestaiiclly fixed) other
machines themselves.

Based on these requirements, several general definitiosscofe protocols were
developed over the years, e.g. [4-13], which are all pakoéindidates for such a
framework. To allow for a faithful analysis of cryptograptprotocols, it is well-
known that such models not only have to capture probakilisthaviors, but also
complexity-theoretically bounded adversaries as well gsaative environment of
the protocaol, i.e., continuous interaction with the userd the adversary. Unfortu-
nately, most of the above work does not live up to these reqents in spite of its
generality, mainly since it concentrates on the task of igefuunction evaluation,
which does not capture a reactive environment. Curremigyntodels of Pfitzmann
et al. [8,11,13] and Canetti [12], which have been develogetturrently but in-
dependently, seem to be establishing themselves as trdastiamodels for sound
protocol analysis and design.

Regarding the underlying definition of time, such models barsplit into syn-
chronous and asynchronous ones. In synchronous modelkinj@]js assumed to
be expressible in rounds, whereas asynchronous scenatie$d] do not impose
any assumption on time. This makes asynchronous scendtiasti@e since no
assumption is made about network delays and the relativauaga speed of the
parties. Moreover, the notion of rounds is difficult to j@gin practice as it seems
to be very difficult to establish them for the Internet for ewae. This attractiveness
is substantiated by a large body of literature on asynchusmoyptographic pro-
tocols, e.g., [14,15]. However, time guarantees are somastiexplicitly desired,
e.g., on when a process can abort. Hence assumptions haeerade in this
case, which induce a certain amount of synchrony again. Sdmsetimes makes
a synchronous assumption of time nevertheless necessargdtice, e.g., in Ker-



beros [16].

Hence researchers usually restrict their attention to @fi@ition of time, or they
are driving double-tracked by maintaining two separate efodhich, however,
presupposes proving every theorem for both models. Thistisiice. An alterna-
tive approach, taken in this work, is to show that the syncbos model can be
regarded as a special case of an asynchronous one, and lmascaat have to
be further advanced separately, but still can be used toetoently express syn-
chronous protocols.

Although this idea might not be surprising, it is very difficto achieve since it
turns out that carrying over general results from the asyoratus to the embedded
synchronous model presupposes the possibility of (at [easially) reversing the
considered embedding. Recall that suitable frameworkgaslly the framework
of Pfitzmann et al., have a distributed scheduling whichisgantly complicates
this reversion.

Formally, a special case means that there is an embeddimgtfre synchronous
model into the asynchronous model that preserves a desipény. Which prop-
erty has to be preserved depends on the goals to strive focrfatographic pro-
tocols, the property adimulatabilitystands out. Simulatability captures the notion
of a cryptographically secure implementation and serves lask to the formal-
methods community, which typically only hold a top-leveéwi of cryptography,
where cryptographic primitives are replaced by deterrtimabstractions. A more
comprehensive discussion of simulatability and its refahip to protocol verifi-
cation work done by the formal-methods community is givethia paragraph on
related literature below.

In the following, we investigate the synchronous and askorobus models of Pfitz-
mann et al. [8,11,13], which are seminal in using the conoégimulatability to
bridge the gap between the formal-methods and the crygitbgraommunity. We
show that the synchronous model can be embedded in the aewpocis model
such that simulatability is preserved by this embeddirg, if two systems ful-
fill the simulatability relation in the synchronous moddieir respective images
fulfill the relation in the asynchronous model and vice veis® show that this
result allows for carrying over lemmas and theorems fromaifynchronous case
to the synchronous case without proving them twice, hencedwork on enhanc-
ing simulatability-based models can concentrate on themeneral asynchronous
case. We are confident that this result helps to make futw®gul analysis in
these models more convenient and more efficient.

Moreover, we believe that our approach for establishingaiimdedding and its
properties can be successfully used for other models withramor changes. Es-
pecially the asynchronous model of Canetti is surely warthe investigated. How-
ever, his corresponding synchronous model [10] is stilcgmefor secure function



evaluation; hence adopting it to a reactive environmentris@ssary prerequisite
for this future work. The lack of such a reactive synchronmaslel was — besides
the fact that the models of Pfitzmann et al. are more rigoyadesined than the one
of Canetti — our main reason why we decided to base our worthemtodel of
Pfitzmann et al.

Related Literature. If cryptographic protocols should be verified using formal
methods, some kind of abstraction is needed as the undgntgotuction proofs
of cryptography are still out of scope of current verificatiechniques. This ab-
straction is usually based on the so-called Dolev-Yao abstm [20], which con-
siders cryptographic primitives, e.gx for encryption andD for decryption, as
operators in a free algebra where only predefined canawllatiles hold. For in-
stance, twofold encryption of a messagedoes not yield another message from
the basic message space but the tdefi(m)). A typical cancellation rule is
D(E(m)) = m. This abstraction simplifies proofs of larger protocolssiderably,
and it gave rise to a large body of literature on analyzingseaurity of protocols
using techniques for formal verification of computer pragsaa very partial list
of work includes [21-30]).

Since this line of work turned out to be very successful, titeresting question
arose whether these abstractions are indeed justified fnenview of cryptog-
raphy, i.e., whether properties proved for the abstrastiare still valid for the
cryptographic implementation. Such cryptographic unoenpgs of a Dolev-Yao
model were first addressed by Abadi and Rogaway in [31]. Hewdhey only
handled passive adversaries and symmetric encryptionpidtecol language and
security properties handled were extended in [32,33], tilibsly for passive ad-
versaries. This excludes most of the typical ways of attagkrotocols, e.g., man-
in-the-middle attacks and attacks by reusing a messagdrpardifferent place
or a concurrent protocol run. A full cryptographic justificen for a Dolev-Yao
model, i.e., for arbitrary active attacks and within adiyr surrounding interactive
protocols, was first given in [34]. Based on the specific Dofae model whose
soundness was proven in [34], the well-known Needham-%de®meLowe protocol
was proved in [35]. This shows that in spite of adding certaerators and rules
compared with simpler Dolev-Yao models (in order to be ablese arbitrary cryp-
tographically secure primitives without too many changethe cryptographic re-
alization), such a proof is possible in the style alreadylus@utomated tools, only
now with a sound cryptographic basis. Another cryptogreglhy sound proof of

1 Efforts are also under way to formulate syntactic calcutidealing with probabilism
and polynomial-time considerations, in particular [1Z8/19] and, as a second step, to
encode them into proof tools. However, this approach caryebhandle protocols with
any degree of automation. Generally it should be seen asleamptary to, rather than
competing with, the approach of getting simple determimigbstractions of cryptography
and working with those wherever cryptography is only useal llackbox way.



this protocol was concurrently developed by Warinschi [3le proof establishes
a stronger security property but is conducted from scratcthe cryptographic
approach which takes it out of the scope of formal proof tolwl37,38] it was
shown how the library, in other words the term algebra aneis;udan be modularly
extended by additional cryptographic primitives, using &xample of symmetric
authentication and symmetric encryption. Laud [39] hasgméd a cryptographic
underpinning for a Dolev-Yao model of symmetric encryptiorer active attacks.
His work enjoys a direct connection with a formal proof tdalit it is specific to
certain confidentiality properties, restricts the suriing protocols to straight-line
programs in a specific language, and does not address a tomtecthe remain-
ing primitives of the Dolev-Yao model. Herzog et al. [40,4td Micciancio and
Warinschi [42] have recently also given a cryptographicarpthning under active
attacks. Their results are considerably weaker than thero[8] since they are
specific for public-key encryption; moreover, the formelie® on a stronger as-
sumption whereas the latter severely restricts the claggg®tocols and protocol
properties that can be analyzed using this primitive. 8adiof [42] further points
out several possible extensions of their work which alladseexist in the earlier
work of [34]. Guttman et al. [43] show that the probability tsfo executions of
the same protocol — either executed in a Dolev-Yao-like @awork or using real
cryptographic primitives — may deviate from each other astnfar a certain bound.
However, their results are specific for the Wegman-Cartstesy so far. Moreover,
as this system is information-theoretically secure, itugéy proof is much eas-
ier to handle than primitives with security guarantees @agginst computationally
bounded adversaries since no reduction proofs againstlymgenumber-theoretic
assumptions have to be made. Some further approaches falsgpecurity goals
or primitives are [44,33].

The first full justification of a Dolev-Yao model presented34] was achieved by
exploiting the concept of simulatability, which serves asrygptographically suf-
ficient relationship between abstract specifications apptoegraphic implementa-
tions, i.e., abstractions which can be shown to simulate@ngimplementation in
a particular sense are known to be sound with respect to theigedefinitions
of cryptography. Simulatability was first invented for nigarty function evalua-
tion [45,4,6,5,10], i.e., systems with only one initial utgset and only one output
set. An extension to a reactive scenario, where participeanh make new inputs
many times, e.g., start new sessions like key exchangesiinstgilly defined in
[46], with extensions to asynchronous systems in [11-1&¢hEof the three consid-
ered models was already successfully used to built up sdustdeations of various
cryptographic primitives like secure channels [11,12}tiied mail [47], or key
exchange [48,49].

Comparing the models of Canetti and Pfitzmann et al., we csinstiate that both
models enjoy very general composition theorems (where itstecihmposition the-
orems in [50,11] were superseded by the theorem in [12], gathaby the one
in [51]). Now on the one hand, Canetti's model has been useatitbess more



abstractions of stand-alone cryptographic primitivesasdike secure multi-party
computation [52] or commitments [53]. On the other handaechronous model
of Pfitzmann et al. was used to solve the long-standing op&slgm of justifying
a Dolev-Yao type model of cryptography as used in virtuallyaatomated proto-
col provers: the aforementionedyptographic libraryfrom [34]. This library is a
flexible toolbox for constructing abstract nested crypagipic terms and for using
them in arbitrary protocols, together with a cryptograpieialization provably se-
cure under arbitrary active attacks in the standard modatyptography. Together
with composition and preservation theorems of the undaglynodel, the library
serves as the foundation for machine-assisted reasoning atyptographic proto-
cols while nevertheless providing a provably secure imgletation. Furthermore,
the models of Pfitzmann et al. are more rigorously defined anlgt examples of
tool-supported proofs in their models exist [54,55], udhgs [56].

Outline. In Section 2 we review the reactive models for synchronouasaayn-
chronous time. In Section 3, we explain how the embeddingsvand give a rig-
orous definition. Starting with a proof sketch of the first etling theorem in
Section 4 (there will be two of them) and some lemmas cagjlegsential steps in
the theorem’s proof, we fade to the embedding theorems id®es. In conjunc-
tion, both theorems allow for carrying over theorems fromakynchronous to the
synchronous case, which is shown in Section 6 by means ofang.

2 Review of the Reactive Models in Synchronous and Asynchraus Net-
works

In this section we review the synchronous and the asyncluonwdel for prob-

abilistic reactive systems as introduced in [8] and [11,X8%pectively. Several
definitions are only sketched, whereas those that are @sskEmtunderstanding

our upcoming results are given in full detail. To simplifyetbasic understanding
of these models, we start with an informal overview of the encomplex asyn-

chronous model and the distributed scheduling scheme.

2.1 Informal Overview of the Asynchronous Model

We consider sets of asynchronously communicating proiséibiktate machines;
such sets are callabllectionsof machines. The left-hand side of Figure 1 sketches
a collection of three machines connected via channelssepted by solid arrows.
To model asynchronous timing, messages sent between thenmaastay on their
respective channel until they are scheduled. Techniczdigh channel contains an
additional machine called a buffer, which stores messagtanmsit. This is shown
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Fig. 1. A collection of three machines is shown on the leftidsarrows represent channels.
The dashed arrow depicts thdi schedules messages on the channel fkbnto M3. Each
channel implicitly contains a buffer for storing messagesansit, shown on the right.

on the right-hand side of Figure 1. Whity sends a message kb, this message
is stored in the buffer. An incoming message at a clock chiafamethe buffer,
represented by the dashed arrow, is interpreted as a nupdret the-th message
in the buffer is removed and outputld;. Buffers need not be specified explicitly; a
completion operator adds all necessary buffers to a calledcf normal machines.

A distributed scheduling scheme that allows for expressihgealistic scenarios
is achieved by allowing a machine that has been scheduledhtedale certain
other machines itself. This is done by giving the machinectirerol over the clock
channels of certain buffers. In Figure 1, the machifecan schedule messages
sent fromM, to M3, while the channels betwedw, andM, show procedure-call-
style local interaction. Where one wants to express thatdweraary schedules
everything, one simply gives the adversary all the schadulghts. Problems with
purely adversarial scheduling were already noted in [5&hde they schedule se-
cure channels with uniform probability before adversangsen events. However,
that introduces a certain amount of global synchrony. feurtiore, the considered
model does not require local scheduling for all secure célsnthey may be blindly
scheduled by the adversary (i.e., without even seeing rethee messages on the
channel). For instance, this models cases where the ady&essaa global influence
on relative network speed.

Probability spaces for runs are defined in detail for suclectbns of machines, as
well as the view of a subset of the machines. These definiimaseful beyond the
more security-specific system classes considered lateéhdfuthe Turing-machine
realization and runtime considerations are defined in thregality.

Security-specificstructuresare defined as collections of machines with distin-
guished service ports for the honest users. Such strucineesugmented by ar-
bitrary machinedH and A representing the honest users and the adversary, who
can interact. One then speaks ot@nfiguration In the presence of adversaries,
the structure of correct machines running may not beintended structurehat

the designer originally planned. For instance, some mashmght have been cor-
rupted; hence they are missing from the actual structurérenadversary took over
their connections. This is modeled by definingystenas a set of possible actual
structures.
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Fig. 2. Ports and buffers.
2.2 General System Model

In the following we consider a finite alphab& and some special symbols
1,7,7.,9¢ ¥ that will be used to express different ports of machines. dar X*
and! € Ny, we defines[; to be thel-letter prefix ofs.

Machines can exchange messages with each oth@ovia Intuitively, a port is a
possible attachment point for a channel when a machine air&ify is considered
in isolation. As in many other models, channels in collewi@f machines are
specified implicitly by naming conventions on the ports.Ufg2 gives an overview
of the naming scheme; it can be seen as a yet more detailedofi¢ve right-
hand side of Figure 1. The name of a port (hgrserves as an identifier and will
later be used to define which ports are connected to each. dtispired by the
CSP-notation [58], input and output ports are represenyethé symbols? and
!, respectively. These ports are used for “usual” messagesmrgsion, whereas
the portsq~?, q°°!, q°7, andq”! are used for the distributed scheduling. In the
following, we call the pory“! the clock-out portfor buffer ¢. In the synchronous
model, buffers do not exist nor do the “scheduling” perts’, !, q“7, andq”!.

As thelow-level complemeny® of a portq (either in- or output port) we denote the
port with which it connects according to Figure 2, ig!" := q“7, q!° := q“7,
q~! := q?, and vice versa. Theigh-level complemenf® of a portq denotes the
connecting port without the buffer, i.qq!” = q? and vice versa. For a set or a
sequenceP of ports, letin(P) andout(P) denote the subset or subsequence of
consisting of the input ports or the output portsiafrespectively.

After introducing ports, we now defirmachinesThe primary machine model is
probabilistic state-transition machines, similar to @bitistic I/O automata as in
[59,60]. Other terms for such machines are extended fitétie-sutomata or state-
transition machines. For the computational complexityeaty implementations of
such machines are defined by probabilistic interactiveribumachines. Turing ma-
chines are not used as the sole or primary model, in contrg@stdr cryptographic

literature, because the 1/0O automata allows for expressangcryptographic proto-

col parts and abstractions from cryptography in a well-éefiway unencumbered
with Turing-machine details. This is important for the dediaccessibility of the

resulting model to existing theorem provers and model abisck he model makes



one addition to individual machines compared with otherd(@omata models, in
order to enable machines to have polynomial runtime indegetof their environ-
ment without being automatically vulnerable to denialkefvice attacks by long
messages: It allows state-dependiemigth boundsn the inputs that a machine
will read from each channel.

A machine has @aequence of portgontaining both input ports and output ports,
and a set ofstates comprising sets ofnitial and final states If a machine is
switched, it receives an input tuple at its input ports andgoms its transition
functionyielding a new state and an output tuple in the determincstge, or a fi-
nite distribution over the set of states and possible ostpuihe probabilistic case.
Furthermore, each machine has state-dependent bounds emgth of the inputs
accepted at each port to enable flexible enforcement ofmanttiounds. The parts
of an input that are beyond the length bound are ignored. @hewo denotes that
arbitrarily long inputs are accepted.

Definition 1 (Machines) A machines a tuple
M = (namew, Portsw, Statesm, om, Im, Inim, Finy)

of anamenamey € X7, afinite sequencéortsy, of ports a setStatesyy C X* of
states a probabilistic state-transition functiony,, alength functionly, : Statesy

— (NU {oo})lintPertsm)l " and setdniy, Finy C Statesy of initial andfinal states
Its input setis Zy = (X*)lin(Pertsmll: the i-th element of an input tuple denotes
the input at the-th input port. Itsoutput setis Oy := (X*)leut(Pertsmw)l, The empty
word, e, denotes no in- or output at a paf; maps each pairs, ) € Statesy x Zy

to a finite distribution oveltatesy x Ow. If s € Finy thenly(s) = (0,...,0);if

I =(¢...,¢) thenoyu(s,I) = (s, (e, ..., €)) deterministically. Inputs are ignored
beyond the length bounds, i.@u(s,1) = dm(s, I[y,) for all I € Zy, where
(I Ti(s))i 7= Lilny(s), for alld.

In the text, we often write M” also for namey. For a setM of machines, let
ports(M) denote the set of ports of all machinks € M. We call a machine
M a black-box submachinef a machineM’ if the machineM’ has access to
the state-transition functiod\, of M, i.e., it can executéy for the current state
of the machine and arbitrary inputs. In order to conciselgade specific input
and output tuples of a machind, we introduce some additional notation. Let
(p1?,...,pa?) = in(Portsm), let P := (p;?,...,p;?) denote a subsequence of
(P17,...,pa?), and let(v;)ieq1,. 53 € (X*)7. If the sequence of input ports df is
clear from the context, we defid’gil?zv1 77777 pi; 7=, to be the tupl€ of lengthn with

T, =vforallle {1,...,j}andZ, = eforalll € {1,...,n}\ {i1,...,i;}. Inthe
special casé’ = () orv; = ¢ for all 4, i.e., in case of an all-empty input, we write
Z.. Outputs are defined similarly.

For computational aspects, a machMds regarded as implemented by a proba-
bilistic interactive Turing machine as introduced in [6WJe refer to [13] for the



precise definition of the implementation. The main reasomtitmduce a Turing-
machine realization of the machine model is to define conifyieotions. A ma-
chine is calledgpolynomial-timef its Turing machine implementation only needs
time polynomial in its initial worktape content, independef all inputs on com-
munication tapes, i.e., if there exists a polynondladuch that all possible runs of
the Turing machine are of length at ma@gtk), wherek is the length of the initial
worktape content.

After introducing individual machines, we now focus oallectionsof finitely
many machines, with the intuition that these machinesaateA collectionC of
machines is a finite set of machines with pairwise differeathine names and
disjoint sets of ports. A port of a collection is calléee if its connecting port

is not in the collection. The free ports of a collecti6rare denoted agee(C).
Given a collection of machines in the asynchronous modelyam to add buffers
for all channels to model asynchronous timing. This is medddy thecomple-
tion [C] of a collectionC. The completion is the union of all machines®fand
the buffers needed for every channel. In the asynchronoaina collectiorC is
calledclosedif its completion|C] has no free ports except a special master clock-in
portclk™, i.e.,free([C]) = {clk™?}. When we define the interaction of several ma-
chines, the master clock-in port will belong to a distingneéid machine called the
master schedulewhich is used to resolve situations where the interactiomot
proceed. In the synchronous case, we denfesrdC) = (.

For security purposes, special collections are neededuecan adversary may
have taken over parts of the initially intended system, different situations have
to be captured depending on which and how many users aredesedias being
malicious. Therefore, a system consists of several pasgabhaining structures.

Definition 2 (Structures and Systems)A structureis a pair struc = (M, S)
where M is a collection of non-buffer machines calledrrect machingsand
S C free(M) is calledspecified portslf M is clear from the context, lef :=
free(M) \ S. We callforb(M, S) := ports(M) U S¢ theforbidden portsi.e., those
ports that the honest user is forbidden to haveyatemSys is a set of structures.
It is polynomial-time iff all machines in all its collectisnl/ are polynomial-time.

The separation of the free ports into specified ports and®iken important fea-

ture of the upcoming security definitions. The specified pare those where a
certain service is guaranteed. Concretely, specified politiater be used to con-

nect a user machine to the structure.

Note that this definition is valid for both the synchronousl @aine asynchronous
case. In particular, buffers do not have to be explicitlyuded in the specification
of a system, e.g., in the specification of a cryptographi¢qua that one wants
to analyze, but the completion operator will be used instéaeé different timing
assumptions stem from the different definitions of runs Whie will introduce in

10



the following.

A structure can be completed tocanfigurationby adding machinesi and A,
modeling the joint honest users and the adversary, respictihe machindd is
restricted to the specified ports A connects to the remaining free ports of the
structure and both machines can interact, e.g., in orderddeinactive attacks.
In the asynchronous case, buffers are additionally addedioge the collection.
Moreover, the initial state of all machines is isomorphiche natural numbers
which allows for letting the machines run on input the sanwigty parameter in
the subsequently described run algorithm.

Definition 3 (Configurations) A configurationof a systemSys is a tupleconf =
(M,S,H,A)where(M, S) € Sys is a structure)M U {H, A} is a closed collection,
ports(H) N forb(M,S) = 0, and Iniy = {1}* forall M € M U {H,A}. The
set of configurations is writte@onf(Sys). The set of configurations ofys with
polynomial-time useH and adversary is calledConfpg, (Sys). The indeX,q, iS
omitted if it is clear from the context.

2.3 Capturing Asynchronous Runs

For a configuration, both models define a probability spaceun$ (sometimes
calledtracesor executionk In the asynchronous model, the collection contains a
unique master schedul®rsince the collection is closed. Machines switch sequen-
tially, i.e., we have exactly one active machideat any time. If this machine has
clock-out ports, it can select the next message to be detivey scheduling a buffer
via one of these clock-out ports. If a message exists at §peotive position of the
buffer’'s internal queue, it is delivered by the buffer and tinique receiving ma-
chine is the next active machine Nftries to schedule multiple messages, only one
is taken, and if it schedules none or the message does ngttbgimaster scheduler

X becomes active.

Definition 4 (Asynchronous Runs and Views)For a given configurationonf =
(M, S,H,A) with master schedulexX (which is uniquely determined by having
the master-clock in-portk?), setC := [M U {H, A}]. Runs and their probability
spaces are defined inductively by the following algorithm déach tupleini €
{(1’“)M€MU{H7A}} C xmecIniy of initial states of the machines af

The probability space alunsis defined inductively by the following algorithm. It
has a variable for the resultingun, an initially empty list, a variabl® s (“current
scheduler”) over machine names, initialcs := X, and treats each port as a
variable ove *, initialized with e except forclk®? := 1. Probabilistic choices only
occur in Phase (1).

(1) Switch current scheduleSwitch machinéVics, i.e., set(s’, O) «— dm(s, I)

11



for its current state and input port value$. Then assign to all input ports
of Mcs.

(2) Termination:If X is in a final state, the run stops.

(3) Buffer messages:or each simple output pogt of Mcs, in their given order,
switch bufferq with inputq=? := q!, cf. Figure 2. Then assignto all these
portsq! andq“?.

(4) Clean up schedulingf at least one clock-out port dfl-s has a valuez ¢, let
q”! denote the first such port and assigo the others. Otherwise letk™? :=
1 andMcs := X and go back to Phase (1).

(5) Scheduled messags8witch ¢ with inputq®? := q°! (cf. Figure 2), set? :=
q~! and then assigato all ports ofq and tog®!. LetMcs := M’ for the unique
machineM’ with q7 € ports(M’). Go back to Phase (1).

Whenever a machine (this may be a buffer) with name:e), is switched from
(s,1)to (s, 0), we add astep(namew, s, I, s', O) with I' := I, to the runr,
except ifs is final or I’ = (¢, ..., ¢). This gives a random variable for each tuple
ini, i.e., for each valué of the security parameter denotedras .., .. Hence we
obtain a family of random variables

TUN conf = (TUTL conf,k ) keN-

Theviewof a subsetM C Cin a runr is the restriction of- to M, i.e., the sub-
sequence of all steaamen, s, I, s, O), wherenamey is the name of a machine
M € M. This gives a family of random variables

VIeW cons (M) = (View cong (M) ken-
For a singleton/ = {H} we write view .,,s (H) instead ofview .,ns ({H}).

This still rather informal definition of runs can naturallg ftormalized using transi-
tion probabilities, which induce probability spaces overtinite sequences of steps
similar to Markov Chains. The extension to infinite sequerca then be achieved
using well-established results of measure theory and pitiyetheory, cf. Section

5 of [62]. It is further easy to show that views of polynomiatie machines are of
polynomial size, i.e., that the length of any trace that egeuith non-zero proba-
bility according to the considered view is bounded by a poiyial in the security
parameter.

2.4 Capturing Synchronous Runs

In the synchronous model, ports, machines, collectionscitres, and systems are
defined similar to the asynchronous model. The only excepsithat there are no
clock ports and no buffers, which have only been included éd@hasynchronous
timing, i.e., corresponding portg andp! are directly connected. The main differ-
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ence is the definition of runs. Instead of our asynchrononstgorithm (cf. Defi-
nition 4), runs are defined usimgundswhich is the usual concept in synchronous
scenarios. Every global round is again divided int0n-called subrounds, and there
is a mappings, calledclocking schemédrom the sef{1,...,n} into the powerset
of considered machines, i.e., the machines of the strydtuzaiser, and the adver-
sary.x(i) denotes which machines switch in subroundfter finishing then-th
subround, the run starts the first subround of the next glahaid. At the begin-
ning of each subround, all messages from the previous snobtirate transported
from the output ports to the connected input ports. Aftet,ach machine of(7)
switches with its current inputs yielding a finite distrilaut over the set of states
and the set of possible outputs.

Definition 5 (Clocking Scheme) A clocking scheme: for a configuration M, S,
H,A) andn € N is a mapping from the sdfl, ..., n} to the powerset oft/ U
{H, A}, i.e., it assigns each number a subset of the machines.

Definition 6 (Synchronous Runs and Views)Given a configuration conf =
(M,S,H,A) along with a clocking scheme for n € N, runs are defined as fol-
lows: Each global roundhasn subrounds, where we denote thh subround of
global round: by [i.7]. In subround; € {1,...,n} all machinedV € x(j) switch
simultaneously, i.e., each state-transition functigns applied toM’s current in-
put yielding a new state and output (probabilistically) eTdutput at a porp! is
available as input gi? until the machine with por? is switched. If several inputs
arrive until that time, they are concatenated. Similar ®odkynchronous case, this
gives a family of random variables

TUN conf,x = (run conf,n,k)kEN .

More precisely, eactunis a function mapping each trip(#1, i, j) € MU{H, A} x
Nx{1,...,n}toaquadruplgs, I, s', O) of the old state, inputs (With' := Iy,
again), new state, and outputs of machihé subroundi.j], with I’ = ¢, O = ¢,
ands = s if M is not switched in this subround. Theew of a subsetlM C
M U {H,A} in arunr is the restriction of- to M x N x {1,...,n}. This gives a
family of random variables

Uiewconf,n(M) = (,Uiewconf,fs,k(M))keNa
and we omit the subscriptif it is clear from the context.

Again, the view of a polynomial-time machine can easily bevainto be of poly-
nomial size.

Remark 7 Alternatively, we can consider runs as a sequence of seydast
(M,i,7,s,1',s',O) for ascending values afand ;. More formally, we first have
all tuples(M, 1,1, s,I',s',O) for M € k(1). The order of these tuples can be cho-
sen arbitrary since they switch simultaneously and do nBiuémce each other.
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After that, we have the step¥!, 1,2, s, I, s, O) for all M € x(2) and so on, until
we finally have steps of the for(W, 1,n,s,I’, s, O) for all M € x(n). We then
continue with(M, 2,1, s, I, ', O) etc. Obviously, this characterization of runs is
equivalent to the original one (we just expanded the fungtibut it is better suited
for relating synchronous runs and “corresponding” asynehous runs, which we
will do in our upcoming proofs.

Instead of arbitrary clocking schemes as in the above deimiof runs, the
authors of [8] focus on only one special clocking schemegiven by (M U
{H}, {A}, {H},{A}). Clocking the adversary between the correct machines is the
well-known model of “rushing adversaries”, where [63] i® tearliest reference
that we are aware of. In [8], it has been shown that this clugkicheme does not
restrict the possibilities of the adversary, hence we cantugithout loss of gener-
ality. Moreover, we restrict ourselves to those configoragiwhere the honest user
and the adversary are only connected via one duplex chahhigl.is indeed no
restriction to generality in the synchronous model, beeaugputs at several ports
to the same machine can simply be concatenated using a sepaymbol and
decomposed again, respectively. In the following, we gnse two channels fixed
namea 1 andpy a, i.€.,pan! sends messages froito H and vice versa.

2.5 Simulatability

The definition of one system securely implementing anotimeris based on the
common concept afimulatability Simulatability essentially means that whatever
might happen to an honest user in a real sys$es)..,, can also happen in an ideal
(abstract) systemys,,: For every structuretruc,; € Sys,.,, €very useH, and ev-
ery adversanA, there exists an adversafyy on a corresponding ideal structure
strucy such that the view oH is indistinguishable in the two configurations. In-
distinguishability (") is a well-defined cryptographic notion from [64]. We only
give the definition of computational indistinguishabijily more comprehensive
definition is given in the Appendix.

Definition 8 (Computational Indistinguishability) Two families (vary)xen and
(vary)ren Of random variables (or probability distributions) on conmmdomains
D, arecomputationally indistinguishablg~") if for every algorithmDis (the dis-
tinguisher) that is probabilistic polynomial-time in itssfi input,

| P(Dis(1¥,var;,) = 1) — P(Dis(1*,var,) = 1)| € NEGL.?

Intuitively, given the security parameter and an elemenseh according to either
vary, or vary, Dis tries to guess which distribution the element came from.

2 The classNEGL denotes the set of all negligible functions, ig.,N — R>¢ € NEGL
if for all positive polynomials®, 3koVk > ko: g(k) < 1/Q(k).
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Corresponding structures in the simulatability definiteoe designated by a func-
tion f from Sys,.,, to the powerset afys,4. The functionf is calledvalid if it maps
structures with the same set of specified ports, so that the s&er can connect.
For many systems there is only one possible mapping thatsrti@strequirement,
because the service ports of the structures correspontbenrge to different sets
of non-corrupted machines. This mapping is then catlaadonical We only give
the definition of simulatability based on computationalistichguishability, which
captures the most common case when applying simulatataldgyptographic pro-
tocols. A more comprehensive definition based on the remginotions of indis-
tinguishability is again postponed to the Appendix; ounttesshold as well for this
more general definition.

Definition 9 (Simulatability) Let systemsSys, and Sys, with a valid mappingf
be given. We sayys, >/ Sys, (at least as secure # for every polynomial-time
configurationconf, = (M, S,H,A;) € Conf(Sys,), there exists a polynomial-
time configurationconf, = (M, S,H,As) € Conf(Sys,) with (M, S) €
f(M;, S) (and the samel) such thatiew cons, (H) = view cons, (H).

This is shown in Figure 3. In the following, we augmentwith a subscript, .
v

H
s f- —Lv s I T -

AN\
M M, —
A

! A

]

Fig. 3. Overview of the simulatability definition.

Or ,sync tO distinguish the definition of the synchronous and asyobus case. In
a typical ideal system, each structure contains only ondhmad H called trusted
host, which serves as an ideal functionality of the realesysfThe machindH is

usually deterministic and maintains a very simple traasifunction, hence valida-
tion based on this ideal functionality is in scope of curnatification techniques.

3 Ildea and Definition of the Embedding

The informal idea of the embeddings,, is to add an explicit master scheduler
that should simulate the synchronous run induced by thengil@cking scheme.
However, due to the general distributed scheduling (cf.rit&n 4), leaving the
actual machines unmodified leads to non-simulatable siustas these machines
can clock themselves without ever giving control to thislexpmaster scheduler.

Hence, we first define a mappigg, from “synchronous” machines, i.e., from ma-
chines that do not have any of the scheduling ports but ormg par usual message
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transmission, to “asynchronous” machines, i.e., to maghwhich might addition-
ally have clock-out ports.

Intuitively, this mapping surrounds single synchronoushmges with an “asyn-
chronous coat”. More precisely, if a synchronous machinka®sa transition, it
obtains all inputs at once that arrived since its last sclegluwhereas in asyn-
chronous scenarios, these inputs come one by one and haeepgmbessed in
several transitions. Thus, the surrounding asynchronaghme stores all inputs
internally, until it is asked to perform the transition of g&ynchronous submachine.
It then schedules this submachine with the collected inpatsforwards its out-
puts. As these asynchronous machines do not produce arkyalitguts, the mas-
ter scheduler can try to simulate the synchronous time byitalde scheduling
strategy.

Definition 10 (Mapping ¢m) ©m iS @ mapping on single synchronous machines
that assigns every machimé,,,. an asynchronous machité,q .. := ¢m(Msync)
by the following rules:

e The ports oM, . are given byPortsy,,,. = Portsw,,. © (Pwm,,.?), whereo
denotes concatenation of sequences.

e Internally, M,s,nc mMaintains arrays{z’nput_storeMsymp?),ﬂein(pmww) over 2*
initialized with ¢ everywhere, which are used for storing incoming messages at
each port oMgy,c.

e M,qnc has the machin®kl,,,. as a blackbox submachine, i.e., it has its transition
functiondy,,..

¢ Internally,M,,»c maintains a superset of the stated/yf,,. (the additional states
are only used to model appropriate length functions). Megecahe initial and
final states of both machines are equal.

e Oninput: atp? # pw,, ”: It concatenatesto the element ofnpui_storey,_ 2,

I.e., it stores all inputs until the machihg, . is eventually switched. The length
function for such a porp? is defined agw,, (s)p2 — |input_storey,_, .|, where
IMy, (5)p7 is the length function of the machird,,. at portp? in its current
states and|input_storey, .| is the number of elements input_storey,__ ;..

e Oninputi atpy,, ”: It applies the state transition functiop,,. on the contents
of the arraysinput_storey,_ .. yielding a tuple(s’, O). Masync NOW assigns:
to input_storey_, ., for all p? € in(Portsw,,.), switches to the state’ and
outputs the tupl®. The length function for this port is defined to be zero if the
lists input_storey, ., are empty for all portg?; otherwise it is the runtime of
M,yne. This case corresponds to the scheduling of the synchranaahine; the
portpw,,,.? Will be connected to the explicit master scheduler.

For a setM of synchronous machines, we defing(M) := Uw,,..cmr M (Msync)-

Masync IS polynomial-time by construction iffl,,,. is polynomial-time, since the
machineM,,,. only performs a polynomially bounded number of steps betwee
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two transitions oM. (which is especially ensured by the used length functions),
since both machines always stay in the same state aftersattoarof the blackbox
submachine, and finally since their final states are equabtw#ss that making the
outer machind/,,,. polynomial-time for a polynomial submachine is not as easy a
one might expect, e.g., as the outer machine may be triggxm@ohentially often

at one port without causing the submachine to switch. Natiéu that the length
functions ofM,. . are always large enough by construction that inputsQf,.

are not ignored respectively truncated if they would beyfodlad by the machine
Mgyne.

Based on this definition, we now formalize the desired magppig,; on syn-
chronous systems.

Definition 11 (Mapping ¢s,,) Let an arbitrary synchronous systefiys .. =
{(Msync, Ssync) | sync € I} for a finite index set/ and a clocking scheme be
given. We then define

‘PSyS(SySsync) = {(‘PM(MSynC) U {XsynC,ﬁ}> Ssync) | sync € I}.

The machine,. . is an explicit master scheduler that has to be added to the con
sidered structure to model the synchronous clocking scheiméhe asynchronous
system. Its ports are given by

{clk™?}: The master clock-in port.

{p!| p! € Portsp,,. }: Ports for clocking all output ports of the given structure.
{p?!'| p? € free(Msync)}: Ports for clocking inputs of the systems (either made
by H or A).

{pan?!, ph.a"l}: Ports for clocking the connection betwegmndH. 3

{pm!l, pm! | M € (Msync U {H, A})}: Ports for clocking, i.e., giving control to,
each machine.

The length functions are always set to infinity for all pohtgernally, it maintains a
variablelocal_rnd over{1, ... ,n} and a variablglobal_rnd overN both initialized
with 1. For the sake of readability, we describe the behaviotaf . using “for”-
loops. This is just a notational convention that should beeustood as follows:
every timeX,,.. . is scheduled, it performs the next step of the loop.

(1) Schedule Current Machines: For all machinesM € k(local_rnd) output
(global_rnd, local_rnd) atpy!, 1 atpmy!. The order of the switched machines
can be chosen arbitrary.

(2) Schedule Outgoing Buffers:For allM € x(local_rnd) outputl at every port
p! with p! € Portsy. Here, the order of the switched machines can only

3 Note, thatXsync, . is defined independent from the honest usemd the adversark, so
it cannot know their ports. We therefore restricted the cpmétion to a fixed number and
fixed names of ports betwedhandA (cf. Section 2.4).
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be chosen arbitrary with the restriction that output poftéhe adversary are
scheduled first iA € x(local_rnd).*

(3) Switch to next Round: Setlocal _rnd := local_rnd + 1. If local_rnd > n, set
global_rnd := global_rnd + 1 andlocal_rnd := 1. Go to Phase (1).

To put it all into a nutshell, the specific master schedulerusates the clocking
schemex by first scheduling the machines that ought to switch in thetiqudar
subround (Step) and afterwards scheduling all buffers that could be infheeiby
outputs of these machines (St&p Finally, it switches to the next subround (Step
3) and continues with the first step again.

Moreover, we define a mapping.,,; on synchronous configurations of a system
Sys, i.e., configurations which consist of synchronous machordy, by

Spconf(Msynca Ssynm H7 A) = (@M(Msync) U {Xsync,n}a Ssynm @M(H)a ©M (A)),

with Xgne . given as ingg,, for the particular structure. We will in the following
simply write ¢ instead ofpg,;, om, andy,,,, If its meaning is clear from the con-
text.

4 Preliminary Work for the Embedding Theorems

We now have to prove that the functigrhas the desired properties with respect to
simulatability, i.e.,

()OSyS(SySsync,l) ZaSynC ()OSyS(SySsyan) = Syssync,l ZSync Syssync,2'

This captures the content of our first embedding theoremottuniately, the con-
verse direction does not hold, but our second embeddingdheavill state a
weaker version that is still sufficient for our purpose.

4.1 Proof Overview

Before we turn our attention to the auxiliary lemmas for th&bedding theorems
we exemplarily present an informal description of the prafthe first embedding
theorem. The proof consists of four steps. A graphicalfitaigon is given in Fig-

ure 4.

4 Without this restriction, the behavior of the adversarytstswitching time could de-
pend on outputs of machines scheduled in the same subrotnch would lead to non-
simulatable situations.
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Fig. 4. Synchronous Simulatability derived by Asynchrom@imulatability.

Starting with a synchronous configuratiamf,y,.1 € Conf(Sysg,..1), we ap-
ply our embedding functiop.,,; which yields an asynchronous configuration
cONfasync,1 € Conf(wisys(SYssync1)). We now define a mappingon the runs of
the asynchronous system yielding runs of the synchronatersy Intuitively,

o “compresses” an asynchronous run to its synchronous cqantewhich
consists of fewer steps. We then show in Theorem 14 that

VIEW confyne 1 (HsynC) = U(Uiewconfasync,l(‘P(HsynC)))'

We now apply our preconditio@Sys(Syssync,l) ngync @Sys(syssyan) yleld-
ing an indistinguishable configuratiennfasync2 € Conf(@sys(SYssync2))s i-€-,
VICW confygyne 1 (P(Hsync)) A2 ViEW confygne 2 (©(Heync) ). We then show that

O-(,Uiewconfasync,l (@(HSYHC))) ~ J(viewconfasyncﬂ (SO(HSYHC»)'

We finally reverse the functiop by removing the coating of the user and that
of the machines of the structure. Since we do not know angthlvout the
newly derived adversari,qnc 2, I.€., in particular it is not required that it fits
the structure imposed by the mappipgwe define a new adversady,.
usingA,qnc2 as a black-box submachine, and we will show in Theorem 15
that

0 (VIEW confyene o (P(Hsync))) = view congy e » (Hsyne)-

(4) Altogether, transitivity of the relatior implies

Uie'wconfsynCJ (Hsync)) ~ viewconfsync,Z (HSYHC>'

We first take a look at the runs in a synchronous systgsy .. and in its asyn-
chronous counterpalys g n. := ¢ (Syssync)- In the following, we will simply write
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S instead ofS,,nc, because the set of specified ports is not influenced by the map
ping .

4.2 Compressing asynchronous runs to synchronous colarterp

In the following, let an arbitrary synchronous systeips, . with a clocking
schemex and an arbitrary configurationonfyn. = (Meync, S, Hsync, Async) €
Conf(Sysq,n.) be given. Moreover, let an asynchronous configuratiamy,s,.. be
given which fits the formconfasyne = (©(Maync) U {Xsyncx }> S5 ©(Hsync), A') (i€,
¢(confync) but with an arbitrary adversary).

First of all, note that runs ofonf,sn. always have a prescribed structure induced
by the behavior of the master scheduley.. ..: they are built by “blocks”. The
stepsS(Mgync, %, J, 8, Z, s', O) of the machinedly,c € Myync U {Hsync} Switched in
round[:.j] in the synchronous run are represented by the following tlwoks in
the asynchronous run.

(1) The first block consists of the steps induced by clocking machines
©(Mgync) With Mgyne € k(7) andA’ if Ayne € k(j), i.€., Step (1) in the defini-
tion of X.ync . More precisely, the block is built by:(j)| sub-blocks, one for
every switched machine. Every sub-block is built by thedwihg steps.

e The first step of the sub-block is always of the fofaync ., 51, Zeiksr=1, 5},
Mgy = () Phigyne 41=1) for two arbitrary states;, s} of Xsync ., I.€., the master
scheduler schedules the machi@/,,,.) respectivelyA’.
e After that, we have the transition of the scheduled buffer.
¢ We now have to distinguish the following two cases:

“If Mgyne #  Agyne, there is a step(¢o(Mgync), S5 Loty e 7=(0r5) s,
OMy (input _storey, ) and steps for the receiving buffers.

- If Mgyne = Agync, We have a steph’, Sy Lopy e 7=(ir4) s50). 1f O # O,
we have steps for the receiving buffers. If there are nongmptputs
at portsp! andp®! (which has to be a self-loop because there are no free
clock-in ports in the system), there is furthermore a clogkstep for
this particular buffer. In this case, the adversary is sateztlagain, so
this sub-point of the block is repeated until the self-lodphe adver-
sary either ends or it is repeated forever in case of divegedre., we
obtain a stegA’, s', 7', s”, O) whereZ’ is now given byZ" := 7,0,
and so on.

(2) The second block consists of the steps induced by clgdkia outgoing mes-
sages of the switched machines, i.e., Step (2) in the defnaf X,y .. Now
the buffers of the output ports are switched by the mastezdidbr. This is

5 Note that we investigate the more general case hereAthaan be chosen arbitrarily
instead of being the embedded adversapw(A). This generality will be helpful during the
upcoming proofs.
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done similar as in the first part with the restriction thatputports ofA’ are

clocked first ifAyn. € x(j). The block again has:(j)| sub-blocks built by

the following steps.

e The first step of the sub-block is given W nc ., 51, Zaksr=1, 81, Opar=1)
for the first output porp! € ports(Myync) and two arbitrary states, s| of
Xsync,n-

e The step of the clocked buffer.

e In case of a nonempty output I8t denote the unique machine wiphi €
ports(M’). We now have to distinguish two cases:

- If M" # A, there is a stepM’, s, 7', s, O.), whereZ’ consists of the
output of(Mgync) atp!.

- If M" = A’, we obtain a stepA’, 5,7, ', O), whereZ’ consists of the
output ofp(Myync) respectivelyh’ atp!. If O # O, we have steps for
the receiving buffers. I has a clocked self-loop, we proceed identical
to the first block.

e The three previous steps are repeated for every output peweoy machine
Meyne € £(j).

After this detailed description of the run, (i.e., its blegkhe mapping can be
defined. Informally, it combines the blocks of all machilég,. € «(j) yielding

the synchronous steps of every machifg,. that switches in thg-th subround of
the particular global round.

Definition 12 (Mapping o) Let an arbitrary synchronous systesys, . with a
clocking scheme and an arbitrary configuratio®nfyn. = (Msync, S, Hsync, Async)

€ Conf(Sys,,) be given. For a given asynchronous configurationy,s,,. which
fits the formconfasync = (P(Msync) U{Xsyncx }5 S5 ©(Hsync), A'), we define the map-
ping o on the runs otonf,s,.. by the following algorithm. The algorithm has inter-
nal arrays(inputsy ;) for M € ¢o(Msync) U {¢(Hsync), A’} andp? € in(Portsy). It
goes from block to block modifying them as follows.

(1) Every step of a buffer is deleted from the run.

(2) The two remaining steps of the first block are modified dtovics. If
the scheduled machine is(M,,.) # A’, then the block is replaced by
(Mayne, B, 7, 8, inputsy, ., 8’y Omgee (inputsy, ). If A’ is scheduled, the block
is replaced by(A', i, j, s, inputs,_, , ', On). Here,s denotes the state &f
when it is switched by, ands” andO, are the state and the output of
the last step of the block, respectively (In case of divecgethe algorithm
for defining the mapping diverges, too.).

(3) The algorithm starts searching through the second ldoakg the following.
If a machineM’ receives a messaget p? in the second block; is concate-
nated to the arraynputsyy -

(4) Finally, every step of the second block is deleted froenrtm.

Note that all necessary information (e.M,,.c, 7, J, s, s’ etc.) is already given by
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the block except for the inputs of each machine in the symubus case. At this
point, it also becomes clear why we defined the master schettuschedule each
machine specifically with a tuplg, 7) indicating the current global and local round,
since this information would otherwise not be containechmasynchronous run.

To overcome the absence of the gathered inputs in the rulglogithms has to
collect all “partial” inputs itself in its third step, andaan use this information to
calculate the outputs of each machine (although for thisputid as well use the
information contained in the run). Moreover, the new blolkgt by the mapping
o in one particular subround do not depend on the second blioitksosubround.
The mappingr is obviously also defined on the view of arbitrary subsets af m
chines, because the step in the first block, carrying thenmétion of the step, and
the message-receiving steps in the second block will alspaleof the view of
the considered machine. Furthermore, note that the mappmgxplicitly defined
for arbitrary adversaried’ (not only for o(Asnc)) which we will need in Theo-
rem 15. Furthermore, the following lemma establishes a cdatipnal bound on
the mappingr in polynomial-time configurations:

Lemma 13 If confsyne IS @ polynomial-time configuration that fits the form re-
quired by Definition 12, then applied to the view of the honest user and the ad-
versary is computable in polynomial-time.

Proof In case of a polynomial configuration, especially the adugrdias to be
polynomial-time. This implies that there cannot be any itdisuccessive clocked
self-loops, so the steps of every sub-block are bounded bglym@mial in the
security parametéer. Moreover, both the adversary and the honest user will reach
final state after a polynomial number of blocks, so the atharifor o applied to

the view either of the honest user or the adversary only maketynomial number

of transition, each one with a polynomial number of stepssTinplies thato is
computable in polynomial-time when applied to the view & lilonest user and the
adversary if it is used in a polynomial-time configuratiorn.

4.3 Auxiliary Theorems

The following theorem captures the first step of our prodidkef Section 4.1.

Theorem 14 Let a synchronous systefiys,, ., a clocking scheme, and a con-
figuration confoyne = (Msync, S Hsyne, Async) € Conf(Sys be given, and set
confasync = P(confoync). Then

sync)

mewconfsync(MsynC> = U(Uiewconfasync(@(Msync»)
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for everyMgyne € (Moyne U {Hsync; Async})- confasync IS polynomial-time iffconfoync
is polynomial-time.

Proof Note that the view ofp(Myyn.) only contains the steps of its internal black-
box function-call after being modified by the mappingThus, it is sufficient to
show that the inputs of the blackbox call ianf... and the original inputs of
Hsyne IN confyyne are equal. It is quite easy to see that the arraysit_storey,
andzmuzhs,\,lsync are always equal if the machimé,.. is switched. This can easily
be proven by induction over the number of (sub-)rounds. &nfitst round, both
arrays are empty yielding a correct start of the inductidgartihg with the second
round, the contents of these arrays are totally determigetebinputs at the ports
of My,n.. However, these inputs only depend jrnor outputs of other machines
M. Moreover, these outputs have to be equal because thesenemalsed the
same input tuple in both configurations, since we haye:t_store,, = inputsy
for all M € M by induction hypothesis. Therefore, the arrayguts,, . and
input_storey,  must be equal at replacing the block by construction of tge-al
rithm, sodw,,, (s, inputsy,,..) = Mg, (s, input_storey,_ ) also holds. We do not
have to worry about the arrangement of the blocks becauke ébilowing reasons.
First of all, note that we first switch all machines in a sulmdand schedule the
outgoing messages afterwards. Moreover, messages seim lagltersary are al-
ways scheduled first if the adversary is scheduled in theidered subround. This
prevents that machines which should switch simultaneanshe synchronous sys-
tem influence each other in the asynchronous system in the sabround. If we
did not consider this restriction, the adversary would ble &l create a message
that is scheduled in this particular subround, but nevéetisedepends on inputs
arriving in this subround.

Putting it all together, the runs induced by the mapping conf,s,nc and the orig-
inal runs are equal by definition ef so we finally obtain

viewconfsync (MsynC) = g(viewconfasync (@(MsynC)))

for an arbitrary configuratioronfyn. € Conf(Sysync), confasync := ©(CONfoync),
and an arbitrarsync € (Moync U {Hsync, Async })- As a special case, this implies

mewconfsync(HsyHC> = U(Uiewconfasync(SO(HsyHC)>>

which finishes our proof. O

After performing this first step of the proof, asynchronoumsigatability can now
be applied. In order to convert the derived asynchronougumation into a syn-
chronous configuration again (cf. Step 3 of our proofsketal® present the fol-
lowing theorem.
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Theorem 15 Let an arbitrary synchronous systefs, . and a clocking scheme
x be given such that every machine and the honest user areecl@tkmost once
between two successive clockings of the adversary. Fumibvey, let an arbitrary
configurationconfasyne € Conf(p(Sysg,,.)) of the formconfosyne = (P(Msync) U
{Xeyne }> 9, ©(Hsync ) Aasync) b€ given. Then there exists an adversagy,. using
Async @s a blackbox such that fapnfync := (Msync, S, Hsyne, Async), it holds

viewconfsync (MsynC) = g(viewconfasync (@(MsynC)))

for every.Msy.nc € (Msync U {Hsync})- Confasync is polynomial-time iﬁ:confsync IS
polynomial-time.

Note, that the standard clocking schepdé U {H}, {A}, {H}, {A}) fulfills the pos-
tulated requirement. The proof of Theorem 15 is quite texddrand hence post-
poned to Appendix B for the sake of readability.

5 The Embedding Theorems

This section contains our two main theorems. We start witenanha capturing
some simple properties of indistinguishable random véeglIhe lemma is well-
known and easily proved.

Lemma 16 Indistinguishability of two families of random variablesplies indis-
tinguishability of any functiom of them. For the polynomial case, the function
has to be polynomial-time computable. Moreover, identyadilstributed variables
are indistinguishable and indistinguishability is an egalience relation.

Theorem 17 (First Embedding Theorem) Let two arbitrary synchronous sys-
temsSysg a1 and Sys,,..» With clocking schemes, and «, be given such that
ko fulfills the property that every machine of the system anduiex is clocked
at most once between two successive clockings of the adyeFsathermore,
P(SYSeyne1) =Lne ©(SYSeyne2) Should hold for a valid mapping. Then

f/
Syssync,l 2sync Syssync,27

wheref’ is derived fromf by (Ms, So) € f/(My, S1) < @(Ms, S2) € f(p(My, Sy)).

Using the result of the previous theorems, the proof will &ier simple, cf. the
illustration in Figure 4.

Proof Let an arbitrary configuratioronfiync1 = (Msync1, S, Hsync, Async1) €
Conf(Sys be given.

sync,l)
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(1) We apply ¢cons ON confynci Which yields a configuratiorconfosync1 =

(@(MSyncyl) U {XSync,Lm}v S? @(HSynC)v ‘P(ASync,l)) S Conf(SySasync,l)' Accord-
ing to Theorem 14, applying the mappiado the runs ofconf,snc 1 yields

Uiewconfsync,l (HSYHC> = a<viewconfasync,l (@(HSYHC))) . (1)

Moreover, if confoync 1 is polynomial-time therconf,snc 1 is also polynomial-
time, and the mapping is polynomial-time computable.

(2) Thus, the preconditiono(Sysync1) Zlyne ©(SYsenc2) Can be applied
which yields a configurationconfasync2 = (©(Moync2) U {Xeync,2,00 1+ 9
@(HSYHC% Aasync,2) S Conf<5ysasync,2> Wlth

viewconfasync,l (80( Hsync)) ~ Uiewconfasyncg (@(HSYHC))

andg(Msync2,S) € f(p(Msync1,S)). Moreover, in the computational case,
coNfasync,2 1S polynomial-time, so the mapping is polynomial-time com-
putable. Using Lemma 16, this yields

O‘(,Uiewconfasync,l (()0( HSynC))) ~ U( Uiewconfasync,2 (@(Hsync) ) ) N (2)

(3) We now apply Theorem 15 to the configuratiesmf,snc 2, Which yields a
configurationconfyncz = (Msync, S5 Heynes Async,2) € Conf(Sysg e o) With
J(Uiewconfasync,Z (@(HSYHC)» = Uiewconfsync,Z (HsynC)' (3)

According to Theorem 15¢onf,n.» is a polynomial-time configuration iff
CONfasync,2 IS POlynomial.

(4) Now Equation 1-3 together with Lemma 16 implyew cony,,,. , (Hsync) =
V€W confy e » (Hsync). HENCE, confeync2 1S an indistinguishable configuration
for confonc1. Moreover, we havep(Mgynco2,S) € f(o(Msync1,S)), i.e.,
(Msync2,5) € f'(Msyne1,S) Which yields the desired resuftys >

sync,1 Zsync
Syssync,2 .U

Note that the theorem is applicable to the standard clocdchgme. So far, we have
shown that asynchronous simulatability among these asgnolis representations
implies synchronous simulatability, i.e.,

()OSyS(SySsync,l) Z35}/“C ()OSyS(SySsyan) = Syssync,l ZSync Syssync,2'

We already briefly stated in the previous section that thevexse implication
does not hold in general. We had to show that for each contigaraonf,snc1 €
Conf(©gys(Syssync1)) there exists an indistinguishable configuratiomfsync> €

Conf(@sys(syssync,2)) prOVided ti-]a'rsyssync,l ZSync Syssync,2'

However, both the honest user and the adversary may havk-@ldgorts and
they can alternately schedule each other (and also thensgstatically), which we
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cannot capture by a fixed synchronous clocking scheme, s@amnmot exploit our
assumptiorbysg e 1 >sync SYSsync.2-
Anyhow, it is sufficient for our purpose to show that the cldwids for at least
those configurations where the honest gy, fits the formym (Hsync) for a syn-
chronous maching,,... We denote this version of simulatability for the restritte
class of users by ,.,nc 1 in the sequel. Looking at the proof of the first embedding
theorem, it is immediately clear that the theorem also h&ddthe weaker pre-
condition @y (SYssync.1) ZasyncH Pys(SYSsync.2)» SINCE we only need to derive an
indistinguishable configuration for users of the speciaife(H,y..), and the user
remains unchanged at simulatability. We can now capturedh&ent of the second
embedding theorem as

Syssync,l Zsync Syssync,2 = (pSyL?(Syssync,l) zasync,H SOSyS<SySsync,2)'

Theorem 18 (Second Embedding Theorem)et two arbitrary synchronous sys-
temsSysg a1 and Sysg,..» With clocking schemes, and «, be given such that
1 fulfills the property that every machine of the system anduiex is clocked
at most once between two successive clockings of the adyeFsathermore,
Sys SYSsync.2 Should hold for a valid mapping. Then

f
sync,1l Zsync

¥ ( Syssync,l) Zg:sync,H ¥ ( Syssync,2)

where f’ is derived fromf by p(Ms,S:) € f'(p(My,S))) & (M, S)) €
f(M17 Sl)

Before we turn our attention to the actual proof, we stateftilewing lemma
which captures that we can “locally reverse” the functolor the honest user.

Lemma 19 Let a synchronous systeffys,,,,., a clocking scheme and a configu-
ration confyne = (Msync, S Heyne, Async) € Conf(Sysg ) be given. Letonfosyne =
(O(Msyne) U{Xeyne,n }» S, p(Hsync), A’) be an arbitrary asynchronous configuration.
If we now have given (view cong,,.. (¢(Hsync))) then we can “locally reverse” the
functione for the view of the user, i.e., we can define a functigh on the runs of
the synchronous configuration, such that

viewconfasync (@(HsynC)) = O’ﬁl (0-<Uiewconfasync (@(HsynC))))
holds. If confuen is polynomial-time, then,;" is polynomial-time computable.

The proof of the lemma is postponed to Appendix B.

Proof of Theorem 18 For readability, we again sefys.i .1 = ©(SYsqnc1)
and Sys,gnco = P(SYSeync2). LEL NOW an arbitrary configuratioronfysyne,: =
(0(Msyne,1) U {Xsync 1,01 15 S5 ©(Hsyne ) Aasync,1) € Conf(sysasync,l) be given.
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(1) We apply Theorem 15 otvnf,sync,1 Which yields a synchronous configuration
confsyne 1 = (Mayne15 S, Hsyne, Asyne,1) € Conf(Sysgnc 1) With
U(mewconfasync,l (‘P(HsynC))) = VIEW confyne 1 (Hsym:)'

Moreover, if confysync,1 IS polynomial-time thervonfyn 1 is also polynomial-
time, and the mapping is polynomial-time computable.

(2) Now the preconditiorbys .1 >sync SYsqync2 CaN be applied yielding a con-
figuration confoync2 = (Msync,2, S, Hsyne, Async,2) € Conf(Sys ) with

sync,2

Uiewconfsync,l (HSyHC> ~ 'Uiewconfsync,z (Hsync)

and (Msync2,5) € f(Msync1,S). Moreover, in the computational case,
CONfeync,2 1S polynomial-time.

(3) We now apply Theorem 14 to the configuratiemf,.. » which yields a con-
figurationconfasync2 = (P(Msync.2) U{Xsync,2,65 1 S ©(Hsync), ¢ (Async,2)) With

VIEW confyne » (HsynC) = U(mewconfasync,z (SO(HsynC)))'

Moreover,confasync 2 IS @ polynomial configuration iffonf,,. - is polynomial,
according to Theorem 14.
(4) Putting it all together, we have
® 0 (VieW confne 1 (P (Hsyne))) = view conpyne 1 (Hsyne)
d mewconfsync,l(HsynC) ~ mewconfsyncg(HsynC)

i Uiewconf;yan(Hsync)) - U(Uiewconfasync,2 (@(Hsync)))
Using Lemma 16, we obtain

O-(Uiewconfasync,l (SO(HSynC))) ~ O-(Uiewconfasyncg (@(HSYHC)))'

We now finally apply our “reversing” function' (cf. Lemma 19) on the
above equation. Together with Lemma 16, we obtain

Uiewconfasync,l (@(Hsync)) ~ Uiewconfasync,Z (@(Hsync))7

.., confasync,2 IS @n indistinguishable configuration fesnf.snc 1. Moreover,
we have<Msync,27 S) S f(Msync,lu S), i.e., @(Msync,% S) € f/((p(Msync,h S));
which yields the desired resu(Sysqne1) >Lnen ©(S¥saynea)- O

6 Deriving Synchronous Theorems from Asynchronous Ones

Recall that our long-term goal is to avoid proving each anergtheorem and
lemma for both models. We now briefly show how our two embegldineorems
can be used for circumventing this problem. One of the mopbimant theorems
of both models is transitivity of the relation.
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Lemma 20 (Transitivity) If Sys, >/t Sys, and Sys, >/2 Sys,, then Sys, >/
Sys,, where f; := fy o f; is defined asfs;(M;, S) being the union of the sets
f2<MQ, S) with (MQ, S) S fl(Ml, S)

This has been proven in [8] for the synchronous and in [11}Herasynchronous
model. We now exemplarily show how to derive the synchronausion from the
asynchronous one using our previous results.

Lemma 21 Assume that the asynchronous version of the transitivitgria
(Lemma 20) has already been proven, then the synchronos®rdrolds as well.

Proof We omit the superscriptg; for the sake of readability. Let arbitrary syn-
chronous systemSys,, Sys,, and Sys; be given such thafys, >n. Sys, and
Sysy >syne SYss. We have to show thays, >, Sys; holds, provided that asyn-
chronous transitivity has already been proven. Accordinguir second embedding
theorem, we know that

©(SYs1) ZasyncH ©(Sysy)  and  p(Sysy) Zasyncn ©(SYs3).

Obviously, the asynchronous version of transitivity is laggble to the relation
>.sncH INStead of>,, . as well, since it is a special case only, and the honest
user remains unchanged at simulatability. Thus, we caryappl(already proven)
asynchronous version of the transitivity lemma, whichgsel

()O(Sysl) Zasync,H QD(SZ/S:%)

Now, we use our first embedding theorem in conjunction wshsitbsequent re-
marks (stating that the theorem holds as well for the rasttigersion>,q . 1 Of
simulatability) yieldingSys; >sync Sys;. O

This proof technique is applicable to almost all theorenas taly on simulatability.
As the most important example, we name the preservatiomehef50,55], which
states that integrity properties expressed in linear-liogéc are preserved under
simulatability. The proof of this theorem is difficult androprises several pages
for both models. Using our work, the synchronous proof casldvell be omitted.
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A Postponed Definitions
The following definition for indistinguishability of rando variables is essentially
from [64].

Definition 22 (Indistinguishability) Two families(vary)eny and(vary, )xen Of ran-
dom variables (or probability distributions) on common dons D, are

a) perfectly indistinguishablg=") if for each k, the two distributionsar, andvar’;,
are identical.

33



b) statistically indistinguishabl€‘~gs,,4,,") for a suitable clas$MALL of func-
tions fromN to R if the distributions are discrete and their statisticatahses

A(varg,vary) =3 Y |P(var, = d) — P(var, = d)| € SMALL

de Dk‘

(as a function o). SMALL should be closed under affine addition, and with a
functiong also contain every functiogl < g.

c) computationally indistinguishabl¢~,.,") if for every algorithmDis (the dis-
tinguisher) that is probabilistic polynomial-time in itsdfi input,

| P(Dis(1¥,var;) = 1) — P(Dis(1*,var}) = 1)| € NEGL.

Intuitively, given the security parameter and an elemenseh according to ei-
thervar;, or var;, Dis tries to guess which distribution the element came from.
The classVEGL denotes the set of all negligible functions, ig..N — Ry, €
NEGL if for all positive polynomialsy), 3koVk > ko: g(k) < 1/Q(k).

We write ~ if we want to treat all three cases simultaneously.

For reasons of completeness, we now present the extendedidefof simulata-
bility, based on the three different kinds of indistinguabhity. Definition 9 was
simplified in the sense that only computational indistirsgpaibility of views was
covered, which represents the most common case when agsiyitulatability to
cryptographic protocols.

Definition 23 (Simulatability, extended version with threevariants) Let sys-

temsSys, andSys, with a valid mappingf be given.

a) We saySys, >IPef Sys, (perfectly at least as secure )ag for every con-
figuration conf, = (M, S,H,A;) € Conf(Sys,), there exists a configuration
confy = (M, S,H,Ay) € Conf(Sys,) with (M, S) € f(M;,S) (and the same
H) such that

VIEW cont, (H) = view conp, (H).

b) We saySys, >[MALL Gys, (statistically at least as secure Jafor a class
SMALL if the same as in @) holds withiew cons, 1(H) Rsmarns view cons, (H)
for all polynomialsl, i.e., statistical indistinguishability of all familied é-step
prefixes of the views.

c) We saySys, >IP°Y Sys, (computationally at least as secure)akthe same

as in a) holds with configurations fro@onf,,, (Sys,) and Confyay (Sys,) and
computational indistinguishability of the families of we.

In all cases, we caltonf, anindistinguishable configuratiofor conf,. Where the

difference between the types of security is irrelevant, iweoly write >/, and we
omit the indicesf andsec if they are clear from the context.
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B Postponed Proofs

Proof of Theorem 15 We first reverse our functiop on the structuréy(Msync) U
{Xaynex }>9) and on the usep(Hsync) yielding the structuré Mgy, ) of Sys .-

and the original honest usei, .. Note, that we cannot reverse the functipion

the new adversari,qn. in the same way, because we did not demand it to have a
similar internal structure, so we construct a new adverAgry for the synchronous
configuration as follows. The ports 8f,.. are given by

{p| pC € (ports(Msync) U ports(Hsync)) A p & (ports(Msync) U ports(Hsync)) }

i.e., it connects to all remaining free portsif,,. andHs,... Internally,A,,. main-
tains an array output_store ) picout(ports(Awync)) OF liSts overy* all initially empty.

Aasync

Asnc has the adversark,.,.. as a blackbox submachine and its behavior is de-
fined as follows. IfA. is clocked in the synchronous system, it gets an input
tupleZ = (Z,2)prein(ports(Agnc)) - It NOW tries to restore the order in which these mes-
sages would have arrived in the asynchronous system. Meogsply, it knows the
clocking scheme, so it know which machines have been clocking after the last
clocking of A,,... Moreover, it knows the order in which machines are switdhed
Xsyne, IN ONE particular subround. Using the order on the ports@&dynchronous
machines, it can finally decide in which order messages seonb machine on
different ports would have arrived in the asynchronousesyistThe only problem
which might arise is that a machine has been clocked moreahes since the last
clocking of the adversary. This might result in two inputstest same port ol nc
which would be concatenated without any separation synshalh an input would
not be restorable into its original form, so we had to inclthie restriction to the
considered clocking scheme that every machine and the usett anost clocked
once between two successive clockings of the adversarg, M@t our usually used
clocking scheméM U {H}, {A}, {H}, {A}) fulfills this requirement.

After restoring both the usual messages and their omigf. uses the black-
box functionda,,,. on the first input yielding an output tupl®. This tuple O

is appended to the arrayutput_store, i.e. each componer®,, is appended to
output_store,. If there is a nonempty outputat a clock-out porp“!, we would
have a clocked self-loop itvnfasync if output_store,[c] # e. In this case, this com-
ponent is removed from the array ahy,,. is called again with the new state and
7= Ip?zoutput_storepg[c} and so on.

The above steps are repeated with the second input and thstaewofA,.,.. and

so on until all inputs have been considered. Finally, thekidax function is used
with Z,,,  »—,;) wherei denotes the global round andlenotes the subround the
adversary is clocked in. (The adversary obviously know$ b@nd ; because he
knows the clocking scheme, so he may simply maintain two counters that he
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adapts every time he is clocked.) This correspond to thekirigesignal ofXgy,c .

in the asynchronous system. The output tuple is again cenatdd to the same
array and possible clocked self loops are considered agaially, A, outputs
the first elements of each list efitput_store,, with p!° € ports(Myync U {Hsync})
as its output tupl® and removes these elements from the lists.

Note, that this newly defined adversaky,. is polynomial iff A,q . is polynomial
by construction. Thus, if the original configurationnf,s.. has been polynomial-
time (i.e., the usep(Hyyn) and the adversar,s . must be polynomial-time) then
the configurationconfyne = (Msync, Ss Hsynes Async) Will @lso be polynomial-time,
since the runtime ofly,,,. is always bounded by (Hsync).

Async “reverse” the functiorp by construction. The asynchronous adversary would
receive many single inputs, and it would produce outputsyetmme which would

be stored in the outgoing buffers. Possible clocked selp$oare handled by re-
peated calls of the transition function with correct inpufts\.,.. is scheduled by
Xsyne, It @again performs an arbitrary transition and the first eleted its outgoing
buffer would be clocked. The synchronous adversary firstssipd input messages
into their original order and uses the blackbox function bgeone storing the
outputs inoutput_store. The split inputs correspond to the original inputs of the
asynchronous system, so the output tuples are also eqaaleatiry step. There-
fore, the contents odutput_store always correspond to the outgoing buffers in the
asynchronous system after a clocking stegf... If the synchronous adversary
is clocked it again calls its blackbox function with the @mtrinput and stores the
output in the array. After that, it outputs the first elemehéach list of the array
and removes these elements from the lists. In the asynchsmsystem messages
stored in the outgoing buffers are treated in the same waye Mmally we can
show the following lemma.

Lemma 24 We denote this “reversion” ofpy by ¢y and the reversion of the
whole configuration by.,,s for the moment. Then for an arbitrary configuration

Conf;sync = ((p(Msync> U {Xsync,n}a S, @(Hsync)a Aasync) we have
vz’ew@(:onf(@conf(Confasync))(@(M>> = Uiewconfasync (@(M>>

for everyM € (Mgync U {Hgync}) and
view@canf(@canf(confaSynC))<A35ync> = viewco”faSync (Aasync)

where the view ofA,,. in the first configuration is given as a submachine of
@M(@M(Aasync»-

Proof of Lemma 24 The proof is illustrated in Figure B.1. We first show that
A’ = pm(@Pm(Assync)) behaves exactly ah,q .., i.€., both machines are per-

async

fectly indistinguishable for their environment. This isesldy sufficient to show
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Fig. B.1. Overview of the proof of Lemma 24.

that the views ofp(M) for everyM € (M nc U {Hsync }) are equal in both configu-
rations because they remain unchanged. We will also shavittbaview of A,
is equal in both configurations which finishes our proof.

We show that both adversariés, . and A, behave identically between two
successive clockings. Moreover, we show that the conteatral/ output_store,,

of Al,,.. always equal the outgoing buffepsin the corresponding asynchronous
configuration at every clocking &, as a submachine df . if we identify
clockings ofA, . in both configurations in the natural way. More preciselis th
means that we identify theth clocking ofA,qnc in confysync With thei-th call of
OAasyne BY Algyne IN Qcont (Peons (cONfasync))- FUrthermore, we show that outputs made

by the adversary are always equal in both configurations.

At the start of the run both buffers and arrays are empty wfudills our claim.
Now assume thad, . receives an arbitrary input @ # pa,, 7. It stores the
message in its arrayhput _store,, and gives the control to the master scheduler.
If AL, receives a non-empty input pi? it applies the state transition function
O (Asyne) ON the arraysnput_store. Now, the arraysnput_store are decomposed
into single inputs again preserving their original orded @he functionda,, . is
applied to every such input. Since the inputs are obviougliakin both config-
uration, we obtain identical outputs, and moreover idehtieews for A,snc. By
precondition, the arraysutput_store are mapped to the outgoing buffers. After
one call ofoa,,,., every output ap! is stored either inutput_store, orin p at the
same position, so they remain validly mapped. Now, eitherfitlst component of
output_store,, or the first entry ofp for pl¢ e (ports(Msync) U {Hsync }) are output
yielding identical outputs and therefore identical vieasthe environment in both
configurations, i.e.,

vz’ew@(:onf(@conf (Confasync)) (@(M )) = Uiewconfasync (@(M ))

for M € (Msync U {Hsync }). We already showed that the viewsAf, .. are equal in
both configurations which finishes our proof
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According to Lemma 24, the functiap,,s o ¢..s Yields identical views fotp(M)
for everyM € (Mync U {Hsync }) and the asynchronous adversary, i.e.,

b view(ﬁconf(@canf(Confasync)) (QD(M)) = viewconfasync (QD(M)) and
° Uiewwuonf(@Canf(confasync))(Aasync> = Uiewconfasync (Aasync)'

We already showed in Theorem 14 thédw .oy, (M) = 0 (view y(confyne) (P(M)))
holds for every synchronous configuratiomfyn. = (Msync, S, Hsync, Async) and
for every machineM € (Msync U {Hsync, Async })- If we now setconfoyne =
@ eonf (CONfasync), WE Obtain

14 ,Uiewconfsync(M) = U(Uiew@(:onf(@conf(Confasync))(QO(M)))
Moreover, this implies

i Uiewconfsync (ASYnC) = O-(,Uie,u}‘ﬂconf (‘;Z’conf (Confasync)) (Aas)’nc)))

since the views of,qn. andp(o(A,sync)) are identical. We apply the mapping
on the first two equations and, using Lemma 16, we obtain

(viewconfasync (QD(M))) and
(Uiewconfasync (AasynC))

i U(Ul:echanf(Qconf(Confasync))(QO(M))) =0
o J(vzew‘pcanf(@conf(Confasync))(Aasync)) =0
Note, thato is in fact defined on runs of these configuration because betmi-
chines of the structure and the honest user have the preddobm. Using transi-
tivity, we immediately obtain the desired result

Uiewconfsync (M) = 0-<Uiewconfasync (SO(M)))

and
Uiewconfsync (Async) = U(Uiewconfasync (Aasync))
As a special case we gt := H,,n. which yields

viewconfsync (HsynC) = g(viewconfasync (@(HsynC))) . U

Proof of Lemma 19 In order to prove the claim, we present an algorithm which
undoes the changes of the algorithm for deriving the mapping has an inter-
nal list overXt initially empty, which will be used to construct the desingdw.

For every subroung, it goes through all tuple@,, 7, 7, s, Z, s’, O') modifying
them as follows: IfM,,,c = Hgn for one machine of this subround, it appends
(gp(Hsync),s,IpHsync?:(m,s’,O’) to its internal list. Note that this tuple precisely
matches the original asynchronous tuple for switching teelst usep(Hqyn.) by

the master scheduler. After that, it proceed through alleipf this subround in
precisely the same order they have been scheduled by themsasieduler (the
algorithm is surely allowed to know the clocking scheme)r &aiven tuple of
the form(Mgync, 4, j, 5, Z, s, '), it checks, whether there is a non-empty output at
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a portp! in O" with p? € ports(¢(Hsync)). In this case, the honest user would be
clocked in the second asynchronous block, so we use thetstation function
do(Hene) ON the current stateof p(Hsync) and input‘Zp?:@;! which yields a new state
s’ and an (all-empty) outpud.. We then add a ste@(Hsync), $, Lor—-0y,, ', O,).
This is done for all ports oM, according to their order and for all machines
that switch in the consider subround. Obviously, this athar reverses the map-
ping o for the honest user by construction. In case of a polynonaafiguration,
especially the adversary has to be polynomial-time. Thidies that there cannot
be any infinite successive clocked self-loops. Moreoveh bwe adversary and the
honest user will reach final state after a polynomial numbétacks, so the algo-
rithm for o;* applied to the view of the honest user will only makes a polgizb
number of transition, each one with a polynomial number epst This implies
thato is computable polynomial-time applied to the view of the éstruser if it is
used in a polynomial-time configurationJ
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