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Abstract

We present a technique to strengthen protocols against system compromise. A system is com-
promised when some parties are controlled by the attack and deviate from the protocol. Our
approach extends protocols with zero-knowledge proofs to convince the receiver of a message
that all principals involved in the protocol session have so far followed the protocol. Zero-
knowledge proofs allow parties to prove such statements without revealing those messages that
are kept secret by the original protocol. Our approach is able to handle public key cryptography,
digital signatures, hashes, and symmetric key cryptography.

Protocols are represented as processes in the applied w-calculus. We propose a technique
to automatically transform such processes into processes with zero-knowledge proofs which
are safe under system compromise. We use an existing type system to statically analyse the
safety of the processes with respect to some given authorisation policy. The original protocols
are analysed against external intruders and the ones strengthened with zero-knowledge proofs
against compromised participants. A type-checker makes our approach fully automated.
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Chapter 1

Introduction

Communicating with each other is an essential part of our life. We communicate in order to ac-
quire or exchange information. With the emergence of the Internet and its services — like e-mail
or online banking — new forms of communications have emerged. Interactive communication is
one possible variant of communicating. It is governed by rules describing how individual partic-
ipants should behave in order to exchange information. The rules governing the communication
over the internet are called protocols. There are lots of different protocols for different tasks.

1.1 Cryptographic Protocols

Usually it is not harmful to communicate with each other over the internet without taking
precautions. However as soon as confidential data is concerned one has to be careful. An
attacker may be interested in learning that confidential data. In order to communicate secret
data over the internet where attackers are present, one has to use cryptographic protocols. These
protocols try to achieve desirable properties by means of cryptography — for example being able
to communicate with a specific participant such that no party learns anything. Other properties
of protocols besides secrecy are authenticity, anonymity or non-repudiability.

Verifying protocols for specific purposes is hard, because proving properties a protocol should
fulfil is hard. This has to do with the analysis techniques for protocols and the fact that the
attacker and his attacks may be arbitrary. An attacker can, for instance, intercept and exchange
messages sent over the network. He can also try to run several instances of one protocol and try
to exploit flaws of the protocol. This is the case for man-in-the-middle attacks by interleaving
parallel executions of the protocol or for replay-attacks by reusing sent messages from different
protocol executions.

1.2 Basic Cryptography

Cryptographic protocols use cryptographic primitives. Cryptographic primitives are — for ex-
ample — encryption schemes, signature schemes, and hashes. An encryption scheme consists of
two efficient algorithms called encryption and decryption. Applying the encryption algorithm
to a message (also called plaintext) m together with a key k yields a ciphertext ¢. Applying
the decryption algorithm to that ciphertext ¢ together with the key k yields again the plaintext
m. Furthermore no efficient algorithm can distinguish a ciphertext obtained by encrypting a
plaintext m with k& from a ciphertext obtained by encrypting a plaintext m’ with k without
knowing k. Intuitively no one can tell, what message is contained in a ciphertext unless one
possesses the correct decryption key k. These encryption schemes are called symmetric encryp-



tion schemes, since k is used for encryption and decryption. Asymmetric encryption schemes
use different keys for encryption and decryption: everyone may know the encryption key kT
(in this case also called public key) and can encrypt messages, but only the owner of the cor-
responding decryption key k= (or secret key) is able to decrypt ciphertexts encrypted with his
public key.

The setting in which everyone knows the public keys of all participants, but only the owners
know their corresponding secret keys is called public key infrastructure. Signature schemes
also use a public key infrastructure. But here the public key is called verification key and the
secret key is called signing key. A signature scheme consists of two efficient algorithms sign and
verify. Signing a message m with the signing key produces a signature s. Verifying a signature
s together with the original message m and the corresponding verification key returns true.
Furthermore no efficient algorithm can compute a signature s’ such that applying the verify
algorithm to s’ and m with the corresponding verification key returns true. Intuitively no one
can create a valid signature for a message except the owner of the signing key.

A hash f(z) is the value of a hash function f for a bitstring x. A hash function f is a
function that maps bitstrings of arbitrary length to bitstrings of some fixed length n. Given
f(x) no one can compute the string  from f(z) efficiently. Intuitively the hash of a string z is
something that reveals nothing about z and only the someone who knows x can generate f(x).

Another powerful cryptographic primitive are zero-knowledge proofs ([Gol01]):

1.3 Zero-Knowledge Proofs

A zero-knowledge proof is cryptographic primitive which allows one principal (called prover) to
prove the validity of a true statement to another principal (called verifier). What makes a zero-
knowledge proof so powerful is the fact that it convinces the verifier of a true statement about
some secrets although no secrets are revealed in the proof. Consider for example the situation
in which the prover wants to convince the verifier of knowing some secret. The prover could
just send the secret to the verifier, which would convince him, but then the secret would be
revealed to the verifier. An attacker who controls the communication channels between prover
and verifier will be able to learn the secret as well. Furthermore a malicious verifier could
execute the zero-knowledge proof protocol with an honest prover in order to learn the secret
and then say that he is not convinced. A simple solution to that problem is a zero-knowledge
proof in which the prover reveals the hash value of the secret and proves to the verifier that he
knows a string such that the hash value of that string is equal to the revealed hash value. If
the prover does not know the secret, he will not be able to convince the verifier of knowing the
secret. On the other hand revealing the hash of the secret does not reveal anything about the
secret itself.

We will use zero-knowledge proofs in order to deal with principal compromise in protocols.
In contrast to attackers from outside trying to exploit flaws in the protocol or running several
instances of one protocol, principal compromise describes the situation in which a principal
(participant) is malicious. A malicious participant which does not behave as intended by the
protocol can cause harm because the correctness of the protocol may depend on the correct
behaviour of each party.



Chapter 2

Background

Before we present our approach to deal with principal compromise, we first describe a variant of
the applied 7-calculus in which we represent protocols. We use a variant of the applied 7-calculus
with constructors and destructors similar to [AB(02]. Then we describe how we represent zero-
knowledge proofs in the calculus. Finally we present the type system which allows us to check
the safety of protocols. We use the applied m-calculus, the representation of zero-knowledge
proofs, and the type system as presented in [BHMOSal.

2.1 Applied 7-calculus

2.1.1 Syntax

A term in the applied m-calculus is either a name, a variable, a constructor application or a
tuple. Names can be used to represent secrets, channels, nonces or identifiers. New terms can
be built out of names and variables using constructors. For example, the name k4 can represent
the secret key of participant A in a protocol. Applying the constructor pk to k4 results in the
term pk(k4) representing the public key of participant A.

M,N == terms

a,b,c,m,n names

T, Y, 2, U, W variables

(My, ..., My,) tuples

f (ZMl7 ... ,Mn) constructor application
fu= pkl, enc?, senc?, vk, sign?, hash!, true®, false®

The constructors true and false have arity 0; pk,vk and hash have arity 1; enc, senc, and sign
have arity 2. true and false represent the Boolean values; pk yields the public key (encryption
key) corresponding to the secret key (decryption key) of an asymmetric encryption scheme;
vk yields the verification key to a signing key of a signature scheme; hash the hashed value
to a given term. enc represents the asymmetric encryption of a term with a public key, senc
represents the symmetric encryption of a term with a symmetric key and sign the signature of
a term with a signing key.

In order to represent the decryption of an encrypted message or the verification of a signature
there are the following destructors:

g = id',eq®, A%, V2, dec?, sdec?, check?



id is a destructor of arity 1; eq, A, V, dec, and check of arity 2. id represents identity; eq equality;
A conjunction; V disjunction; dec yields the asymmetric decryption of a term with a decryption
key; sdec yields the symmetric decryption of a term with a symmetric key; check verifies a
signature of a signed term with a verification key and yields the term, which has been signed.
For convenience we will write M7 = My instead of eq(My, My), My A My instead of A(My, Ms),
and M; V My instead of V (M, My).

The semantics of destructors is defined by a reduction relation {}. This relation states when
an application of a destructor ¢ to some terms N yields another term M. In this case we write
g(N) |} M, otherwise the reduction fails and we obtain no term g(NN) J/ (we use the notation N
for a tuple <N1, . ,Nk> consisting of several terms — in this case k terms). For the destructors
from above we have the following reduction rules:

id(M) VM
eq(M, M) | true
A(true, true) | true
V(true, M) | true
V(M, true) | true
dec (enc (M, pk(K)), K) VM
sdec (senc (M, K) ,K) M

check (sign (M, K) ,vk(K)) | M

id represents identity, id(M) can always be reduced to M, while all other destructors cannot
always be reduced. Equality, conjunction, and disjunction eq, A,V have their canonical mean-
ing. Given an encryption enc (M, pk(K)) of a term M with an encryption key pk(K) and the
corresponding decryption key K, dec can be reduced to M. Applying sdec to a symmetric
encryption senc(M, K) with the key K can be reduced to M. Given a signature sign (M, K)
of a term M with a signing key K and the corresponding verification key vk(K), check can be
reduced to M. Note that there is no reduction rule for hash.

Terms and destructors can be used to build processes. Principals in a protocol are repre-
sented by processes in the applied 7-calculus. The process k : out (M, N) .P outputs a message
N on channel M and continues with the process P. k : in(M,z).P receives a message on
channel M. The message will be bound to the variable x and the process continues with pro-
cess P. k :!lin (M, x).P is a replicated input. This process behaves like a infinite number of
input processes k : in (M, z) .P running in parallel. Each input and output process has label k.
The purpose of the labels is to identify which input process is supposed to receive which term
from an output process. Corresponding input and output processes will have the same labels
in our protocol description. They are only used by the implementation of our approach and
have no computational significance. vn..P restricts the name n and then behaves as process P.
Restricted names are used to model secrets in the process, while free names are assumed to be
public knowledge. Variables are never restricted, instead they are bound in processes. P|Q is
a process where processes P and @) are running in parallel. 0 is a process that does nothing.
let z = g(]\;_f) then P else () is a destructor evaluation. In this process the destructor g is ap-
plied to the terms M. If reduction rules can be applied (¢(M) |} N) then this process continues
with the process P, otherwise the process behaves as process ). let (z1,...,z,) = M in P
splits a tuple into its components.

Each participant in a protocol is now represented by a process. Communication is expressed
by input and output processes, which send and receive terms. A protocol consisting of several
participants is represented by processes running in parallel. Secrets, for example, decryption
keys and signing keys are represented by restricted names. Private channels are modelled by
using restricted names instead of free names. Encryption and verification keys are output on



public channels. In this case there is no receiver, which means, there is no input process with a
label of these output processes. By sending the public and verification keys, the attacker gets
access to them as it is the case in a public key infrastructure.

P,Q,R:= processes
k:out(M,N).P output
k:in(M,z).P input
k:lin(M,x).P replicated input
vn.P restriction
P|Q parallel composition
0 null process

let x = g(]\;_f) then P else () destructor evaluation
let (x1,...,2p) =M in P tuple splitting

2.1.2 Semantics

In the following we present rules for structural equivalence =. These rules state which processes
we consider equivalent up to syntactic rearrangement. We can always add a null process running
in parallel to some other process P. A process P running in parallel to a process () is equivalent
to the process @) running in parallel to the process P; a process P|(@ running in parallel with a
process R is equivalent to the process P running in parallel to the process Q|R. The next two
rules state that the order of processes in a parallel composition does not play a role. If a name
n is not free in a process P (n ¢ fn(P), where fn(P) is the set of all free names in process
P and fu(P) is the set of all free variables in process P), the process P running in parallel to
vn.(@) is equivalent to P running in parallel to ), where n is restricted in both processes P and
Q. If n would be a free name in P, we would have to rename n in P before applying that rule.
By applying that rule we can always order all restrictions on top of the process. Furthermore
the order of restrictions of names does not play a role. Finally, £ [ ] stands for an evaluation
context £ [ ] =va: T([ ] |P) This is used to express that all the rules can be applied inside a
process:

PO=P
PlQ= QP
(PIQ)|R = P|(QIR)
vn.(P|Q) = Plvn.Q, if n ¢ fn(P)
vny.vng.P = vng.vng P, if ny # no
g[P] =¢€[Q], ifP=qQ

Execution of a protocol represented by a process is described by the rules of internal reduction —.
An output process k : out (a, M) .P running in parallel to an input process k : in (a, x) .Q) can be
reduced to P running in parallel to Q{M/xz}, where the output message M is bound to z in Q,
if the channels and the labels of the input and output process are the same. If the input process
is a replicated input process k :lin (u, x) .Q additionally k :!lin (u,x) .Q) runs in parallel to P and
Q{M/z}. For the destructor evaluation there are two cases: either reduction rules can be applied
or not. If reduction rules can be applied (g(M) | N) the process let 2 = g(M) then P else Q
behaves as P{N/xz}, where x is replaced by the result of the destructor evaluation in P. If no
reduction rule is applicable, let x = g(]\;_f) then P else () behaves as (). The tuple splitting
let Z = M in P behaves as P where each z; from & in P are replaced by the i-th term in the
tuple M. Again, all these rules can be applied inside a process, which is stated by the last rule.



k:out (u, M) .Plk: in (u,z).Q — P|Q{M/x}
k:out (u, M) .P|k:lin (u,z).Q — P|Q{M/x}|k:!in (u,z).Q
let x = g(M) then P else Q — P{N/x}, ifg(M) VN
let z = g(]\;_f) then P else Q — Q, ifg(M) ¥
let & = M in P — P{M/#}
e[P] — €]q]. P —Q

In order to connect structural equivalence with internal reduction, P can be reduced to @, if P
is structurally equivalent to P/, P’ can be reduced to Q' and @’ on the other hand is structurally
equivalent to Q:

P—Q, ifP=P P —-Q,Q=Q
Example

Let us consider an example. Protocols are usually given in a graphical representation:

7sign(enc(m,k§),kz )

sign(enc(m,kg ) kg )%—

In this protocol three participants A, B, and C are involved and two messages are sent. The

first message is sent from A to B. Here A encrypts a secret m with the (public) encryption key

kg of the receiver — B — and signs the encryption with his own signing key k. The signature is

then sent to participant B. The second message is sent from B to C. B extracts A’s secret m

from its input, encrypts it with C’s encryption key ké, and signs the encryption with its own

signing key k. By following the protocol, C' will be able to receive A’s original message m.
In the applied m-calculus the protocol will look as follows:

A= vm.l:out (ch, sign(enc(m,pk(k:BE)),kAS))
B=1:in(ch,z).let x1 = check(zx,vk(kas)) then let xy = dec(x1, kpg)
then 2 : out (ch, Sign(enc(xg,pk(kCE)), k‘BS))
C = 2:in(ch,y).let y; = check(y,vk(kpg)) then let y» = dec(y1, kcg) then Q

Prot= vkas.vkpg.vkps.vkcE.
pl : out (ch, pk(kpg)) . p2 : out (ch, pk(kcr)) .
p3 : out (ch,vk(kag)). p4 : out (ch,vk(kpg))
(4]B[C)

In our example we model the participants of the protocol as three processes A, B, and C. These
processes run in parallel within the scope of some restrictions. The restricted values are the



secret m (which is only known to A, since A has generated it), the decryption (kpg, kcp) and
signing keys (kas, kpg) of the participants. Additionally the encryption and verification keys
are output on channel ch. That channel is public, since ch is free. Process A simply outputs
the message sign(enc(m,pk(kpg)), kas) on the public channel ch. The label of this output is
1. Process B has the corresponding input with label 1. After binding the input to variable z,
A’s signature is checked and the encryption is decrypted with B decryption key. The content
of the encryption is then bound to variable xo, which is now encrypted with C’s public key,
signed with B’s signing key, and finally sent by the output process with label 2 again on the
public channel ch. Process C' receives this message as input — it will be bound to variable y —
and then checks B’s signature and decrypts the encryption. The result — A’s secret message —
is bound to variable ys.

Note that we assume the existence of a public key infrastructure: every participant has a
secret key for decryption and a signing key for signing messages; all particpants have the public
and the verification keys of all other participants. Furthermore all public and verification keys
used in the protocol are also output on public channels so that an attacker can use them as
well.

2.2 Zero-Knowledge in the Applied m-Calculus

Zero-knowledge proofs are modelled in the applied 7-calculus as follows ([BMUOSK]). There is
an additional zky, ,, s constructor:

M,N := terms

a,b,c,m,n names

Ty, 2, V0, W variables

(My,...,M,) tuples

f(Ml, ceey Mn) constructor application
fo= pkl, enc?, senc?, vk, sign?, hash!, true®, false®, szj:n’?s

zkzzms valid, iff S is an (n,m)-statement

2knm,s represents a zero-knowledge proof of the statement S, where the first n arguments are
terms from the private component, which are kept secret, and the next m arguments are from
the public component, which can be revealed. A statement S is a Boolean formula built from
names, variables, placeholders «; and (3;, constructors, tuples, and destructors for statements.
Destructors in statements are the same as in a applied w-calculus process, except that there
is no ver! destructor allowed in a statement. To distinguish between destructors in processes
and in statements, a destructor in a statement will be denoted by ¢f, while the corresponding
destructor in the process will be denoted simply by g.

S = statements
a,b,c,m,n names
Ty Y, 2, VW variables
o, B placeholder
(S1,...,5n) tuple
f(Sl, e Sn) constructor
i (S Tyenns Sn) destructor

g is defined, iff g # ver



A zero-knowledge proof zky p, g is valid, if S is an (n, m)-statement, which means for all place-
holders o; and 3; we have 1 < i < n and 1 < j < m. Furthermore two additional destructors

are added:

I+1
n,m,l,S

g = id', eq®, A2, V2, dec?, sdec?, check{public%n, ver
public,, is a destructor of arity 1 and yields the public component of a zero-knowledge proof.
very m.1,s is a destructor of arity [ +1 and yields the last m —{ terms from the public component
of the zero-knowledge proof, if and only if the verification of that proof succeeds.

The reduction relation |} is extend with one reduction rule for public and one reduction rule

for ver:

id(M) VM
eq(M, M) | true
A(true, true) | true
V(true, M) I true
V (M, true) | true
dec (enc (M, pk(K)), K) VM
check (sign (M, K) ,vk(K)) I M
public,, (zkn,m,s (]V,M)) i} M

VET'n,m,l1,S (kamﬁ (N7 M)7 M17 oo 7Ml) ‘U’ <Ml+17~' .. 7MTZ7,> B
iff S{N/a}{M/B} |* true

public,, can be reduced to the public component M of a zero-knowledge proof zknvmvg(]v M ),
if the arity of public component is matched. Given a zero-knowledge proof zkzn,m,g(N M ) and
[ terms, which have to match the first [ terms of zkn7m75(N,]\;_f), very m,s verifies that zero-
knowledge proof and yields a term consisting of the remaining m — [ terms from the public
component. The verification of a zero-knowledge proof succeeds if and only if the statement
S{N/a}{M/ﬁ} from 2k, m s(N, M) holds, meaning the statement can be evaluated to true:
S{N/a}{M/B} Iy true. Here {}4 is the evaluation relation for statements and S{N /a}{M 3}
means that we replace all placeholders o; and 3; by the corresponding i-th term from the private
component and the j-th term from the public component, respectively. For the evaluation
relation {4 there are the following rules:

Vi e [1,n]. S; Iy M;

My M
F(S1,-- oy S0) Uy f(My, ..., My,)

Vi € [1,71]52 llﬁ M,; Vi € [1,71]5@ llﬁ M; g(Ml,,Mn)l}M
(S1y..ySn) Uy (My,..., M) (S, 80) by M

The evaluation rule for a destructor g#(S1, ..., Sy) I}y M demands that g(Mj, ..., M,) can be
reduced to M. S |}y M is only defined, if S does not contain any placeholders.
Processes, structural equivalence = for terms and internal reduction — remain as described

in 211

2.3 Type-Checker

In order to prove security properties of protocols, we use a type-checker which relies on a type
system for the applied m-calculus. The type system allows to check statically authorisation
policies on protocols represented in the applied m-calculus. If a process representing a protocol



is well-typed, then the protocol is safe in the presence of an arbitrary adversary. For deciding
whether a process is well-typed or not, one has to type-check the process.
checking a process is lengthy and error-prone, especially for larger protocols or if complex
cryptographic operations — such as zero-knowledge proofs — are involved. We use a type-checker
for automatically checking whether processes are well-typed and safe.

The type system and the type-checker we use have been presented in [BHMOSa]. An im-
plementation of the type-checker is available for download at [BHMOSD]. In the following, we
will give an overview of the type system. For more detail, we refer the interested reader to the
paper.

For the type system we first extend the definition of processes as follows:

However type-

PQ,R:= processes
k:out (M,N).P output
k:in(M,z).P input
k:lin(M,z).P replicated input
vn:T.P restriction
P|Q parallel composition
0 null process
let z = g(M) then P else () destructor evaluation
let (z1,...,2p) =M in P tuple splitting
assume(C) assume formula
assert(C) expect formula to hold

Each restricted name n will be annotated by the user with a type T' of n. Authorisation policies
will be expressed by assumptions assume(C') and assertions assert(C) as in [EGM07], where C
is a logical formula. Assumptions are used to express global policies of the protocol and events
in the processes representing different participants. Assertions are formulas that should hold
during or after the execution of the protocol.

The type system relies on the following types:

T,U == Un SigKey(T) PubKey(T) SymKey(T) Stm(T)
Private VerKey(T') PrivKey(T') SymEnc(T) ZKProof,, n, s(T)
Ch(T) Signed(7T') PubEnc(7T") Hash(T)
(x:T)Y{C}

The types have the following meaning: Un is the type of an untrusted term, the adversary has
access to all terms of type Un. Private is the type of a secret term, an adversary has no access
to such a term. Ch(T) is the type of a channel on which messages of type 1" can be send. In an
untrusted network — such as the internet — all channels are public, which means a participant
in a communication can send a message to any other participant. In the type system public
channels have type Ch(Un), while private channels on which messages of type T # Un are sent,
have type Ch(T). (& : T){C} = (x1 : T4,... 2y : T,){C} (for some n) is a refinement type
(as presented in [BBETOR|). It is the type of a tuple containing n terms z1,...,z, of type
T1,...,T,, such that the formula C' holds. In this type x1,...,x, are bound in the formula C,
but not in 71, ..., T,. SigKey(T'), VerKey(T') and Signed(T') are the types of a signing key to sign
a term of type T, a verification key to check the signature of a term of type T" and the signature
of a term of type T, respectively. Analogue PubKey(T),PrivKey(T'), and PubEnc(T') are the
types of a public (encryption) key for encrypting a term of type T, a secret (decryption) key for
decrypting an encrypted term of type 7', and an encryption of a term of type T'. SymKey(T') is
the type for a symmetric key encryption a message of type T and SymEnc(T') is the type of a



symmetric encryption of a message of type T'. Hash(T') is the type for the hashed value of a term
of type T'. Finally Stm(T") is the type of a statement of type T, where T is a refinement type
(7 : T){3Z.CY of the associated zero-knowledge proof. In the logical formula of the refinement
type the arguments of the private component are existentially quantified and the types T of
the arguments y of the public component are specified. ZKProof,, ,, (7T') is the type of a zero-
knowledge proof of the statement S where the private component consists of n terms, the public
component consists of m terms and the public component (the m terms that can be revealed)
have type T'. Types s, s of statements S are annotated by the user.
The typing system relies on the following typing judgements

I'ko well-formed environment
f:(Th,...,T,) = T constructor typing
g:(Ty,...,T,) — T destructor typing
I'-T<U subtyping

Tk kinding, k € {pub, tnt}
I'tM:T term typing

I'-P well-typed process

The typing environment I' consists of bindings of the form w : T' (a name or variable u is of
type T in the environment I') and formulas C. An environment is well-formed (I" - ¢), if all
names and variables are bound exactly once, all free names and variables occurring in the types
of names and variables are bound beforehand and all free names and variables occurring in a
formula are bound in the environment.

Constructors are typed in the following way:

PrivKey(T

T, PubKey

senc : (T, SymKey(T")) — SymEnc(T)
vk : (SigKey(T')) — VerKey(T')

( ) — PubKey(T)
(
(
(
sign : (T, SigKey(T")) — Signed(T)
(
(
(

T)) — PubEnc(T)

pk :
enc:

)
(

hash : (T) — Hash(T)
true : () — Un
)

false : () — Un

If the term M has type PrivKey(7T'), then the public key pk(M) corresponding to private key M
is of type PubKey(T'). Analogue if the term M has type SigKey(T'), then the verification key
vk(M) corresponding to the signing key M is of type VerKey(T'). Typing an encryption of a
term M, of type T however is only possible, if the encryption key has type PubKey(7T'). Then
the encryption enc(Mi, Ms) has type PubEnc(T"). A symmetric encryption has type SymEnc(7T),
if the encryption key is of type SymKey(T') and the message which is encrypted is of type T
Typing the signature of a term M; of type T is only possible, if the signing key has type
SigKey(T'). Then the signature sign(Mj, M) has type Signed(T"). The hashed value hash(M)
of a term of type T has type Hash(7T). true and false are of type Un. We omit the typing rule
for the zk constructor and refer to the paper ([BHMORal).
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Destructor are typed in a similar way:

eq:(T,T) — Un

A :(Un,Un) — Un

V: (Un,Un) — Un

dec : (PubEnc(T), PrivKey(T")) — T
(
(
(

sdec : (SymEnc(T"), SymKey(T')) — T
Signed(T"), VerKey(T)) — T

ZKProof, m s((y1 : Th,s - - s Um = Timn) {C})) = (y1 : Th, oo Y - T ) {true}

check :
publicy, :

eq(My, M) is of type Un, if My and My are of the same type T (since eq will return true or
false which are of type Un). A(Mi, Ma) and V(M;, Ms) are of type Un if M; and My are of
type Un. The result of the decryption dec(My, Ms) of a term M; having type PubEnc(T") with
a term M, having type PrivKey(T') will be of type T. sdec(Mi, Ms) is of type T, if M is of
type SymEnc(T) and M is of type SymKey(T'). The result of the verification of a signature
check(My, Ms) of a term M having type Signed(T") with a term My will be of type T', if My is
of type VerKey(T'). Finally publicy,(t) is of type (y1 : T1,...,ym : Trm){true} if M is has type
ZKProof, s ((y1 : 11, ..., Ym : Tm) {C}) of a zero-knowledge proof of statement S with n terms
in the private component and m terms yi,...,ym of type T1,...,T;, in the public component.
Here we omit the typing rule for verifying zero-knowledge proofs (ver), for details see [BHM08a].

Since communication over the internet is modelled as communication via channels of type
Ch(Un) only messages of type Un could be sent and received over those channels. However
this would be too restrictive. Hence one uses subtyping and kinding. The subtyping relation
I' T <: U expresses that a term of type T is a subtype of the type U in I', which means a
term of type T' can be used wherever a term of type U can be used.

Furthermore if a type T is a subtype of Un in I', then we say T is public (I' - 7" :: pub) and
can be sent over an untrusted network without compromising the security of the protocol. If
however a type T is a supertype of Un in ', then T is tainted (I' - 7" :: tnt) and can be received
from an untrusted network without compromising the security of the protocol. The type Private
is neither public nor tainted. For example a channel Ch(T") is public or tainted, if 7" is public
and tainted. A signature Signed(T") of a term of type T is always tainted and it is public, if T
is public. A asymmetric encryption PubEnc(T') of a term of type T is always public as well.

Finally we have term typing I' - M : T, meaning that the term M is of type T and the
typing judgement for a well-typed process I' - P, meaning that the process P is well-typed in
the environment T.

Example

Let us recall the example from X1l and see how the type system checks whether the protocol is
secure or not.

A=vm.l: out(ch, sign(enc(m,pkz(k‘BE)),k:AS))
B=1:in(ch,z).let 1 = check(z,vk(kas)) then let zo = dec(z1, kpp)
then 2 : out<ch szgn(enc(xg,pk: (kce ) k:BS)>
C = 2:in(ch,y).let y; = check(y,vk(kag)) then let ys = dec(y1, kpg) then Q
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Prot= vkag. vkpg. vkps. vkcoE.
pl : out (ch,pk(kpg)) . p2 : out (ch, pk(kcg)) .
p3: out (ch,vk(kag)). p4 : out (ch,vk(kpg))
(4[B]C)

m is some secret message generated by A. Hence m will be given the type Private. m is then
encrypted with B’s public key. So B’s public key pk(kpg) is a key to encrypt a term of type
Private, hence pk(kpg) is of type PubKey(Private). Having a look at the typing rule for the
constructor pk we see that kpp must then have type PrivKey(Private). The message m (which
is of type Private as mentioned) is encrypted with pk(kpg) (which is of type PubKey(Private)
as mentioned) yielding the term enc(m,pk(kpg)) which has (according to the typing rule for
the constructor enc) the type PubEnc(Private). The encryption enc(m, pk(kpg)) is then signed
with A’s signing key kag, which leads to kag having type SigKey(PubEnc(Private)). The sig-
nature (having the type Signed(PubEnc(Private))) is then output on the public channel ch
with label 1. The public channel ch has type Ch(Un). By the kinding rules we have that
SigKey(PubEnc(Private)) :: pub whenever PubEnc(Private) :: pub and that PubEnc(Private) is
always public. Hence SigKey(PubEnc(Private)) <: Un and sign(enc(m,pk(kpg)), kas) can be
sent over an untrusted network without compromising the security of the protocol.

B now receives the message send by A in the input with label 1. The message will be bound
to z and — since x has been received from a public channel — = has type Un. B then checks x
with A’s verification key vk(kas). By the typing rule for the vk constructor and the fact kg
has type SigKey(PubEnc(Private)), vk(kag) is of type VerKey(PubEnc(Private)). Furthermore
the typing rule for the check destructor require the first argument to be of type Signed(7") and
the second argument to be of type VerKey(T'). It follows that in this case T' = PubEnc(Private).
By the kinding rules Signed(7") :: tnt always holds, so Un <: Signed(PubEnc(Private)) and we can
apply the check destructor to the signature x without compromising the security of the protocol.
The typing rule for the check destructor we then know that x; is of type PubEnc(Private). B
now decrypts x1 with his decryption key kgpgp. By the typing rule for the dec destructor we
then have that x5 is of type Private. From now on B repeats with the term x5 what A has done
with her message m and C repeats all steps B has done so far, except now B’s signing key and
verification and C’s public key and private keys are involved.

Finally we get kpgs having the same type as kag, namely SigKey(PubEnc(Private)) and kcp
having the same type as kpg, namely PrivKey(Private). The process in the applied 7-calculus
now is as follows:

A= vm : Private.l : out(ch, sign(enc(m,pk:(kBE)),k:AS))
B=1:in(ch,z).let 1 = check(z,vk(kas)) then let xy = dec(z1, kpp)
then 2 : out <ch, sign(enc(ﬂ:Q,pkz(kCE)),k:BS)>
C = 2:in(ch,y).let yi = check(y,vk(kag)) then let ys = dec(yi, kpg) then Q

Prot= vkag : SigKey(PubEnc(Private)). vkpg : PrivKey(Private).
vkps : SigKey(PubEnc(Private)). vkcg : PrivKey(Private).
pl : out (ch,pk(kpg)) . p2 : out (ch, pk(kcg)) .
p3 : out (ch,vk(kas)). p4 : out (ch,vk(kpg))
(4]B[C)
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The next step is to add a policy the protocol should fulfill. An authorisation policy consists of
assumptions and assertions and governs security-related decisions in the protocol. It is expressed
in logical formulas. Assumptions are used to express global policies of the protocol and events
in the processes representing different participants. Assertions are formulas that should hold
during or after the execution of the protocol.

In our case the purpose of the protocol is to send the secret m generated by A to C. To
express the policy, we add the assumption Good(m) to the process representing the principal
A in order to reflect that m is the secret A wants to send to C. Now we have to change the
protocol and the types accordingly: instead of encrypting and signing m, we encrypt and sign a
tuple consisting of the message m. This has the following reason: m has still type Private, but
since A says that Good(m) holds, we use a tuple (m) whose type is (z : Private){Good(z)}.
By (m) : (z : Private){Good(z)} we mean that the tuple (m) consists of one element (in the
type of the tuple we refer to that element by z) and that Good(z) holds. Now C' has to split
the tuple after he has verified the signature and decrypted:

A= vm : Private. (assume(Good(m))|1 : out(ch, sign(enc((m), pk(kgg)), kas)))
B=1:in(ch,z).1let x1 = check(z,vk(kas)) then let xy = dec(z1, kpE)

then 2 : out <ch, sign(enc(ﬂ:Q,pk(kCE)),k:BS)>

C'= 2:in(ch,y).1let y1 = check(y,vk(kas)) then let y; = dec(y1, kpr) then
then let (y3) = y2 then (assert(Good(ys))|Q)

Prot= vkyg : SigKey(PubEnc((z : Private){Good(2)})).
vkpg : PrivKey((z : Private){Good(z)}).
vkps : SigKey(PubEnc((z : Private){Good(z)})).
vkcg : PrivKey((z : Private){Good(z)}).
pl : out (ch,pk(kpg)) . p2 : out (ch, pk(kcg)) .
p3 : out (ch,vk(kas)). p4 : out (ch,vk(kpg))
(4151c)

The process can be type-checked as in the case without assumptions and assertions. The
only differences for the modified process is the changed type of the encrypted message (z
Private){Good(z)} instead of Private. Furthermore the assumption Good(m) is contained in the
typing environment I". The last difference is that for typing the tuple splitting (y3) = yo the
formula carried in the type (z : Private){Good(z)} of the tuple yo, Good(z){ys/z} is added to the
typing environment. Here z is replaced by the variable of the tuple splitting y3 according to the
typing rule for the tuple splitting. Since now Good(ys) is in the environment the assertion holds
which intuitively proves the well-typing of the process. The authorisation policy in this case is:
whenever all checks of C succeed C' can be sure that the secret message has been generated by
A and forwarded by B.
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Chapter 3

Principal Compromise in the
Applied 7m-Calculus

The scenario in which participants involved in the execution of a protocol do not behave as
intended is called principal compromise or system compromise.

Modelling compromised participants in the applied m-calculus is done in the following way:
If principals are compromised in the execution of the protocol, secrecy cannot be guaranteed
anymore, since a malicious participant can output all the secrets he learns on a public channel.
Hence the type Private is no more applicable. To account that fact, we have to replace the
unconditional type Private for secrets by conditional types, which we will call PrivateUnlessX in
the presence of compromised participants X. By giving some message m the type PrivateUnlessX
we mean, the message m is of type Private as long as none of the participants in X is compromised
and m is of type Un, if at least one of the participants in X is compromised. We define
the type PrivateUnlessX as Ch((){Xsaysfalse}), where Xsaysfalse stands for the disjunction
V xex Xsaysfalse. Furthermore we add for all X € X the assumption Xsaysfalse if participant
X is compromised and we add —~Xsaysfalse, if X is not compromised.

Having a look at the kinding rule for channels we see that Ch(7T) is public and tainted only
if T is public and tainted. So PrivateUnlessX is public and tainted if and only if (){ Xsaysfalse}
is public and tainted. Since (){Xsaysfalse} is a type for empty tuples by the kinding rule
for tuples we have that (){Xsaysfalse} is tainted if and only if Xsaysfalse follows from the
environment I'. If we now assume some Xsaysfalse with X € X to hold then Xsaysfalse
also holds. This implies that (){Xsaysfalse} is tainted and (since (){Xsaysfalse} is always
public) that Ch(({){Xsaysfalse}) is public and tainted. This means that if some participant is
compromised then the type PrivateUnlessX is equal to the type Un since Un is public and tainted.
On the other hand, if we assume —Xsaysfalse to hold for all X € X then (){ Xsaysfalse} is not
tainted. Since (){Xsaysfalse} is not tainted, Ch((){Xsaysfalse}) is neither public nor tainted
and hence PrivateUnlessX is equal to the type Private.

By using the type PrivateUnlessX the types of keys have to be changed accordingly. Finally,
if a principal X is compromised, we replace the process representing X by a process, which
outputs all secrets of X on some public channels.

Example

We continue with the example from Since B has to forward the secret m received from
A to C, we consider the case B being compromised. m will now be of type PrivateUnlessB
which stands for the type Ch((){Bsaysfalse}). By giving m the type PrivateUnlessB we have
to change the types of the restricted names (keys) in our example: kqg will now have the

15



type SigKey(PubEnc((z : PrivateUnlessB){Good(z)})), in the same way kpgr will have the type
PrivKey((z : PrivateUnlessB){Good(z)}). Because B may exchange the received secret from
A and send some other message m’ for which Good(m’) does not hold, kpg will have the
type SigKey(PubEnc((z : PrivateUnlessB){Good(z) V Bsaysfalse})) and kcg will have the type
PrivKey((z : PrivateUnlessB){Good(z) V Bsaysfalse}). Note that Good(z) V Bsaysfalse is equal
to Good(z) if = Bsaysfalse holds and it is equal to true, if Bsaysfalse holds.
In the case that B is not compromised, we have:
A= vm : PrivateUnlessB.
(assume(Good(m))|1 : out(ch, sign(enc((m), pk(kpE)), kas)))
B=1: 1n(ch,x).
let 1 = check(x,vk(kas)) then
let x9 = dec(x1,kpg) then
2 : out (ch, sign(enc(xg,pk(k:CE)),k:BS))
c=2: in(ch,y).
let y; = check(y,vk(kag)) then
let y2 = dec(y1,kpE) then

let (y3) = Y2 then
(assert(Good(ys))‘Q)

Prot= vkag : SigKey(PubEnc((z : PrivateUnlessB){Good(z)})).
vkpg : PrivKey((z : PrivateUnlessB){Good(z)}).
vkps : SigKey(PubEnc((z : PrivateUnlessB){Good(z) V Bsaysfalse})).
vkog : PrivKey((z : PrivateUnlessB){Good(z) V Bsaysfalse}).
pl : out (ch, pk(kpg)) .
p2 : out (ch, pk(kcg)) -
p3 : out (ch,vk(kas)) .
p4 : out (ch,vk(kpg)) .
(assume (ﬁBsaysfalse)‘A‘B|C)
With the assumption that = Bsaysfalse holds the type PrivateUnlessB is equal to the type Private
and Good(z)V Bsaysfalse is equal to Good(z). Then the example can be successfully type-checked
as before and hence the protocol is safe.
However if we assume that B is compromised the same protocol then is as follows:
A= vm : PrivateUnlessB.
(assume(Good(m))|1 : out(ch, sign(enc((m), pk(kpg)), kas)))
B=bl: out(ch, k:BE).
b2 : out(ch, k:BS)
c=2: in(ch,y).
let y; = check(y,vk(kag)) then
let y2 = dec(y1,kpE) then
let (y3) = y2 then
(assert(Good(y3))|Q)
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Prot= vkag : SigKey(PubEnc((z : PrivateUnlessB){Good(z)})).
vkpg : PrivKey((z : PrivateUnlessB){Good(z)}).
vkps : SigKey(PubEnc((z : PrivateUnlessB){Good(z) V Bsaysfalse})).
vkop : PrivKey((z : PrivateUnlessB){Good(z) V Bsaysfalse}).
pl : out (ch, pk(kpg)) .
p2 : out (ch, pk(kcg)) .
p3 : out (ch,vk(kag)) .
p4 : out (ch,vk(kpg)) .
(assume Bsaysfalse‘A‘B‘C)

Note that we have only replaced the process B and the assumption —Bsaysfalse by Bsaysfalse.
In this case the type PrivateUnlessB is equal to Un, Good(z) V Bsaysfalse is equal to true and
hence from the kinding rules it follows that (z : PrivateUnlessB){Good(z) V Bsaysfalse} is public
and tainted. Furthermore the assertion Good(ys) in process C' cannot be fulfilled, since yo will
have the type (z : PrivateUnlessB){Good(z)V Bsaysfalse } which is equal to (z : Un){true}. Hence
the protocol cannot be type-checked successfully and is not safe under system compromise.

One possibility to overcome the problem of compromised participants is to weaken the policy
as suggested in [EGMOT]. Here the authors propose to refine the policy such that it indicates on
which participants the policy relies on. In our case the policy depends on principal B: If B is
compromised the policy is not fulfilled anymore. Instead of weakening the policy our approach
will strengthen the protocol in order to be able to fulfil the given policy even in the presence of
compromised participants.
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Chapter 4

Approach

Our approach will strengthen the protocol by making usage of zero-knowledge proofs. The idea
behind our approach is the following: In a usual protocol a principal performs some opera-
tions and then sends some message to another principal as specified by the protocol description.
Firstly we change the protocol in a way that a principal proves by a zero-knowledge proof that he
has performed the operations specified by the protocol description. By using a zero-knowledge
proof a principal does not have to reveal his secrets, for instance signing and decryption keys.
The proof however will convince other principals that the he knows a correct signing or decryp-
tion key. Secondly the principal does not only prove his correct behaviour by a zero-knowledge
proof but he has additionally to forward all zero-knowledge proofs he has received. By doing
0, the receiver of the zero-knowledge proofs will be able to check whether all principals have
followed the protocol.

Before we present an algorithm that transforms a given protocol to strengthen it, let us
continue with the example from chapter Bl and demonstrate the idea of our approach. The
protocol in the case of B not being compromised is as follows:

A= vm : PrivateUnlessB.

(assume(Good(m))|1 : out(ch, sign(enc((m), pk(kpg)), kas)))
B=1: in(ch,m).

let x1 = check(x,vk(kag)) then

let x9 = dec(x1, kpg) then

2 : out <ch, sign(enc(xg,pk(kCE)), k‘BS))
c=2: in(ch,y).

let y; = check(y,vk(kas)) then

let yo2 = dec(y1, kpg) then

let (y3) = y2 then
(assert(Good(y3))|Q)
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Prot= vkag : SigKey(PubEnc((z : PrivateUnlessB){Good(z)})).
vkpg : PrivKey((z : PrivateUnlessB){Good(z)}).
vkps : SigKey(PubEnc((z : PrivateUnlessB){Good(z) V Bsaysfalse})).
vkcop : PrivKey((z : PrivateUnlessB){Good(z) V Bsaysfalse}).
pl : out (ch, pk(kpg)) .
p2 : out (ch, pk(kcg)) .
p3 : out (ch,vk(kag)) .
p4 : out (ch,vk(kpg)) .
(assume (—Bsaysfalse)|A|B|C)

According to our approach A has to prove to B that she sends sign (enc(<m>,pk(l<:BE)),kAs),
where m is the message, she wants to keep secret. Since she wants to keep m secret, she would
like to keep (m) secret as well. Now A constructs the zero-knowledge proof in the following
way: she proves that

e verifying sign(enc((m),pk(kpg)),kas) with the verification key vk(kag) corresponding
to her signing key kg results in the message enc((m),pk(k:BE))

e enc((m),pk(kpg)) is an encryption of the term (m) with B’s public key pk(kpg) (here
the term (m) will be kept secret)

e the term (m) is a tuple consisting of the single term m (here m will be kept secret as
well).

The terms which we have to keep secret in the zero-knowledge proof are: (m) and m; the
terms which may be revealed to anyone are the following terms: sign (enc((m),pk(k:BE)), k‘AS),
vk(kas),enc({m), pk(kpr)), and pk(kpg). Hence A sends the zero-knowledge proof

Zk274,/34 enc(an,B2) ABa=checkt(B83,61)A(az)=01
(<m> m; vk(kas), pk(kpg), sign(enc(<m>,pk(k:BE)),kAS), enc(<m>,pk(k:BE))).

The order of the terms in the public component of the zero-knowledge proof is changed such
that in the verification of the zero-knowledge proof the verification key for A’s signature and the
public key of B can be matched and the message from the original protocol is the first message
following the terms that are matched.

Now B has to prove that he has followed the protocol as given in the protocol description.
He proves that

e verifying sign (enc(xg, pk(kc E)) , k:BS) with the verification key vk(kpg) corresponding to
his signing key kpg results in the message enc(acg, pk:(k(;E))

enc(z2, pk(kcp)) is an encryption of the term zo with C’s public key pk(kcg) (here the
term xo will be kept secret)

B has obtained the term x9 from x; by decrypting 1 with his decryption key kpg (here
kpr will be kept secret as well)

B knows the corresponding decryption key kpg to his public key pk(kpg)

B has obtained the term z; from x by verifying = with A’s verification key vk(kags)
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The terms which we have to keep secret in the zero-knowledge proof are: xo and kpg; the terms
which may be revealed to anyone are: sign(enc(xg,pk:(k(;E)),k:BS),vk(kBS), enc(xg,pk:(k(;E)),
pk(kcp),x1,pk(kpg), x, and vk(kas). B now sends the zero-knowledge proof

Zkl&ﬁs:checm(55754)/\041:decﬁ(/387042)/\5311?’6(02)/\/37:6716(041752)/\57:Ch66kﬁ(56,51)
(22, kBm; vk(kps), pk(kcE), pk(kpe), vk(kas), x, sign(enc(xz2,pk(kcr)), kBs),
enc(zz, pk(kor)), 1)

and forwards the zero-knowledge proof received from A. Now we have to add the verification
of the zero-knowledge proofs to B and C' to get:

A=1:out (Ch’ Zk2,4,64:enc(a1,62)/\64:checkﬁ(ﬁg,ﬁﬂ/\(ag):cﬁ

((m),ms vk(kas), pk(kp), sign(enc((m), pk(ksp)). kas), enc((m), pk(ksr))) )
B=1: in(ch,af“).
let <§71> =3 in
let <9&171,£1,2,3@1,3,@1,4> = publicy(21) in

let &,y = ve (il,vk(k:AS), pk:(k‘BE)) then
1

"2,4,2,B1=enc(an,B2) ABa=checkt(83,81)A a2 )=a
let (z,214) =21,y in

let 1 = check(x,vk(kas)) then

let 29 = dec(xl, k?BE)

then 2 out (eh, (2K, g checkt(3s ) s =dec (B )=o)
ABr=enc(a1,82) NBr=check(86,51)

(22, kpp;vk(kas), pk(kcg), pk(kpg), vk(kps), 2,

sign (enc(xg,pk:(k‘CE)), k‘BS) , enc(azg, pk(k:CE)) , xl) , £1>)

Q
I

2: in(ch, gj)
let ({1, 92) =y in
let (§2,1,92,2: 92,3, f2,4) = publica(f2) in

let (1,1, 91,2 91,3 91,4 91,5, 91,6, 91,7) = publicz (1) in

let Yo, v = ver2,4,3,ﬁ4:enc(a1,62)/\64:checkﬁ(ﬁ3,61)/\<a2>:a1

(92,vk(kas), pk(kpg), f1,5) then

1ot Y1,V = VE€Ty g 5 checkt(Bs,0a)Aon =dect (Bsaz) ABs=ph(az)
ABr=enc(an,B2)ABr=check!(Bs,51)

(g)l,vk:(kgs), pk(kcr), pk(kee), vk(kas), g)175) then
let (J2,4) = Go,v in
let (y, 01,7, 91,8) = §1,v in
let y; = check(y,vk(kps)) then
let yo = dec(yl, k‘CE) then

let (y3) =y2 in Q
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Prot= vkag : SigKey(PubEnc((z : PrivateUnlessB){Good(z)})).
vkpg : PrivKey((z : PrivateUnlessB){Good(z)}).
vkps : SigKey(PubEnc((z : PrivateUnlessB){Good(z) V Bsaysfalse})).
vkcop : PrivKey((z : PrivateUnlessB){Good(z) V Bsaysfalse}).
pl : out (ch, pk(kpg)) .
p2 : out (ch, pk(kcg)) .
p3 : out (ch,vk(kag)) .
p4 : out (ch,vk(kpg)) .
(assume (—Bsaysfalse)|A|B|C)

Note that C' extracts the fourth message from B’s zero-knowledge proof and matches that
message in both A’s and B’s zero-knowledge proof to link both proofs. Intuitively the modified
process type-checks because C expects to receive two zero-knowledge proofs. The second zero-
knowledge proof should convince C' that A has followed the protocol and that Good(m) holds,
and the first zero-knowledge proof should convince C' that B has followed the protocol and that
B has used the message he has received from A. For further details see

Approach for symmetric key cryptography

Symmetric key cryptography we have to treat differently. Since symmetric keys are both en-
cryption and decryption keys at the same time. In a protocol with symmetric encryption the
sender as well as the receiver have to know the symmetric key, which enables especially the
receiver of the encryption to generate the zero-knowledge proof of the sender on its own. To
exclude that possibility we handle symmetric encryptions in the following way: Whenever we
replace a message containing a symmetric encryption by a zero-knowledge proof (proving the
correct behaviour of the principal) we extend the zero-knowledge proof by proving additionally
that the sender know the corresponding secret key to his public key. This will prevent the re-
ceiver from being able to generate the zero-knowledge proof on its own since he does not know
the secret key of the sender. We will present an example for symmetric key cryptography in
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Chapter 5

Algorithm

We present an algorithm that transform protocols according to our approach. Protocols will
be expressed in the applied w-calculus as presented in LTl with type annotations for restricted
names and authorisation policy. We first present the algorithm that transforms the applied
m-calculus process. Then we present the transformation of the types.

5.1 Processes

We assume that in the process representing the protocol all names and variables are distinct and
for each input process with a label k there exists a corresponding output process with the same
label. Our algorithm relies on a public key infrastructure: Every participant has a decryption
and a signing key, all participants know all encryption and verification keys of all participants.

Furthermore we assume that each symmetric key is annotated by the private key of the
participant using the symmetric key to encrypt a message. For instance, if participant A
uses the symmetric key kap to encrypt m and sends it to B, we will use the annotation
privatekey(kap) = kag.

For the description of the algorithm we will use the following definitions and notations:

e P denotes the set of all processes, while P,@Q,... € P denote processes. Z denotes the
set of all labels, where k,k’,... € L are labels. V denote the set of (input-) variables
(z,y,... € V), N the set of names (m,n,... € N), T the set of terms, 3 the set of
substitutions (o,01,... € X), and S the set of statements. In order to refer to variables
in the original process we will use variables x,y, ... (€ V). We will denote variables added
by the algorithm by #,§,%,... (£ V)

e The algorithm will modify every output for which there exists an input with the same
label in the process P. To refer to input and output labels we will use:

labelsj, : P — 2%
labelsi, (P) = {k: 13C,Q: PEC [k : in(u,z).Q)] }

labelsgyt @ P — 2kt
labelsgyt (P) = {kz |3C,Q : P=C[k : out (u, M) .Q)] }
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The labels of the outputs of the encryption and verification keys are pl,p2, p3, and p4.
Two messages are sent, the label for sending and receiving the first message is 1 and for
the second message 2.

labels;i, (Prot) = {1,2}
labelsgyt (Prot) = {pl,p2,p3,p4,1,2}

In the process P a message, sent in an output with label &k, will be bound to a variable in
the input with label k. In order to refer to this variable we use:

variable: Px L —YV
x, 3C,Q : P=C[k: [']in (u,z) .Q]

variable (P, k) = _
undef, otherwise

The message received in input with label 1 is bound to the variable x, the message received
in input 2 is bound to y.

variable (Prot,1) = x
variable (Prot,2) =y

Analogously to above, we will refer to the channel and the message of the output with
label k with:

output: Px L —T xT
(u, M), 3C,Q:P=Clk:out(u,M).QJ

undef, otherwise

output (P, k) = {

In output 1 and 2 the channels and messages used are the following;:

output (Prot,1) = (ch, sign(enc(<m>,pk(k¢BE)),kAS))
output (Prot,2) = (ch, sign(enc(xg, pk(k:CE)) , k:BS))

We will refer to the set of restricted values in the output with label k£ by:
restricted: P x £ — 2V

restricted (P k) = {n‘ElC, C''\